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While the development of e-commerce over the Internet
has come to mature in its application to business
opportunities and technologies, assuring fairness in
trade and exchange remains a major problem in
practice. Directed towards the development of this
fairness aspect of the technology, this project aims
to design and analyze various fair exchange protocols
applied in e-commerce. In most applied information
security mechanisms, the attainment of security and
fairness is derived only through a trusted third
party, 1.e. the exchange of information between the
sender and the receiver must be processed through the
help of a third party. However, when put into
practice, there exist many controversies in the
designing of this third party. Therefore, this
project proposes for an exchange protocol that
requires no intermediaries. To solve the present
inefficiency in multi-party exchange protocols,
research 1s carried out on collusion attack problems
that fair exchange protocols face when put into
practice, such as internal conspiracy, conspiracy by
external third parties, or conspiracy between



selected internal members with an outside third
party, with the establishment of round constant
multi-party fair exchange protocol using cryptography
and new exchange methods. Aiming to raise protocol
efficiency and security by maintaining the Nash
equilibrium in rational participants, this project
adopts Game Theory in the design and analysis of fair
exchange protocol.

Fair exchange protocol ; Secure multi-party
computation ; Game Theory ; Collusion attack
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Abstract

While the development of e-commerce over the Internet has come to mature in
its application to business opportunities and technologies, assuring fairness in
trade and exchange remains a major problem in practice. Directed towards the
development of this fairness aspect of the technology, this project aims to design
and analyze various fair exchange protocols applied in e-commerce. In most
applied information security mechanisms, the attainment of security and fairness is
derived only through a trusted third party, i.e. the exchange of information
between the sender and the receiver must be processed through the help of a third
party. However, when put into practice, there exist many controversies in the
designing of this third party. Therefore, this project proposes for an exchange
protocol that requires no intermediaries. To solve the present inefficiency in
multi-party exchange protocols, research is carried out on collusion attack
problems that fair exchange protocols face when put into practice, such as internal
conspiracy, conspiracy by external third parties, or conspiracy between selected
internal members with an outside third party, with the establishment of round
constant multi-party fair exchange protocol using cryptography and new exchange
methods. Aiming to raise protocol efficiency and security by maintaining the Nash
equilibrium in rational participants, this project adopts Game Theory in the design
and analysis of fair exchange protocol.

Keywords: Fair exchange protocol; Secure multi-party computation; Game

Theory; Collusion attack
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Abstract—In recent years, the average life expectancy of people
is extended and total fertility rate is dropped, bring our
country into an aged society. Due to this phenomenon, how to
provide the aged people and the patients with chronic diseases
a suitable environment of health care has become a critical
issue currently. Therefore, we propose a new scheme that
applies health care within wireless sensor networks in which
sensor nodes can measure the vital signs of the aged people and
the patients. The vital signs for blood pressure, pulsation, and
body temperature measured by sensor nodes would be
transmitted to mobile devices of medical staff and system
administrator. Sensor node readings enable the medical staff to
understand the conditions of the patients in real time which
improves the quality of health care for the patients. According
to the personal data protection act, the vital signs of the
patients can only be accessed by the authorized medical staff.
In order to protect the privacy of patients, the administrator
will verify the identity of medical staff through the mobile
device with smart card and password. Accordingly, only the
verified medical staff can obtain the vital signs such as blood
pressure, pulsation, and body temperature of the patients.
Besides, the scheme includes a characteristic of time-bounded,
and then the medical staffs can obtain the vital signs without
re-authenticating and re-login into the system in a period of
time. Consequently, the time-bounded property increases the
work efficiency of the system administrator and user.

Keywords-Wireless Sensor Networks; Sensor Node; User
Authentication; Smart Card;

l. INTRODUCTION

Our research will use the wireless sensor network to
construct a medical environment with security system. First
of all, we will use the sensor nodes to collect the patient's
physiological information. When the doctor needs that
information, he can access to the system to get the data
through the PDA or other devices which support wireless
network. In the process of data transmission, we propose a
high-security method to protect the information from
hacking. In this paper, we want to achieve the following
purposes:

(1) Enhance the Medical Quality: Doctor can save more

time when he gets the patients’ physiological
information directly through PDA.

(2) Data Accuracy: Because sensor nodes will collect
data and transmit it to the data collector, there is no
typo going to happen.

(3) Keep Monitoring: Doctor can keep monitoring the
patients’ physiological information through wireless
sensor nodes. Therefore, doctor will be notified
quickly if a patient feels not so well.

(4) Protect the Privacy: In our research, we have to
make sure only legal user can receive patients’
physiological information.

(5) Limited Time: We limit a period of time, and the
legal user can’t get the information if the time is
passed.

The organization of this paper is as follows: Section 2
will introduce encryption and authentication technology
background, and then compare other papers based on user
authentication. Section 3 will explain the method proposed in
this paper. First, we propose a medical environment using a
wireless sensor network, and how this method works when a
user wants to get the patients’ physiological information.
Section 4 will conduct the analyses of safety, performance
and power. Section 5 is the conclusion of this paper.

Il.  RELATED WORKS

A. Encryption System

Cryptography is a special way to let illegal user be
unable to read the message. Therefore, we can through
encryption to transfer the original message to the ciphertext
to protect some important messages. Similarly, we can
decrypt the ciphertext to read the message. Besides,
cryptography has these three properties—confidentiality,
integrity and non-repudiation. We can use these properties to
compose different types of network services.

In cryptography system, it can be divided into symmetric
encryption system and asymmetric encryption system
according to the number of keys.

In addition to the above described cryptography system,
there are some encryption technologies without the key, such
as one-way hash function. It is consisted of one-way and
hash function [1]. According to one-way function, it is quite
difficult to calculate F(X) to get X but is quite easy on the
contrary. And hash function means transferring the original
message to a fixed-length string, called the message digest.
Although we can easily calculate a message digest by one-



way hash function encryption technology, we can not get the
original message based on this message digest. A good one-
way hash function must have the characteristic of Collision
Resistance, which means there will not appear the same
message digest if the original message is different. One-way
hash function is often used in signature.

B. User Authentication

With the development of mobile communications
networks, more and more users can through mobile devices
to connect the Internet. And User Authentication is used to
identify whether the user is legal or not to prevent hackers.
Generally speaking, User Authentication can be divided into
three parts, as shown below.

(1) Biological Verification: Biological Verification is
through the physiological differences to conduct the
authentication. Such as: Finger Print, Veins, Retina,
Iris, Palm Shape, Voice and Handwriting.

(2) Password Authentication: Password Authentication
is through user ID and password to do the
verification. It is usually combine IC Card to
increase the security.

(3) Document Verification: Document Verification is
through user’s document to verify the legality. Bar
Code, Magnetic Card, IC Card, Smart Card and
RFID technology are common way to verify.

In the above three user authentication, Password

Authentication is the most widely used, such as [2-7]. We
can divide Password Verification into two categories,
namely system needs to store the password table and system
does not need to store passwords. The first system includes
direct-storage password method, one-way function, password
encryption, password salt, challenge response and time
stamp. The second system contains authentication and
encryption method.
Among them, Time Stamp method is that user’s ID,
password and the login time will be encrypted together.
When receiving the ciphertext, the system will decrypt it and
get the login time. Then the system will compare the time
with the legal time. If the time is correct, the system will go
further to verify the user’s ID and password. Due to the time
is very important in medical field, we record physiological
information, such as blood pressure or heart rate, with time
to prevent forgery and tampering. In our approach, time
stamp method will be used.

C. Authentication Procedure

User Authentication can be divided into three steps, as

shown in followings:

(1) Registration Phase: When a user wants to use a
system, he has to apply an account. After the
manager approve, the user will be gave for
authentication information, such as smart cards or
password. Then the user has the permission to
access the system.

(2) \Verification Phase: During this phase, managers
will verify the user’s information, such as accounts,
passwords or smart cards. Only legal user can
access to this system.

(3) Login Phase: When a user wants to login to system,
he is required to give manager the information used
to verify identity.

In wireless network, It is quite important to control the
data access. In order to let only the legal user accesses to get
the data, we use User Authentication to protect our system.
Followings are some papers about User Authentication in
wireless sensor network:

C.1. Dynamic User Authentication Scheme for Wireless
Sensor Networks

In 2006, Wong et al [8] proposed a dynamic user
authentication method for wireless sensor network. It uses
the password authentication technology, such as one-way
hash function and exclusive OR (Exclusive-OR), and
through IEEE 802.15.4 wireless network transmission
standard to protect the security of transmission. User can use
handheld mobile devices to access data from sensor nodes.
Before accessing, the user has to register and gets ID and
password. Then the user can login to Sensor Login-Node to
access data with authenticated user's identity information. In
a limited time, user can login the system several times.
However, when the time expires, user needs to register again.

C.2. Improved Dynamic User Authentication scheme for
Wireless Sensor Networks

In 2007, Tseng et al [9] proposed a method to improve
security based on [8]. They think [8] is easily subjected to
Replay Attack and Impersonation Attack. Hence, Tseng et al
improve the safety to resist those attacks. In addition, the
method also allows the user to change the password.
Through one-way hash function, the user's password can be
encrypted and well protected.

C.3. Two-Factor User Authentication in Wireless Sensor
Networks

In [8] and [9], the system needs to provide additional
space to store the user’s ID and password after registration.
Because [8] and [9] both includes the password table, these
two methods are likely to get Stolen Verifier Attack.
Therefore, in 2009 Das [10] proposed a two-factor user
authentication method to provide a more secure
authentication. This method combines smart card with
password.

The system does not need to save the password table. It
just needs to give a smart card which has the relevant
authentication information to the user. In this way, the user
and the sensor nodes only use one-way hash function to
encrypt and decrypt. Through a hash function, sensor nodes
can save more computing time and power consumption,
making this method efficiency.

C.4. Improved Two-Factor User Authentication in Wireless
Sensor Networks

In 2010, Khan et al [11] proposed an improved
authentication based on [10]. They think [11] can not resist
Insider Attack and is incapable of changing password. In the
same year, Vaidya et al [10] proposed a further improvement
of two-factor user authentication. This authentication also



combines smart card with password to improve the security.
Besides, this method will bring up alternative solutions
according to various attacks, such as smart cards stolen.

D. Smart Card

Smart card is an IC chip embedded in a plastic card. It is
capable of memo ring, recognizing, encryption/decryption
and transmission. Currently, the smart card can be divided
into two categories, namely IC memory card and CPU card.
The former one only has the function of storing data, such as
public telephone cards. The latter one is able to execute data
processing, operate and has anti-theft system, such as IC
telephone card, IC card, Easy Card and so on.

Smart card has the characteristics as following:

(1) Data Access and Authentication: Each smart card
has different PIN(Personal Identity Number). Only
the right PIN can access data from smart card.

(2) High Security: Because the smart card is capable of
encryption and decryption.

(3) Low Cost: Smart card can work offline. Therefore,
the cost will be decreased by connecting less.

(4) Controllable: The smart card contains a small
microprocessor and operating system.

(5) Portable: Smart card is small and easy to carry.

I11.  METHODOLOGY

In this section, we will explain the system environment
structure and its application first and then introduce the user
authentication method proposed in this paper deeply.

A. System Environment Structure

First, we place wireless sensor nodes on different floors
and different wards in the hospital. These wireless sensor
nodes (S,) are managed centrally, and thus each floor can be
regarded as a different cluster region.

Figure 1 shows the sensors in each ward can transmit all
the collected information to the data collector wirelessly.
Then this information is given to the manager through wired
transmission for centralized management.

All medical personnel who wish to access the data
collected through the nodes must register with the
management first. Upon registration, management dispenses
a personalized smart card through a secured channel to the
applicant. Thereafter, the user can use this smart card
together with wireless mobile devices such as PDAs and
Notebooks to log into the system. While the user is logging
in into the system, data search and access can be conducted
with all the sensor nodes in the hospital premises within a
limited time. Figure 2 demonstrates how through the
integration of the smart card with a PDA, doctors can
examine patients’ physiological data, . This data includes
patients’ temperature, heart rate, blood pressure, etc.
Likewise, ward information such as room temperature and
lighting can also be accessed.

B. System Environment Structure

The proposed method is divided into four phases:
registration, login, authentication, and data acquisition. Table
1 shows the definitions of the symbols used.

TABLE I. NOTATION DEFINED

Notation Explanation

Ui i-th user

IDi i-th user’s account

PWi; i-th user’s password
TID; i-th user’s account used during t time
h(.) One-way hash function SHA

Kps Management’s symmetric encryption key

@ XOR

I bit concatenation operator

T time parameter

Sh n-th sensor node

a,b secret parameter to be used as authentication parameter
Fi(X) i-th user’s polynomial time

B.1. Registration Phase

When U;wishes to access resources of sensor node S, of
the hospital, U; must first register with the management. To
do so, U; sends his account name ID; and password PW;
through a secure secret channel to the management. When
the management receives the registration request, he
calculates K; using his own key Kps and gives it to U,
including K;= h(ID; || PW;) @©h(Kys). Next, a personalized
smart card is given to U;. Parameters in the smart card
include < h(.), ID;, K;, h(PW;), a >. a is a secret parameter
generated by the management and is stored in S, at the time
when the sensor nodes are layered. S, is responsible for
exchanging the data with U;. As the secret parameter a is
stored in the smart card, users cannot directly nor indirectly
access the value of a. Ultimately, the management sends the
smart card to U; through a secure secret channel.

B.2. Log in Phase

When U; during making rounds wishes to access data of
the patient in the ward, he has to log in using his account ID;
and password PW;.

Stepl: U; inserts his smart card into the mobile device
and inputs his account and password. Next, the
smart card itself authenticates the entered account
and password to check if they match with the
account and password stored in the card. If correct,
the next step follows; otherwise, the operation is
terminated immediately.

Step2: The smart card possessed by user U; computes a
time-stamped signature TID; and C;, TID; = h(ID;
| PW;) @h(a || T1) and C; = h(K; || a || T1), among
which T is the current time of U;.

Step3: < TID;, C;, T;> is given to manager.

B.3. Authentication Phase

When the management receives the log in request from
U;, he authenticates to see if U;is a legal user.

Stepl: Verify Ty. If (T, - T;) < AT , the next step follows;
otherwise, the operation is terminated.
AT represents expected time delay during
network transmission.

Step2: The management computes h(ID; || PW;)" = TID;
@Hh(a I T2) and Ci" = h(h(ID; || PW;) ®h(Kss)) ||
a Tl)



Step3: The management verifies the C;sent by U; If the
log in request is permitted, the next step follows;
otherwise the message is discarded.

Step4: Upon receiving a log-in request, the management
computes the following parameters:

Ai=h(TID; || Sy [l a | T2)

F :ﬁ[x —tj]+h(b||T|Di)

Di = Fi (X) ©h(ID; || PW;) ©h(Kys),
where T, is the management system’s time-stamp.
All the sensor nodes, and the management share a
common secret parameter a; b is a random value.

Step5: Finally, the management sends < D; > through a
secret channel to U;. Also at the same time,
message < TID;, A;, T,, b > is sent to all the sensor
nodes near U;, informing them that U; is a legal
user, and that they should actively reply U
Therefore, < TID;, A;, T,, b > can be used by the
sensor nodes to verify users’ identity.

Step6: When sensor node (S,) receives < TID;, A;, To, b >,
it first verifies T,, in the same way as stepl. If the
(T, - T,) = AT condition is met, the operation
carries on; otherwise, it is terminated. AT
represents expected network transmission delay.
S, computes A" = h(TID; || S, || a || T,) to verify if
it matches with the A; sent by the management. If
it does, S, sends the searched data to U;, else no
reply is given and the operation is ended.

B.4. Data Acquisition Phase

While the authentication phase is being carried out, the
management gives U;an access certificate. With this, U; can
carry out data access and use multiple times within a limited
time. The steps are as follows:

Stepl: First, U; must insert the smart card into a mobile
device and input an account and password. Next,
the smart card verifies the entered account and
password to see if it matches with the account and
password in the smart card. If correct, the next
step follows; otherwise the operation is terminated
immediately.

Step2: If user U; wishes to access the data of S;,, it need
not log-in to the management’s system again, but
can use the D; given by the management for
further computations. By substituting the current
time T; with polynomial F; (X) = D;i®K; , h(b ||
TID)) is obtained. Finally, E; = h(b || TID;)®h(a ||
T3) is computed, after which the access
certificate< E;, T3, TID; > is sent to S, , with T,
being the time-stamp of U;.

Step3: When receives < E;, T, TID; > at any point of the
time, it first verifies Ts. If (T5 - Tg)< AT does not
hold, the operation is terminated and the message
discarded. If it holds, S, proceeds to calculate E~
= h(b || TID;) @ h(a || Ts) to verify whether it
matches with the E; that U; sent. If they match, the
data requested by U; is sent; otherwise, no

response is given, and the operation is terminated
immediately.

IV. SECURITY ANALYSIS

The following security analysis is done with the
hypothesis that with current technology, it is relatively
difficult to duplicate or acquire parameters from smart cards.
Even if attacker manages to acquire some parameters from
smart cards through side channel attacks, the cost of
acquiring them would far exceed the value of the parameters.
In addition, there are already smart cards devised to
withstand side channel attacks and reverse engineering hacks.
Next, to enable sensor nodes to withstand node capturing
threats that may result into easy access of internal data, we
also assume that the sensor nodes use tamper-resistant
components for storing confidential data. Though tamper-
resistant components are more expensive and that their
function is not required in most environments, they are
nonetheless necessary in special environments such as
healthcare, border security etc., to prevent intentional and
unintentional leaks during data transmission. In our case, the
sensor nodes are installed in an open environment where
attackers can literally capture the nodes. However, through
tamper-resistant components, it can be assured that the
attackers will not be able to acquire the data in the sensor
nodes. According the above hypotheses, our protocol can
does withstand the following attacks:

A. Replay Attack

When a user sends a log-in request < TID;, C;, T, > to the
management, he can be assured the request will not be
intercepted and used to register with the management. This is
because when the management receives a log-in request, it
will first verify whether the time-stamp lies within the
reasonable delay time. If it doesn’t, the management will
terminate the log-in request. Moreover, resent intercepted
messages will fail because of (T, - T;)= AT .

B. Impersonation Attack

Assume the attacker manages to have TID; after a
successful interception of a log-in request< TID;, C;, T; >. To
resend the request, it uses a new time-stamp to recalculate
TID; in order to prevent repeat attacks. However, this is not
impossible, as. When the attacker computes TID;, it will not
be possible to derive from the intercepted message because
of the one-way hash function protection. Hence, the attacker
cannot impersonate as a legal user. Furthermore, attackers
cannot duplicate a legal user’s log-in request if he does not
have data from his smart card. In addition, it is relatively
difficult to derive from TID; and smart cards. Attackers also
cannot derive h(Ky) to forge a legal user’s registration data
because h(Kys) is stored in K;, while K; is stored in the smart
card. Thus, impersonation attacks cannot succeed in our
method.

C. Stolen-Verifier Attack

In our method, no user’s password or verification data is
stored in the system. This prevents stolen-verifier attacks. As
neither the management, nor the sensor nodes retain



passwords or verification data to authenticate log-in requests,
therefore, no passwords can be derived from the internal
network. Although users at the registration phase sends a
PW;, however, once the registration phase has been
completed, the management deletes the PW; record
immediately. Thus, in our method, stolen-verifier attack is
prevented.

D. Guessing Attack

In our method, we do not require password/authentication
tables. On the contrary, we make digests for password
transmissions and other confidential components. Even if an
attacker acquires TID;, which includes user’s PW; and secret
parameter a, when faced with the characteristics of one-way
hash function, he will not be able to guess the user’s PW; and
secret parameter a separately.

E. Denial-of-Service Attack

For all systems where messages are communicated
through public channels, denial-of-service attacks are
intrinsic potential threats that can be exploited as when the
service provider services a competitor or attacker, a value-
added user is denied service. Such attacks can be detected
with intrusion detection systems. We do not provide
protection for such attacks in our protocol because in one-
way protocols, the management only needs to send messages
to wireless sensor nodes without having to expect any reply.
If the attacker intercepts the message from reaching the node,
neither the management, nor the wireless sensor nodes will
know.

F. Node Compromise Attack

As most of the sensor nodes are installed in physical open
environments, attackers can potentially capture a node and
access data or tamper with the internal settings. At the
moment, this is rather difficult to prevent. However, there are
two methods that can lower the loss in the event of
compromised sensor nodes. The first method is through the
use of one-time sensor nodes, but which due to cost
considerations is often not a viable method. The second
method is the use of an Intrusion Detection System (IDS) or
Intrusion Prevention System (IPS). Thus, in our method, an
IDS is installed on the management’s end to monitor the
sensor nodes and possible attacks periodically. Through the
use of IDS or IPS in the environment, effective prevention,
detection, and filtration of suspicious message packets can be
used to assure the sensor nodes’ desired status.

In addition to the attacks mentioned above, our method is
also prevented from the use of shared accounts, i.e. sharing
one account and password with multiple users, which results
into system’s burden and account management problems. In
most password authentication systems, in order to verify
users’ identity, the system retains a verification table to
manage user authentication. In our method, we do not retain
any verification tables with the management, and thus are not
faced with related threats. Furthermore, to log-in to the
system, a legal user is required to have < ID;, PW; >and the
corresponding smart card. In our proposed method, all
parameters related to the log-in phase are calculated with the

smart card. Once the card is removed from the system, the
system terminates the content accessed by the user from the
sensor nodes. Thus, all legal users are required to have a card,
which therefore prevents multiple-user login attack.

V. CONCLUSIONS

In this paper, we propose a method to protect the
patients’ physiological information. We use the User
Authentication to identify those medical workers who access
to get the patients’ physiological information. Through
combining the smart card and password authentication, we
can control the access and make sure only the legal user can
get the data. In addition, legal user can access to get the data
several times in a limited time without authenticating. It can
enhance the efficiency of data receiving. Last but not least,
according to our security, performance and power analysis, it
is clear to see that our method can resist attacks such as
Replay Attacks, Impersonation Attack and so on. Therefore,
what we propose in this paper is quite efficient and
meanwhile is capable of resisting attacks.
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