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Abstract :

The Internet is an open, public and transparent environment in which various
security threats and malicious attack are hidden during communications. Cryptosystems
are therefore utilized for protecting the privacy of communication parties. An oblivious
transfer protocol has been regarded as an important secure communication technique in
cryptology, mainly because the oblivious transfer mechanism could be applied to e-
commerce, confidential information exchange, e-contract, and so on. In the 7-out-of-n
oblivious transfer protocol, the sender possesses 7 pieces of information, from which
the receiver could choose ¢ pieces of information. However, the sender could not know
which information is selected by the receiver and the receiver does not know the
contents of the rest n —t pieces of information. Comparing to other cryptosystems,
applying elliptic curve cryptosystems to-the oblivious transfer protocol and replacing
exponent operations with point operations not only could reduce the computational cost

of oblivious transfer but also reinforce the protocol security.

Current elliptic curve cryptosystem based oblivious transfer systems could be
divided into the operation models of “first encrypting message and then calculating the
key” and “first calculating the key and then encrypting message”. The former is the
commonest oblivious transfer mechanism currently, with which 1-out-of-2, 1-out-of-n,
and t-out-of-n oblivious transfer protocols have been derived from various algorithms

and transfer protocols and discussed. Nevertheless, most research, under the model of

I



“first calculating the key and then encrypting message”, focuses on 1-out-of-2 and 1-
out-of-n oblivious transfer protocols. More practical and complicated #-out-of-n
problems are lack of complete research discussion and design implementation. Aiming
at such a problem, the #-out-of-n oblivious transfer protocol based on the model of “first
calculating the key and then encrypting information” under the elliptic curve

cryptosystem technology is proposed in this study.

In addition to largely reducing the calculation amount with the characteristics of
elliptic curve cryptosystems, the proposed #-out-of-n oblivious transfer protocol also
designs the key with Cantor pairing function to effectively distinguish ¢ pieces of
selected and decrypted information. Nonetheless, the overall information transfer
amount through this protocol is higher than general #-out-of-n oblivious transfer
protocols under the model of “first encrypting message and then calculating the key”.
The application of Cantor pairing function to oblivious transfer protocols is therefore
extended in this study to reduce the total information transfer amount and allow z-out-
of-n oblivious transfer better conforming to the practical requirements of high security,

high efficiency, and low bandwidth.

Key words: information security, oblivious transfer, elliptic curve cryptosystem,

Cantor pairing function
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T,modN > .. > a,=rf+xT,mod N > H & e % Alice 8904 > K&
{a, > ay 0 ... > a MEEE Alice ©

Step 3. 4% Bob 1R 89{a; > ap ... > a }h > Alice #| A B T o9 4adk d K3t
BB =almodN:>B,=aimodN - .. L =almodN 2% Bt

ﬁ%ég{ﬁ1’ﬁzl s Pe 1R 3% 45 Bob o

Step4. WL B # Alice 2= 8930 8% » Bob #ZtHEd, =r1+«p, modN >

dy=ry'*B,modN > .. »di=r;'«B,modN » &% HtHE b =
C modd,  b,=C modd, > .. >b,= C modd,Bp =T XA ik 5 4% 3| 28

ZHWIE

11



Sender(Alice) Receiver(Bob)

W W
select :
dq,dy, ..., dy € Z,
compute -

D=dy*dy*..xd,

C=a,modd, T =df{ mod N
C=a,modd, > T, =d5 mod N
C=a,modd, > T, =di mod N

C= (d%) yiaq + (d%) Yaly + o+ (d%) Vnay mod D

C» (D, T; »i=12,..1)

select :
(D;,T) » j=12,...,t
11,12, e, 1t

compute -

a, = r{ xT; mod N

a, = ry; xT, mod N

a, = rf * Ty mod N

{a, 00,0, )

compute -
B, = af mod N

B, = a¥ mod N

B = ad mod N
{B1, Bz, -, Bt}
compute -
di =r;t* B, mod N > b, = C modd,
dy, =r;'*B, mod N > b, = C mod d,

d, =r;** B, mod N » by = C mod d,

2-1 Chang #1 Lee[7]42 & 89 n 35 ¢ B2 81 <
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=~ Chen EAR B n T Lk BLBERH
Chen % A[9]3 4 89 n B k {2801 € #] A 4 &2 1+ 8k 43 (Bilinear Pairing)#
BiA A — B e BARH RS n 3k BAERE - AR B

G R GBI T A e R A AR -

W — BB ARE A A SRS EBES{G,Gyq, P e, HY » H¥G A —EKR
B AhH g P EAVIEIERE G — BRI RESE q YRIEBRE e X — 18
Eo MR A E e G *G, > Gy HAE—BEGEEZE H{0 1} > Bob &4
W o M Alice Z4%3% % o Chen % Apr i 6938 B k(9] B 2-2 pior - 3EE &

B T -

Stepl. Bob FEA%:EZE IS wAS;i=12,...,n  HEHEHEA =ws;Pri=
1,2,..,n2 #1B; = tsg;P» j=12,.., k> ARV =tP» & ¥0;% 5~ % Bob
FridEey n BIEM 2SS, P F k B454% >0 218 Bob H1&2i%A,,

Ay, Ay > 8By, By, . By > SRV # Alice

Step 2.  Alice ¥ %] Bob #2893 815 > FREPEEEAE ro> BHEC=m D
H(e(A4;, V)" i=12,..;n> 8D, =rB;>j =12, .., k> %5 BIREC, -

Cy o Cps ARD, » Dy s Db Bob

Step3. Bob 44 2|C; 0 Cy 0 .. > Cy Dy > Dy 0 .. Dtk 0 3 Emg; = ¢4 D

H(e(D;, P)" » Bob Bp T Fig &R e Blm,; -

TR TRE|C, > Cy0 o 2 Cy o $1Dy 2 Dy o Dyt 0 FIA k BEDAEE H n
BIC; » BN F # 7T LA EAEHERAF K B 8 Mgy, Mgy, oo, Mgy * ST E R0 TF ¢
Mgj = Cqj D H(e(Dj,P)W = c5j D H(e(rB}, P)" = c;; @ H(e(rtsq;P,P)" =

Coi @ H(e(wsgjP,tP)" = cs @ H(e(4g), V)" -

13



Sender(Alice)

Receiver(Bob)
W W
select :
tezt
weZzt
s;eZti=1.2,..,n
compute -
Ai=wsPi=12,..,n
B] = tSo-l'P ’ ] = 1,2, ,k
V=tP
Ao i=12,..,n
B; - j=12, .k
L V
select :
rezt
compute -
Ci=m; @ H(e(4;,V)")
i=12,..,n
j=12,..k
Ciri=12,..,n
D j= 1,2,..,k
compute -

Mg = Cq D H(e(D;, P)Y

2-2 Chen £ A[9]32 &Y n 12 kBB 1EEH £
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FEH BHAAKBEIREA

AR B 1 T T AR @A A SR > ARERRE G TEE R E
Mo B AR AR S TR R R AL AT N &M
AR T LR -

— ~ A E R AMR

ERETUAEBENBEREARMGAE N > B EH WREARLYERR » B
BEMWATOARBER A EMGNE  REEERZHBAZTN A T ERER
KEMBETEHN-LETHERE BNETER KX oEbRERNYAMLET
HMER o LR A F W EAR D T 2 0 A F 73R (Private Information
Retrieval, PIR)[10][12][13]&45 B Btk e n £ &4 - EA H BIEREL ¥ 1 £ - ™
AR B RIORT A B H R B AR B R -

PIR %% computational Private Information Retrieval(cPIR)¥Z secure hardware
PIR[10] » cPIR ¥ secure hardware PIR &5 £ &£ £ 7 cPIR ¥ &4 & 64 pr A B R4k g
AR —SFRRE - BRAEEA TR ER > cPIR R GRS 825 LA H
F2E Yy Bk A4 » M secure hardware PIR R 3ERIR B P EA—MEH Bty P 2R
BE TP RREZBUEEALEREMGBZRL B EHBANELA LS
1BesiE A4 -

— R

483444 % (Online Auction)[ 1124574 % % #4835 L ATR B9 X 5 » 12 dh it 4g
BA—ANMOEE SRAEETRGASLE2OME BEAZEH ]
FHE WS R R T OETRA o BREB A B S B R
FHARLT 4 MEREBEFRERBEORAMER S - BREXEFT AL ES

ANZ BEEH A TRALEEARBBEAN RO BT Sl &TEH - %

15



B EH A AR IRAT 0 BIABUTAEATERING B L0 T B Bk

x oA
BrBERETRRNGHERAMRER LEEF R ETHBRBNICEN L -

Z - BARELHK
FREMZREEROARTR  BERTTFRE  ERET X ERZAHAE
FARRBLAEERT FHERANARRE - B LA 8 ALK &4k (Personal Health
Record, PHR)[8]69 5, » #AX % 8 A TE A Ty &R o 18 AR 2bkay &0k ik
AAflhe t BA - BEABRERALARAS)EFBTAANE N MEAMERL

SR EMmEE LR R DB BARR LN EREE AT EE R G rEFRN

i

0)3&F > A —Fd o EAFRRT AERGAE X BRF LT L
AR RN RE LA n FRR RAEHR LR PRR 1 57
o E G I B URAT Ao 4R A SRR G TR AT R A RS R LA R

EHEHRNR o

W~ BEERGESLER

B

b 55 £ w4 32 4t # (Secure Comparison of Secret Integers)[36] & 153% Alice 4
—BMEES a> Bob A—BHRBEEK L FFTLMHLER  EAHFTEEH
B THYRLE B AR Alice BpiE A & R &93T HAE /1 4L & 7543 %0 Bob a4k

FHRB b M Bob L& k4540 Alice 15805 28 a BT -

R ANABEUKESLZAIBBRRDE

BEEME R TR EER FRAEE R A 0 Bt 2006 F Parakh[28]
R EE TS AR KR BRI AR RN R BER
IR BE W ik s B RIEER BT E AR A AR A GmE 0 RiE
BIFR A AR 69 AR o sbAR 0 AR A E o R e RIS AR Z 83 A
A Gt AR I AR B 69 AR 8 R [11][16][29][36] » sATF %t Parakh[29]F7 3% i #

16



2% 1 AR > B Li[19]4R d 4y n & 1 o n 3 ¢ R8I TN 4 -

— ~ Parakh & 4 &9 2 8 1 BUBERIG <
Parakh[28]4% th 2 & | a9 R 81 € - AR $ERE,(a,b) T » E L R84
F) x JEARGGEEP; ~ Py BLP) = —P; > B4 Alice 34 8 R 48 F] &) 4 B fliso ~ 51
AR RAB AL LS ~ S1 A E & Hingg > nay 0 e F Bob 4P ~ P, PEFE— T
THA A L AEPy = P, % Py = P, o Parakh Fi#t i 648 B % [28]w B

2-3 o 0 Alice BEASNL ~ Ny » AT A EAF 8P
Step 1. Alice #§ (nyoP; , ny1P,)1% 4 Bob o

Step 2. Bob ;igl‘—éﬂ“% {nBPB , nB(nAopl) + R , nB(nAlpz) + R , nBR}'f$‘éé\ Alice

H +np ABob 897445 > R & Bob et H #h 8 E, (a,b) F [ EF 69 B -

Step 3. Alice 3]zt B EH, = nyo[ng(muoPy) + R —nyo(ngPp)] £

H, = ngy[ng(maPy) + R —na1(ngPp)] ©

Step 4. Alice # {nso(ngPp) + Hy , nao(MgR) + Ppao , nar(ngPp) + H, ,

N1 (ngR) + Py, 1 /%45 Bob o

EEPPnAO > TLAlﬁJ Allce '1:?‘-3&% BOb é’]uﬂa ’ ﬁ.éé ﬁijfEnAO TlA1 ° ')‘A‘Zﬁ
7 Step2 Bk TPy = P; & Py = P, > f& Step4 4% > Bob f& Alice £ ey &
b iERR— 48 Bob 4& Step2 ik €48k AT AT B &Y A EHE - fi13% Bob ATiE

#¥69Pp = Py > A Bob 4 A {ngo(npPs) + H; , ngo(ngR) + Pryo}3t & -

Step 5. Bob 3 HEK = nyo(ngPg) + Hi — ng(nyoP;) = H; = nyR #1

Poao = Nao(ngR) + Ppao —ngK ©

% Bob BHE APy =P > BbPra = nao(MgR) + Pryo — npK = nyo(npR) +

Prao —np(ngoR) » %5~ Bob &% 13 2| Alice 4938 Ppao °

17



Sender(Alice) Receiver(Bob)

P P

decryption key nyg, 41

select :

compute -
NaoPy

Ny, P, {naoP1 » na1P2}

select :
R€ Ep(a,b)
secret key ng
case 1. Pg = P;
case 2. Pp = P,
compute -
npPp
ng(ngoPy) + R
ng(na1P2) + R

nBR

{ngPg , ng(ngeP) +R ;
ng(Mg P,) + R , ngR}

compute -
Hy = nyo[ng(ngoPr) +R —nyuo(npPp)l
Hy = nyq[ng(ng P;) +R —nyy(ngPs)]

{nao(npPg) + H; , ngo(ngR) + Pyyp ,
Ny (ngPg) + Hy , nyy(ngR) + Ppas}

compute -
case 1.K = nyo(ngPp) + Hy — ng(nyoPy)
= H; = nyoR
Ppao = nao(gR) + Ppao — npK
case 2.K = ny;(ngPg) + H, — ng(ng1 P,)
= H; =ngyR

Ppay = ngy(mpR) + Ppaq — ngK

2-3  Parakh[28]Ar 4% i 49 2 & 1 M 1E &ty T
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=~ LigEeh n B 1 B EHIHE
Li[19142 heh n 3 | BMEHHTELRT R A—EAKEH > ME %
Eq(a,b)fth8a,b € Zy » 258X,y € Zy » P AIE R L#92 » g £om AHE

HERBRE - B g X —ARKEE -

Alice e A5 B wh 43 L3232 n B 2P, € Ex(a,b) i=1,2,..,n> 45 3% n 1A 2

ANFB o Li praR th eg 8 Bk [19) k0 B 2-4 om0 AT A3 A AR5 B

Step 1. Alice Mi# 4% n BRBEMES; €2, i=12,..,n> BB} HEsPy v i=

1,2,..,n°
Step 2. Alice #§s;Py; > i = 1,2,...,n > {%i% 4 Bob -

Step 3. Bob K% iE42 | A Flhr € Z, A —MBH BEP,, € Pyoi=12,...,n
SpPap € SiPyi *h €ivi=1.2,...,n > FBHAEE o 4% F A EE —EZK €

Er(a,b) » 3 E 3+ HrPy, B 1(SpPap) + 7K °
Step 4. Bob 1231 Py I R (spPap) + rK# Alice »

Step 5. Alice 3|3t EHH;, = s;[r(spPy) + 7K —5;(rPy)] > i=12,..,n° % &

Si(TPab) + Hl'ﬁﬂHl' + Pmi ri=12,..,n°
Step 6. Alice 143%s;(rPy,) + H; , Hi+ P > i=1,2,...,n% 2 {83 8 % Bob -
Step 7. #HWF 3 EHp = sp,(rPap) + Hy — 17(SpPap)¥2Ppp = Hp + Py — Hy

bW R 63 B B N A N B L P  DLP(Discrete Logarithm
Problem, DLP)#v Diffie-Hellman #|] = 5} %8 (Decisional Diffie-Hellman Problem,
DDHP) &y M F gt € > 23R ey RiE b b  Rub@A A AN HE

BUCGREAEHEBRARNERT » SREREB AL ENITHHEL -

19



Sender(Alice) Receiver(Bob)

? ?

secret number s; € Zgi=12,...,n

select :

compute -
SiPai v [ = 1,2, e, n

SiPai v [ = 1,2, e, n

select :
secret number 1 € Z,
Py EPy0i=12,..,n
SpPap €ESiPgi 2 i=12,...,n
K € Eg(a,b)

compute -
TPab
r(syPyp) + 7K

r(SpPap) + 7K

compute -
H; = si[r(spPap) +7K — 5;(rPyp)]
i=12,..,n

Si(I'Pab) + Hi ; Hi + Pmi

i=12,..,n

Si(rPgp) +H;i > i=12,..,n
H1+Pml ’ l = 1,2,...,n

compute -
Hy, = sp(rPgp) + Hy — 7(5pPap)
Ppp = Hp + Py — Hy

2-4 Li[19]32 &y n & 1 SR
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=~ LiRiieyn& e 8B4 HIHT

Li[19]#2 tH ey n 2 ¢t EMEHRH T ERAXT R ZT—BEAETH > WHEB L
Er(a,b) L th#ia b € Zy » B8 Hx,y €EZy > P HFE &R L8 T > g £ B E
R RE > g R —EAERKEE -

Alice e fE A5 B wh 43 L3232 n B 2P, € Ex(a,b) i=1,2,..,n> L 4%3E n /A2

B o Li PRt ey B B oA[19] B 2-5 Aiow > AT A AR5 5 -

Step 1. Alice Mg E4E A F s € Z, » A5 dh 4 LiEFE —EEP,. € Ex(a, b)Av
n B8P, € Ex(a,b):i=1,2,...,n 338 P,y =Py + Pe’i=12,..,n

I«X&Xi = SPai + Pmi » 1= 1,2, ., n
Step 2. Alice 4548 A 3 ¥ (Pogi , Xp) > i=1,2,...,n » {#3% 4 Bob °

Step 3. Bob F#4iE# 1 AR EAr €EZ, > ARANGE thag EiEF 2 & ¢ 1A%
Pb]' S ER(a,b) ’ ] = 1,2, R Kb] € ER(a,b) . ] = 1,2,...,t ’ (Pca],X]) €
(Poat X0+ E= 125 3 = 1,2, b BEFEW) = Pegy + 1Ky j =

1,2, ..t > 1Y = X; % Py > j = 12,0t
Step 4. Bob %% (K,; , W;,Y;) > j = 1,2,...,t# Alice -
Step 5. Alice 3t HsKy;j > j=12,..,t > #Z; =Y, —s(W; — F) > j=12,...,t
Step 6. Alice %% (sKpj,Z;) > j=12,..,t > ¥ Bob -

Step 7. Bob 3t Hr(sKy;) j = 1,2,..,t» Zh BB E Py = Z +1(sKpj) — Py

e

J=12, .t DEFEFGNEPy;

21



Sender(Alice)

P

select :
secret number S € Z,
FPac € Eg(a,b)
P,i € Ex(a,b)  i=12,..,n

compute -
Pcai = Pai + Pac [ = 1,2,
Xi = SPai + Pmi »i=12,...,n

,n

(Pegir Xi) 7 i =12, ...

Receiver(Bob)

,n

select :
secret number r € Z,
Py; € Eg(a,b) > j=1.2,..
Ky; € Er(a,b) » j=1,2,..
(Pcaj 'Xj) € (Pcai 'Xi)
i=12,...,n°j=12,..

compute -
VV]' = Pcaj + I'ij ’j =1,2,..

Y]:XJ‘}‘Pb] ’j:1,2,...,t

(Kb],VV],Y) ’j:1,2,...,t

compute -
Sij j=12,..,t
Zj = YJ —S(Wj —P)j=12,..,t

(Sij ,Z]) ’ ] =1,2,

vyt

compute -
r(stj) v j=1,2,..,t
Pm] = Z] + T(SKb]') - Pb]
j=12,..,t

~

2-5 Li[19]4% & &) n 3£ AR a5 2
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F=F "AAELMBNERE ) 9B HH
F801 &

FEA B AR R B T 2 B L BRI L 0 B 1 BT e on B
t R R A A AR B E T HEA YR BRI T AeH B4R
SRR RBATRT R8T X o IR T AR MA N BIKRE  AAR
BB ERL AL  HEMEWIB TS A T A EMLL T E 2w, BT A

BemikmERE ) REERK -

- SAmERLEFELS

£ " E RS AT B Aty B e BE EF  BET I wE R LR
B o B B TR LR EHNE ) PR REF  BEEETRE
B LEAREE  BREEIT  REBRTAE A T ELRE  BPTHRR
BIFAME o B AR K S BB € AT R 898 X 0 B4 2007 5 Huang $2
Chang[16]4% & a9 #8128 1oh %€ R fe] > sbih R AR LS HEH 2 S S - — 18
RHAIA R n B (BB EEH T > mibih TMETZ 3 =ayEsn > B Alice A%
¥n + tERE LW > ™ Bob R4%i% ¢ B3 B 4123% % > Huang #1 Chang A

e EEE[16]4 A 3-1 AT o

Alice E#E— AL #Hq(q=2" > WA GHKETHE, T y* =x>+ax® +
bx + ¢ mod q > I £2 K 64 ¥ 5] K Rl &~ B A= 27c* + 4a’c + 4b® — a®b? +
8abc #= 0 mod q > Alice #F 893 & My, My, ..., My € Ej > 183%XE, Loy TR B %
BN, > P &7 AGEWKRE, Lt @E4FN,P =0 L Pi5ESRE, 1 y? =

x3 +ax® + bx 4+ ¢ mod QNN o ST B3R AR 85 BE

Step 1. Alice 24 % a > %4%gced(a, Nj) =1 %3+E C;=aM; modq -

i=12..,n> BHC,Cy, .., C, 1% Bob o

23



Step2. Bob #EiEAEME b 4£4Fgcd(b, N,)=1> £:%E#C,, C,,.., C, €

{leCZI'"an} ’ ‘,ﬁi- %‘I’ :E-: Pi1=bCi1m0dq, Pi =

2

bCiZ modq, . Pit = bCit modq ’ 3}%—%;"?} Pi1 ) Piz ) Pit ’fiij-é/a\ Alice »

b B Pl-]. = bCij =b (a Mij) modq + j=12,..,tc

Step3. Alice B4Fa™' mod N3t B Y, =a™'P modq - j=12,.. .t Y
j=12, .., t4# Bob -

Step4. Bob##Fb~' mod Ny 3t H 1483 ED7'Y, modq - j=12,.., b7

Ep‘ﬁ]%ﬂ‘laMll € {Mll MZ ) se=n MTL} °

e €, =aM; modqrged(a, Ny)= L3EM;, € {My, My, .., My}
Py, = bCl-j = b(a Ml-j) mod q = ale-j mod q > gcd(b, Nq) =1>H¥a by
%] % Alice v Bob Frif4%64 > 3t KB B 4L Alice 8%t Ha ' mod N, » A&
Y, = a‘lPl-]. modq = a™! (ab Ml-].) = bM;, mod q > #% Bob &b ' mod N, >
gast b1, mod q = b= (b My) = My, » My, € {My, My, ..., My}>Bob B 7T
FFATEFELRE -

Alice #& /%1% %0 Bob g% B 169 8D BT » 3t & 7E4F 40 Bob EHFE AL
& B 4k Bob #:4 B Vit 0 TH @3 HD Y, = M;, mod q REAF t AALERE -
St S 0 % AP 2 I AR AR B e A ] b SRR HORTAE E 0 Bob ®IKHKC, =

aM;, mod q ¥ #340a > &3t &EFA G HaT GRS LRE M, -

24



Sender(Alice)
W
a secret number a

gcd(a, Nq) =1

select :

compute -
C;=aM; modq

i=12,..,n

Cyy Coyin

P;

1’

PIALN

t

compute -
a~! mod N,
Y;; =a 'P, modq

j=12,..,t

s =12,

Receiver(Bob)

select -
a secret number b
gcd(b, Nq) =1
Ci,, Ci, -, C, €
{Ci, Cy, .., Gy}

compute -
Pl-j = bCi]. mod q,
j=12,..,t

compute -
b~ mod N,
b='Y;; mod q
j=12,..,t

3-1

25
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R AdHemBMERL

TR EASHmERLE B EE R Bl ARBETFEY
HEANEHME RS MABTRLMEE FEFTAFRELERLGEENESL

P EAR e E S E TR QA A BT BA A RE S MM TR
WA o e b X T Li[19]#v Parakh[29] % 3142 th n % 1 4R 8H T &

Bb2A 2012 SF Parakh[29]A7 4% i 64 n 38 1 MR8 T A HIRRA > L& T

W5 B ¢ % & T B Eg(a,b) © y*modp = (x> + ax + b) mod p > H ¥ % # 4%
Ep(a,b)ty1hafob ~ S #xFoy BNH0~p — 1 6y IE 2B - %A% E thig Loy
BT = (x1, V1) FBEr> @HRIT =0 L& rZ—BRRGME > 15E
TR ERTEH G BEFHEA n BREF BSy, Spie, Spoq1’ BT EEER
= #0 €{0,1,..,n— 1} » Parakh pf#% 8 6978 5 75[29]%0 B 3-2 A7ow > AT AE 8

2 E

Step 1. Alice 5B dh 4% FEAZEZ C=P -

Step 2. Alice M #4324 — B FE r > BFHIG -

Step 3. Alice 133 CHurG 4 Bob -

Step 4. Bob F5#iEE — A E(E k> HXEPK, = kG -

Step 5. Bob it E % &4y krG = oC — PK, »

Step6. 4o %o # 0 Bob 3+ EPK, =oC — PK, -

Step 7.  Bob 1%3i%PKy# Alice °

Step 8. Alice 3t ErPK, > B3t ErPK; =7riC —rPKy,>1<i<n-—1-
Step 9. Alice #|F 248rPK; 0B £ $s; » i £~ BE(s;) > iE1%i%4 Bob »

Step 10. Bob :ZB42E(s,) @ 4| A AR % £ 48TPK, M % sy ©

%0 =1>rPK;, =riC —rPK, =rcC —roC —rPK, = rPK,

%0 # 1> Bob & XFEEFMME

26



Sender(Alice)

P

point C = P

select :

a random number »

Receiver(Bob)

compute -
rG
C rG
select :
a random number &
set PK; = kG
compute :
krG = oC — PK,
if g #0
PK, = oC — PK,
PK,
compute -
TPK,
rPK; = 1iC — rPK,
1<i<n-1
use 7PK; toencrypt s; - E(s;)
E(si)

select :

E(sq)
use rPK, to extract s,

3-2  Parakh[29]Ffr#2 o4 n 3 | MR <
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#=8  Cantor S &

Jr 3% B ¥ % $r(Pairing Function) & #4 F8 B A4 2ok — 89 B R
R RTFTAHPINXN->N> TREKSEGHAREALH A EYELA 48
Eleg X2 > B A B K% - Cantor &¢¥} % 2 (Cantor Pairing Function)[6]% — #& &t

Hend oo REJ A EHBRH BRI EEH > TR T !

(x+y)*+3x+y

AERERL BT HRBEREREWMRRAF D AEESEREGME T
AERLA b B ¥ REME AT SRAB R — 18 > Mk il E e H AmAA A Cantor B¥ S

(3+5)%24+3x3+5

BERE LY A E - Hlw Ex=3y=58P(3,5) = =39,

£ % 3-1 7| Cantor Eo¥t ok SiAe b Pe B ey 1a -

% 3-1 Cantor Be¥} kB A 5P FX a914

P(x,y)| © 1 2 3 4 5 6 7 8
0 0 1 6 10 | 15 | 21 | 28 | 36
1 2 4 7 11/ |16 | 22| 29 | 37 | 46
2 5 8 12 | 17 | 23 | 30 | 38 | 47 | 57
3 9 13 | 18 | 24 | 31 | 39 | 48 | 58 | 69
4 14 | 19 | 25 | 32 | 40 | 49 | 59 | 70 | 82
5 20 | 26 | 33 | 41 | 50 | 60 | 71 | 83 | 96
6 27 | 34 | 42 | 51 | 61 | 72 | 84 | 97 | 111
7 35 | 43 | 52 | 62 | 73 | 85 | 98 | 112 | 127
8 44 | 53 | 63 | 74 | 8 | 99 | 113 | 128 | 144

A T H#EHA Cantor B By EEEF > ALFHNEZHR CHIRABE &
7 Cantor BL¥ K E —BTH R > RILBEXBHLSRE A R4 2]k —

B AR URKE ARG ERRRHE B A EF2 - Cantor B R E
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HEMMBER O() F4& 64 Atk ¥ 248 2GHz RIE E ey 2 LA LHAT

Cantor o ¥ & 22 X 2 £t 0.00022355 # > 2 X B\ XK T4 F :

static int CantorPairFuntion(short x, short y)

{
return (x +y) *(x+y)+3x+y)/2;

}

static short[] Reverse(int n)
{
short[] pairnumber = new short[2];
int t = (int)Math.Floor((-1D + Math.Sqrt(1D + 8 * n))/2D);
mtx=t*(({t+3)/2-n;
inty=n-t*(t+1)/2;
pair[0] = (short)x;
pair[1] = (short)y;

return pairnumber;

BB A G RAE A T AE AR R A9 BB 2 A A s R B AR K 89 BBk 4T A
B —E 0 W% @ A AL A FAE 0 B b A2 XA AT IS B0 AR HL T LUl A AMEAT IF

BEH O BERTLT

static ulong CantorPair( uint X, uint y)
{
if (x>=y)
{
return (ulong )x * x +x +y;
}
else
{
return (ulong )y * y + x;
}
}
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static uint [] CantorReverse (ULONG Z)
{
UINT [] pair =new uint [ 2 ];
double preciseN = Math.Sqrt(n);
ulong floor = ( ulong )Math.Floor(preciseN);
if (floor * floor > n)
{
floor --;
}
ulong t =n - (ulong )(floor * floor);
if (t < floor)
{
pair[ 0 ] = (uint)t;
pair| 1 ] = (‘uint )floor;
}
else
{
pair| 0 ] = (uint )floor;
pair[ 1 ]=( uint )t - (uint )floor;
}
return pair;
}

FwH ENBEHOKEBAKLZ A FH KB NERE
&9 n 3T BRI

BHEmmh e B RES T A ERLL T T4 ) B CTHLEK nE
1 69 H R o1 T2 Ad A n 3B ¢ 09 BR80T € > 14w Huang $2 Chang[16] > {2
"R E LB WERLE  ZXEKXESMAE nE 1 QEMERB L kAL
FI W o iR B RE I E 0 B b RFFR 2L 2012 S Parakh[20]F7 32 4 &y n % 1
BEREm e A Ad TR nBrogrpA TRARARBEGEERNCHER

B HEER
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k) 32 AXFEROERTA

% A
oo,y | R T AR o f8ta b R L x oy B0~ 1
B A5 31
P(+) | Cantor fe¥f & #
C K &A% B o 4 E,(a, b) £y 2
G R &R 4-E,(a, b) Loy H 2
r Alice 89 $4 %14
m Alice 89 $4 %14
rPK; Alice & /u %8 448
S Alice Ay nfERE »i=1,..,n
E(s;)) |Alice/mZE#einERE i=1..,n
ka; Bob t B REFBBHALFME > J=12,..,t
rPKy, | Bob e Ak 44
E(s;) |Bob:#E#EwyrEmEMRL j=1,..,t
sj | Bob M ey A&
- REARI R

REpRA—MBAREH WHEBLETAHE,(a,b) y* =x>+ax+b modp>

Hda bxysH0~p— 1M ¥HME > G AR 4 E,(a, b)#y 3 25(Base Point) >

4% B ¢ 4R E, (a, b)Fo 3k 25 G & Alice Fv Bob Fisody o KA F &)

B > AT AR A S

31
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Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Step 8.

Step 9.

Step 10.

Step 11.

Alice # 1% [ wh SR E,(a,b) LAZ R EE —EWC =P -
Alice :EERFEmPr » mfir € Z, » 3} HEmG ~1G -
Alice #5C ~ mGHrrGi%:i£ 4 Bob o

Bob 4 Fiky d=12,...,n kg €Z, > % EPK; = kG o £ F
(ABEREAE A B kg KR Aokg, 0 j = 1,2, .t AR B PK R OR

'ﬁ]PKdJ = kde °

Bob #|f Cantor E¥f k¥ P.ZXZ - ZR+HEP(PKy) =V,€Zd=
1121 e, 0 :/E:' E'J t/{'@j’\ig*%lﬁ E éngéJ\/UJ'J%ﬁ:ﬁJVd] = le ,de y e rth €

{V1:V2 ’ ---:Vn} °

Bob %Jr%'f‘.rPde = kd].rG ' j=1,2,..,t> rPde Bp & AR R A4 o
&mﬁﬁﬂg:dC—mg+nﬁﬂf@&g—%)qML
d=12..,n° j=12,.. ts

Bob ¥ rr A eyWy »d = 1,2, ..., nf% % £ Alice °

Alice 3t E B A4 rPK, =7riC—rW,»i=12,..,n°

Alice ATPKAF By B 248 R B M s R TTABE(s) i =12,..,n

3t 4% Ao B 1% 89 3 B4R £ 48 Bob o

Bob #EHE(s)) > E_LXrPdeﬁigﬂjﬁ%é@%ﬂ,%sj  SbBF R A ARG ¢

B3R 6 B 9 57T BA 5 B Ak g 38 3B 3R BR ©
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Sender(Alice)

select :

C=PE€EE,(ab)

random number m 71 € Z,
compute -

mG

rG

Receiver(Bob)

C-mG rG

select -
random number k; € Z),
kd]. €Eky; d=12,..,n

j=12,..,t

compute :
Pde = kd].G j=1.2,..,t
P(PKy) =V, €Z>d=12,..,n
Vd]. =Va, Vayr Vg

€V, Vo, ., Vi3

rPde - kder v j=12,..,t
Wy =dC — PK,; +

t

nﬁi@xpmg—wgo-mc

d=12,..,n°j=12,..,t

W, d=12,..,n

compute -
rPK;, =riC—rW;>i=12,..,n

use rPK; as encryption key to encrypt s;:E(s;)

E(s;)

select :
use "PKj. toextract s;
j

3-3 RFRFAR ML 6 n B B E T
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-
—“

REMSH

AR CIAF S EFEN ~ R EF RBR T BARE 25 BB T

(—) ~ iE#E M (Correctness) :

% Alice Fv Bob &} B4 #h 3% » #h & 4% Bob T LA AR % &40 A% B 3E 89

ABERRE o AT BRZEN =30t =2 B3 IR 2 a9 B8RS 8 ) T R A B AR M 0 B3R

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

Step 7.

Alice 7 4% B w 4. E, (a, b) A% % %48 —{H2C = P -
Alice :EERFEAmPr » mfir € Z, » 3} HEmG ~1G -
Alice #5C ~ mGHrrG1%:£ 4 Bob o

BOb ?%%L‘)‘{E.kl k2 k3 ?}II(/H{PKl = le‘PKz — sz‘PK3 = k3G°
Eq’ 2 /f. kﬁlﬁﬁéﬁkd _kl ‘kd —k3 ;Hi‘#gifﬁiprl:PKdlz

kle ‘PK3 ZPKdZ —_—deG °

Bob :t BP(PK,) =V, € Z~P(PK;) =V, € Z~P(PKy) = Vs € Z>» £ ¥ 2

BaERERB 0V, =V, ~ Vg, =V3 -
Bob 3+ B ## % & 4ke,vG = TPKy, ~ k4, 71G =TPKg, °
Bob st W, =1-C — PK, + (P(PKy) —V,,) -mG
=C—PK,+ ¥V, — V) mG=C—-PK; —0=C—PKg,
W, =2-C— PK, + (P(PK;)) -mG
= 2C — PK, + mGV,
Wy =3-C — PKs + (P(PK3) — Vy,) -mG

=3C — PK; + (V53— V3) *mG = 3C — PK;, — 0 = 3C — PK,, -
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Step 8.  Bob #FW; ~ ~ Wik % 45 Alice »

Step9.  Alice 3t EwE 248 rPK, =1r1C —rW;
rPK, =12C —1W,
rPK; =1r3C —rW5; o

Step 10. Alice Mm% 248 R w BN L > L EZONEE(S) ~ E(sp) ~ E(s3)

1% 3% 45 Bob

Step 11. Bob sArPK, ~1PKy, A2 % 88 T 4930 &8s, ~ 530 sbBF A H A E Y 2 18

3B 84 PY B FT A4y ] A AR 3 3R
& Lt & rPK, =11C—rW, =rC —r(C — PKy, ) = rPK,,
rPK, = r2C —rW, = 2rC — r(2C — PK, + mGV,) = rPK, + rmGV,
rPKs =r3C —rWs = 3rC =r(3C — PK;,) = rPK,,
7 40 rPK; = rPK,, ~ vPK3 = TPK,, » B b Bob 7T A% A48 69 2 B3R A -

(=) ~ 123% ¥ 6415 4492 2 (Sending Privacy) :
S E P i (Bob) BT A ex kB wn — tENE > LA rPK; =
riC—rW;>i=12,...,nP KiF rPK; » B F R %EC >~ mGHorG > 12 LA H5E

By SR AR BRI AR 0 BUKRIEL v om BT B LEESR T 1R I (Alice) By [E A4

(2) > T 615 4% 2 (Receiving Ambiguity)

sty & F 0 Bl O (Bob) RAR 3% T W, 41% 3% Jr (Alice) » 251335 7 18 B 45 ok
W SRR G 0 LR W H Wy P 8V, o A8 1R3E TR R Rk & 5 B
Va, > f BAW, ¥ 3Z A F1 A Cantor B ¥t & a9 & Aot ey - B b

W BT R R L RER TR T NERRS -
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= KESH

B ARXRE O EAMB SR EBHLA > BB EFRAR AL
PEHHEIRRERD T EE 0 BEH4H R EHmERITON - K33 A
AFRRATH n B BRI T o Bk =105 BE e 0 B 1 BBREHT T
ERm BB A - AMARBOHBCEEETNANEHTRLA DB L ER
ReyY o BHETHREBMENR S > BN ERAMMTERS  ERHE

A LA RS & D P RIAR AR B dh 68 58 & 4 Li[19] a9 B i -
& 33 EREmEILBREA

iy UL S
AR B HEHME
Naor[26] 2n ; 2l
Tzeng[35] 2n 1 2l
Li19] 3 2 3n+2
Ah T n+3 n 2n+3

£34 2 AR RAR B R 0 B S A IR 8 n SR ¢ B 1D
RSB R R R 34 T A SR 40 ) A S A LR i ) o 2R
%45 % % Huang 5 Chang[16]4% th 1t SARLE + (REFHA 0034 n SAAC T

n+3

EHOARERAEEH B AN02] n 2/ > ——8 LT > RiHhEH

“REEHmEERYD o

% 34 mefdmEbnk

1%3% 9 £ =
R 2 R o Bihme
CINSNES b 2 CINSES b
Huang #2 Chang[16] n+t t n+2t
Wu 2 Zhang[36] n+t t n+2t
Li[19] 2n+2t 3t 2n+5t
AthE n+3 n 2n+3
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#wE Cantor B¥ BB AN EBERIH T2
i

B A RM LB AT HERAA RGO A E 2B ENL B

BRI AN EERENIL— & ThemERAEKLTE LA By

niEEBEEH TR ERG S 0 BbiE— 53w Cantor BU¥ I # 5 A ER 2
WA X BB E T L U RERREEWE > BHRERITLE -

¥—#  Cantor & n A EBsEH I

Cantor J& # n 7u% Bk 4% B0 ¥ & #(Generalized Cantor n-tupling Bijection)[32]
& Cantor BL¥h K83 E MR #ER1E B KBRS 2] — 8 B K8 > vk n @
BB —EEARE RO AR B ROBAENEA R URTEH
B 4EE ) ER A K, N" > No RAEREGR N2 e S B L AR b 2 R ¥ A4
B ¥k By + X, = CO BT 7] Ak 4 B BB Ak AT 3 F YR F dxg +xp + -+
X, = Cey 26 L > #2007 4 Lisi[19] 4746 52580 ) 69 2 KB MA — 112 & €45 248

ey R » Qe gt R BK, AKX T KT -

n

Kuﬁw”%)zixk—1+m+m+xg

k
k=1
B ERK,(xq, ..., x,) £ 58y Cantor F & n LEMmHRHEIRE L8 n RS
B X B 28 0 ARIE 1999 £ Cegielski v Richard[5]4v 1923 % Fueter Fu Polya[14]
CES TR RS EE SEIPE TS R L (I VL

BT n BARHEST HAEE K ALEWTFEAS R E AKX
(x +y) ey B AL -
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F =8 AN Cantor e HEHZEHERH R

B T IR E B T 69 R AR 2 0 AU Cantor & & n LB
B HBOMBSERAE " AnEREANTE LG & T AN E 2R/ BEMWERE
RAERE X 2 B HIE S £ £ 0 AT L. Huang ¥2 Chang[16] 4 1] » 14 & URFF K42
$ 6 n E MR A 0 B R A AR EEE -

—~ ThmEReBtELE  IHBRRHE

#% Cantor Jg #& n ;U w5t B ok # A £ Huang $2 Chang[16]4% 4 89 n &

R RS e EE kB 4-1 B 0 RS ¢

PR sk ETAHE, T y? = x3 + ax® + bx + ¢ mod q Alice % F 693 B &R
B M, My, .., My €EE;> B3RE; Ly HEBEER AN, > P AT AR s E, b b
B @EIFNP =0 H PR #BRE, * y* =x° + ax® + bx + ¢ mod q N, &

INCIOR

Step 1. Alice :BERFl a »BE gcd(a Nq) =1+#EC,=aM; modq>

i=12..,n»BHC, Cy, i) Cy 42% Bob o

Step2. Bob #EiEAEME b #E4Fged(b, N,)=1> #£:%E#C,, C,,.., C, €

{Ci1,Cy,..., Cp} > 3 F P, =bC;, modq, P

2

=bC;, modgq, ..., P, =

bC;, mod q > SAKF| A Cantor & n LBk B H FHIP, © Z; X Z, X

"X 7 eZ*#gP( )’j=LZmJ

Step 3. A H A R E T 00 DK, 1P, (P o ,%TMA( (P])>’j£

(e B (P (1))} mee it
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Step 4.

Step 5.

Step 6.

Step 7.

Alice #17 & &t #usKea 5 En (P (P,
Pn(Pij)%},? Py =12t
Alice B4Fa™' mod N, > 3+ 5 Y, = a‘lPl-]. modq - j=12,..,t> RA&

st 3P, () > AR Bob 89 2% K,ph0 %P, (V) * Ep (”n(yif)) '

#{t, B (Pn ( n]))}ﬁé&.\ Bob -

Bob 1M & € #44 Kop % B (Pa (V) )8 P (1) » shis @3t

Pn(}’ij)}i#’ﬁﬂ V2 j=12,.,t

Bob B4¥b~' mod N, > 3t ¢ 4@%&,@b"1Yij modq - j=12,..,t> @

b_lY'l]EP,‘ﬁ]%ﬂ“?;Ml] € {Ml ) Mz 3 ool Mn} ©

TR EeR/BMENRL  IHBAEHIHR

#% Cantor Jg & n U4 B B3R R 2 KRR H 69 n 18 t BHBEH W

EA% B

WE B 42 i EAke T

BREpR—MAREH WA BHKETAHE,(a,b) y* =x*+ax+b modp-

i A% B o 42E, (a, b)Fo K 25 G % Alice Fv Bob Ai%ahy o

Step 1.

Step 2.

Step 3.

Step 4.

Alice #¢ 458 ¥ 42 E, (a, b) L 42 EiE3F—AWC =P -

Alice E#F A FEMBr » m#fir € Z, > #3HHEmG ~rG -

Alice #4C ~ mGHorGi%i%£ 4 Bob -

Bob ##E M FMlky d=12,..,n> kg €Z, > 33X TPK; = kG - £ F
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Step 5.

Step 6.

Step 7.

Step 8.

Step 9.

Step 10.

Step 11.

Step 12.

t BECRIER B kg = kg, > j=12, ...t RREAAHEAPK KT B

Pde = kde °

Bob #| fl etk #t PZ X Z > ZR 3 BEP(PK) =V, €Z°d=1,2,...,n°
EP o BREEAB O Ve A KT A Ve, =Va, Vay, ., Va, €

{VIIVZI'"IVYL}O

Bob %T%’;ﬁ%»ﬁ,&ééégkder =7PKq; > j=12,..,t°
&mﬁﬁmg=dC—mg+nﬁﬂf@mQ—%)wmh
d=12..,n j=12,, ¢t

Bob #] A Cantor & & n U BR4ECH P, 1 Z; X Z, X .. X Zy > 25
FEPLWy) > d=1,2,...,n » A B AR EF 8 DK, FEB (W) -

Es(P(Wp)) » Bié{n, Es(B, (W) % 4 Alice -

Alice #| A B T 84 #8aK,y m B E,(Pa(Wy))43 th B,(W,) » 583 &

Pn(Wd))i#ﬁﬁwd rd = 1,2, 1-4,01 %
Alice 3+t E B A28 rPK; =1iC —vW; »i=12,..,n°

Alice ATPK AR 2/ % 248 R F R B E(s) > i =12,..,n M

T E M B AR Bob -

Bob #H#E(sj) » BATPK, A A RN Ls; 0 LB A HERY ¢

B3R 8 P9 22T B4 1 4 AR 25 36 3 IR -
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Sender(Alice) Receiver(Bob)
f P

a secret number a

select :

compute -

Ci=aM; modq i=1.2,..,n

¢, Cyy oy Gy

select :

a secret number b

Ci,» Ciyy vy Ci, € {C1, Gy o, G}
compute -

Pl-j 2 bCL-]. modq - j=12,..,t

Ey (Pn ( Pl-j)>
{t’EA (P" ( Pij)>}

compute -

decryption E, (Pn ( Pij))

-1
a - mod Nq

Y, = a‘lPL-]. modq>j=12,..,t

Ep (P" ( Y"i))
{t’EB (P" ( Yij)>}

compute -

decryption Ep (Pn ( Y; ))

Lj
b~ mod N,
b‘lYi]. mod q
=12t

4-1 Huang #2 Chang[16]774% & &9 n 3% ¢ A E 81 <
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Sender(Alice)

select :

C=PE€EE,(ab)

random number m 71 € Z,
compute -

mG

rG

Receiver(Bob)

C-mG rG

select -
random number k; € Z),
kdj €Eky> d=12,..,n

j=12,..,t

compute -
Pde = kd].G j=1.2,..,t
P(PKy) =Vy€Z>d=12,..,n
Vd]. =Va, Vay, . Va

eV, Vy, .., Vi3

kd].rG = rPde v j=1,2,..,t
W; =dC — PK,; +

t

Hjﬁji(P(PKd) - Vdj) - mG
d=12,..n°j=12 ..t
EA(Pn(Wd))

{n E4 (Pn(Wd))}

compute -

decryption E,(B,(Wy))
rPK;, =riC—rW;>i=12,..,n

use rPK; as encryption key to encrypt s;:E(s;)

E(s;)

select :
use "PKj. toextract s;
j

4-2 RERFR G n B BRI T
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= BRESH

# & 4-1 T3 > Huang #2 Chang[16]3% th n 3% ¢ #4881 7 09 1% 1%
SEEWMEE A+l MBRTOREEWMEEA 1 EREFHMIEE A n+2
MmAB AR S n &  EREWH G FETREEHEE A n+3 0 FRT AL
B ES A 1 AR BSR4 A ntd > Bibhon Cantor ff & n LR A
ok B 0 R AR E KRB K > B AR X T a9 R 1R 1 T 6h 4R AR

TERS -
& 4-1 REMEWmFLE &
&%y =T =
o = s =2 Z’l‘?’{?%g
HAEWE AEEHE
Huang #2 Chang[16] n+1 1 n+2
ENY-4 n+3 1 n+4

AEZXZB LN Cantor JE & n LEBRSBREH JE S, EAZE " i

E\s}

231, B

%;

HE%  EXE TR ESSB A E ML X OB ERHE T
M B4R E W2 N — R B RBEEGRE 6 EE 2 AR BN
e EREMIARNER B RAAGTE S E £6RE 0 FLREEMNR
B0 ARIRCD SRS AR BB B TR RAUR AR E -
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$2FE HHAEAXRRRY

¥ HADBRER

BAER I ELEHE T —RERARHORF MAARRENH TLES
TR dhég o ZF AR MARS 2N R TUERALET ZHRE TS/
BRIE Bl i E BMBEBES > SEAEHFERERE PRA—LEH 2R
A B R IE o o B AR ERAT 6 B B AT 0 BT LU A AR 1 e A 2 TR 2
R s RERAENEALARY HBBAFSER -

49 Beh ) 4 B 4K, R B 0 4B 47 41 9E ¥E3k(Radio Frequency Identification, RFID) &4
¥ % AT ¥ 4645 A %8 0 RFID 0442 48 (Tag) ~ 3% B % (Reader) #1 JE A % 4
(Application) = K e T A E - BT A~ A B i e m B 1% {28 A RFID
FHT T HE 7 RAZICAR A S 40 69 Bl AR > B Sb 7T BUF AL (2 80 1 € JE A 2] RFID L »
FRATS A PIRE - BB ER n AR HWER > B A ERFEL P (EH
SmE B AL R A EE R BT B TEFN L BB UL RAER A F B
FRA - BB LT AERA £ EM AN F L #RERHEBEwmAF
BUE B AE AR 6 BT B 0 3B R A E o) Bk 38 3 4o 38 A7 BUAR L Ok B4R

MEE R & By fE AL o

AB FARYF fm 2 30 0 SRR o 5 AR A B ol SR AR A SR 9 B (R B 1 R
ok T RmEREGE e, BT AN E LS ERE AKX W T A
mEREBRIT R RASBEHERH TR FTEANT X BATC A EH R

" EMEAAT H e 02 I BEBERIH T 0B I EBERIH T RA
n A EEH T o 2 TR E 2RBRRENE ) BEX ARSI T8
BB T R A s 2 E 1 MR E TR 0 B 1 B R T 0 AREARET
R3Fo 8 n B BAME S T T MR 2 B | fon 1 9B R8T ey Bk
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ARFFA A A5 B b 47 2 45 A S LA AR S R GRS 3B SAIR A B o 4R 45 A
Gty T R B BB ERE O n B | EREREH T AR - FRE AR
WESBREBLAT " AT E BB MENE ) SRy n E EBERW T B
AR RN T R AL B mERL o n B | BEERE FRELT R

RERAE — BN L 69 PR o

AR 0 n 3R BRI A R AR R E S ARG EE FE
FTROEHELRALNEL > KB IKIHTOHITEE - o HE T FRER
Cantor B % $ A 3R 3 448 0 A KB o B F SR IR GLALZ 6931 8 AR I
Aost H AR o E R B AR R AR 0 LR A R A o 2R
EEERAEGEMENAN AW ERELTE LS BATARSH n B4
AR o B PR R TP A 33 ko 7 4% Cantor Jg & n 704 B 4 BLH & HUE
AEEMEEH L  UABEGRANEEnE B A EREATEE% A

"R E A B mERE | MAEKHEREEEE AN R AR REA
R E A SRR G AR G R AR 0 1B n B BRI R R AR S

9

FRER  BEASZEMN - SR SR BB L AR -

F— RRRYE

MR T @B m 5 LA T RA M LG REMELAE  EH
MR TR ELBERAATIRRR T AMANHBEASREB L2400 AHE
Sk mENL ) ERE n E o BRI AR EEWZ IR0 AP K

P RRE X RER Cantor B ¥foB » A % AT 69 45 M Sk 4 R FE 1K1
ENEBHE > XFEHE W% Cantor B R BHAPRZHERLER
Wit B o SR E AR A ey R T B R BRE A LR RS A
BAIRANER -
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