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Abstract

Recently, wireless sensor networks (WSN) have been widely used in
military, healthcare, and scientific environments and their sensors are often
powered by batteries. So how to lengthen WSN’s lifetime is an important
challenge. One of the solutions is reducing sensors’ energy consumption.
Power management in turn is one of effective methods for lowering their
consumed energy. But to achieve this, we must take into account all design
and communication stages of a WSN. Also, the power management may
be out of control when the WSN is now being attacked by hackers.
Therefore, in this paper, we proposed a secure energy consumption
management scheme, named Secure Power Management (SPM for short)
to deal with the energy problem of a WSN and prolong operating time of
its sensor nodes as well as coordinators. Most importantly, the SPM is still
effective during being attacks. It then efficiently turns WSN nodes into
sleeping mode when they are idle and wakes them up when necessary. In
this mode, nodes consume less energy. A token based control policy is also
developed to manage the power consumption of WSN nodes. Our
simulation results show that during malicious attacks, the SPM still
effectively reduces power consumption compared with that of the typical
power management scheme.

Keyword : Power management; wireless sensor network; Security; malicious
attack; break-even point; low power
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MCU Sensor .
Radio Mode Power(mW)

Mode Mode

Tx(Power:36.3mW) 1080.5

Tx(Power:19.1mW) 986.0

Tx(Power:13.8mW) 842.6

. Tx(Power:3.47mW) 815.5

Active On

Tx(Power:2.51mW) 807.5

Tx(Power:0.96mW) 787.5

Tx(Power:0.30mW) 773.9

Tx(Power:0.12mW) 771.1
Active On Rx 751.6
Active On Idle 727.5
Active On Sleep 416.3
Active On Removed 383.3
Sleep On Removed 64.0
Active Removed Removed 360.0
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# 2 MEDUSA-TI & 8Lz sp 4% 4 47

MCU | Sensor ) Data
Radio Mode Mod. Scheme Power(mW)

Mode Mode Rate
Tx(Power:0.7368mW) OOK 2.4 kbls 24.58
Tx(Power:0.0979mW) OOK 2.4 kbls 19.24
Tx(Power:0.7368mW) OOK 19.2 kb/s| 25.37
. Tx(Power:0.0979mW) OOK 19.2 kb/s|  20.05

Active On

Tx(Power:0.7368mW) ASK 2.4 kbl/s 26.55
Tx(Power:0.0979mW) ASK 2.4 kb/s 21.26
Tx(Power:0.7368mW) ASK 19.2 kb/s|  27.46
Tx(Power:0.0979mW) ASK 19.2 kb/s| 22.06
Active On RX Any Any 22.20
Active On Idle Any Any 22.06
Active On Off Any Any 9.72
Idle On Off Any Any 5.92
Sleep Off Off Any Any 0.02
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( Start )

A 4

Wating for system idle <—|

No
dle time > doze threshold

Send a sleep signal to the
target system; Set k=0

)

System enters sleeping mode
SPM starts a time interval Ti

A

SPM detects event signals

Internal event request?
Yes
Yes{ s+l JeYes—< _K>N? No
Send a wake-up 5|gnal to the target

system

External signal arrive?

A 4

(Finish power gating)
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