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Abstract

The development of Internet of Things (IoT) has changed traditional ideas of
networks. However, security issues have become major obstacles to the deployment
of IoT, which commonly adopts hash functions for security authentication. The
Secure Hash Algorithm (SHA), published by the National Institute of Standards
and Technology, is a family of cryptographic hash functions, including SHA-0,
SHA-1, SHA-2, and SHA-3. SHA can be used to compute fixed-length digits
called message digests for digital messages. SHA-1 is not invertible and has been
widely used in security applications and protocols, including TLS and SSL. This
study cracks code words by matching them with target hash values using cloud
computing and GPU technologies. For the cloud computing system, we implement
the matching algorithm using a Hadoop distributed system consisting of four phys-
ical computers, one used for the master node and the other three used for worker
nodes. Also, MapReduce is used in nodes to handle large amounts of operations.
For the GPU parallel computing system, we use thousands of GPU threads to
operate in parallel on the data allocated by the CPU. We perform experiments to
verify whether it is feasible to crack SHA-1 message digests, and indicate whether
SHA-1 is still secure enough against opponents in the emerging cloud computing

and GPU parallelization era.

Keywords: cloud computing; Hadoop; GPU computing; IoT security; SHA-1; hash
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Table 4.6: TENHIESE [FEHESLATIIALL (TM: T-)
1T™M | 2TM | 3TM | 4TM | 5TM | 6TM | 7TM | 8TM | 9TM | 10TM
1 node 0.88 0.91 1.05 0.91 1.04 0.96 0.92 0.91 0.95 0.95
2nodes | 1.43 1.94 1.80 1.88 1.93 1.94 1.88 1.71 2.02 1.86
3nodes | 2.37 2.58 2.94 2.78 2.89 2.82 2.98 2.84 3.01 2.69
4 nodes | 2.73 3.54 3.68 3.65 3.42 3.50 3.40 3.73 3.40 3.88
5nodes | 3.76 4.06 418 4.30 458 | 4.96 4.50 481 4.26 4.88
6nodes | 4.51 4.63 5.31 5.23 5.01 511 5.59 5.23 541 5.07
7nodes | 5.26 5.54 5.64 5.93 5.66 | 5.96 6.09 5.89 6.23 6.02
8 nodes | 5.73 6.33 6.44 6.68 6.61 6.75 6.38 6.83 6.99 6.50
9nodes | 6.44 7.12 7.66 7.52 7.60 7.45 7.46 8.02 7.43 7.87
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1024 2048 4096 8192
1SR 22.51 11.79 6.50 6.54
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Table 4.8: GPU A [E]sh{ 745 B B i [B] e By B T IRs ]

1 2 3 4 5 6 7
1024 | 0.81 | 1.68 | 223 | 295 | 390 | 11.32 | 18242
2048 | 0.81 | 167 | 224 | 291 | 3.86 | 7.81 | 94.09
4096 | 0.83 | 1.67 | 227 | 298 | 3.89 | 6.03 | 4949
8192 | 0.82 | 1.71 | 199 | 299 | 393 | 635 | 50.39
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