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Abstract

In this study, we propose a biometric authentication method to identify and block
illegal users, even if the whole password is exposed. Our method simultaneously
records scan codes and keystroke sequence of passwords; furthermore, by deep
learning of convolutional neural networks, legal users can be effectively distin-
guished from illegal users. The experimental results show that illegal users are
successfully blocked even if the password has been exposed. Although the aver-
age login failure rate of legal users is 6 percent, they can reenter passwords once
to be admitted. We also compare recognition rates between convolutional neural
networks and neural networks and prove that convolu- tional neural networks are
better. Finally, by GPU parallel computing, we further obtain about 5 times

acceleration of system performance.

Keywords: biometric authentication, keystroke dynamics, machine learning, deep

learning, convolutional neural network, GPU parallel computing
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cpu Intel Q8200 2.33GHz*4
memory 3.9GB
0S Ubuntu 16.04 64-bit
gpu Nvidia GTX 650Ti
2GB memory
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MR SRR AR SRR RS > DR TR TR DR Bk
# 5000 7] 25000 = > # i % 4= Table 4.2 :

Table 4.2: ~ = % i NN erygzh &

DS (L) NN 7% (%) FRR(%)
5000 94.44 100
7000 94.44 100
9000 94.44 100

11000 94.44 100
13000 94.44 100
15000 94.44 100
17000 94.44 100
19000 94.44 100
21000 94.44 100
23000 94.44 100
25000 94.44 100
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Table4.3: &+ % 4] % CNN g

DR e (%) CNN Em 5 (%) FRR(%)
5000 94.44 100
7000 94.44 100
9000 95.56 80
11000 97.22 50
13000 97.22 50
15000 98.33 30
17000 98.33 30
19000 98.89 20
21000 98.89 20
23000 98.89 20
25000 99.44 10
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Table 4.4: ##cv B A 4753 %
i 'fﬂz Brr & (%) FAR(%) FRR(%)
A 99.44 0 10
B 99.44 0 10
C 98.33 0 30
D 99.44 0 10
E 99.44 0 10
F 98.33 0 30
G 98.89 0 20
H 99.44 0 10
I 98.89 0 20
J 98.89 0 20
K 99.44 0 10
L 99.44 0 10
M 98.89 0 20
N 99.44 0 10
@) 99.44 0 10
P 99.44 0 10
Q 99.44 0 10
R 99.44 0 10
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Ra) FRR(%) Frg (%)
0 8.82(15 1) 95.59
0 8.82(15 %) 95.59
0 9.41(16 ¥) 95.29
0 8.82(15 1) 95.59
0 9.82(16 £) 95.59
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K 4 0 22 % 40T Table 4.6

Table 4.6: gL FH » 7% %

FAR(%) FRR(%) B (%)
29.41(50 %) 14 76.29
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CPUH (7R

beig b= ‘ )

GPU §t {7 p /¥
Hiwmi % 4o Table 4.7

Table 4.7: ~ * % & CPU 4v GPU } # 7 vt &

VR H (=) CPU(#) GPU(#)) gt (8)
1000 108.226 37.631 2.88
3000 302.721 102.17 2.96
5000 629.372 196.442 3.20
7000 1037.256 281.032 3.69
9000 1355.373 343.153 3.95
11000 1601.097 402.388 3.98
13000 1935.493 47717 4.01
15000 2195.907 532.881 4.12
17000 2519.198 624.386 4.03
19000 2984.384 686.782 4.35
21000 3300.136 747.132 4.41
23000 3663.377 791.124 4.63
25000 4096.983 833.672 4.91
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