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Abstract

Today, encrypting and decrypting data by employing a lookup table is ever changeful
and very quickly. But currently, the table to be looked up is a static S-Box, the contents
of which is fixed, well-known and greatly reduced the confidentiality. However, if the
contents of the table can be reconstructed according to the password input by the user,
the table will have various contents due to different passwords. The attacker also does
not know the contents of the table because he does not know the password, and thus,
the security will be greatly improved. Based on this, in this study, we propose an
algorithm, namely Generate a 16 x 16 Dynamic Box by using an Input String (GDBIS
for short). The length of the password string is between 8 bits and 800,000 bits, which
can effectively defend against all kinds of brute-force attack. The GDBIS has three
procedures, including the one that generates Initial Serial Keys, ISKi and ISK>; the one
that produces Dynamic Keys, DK, DK> and DK3; the procedure that yields a D-Box by
using an algorithm, named Dynamic Box Generator (DBG for short). We also develop
a new key expansion algorithm, called Generation of D-Box and Round Keys (GDBRK
for short). Given a Cipher key, the GDBRK generates a D-Box, with which to produce
Round Keys sequentially. The S-Box used in AES is also substituted by the D-Box for
further increasing its security level without the loss of its encryption and decryption
performance. According to our security analysis, the D-Box generated by GDBIS is
irreversible with high degree of chaos and has excellent sensitivity on inputs. The
Round Keys generated by the GDBRK have low relation among themselves. Our
performance analysis also shows that the time that the GDBIS spends to generate a D-
Box are between 15 and 19 ps. Due to the difference in password length, GDBRK takes
between 20 and 25us showing that the two mechanisms have excellent performance

and are able to meet the needs of practical applications.

Keywords: S-Box, GDBIS, D-Box, AES, GDBRK, E-DASS
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Advanced encryption standard(AES)d # B B 3% &2 Bk 7 2 (NIST)
HH2000 & 117 26 p [1]0 4 42002 & 5% 26 p & & 4 »cenfEif » AES
RE™ 204 5 gl forl W™ Gy cnlichh 2 03k o A e P 2B AR R

LA - B A b S e
Rty a4 & f@ﬁa?]iii Foende Ao B3k AES ek > M e SR RE3E by
P> %2010 & > d A, Biryukov et al.#73& d1 7T 7 ¢ [2] 0 ¥ AES 256 =~
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127 % P en

P F I A%mAcPi B3 AES % > 5 Bl4e block cipher mode of
operation [7]#* # % S-Box £4f #2.1£[8,9,10]> % AES = i 4c % # 2% ¥ > SubBytes
TREE TR FARBEETRE /R TV RIApFEEE 7 %
o @ o AES ¥ b SubBytes £ ik H HRAS-Box L7 A% 0 RWE 2R A
'8 5% ac o Cipher Key &k & 4 4p #4 & 9% #& £ (Dynamic Box, D-Box for
short) 4 B~ X Ju & ¥ 211 S-Box > P| &7 Frig Cipher Key :T‘%-L?% Fig D-Box p %
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2.1 AES 2_4p B = )]?e

AES &_p = i¢ * ﬁ’»% el E I W s LR U ¥ % 128 ;f_;,_,rfq?;}i?‘zﬂ“,}f
FHEEF GBS SHFLZRY 0% 2 12% & 14w &t B3b Y o
BRI E ST B 2 dbytescndd BF e AESHZY ¥ b
B4z )T 0 E_ 128,192 82 256 0 H o4 WA 10,12, 14w & i E 0 03
bek MR o

AES & w £358 7 4 B RIFE > A% — P E 0 SubBytes iF & (4- ]

2.1) > HiE- B enE 3 £(S-Box)» * A& N ki A
AR e

4.0 a1 P A3 by, by, b, bys
a0 a \5\2 a3 b, b, b, b,
a0 1 A, s+ —| S-Box b, b, b), b,
a3 a3 a3, a3 by, b, b;, b;;

] 2.1:AES-SubBytes

% = Frfoen ShiftRows iF ¥ (e 2.2) 0 E ¥Rk fiae e P 0% [ 7 a2 %

Iy

4.0 4,1 42 43 < 4,1 4 a3
a0 a a1, a3 T > 4, a1, a3 a9
40 1 a5 a3 p— > ) a3 a0 CoR
&0 &1 &2 a3 a— P &3 a0 &1 2

B 2.2:AES-ShiftRows

% = FF B e MixColumns 38 5 (4] 2.3) » E ¥k i ? oh® B3 7 A
modulo x3+x*+x3+x+1 2. T fo— B FEFIE ;N c(x)iTkRE



Aol ;| Ao | B3 boo|  boi| bpa| by
a a a
1,0 1,1 \3\2\ 13 / b, b, b, b, 5
a a a a b b b b
2,0 2.1 22 ®C(X) 2.0 2.1 22 23
a0 a3 a4, a3 b;, by, b;, bs;

B] 2.3:AES-MixColumns

t f 15 k£ 0 AddRoundKey i & (4- 8] 2.4) > H B Rk fi e ¥ chd - B

B2 w & 4 (roundkey) M XOREE » @ w & &4xd S4B EALSE A

ol 3o, A by, by b, bys
a9 \\,1 a5 b, b, b, b,
a0 az,\ a5 bz,o b2,1 bz,z b2,3
a3 a3 a3, b, by, b;, by,
Yy )
koo | Ko, Ky, k5
ko k| k,, k, 5
K0 k)| [°% k),
ks o L% ks, k; 5

B] 2.4:AES-AddRoundKey

2.2 Dynamic S-Box z_ 4p i < 1,%

& AES 7 > S-Box #c 43 v 4 & IR 7 (confusion) s (4 [11,12] » g 4e 7 <
B AR RRE 0 R AP FEIR S BIRALY BRI ELR
AT R I SR F B3 nS NiE (T E 0 ARa & AES ¢ > B &7
€% HE FALHSBox o @@ P ETAEY B ERABAP Y bk 2 TR
PR R o

% 2012 # > Razi Hosseinkhani 22 H.Haj Seyyed Javadi % % % # i S-Box 2.
AR BEFE 3 [13] 0 # = ;2 8 K- cipherkey iT & %ﬁl »~ > F|* cipherkey & 24 Ap B #icE >

10



e@ R~ S-Box &7 4 X ER AL AR h S-Box o tput 2 b ELM.
Mahmoud et al. & 2013 # 7= 3 1! - & & # Dynamic Key-Dependent S-box =17 j*
&z AES[14] H &2 [ —Et'jgv} secretkey % & 4 initial state of a pseudo random
(PN) sequence generator > @ PN generator mﬁﬁl g kivi €8 K A~ S-Box 2. %
Heo LR By 2R3 3F 5 BT TiE S-Box & H_4& 4 % i S-Box ip
BAT 7 [15,16,17] » 2X @ > ipdt > #2398 1 & 2 A 79 S-Box kA 2 AR s
fi S-Box > e H gt g 2@ A4 #f S-Box» H AF g - fRE % >
koI v PR d @ v S-Box £ A 2 o s BATR R B PER L AR K
LAy P o AeiEd GDBIS FE % 0 T ﬁ iz - ﬁs?]% F# kA2 D-Box
AP E ;“’ui:}iﬂ,ﬁ% i * S-Box > w3 £ % S-Box p 7 e L4

2 GDBIS # # 2. D-Box B~ % AES e17S-Box > { st #& & <X 2 & -

23 3DiEE 2 4p M ?}I?c
@ipfﬂ’GmmSﬁﬁ%{%éﬁgﬁ%ﬁﬁkﬁﬁﬁékéﬁﬁﬁ’
FEO TR LT Sl MRS A AR RBAT SRR B Y e e 2 -
A Z &Y o 42015 £ > Huangetal. 3t & - B 95 B 4c § 2 2 > ¥ > Secure
Feedback Encryption Method (SeFEM) [18] » ¢+ > 2 E % = fa4J » o Kt * fa 5+
BEEFHPEP - R ZBAATL I EFEILZ R Y B LERL P 2 HE
TR A BRI R 2 S £ 4 dy(multiple keys)iE 7 3DEE o A4 R
A SeFEM*® % chA A EEF LD h O H° QORBLF IHMGE F 3R
SR I s Fpt M H 45 B 0 2 SeFEM ¢h— 42 2k ¥t Huangetal. & 2017
EH N AP 3¢ 0 7 A 3D Encryption with Shifting Mapping Substitution
Mechanism[19] > d OrR/ORBE-E O/O K34t 5 ZFE F s B> FIP 4577
PP R B/D /2B OROREE BAMEE F TS SHIDEY kA

ii‘ﬁ}iéﬁéﬁ’%ﬁ “Hi4e D-Box 2 AR A (G B R TR o
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24

= F g A A RIE

31 Lisr izl

D-Box

ISKs

DKs

FA

A1

A2

IAR

I1A3

RLi

RLR

32 ArEE

Dynamic Box » ¢ i{i@?}/\ F B A4 16x16 55t £ 0 H 256 B
~ % EHd 00~FF g7 m = o

Initial Serial Keys > & 42 ISKi {r ISKz > v 1 d 95 » F # 35 @ 4 2w
5244 > £ & 5 1024 bits

Dynamic Keys - d ISK1 ¥ ISK2 % i E-DASS &2 = a8 & 574 4 2
Zed iy sk HE A S 1024 bits o

Flag Array » % — Brgi kgt s » H 23l @4+ kK iv5 D-Box e¢n
LB % kg% D-Box p ~ & eri— 4 0 % Flag Array s~ %

EEF R AT AR L RS EA AREY A" T R4 T

1st Insert Array, & i@k s FA~2@&E > " T"or"F
"o et > B-DK s P A4 2 F fu“fi fgardiz) o, H 3=
2. ASCII & #- % % {7 5 D-BoX ¢h= % & o

2nd Insert Array, i EER R s FA~ 2 @& > " T"or"F
ey o DK 2 DKs P EB A1 G I 1A R G F R A
A et 5] > B3 A2 ASCI @ #4k* & if % D-Box shn % i o
Residual Insert Array, /538 DKi-3 3 * 15 > FA A4 B * 2975 §|
A E @A F g sl meras S g 7)o

3rd Insert Array, #-1AR & {7 € {8 9, g 7] » H < 2 5 Bt
* KT 5 D-Box e~ % @ o

Al e g 2 E B 5 1<i<B o

IAR e % £ & o
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P2 ipr B EiCc i pEGEK RO F2 - OrRZBAFAEE S

[19]4¢ /i3 % 2. % & 4 :

> Exclusive-OR operator :
v c=pdKk
2% 1 p=cdk;

+2 Binary-Addition operator :

e ie,=p ok R p kA ER ARG B 0 X AR
$IHEF R o

C—klfC>k

2% =c. b k=
f#% i pi=c 21‘—{ Akt lfC<k

[* L4,2. FEE */
OR Rotate Equivalence operator :
e or C=pORKk=pO k o H P p,Hd P prEpEstggg h B
i@ B9 h=]k|/4;
f3% : p=cORkK = #FF4&2H(COK) | K|/4 Bi=~18 ; *OR

5 OrR 2 FER*

3.3 Enhanced DASS ;% & i
#[20]® ¥ & DASSHE 2 G - BAE Fi B RETEAM G

54845 S-BoxPFR F 03| 82 el > Ft ¥ 7 i (AFenl @k 4 s o 1y
T H_H ¥ %4~ > Enhanced DASS (f#§ - E-DASS) » HiTZ HE s i B i
R S P R S A

Algorithm 3.1: E-DASS algorithm /* format is E-DASS(P,R-Box) */

Input: a plaintext P of n bits in length, and a 16 x16 random-box (R-Box for short)

where n is a multiple of 8.

Output: ciphertext C.

1. Let P =p1p2...pkand C = c1C2...Ck , Where k = n/8;

13



2. dsc = 256; /*dsc: dynamic shifting count*/

3.Fori=1tok{

4.vp[i] = Int(pi); /* Int(pi) is the ASCII code of character pi*/

5.dsc = dsc + (vp[i] +1)*i;}

6. vp[0] = vp[1] + vp[K];

7.Fori=1tok{

8.dsc = (dsc + (vp[i-1] )*1) mod 65536;

9.ch = str((vp[i]+ dsc) mod 256);

10.ci = the corresponding content in the R-Box after ch is substituted by lookingup

R-Box;}

3.4 Generating a 16 x 16 Dynamic Box from an Input String
GDBIS % i2d = BAZAYES » T (1) 2244 lph 45 (2 A28

% 4% ~ (3) 45¢ Dynamic Box Generator (DBG) £ 2 D-Box - j@ﬁ% FHE AL
- i 16x16 chds iz £ » H ¥ Péﬁi%]%iﬂgéig » HE R 4738 3 800000

bits - i.e. » 8<|P|<800000 <

3.4.1 Generation of Initial Serial Key
e 31%] 3 g gk B3t 1024 bits - p] GDBIS i * E-DASS_expansion ()

f= Binaryadder_expansion () & v - & ¥ 5 8 ek B 5 1024 bits - &7 &
G E o BUSEE s S
Algorithm 3.2: E-DASS_expansion (P)
Input: a string P with length less than 1024 bits
Output: an extended string P with length 1024 bits exactly
1.Do{
2. P’=E-DASS (P, S-Box);

3. P=P|P;

14



4. while (|P|<1024);}
5. P = E-DASS (P, S-Box);

6. return Right(P, 1024);

Algorithm 3.3: Binaryadder_expansion (P)

Input: a string P with length less than 1024 bits

Output: an extended string P with length 1024 bits exactly
1.Do{
2. P=(PlP)+(P|P);
3. While (|P|<1024);}

4. return Right(P,1024);

The algorithm for of ISK1 and ISK? is as follows.

Algorithm 3.4:
The Generation of Initial Serial Keys algorithm (5]3.1)/* format is GISK(PW, S-
Box) */
Input : PW and a S-Box
Output : ISKy, ISK>
1. If |[PW] < 1024 then{
ISK; = E-DASS _expansion(PW);
ISK> = Binaryadder expansion(PW);}
2. If [PW] = 1024 then{
ISK = PW,
ISK> = E-DASS(PW, S-Box);}
3. If |[PW] > 1024 then{

15



PW —__

(1) PW = pipaps...pm ,where |pi| = 1024,
1<i<m,m>2;
(2) If |pm| < 1024 then p,» = Binaryadder
_expansion (pm) ;
(3) ISK1=p1p2®...Dpm;

(4) ISK, = E-DASS(ISK1, S-Box);}

E-DASS expansion() | —p JSK,

Binaryadder_expansion() [~ ISK,

Fele el

F1 3.1:GISK % 1]

3.4.2 Generation of Dynamic Keys

P02 PW=ISK,
PW=1024;  ommfmp
N E-DASS ISK,
—t PIV=| Py | Py |...| P [=w<_ P,<1024; =

Binaryadder expansion()

=ISK,

In the following, we introduce the process of Dynamic keys generation as

following.

Algorithm 3.5:

-—l

The Generation of Dynamic Keys algorithm (8] 3.2) /* format is GDK(ISK1, ISK2,

S-Box) */

Input: I1SKy, ISK2 and S-Box

Output: DKy, DK2 and DK3

1. DK,

2. DK,

E-DASS(ISK, @ ISK, , S-box);

E-DASS(DK; +,ISK, , S-box);

16




3. DK3 = E'DASS(DK]_ @R DKZ y S-bOX),

ISK @ ISK, ==———p| E-DASS = DK,

DK, +, ISK, =——»{ E-DASS P> DK,

DK] ':E'RISKZ__.“ E-DASS |- DK}

] 3.2:GDK % -7

3.4.3 Dynamic Box Generator (DBG for short) algorithm

The algorithm of Dynamic Box Generator is as follows.

Algorithm 3.6:
The Dynamic Box Generator algorithm (DBG, for short) (] 3.3) /*format:
DBG(DK1, DKz, DK3) */
Input: DK1, DK> and DK3
Output: D-Box
{ Let DKy = KAo||KA1]|...|[KA127, where KA is 8 bits in length for all j, 0<j<127;
Let DK2 = KBy||KBy]|...||KB127, where KB is 8 bits in length for all j, 0=j=127;
Let DK3 = KCo||[KC4]|...||[KC127, where KC;j is 8 bits in length for all j, 0=j =127,
Forj=0to 127{
KA[j] = Int(KA;j); KB[j] = Int(KB;j); KC[j] = Int(KC;); IAL[j]=0; }
For j =0 to 255{
FA[j]="F”; D-Box[j]=0; IA2[j]=0; IAR[j]=0; IA3[j]=0; }
RL1=0; RL2=0; RLR=0;
Fori=0to 127{
If (FA[KA[]] ="F"{

IAL[RL1] = KA[i]; FA[KA[i]] = "T"; RL1 = RL1+1;}}

17



Fori=0to 127{
If (FA[KB[i]] = "F")}{
IA2[RL2] = KBI[i]; FA[KB[i]] ="T"; RL2 = RL2+1;}
If (FA[KCIi]] = "F"){
IA2[RL2] = KC[i]; FA[KC[i]] = "T"; RL2=RL2+1;}}
For i = 0 to 255{
If (FA[i] = "F"){
IAR[RLR] = i; RLR = RLR+1;}}
HL = RLR/2;
For i =0 to HL-1{
IA3[i] = IAR[HL+i]; IA3[HL+i] = IAR[i];}
If (RLR is odd){
IA3[RLR-1] = IAR[RLR-1];}
t1=0; t2=0; t3=0; j=0;
while (j=255) {
If (t1 < RL1){
D-Box[j] = IAL[t1];j = j+1; t1 = t1+1;}
I (t2 < RL2){
D-Box[j] = IA2[t2]; j = j+1; t2 = t2+1;}
I (t3 < RLR){

D-Box[j] = 1A3[t3]; j = j+1; t3 = t3+1;}}}

18
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Al=

2=

143=

[ 127

[ 255

] 3.3:DBG % 1
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3.5 Improved AES by Employing D-Box
1 8% AES % 2 A 2 XA Honi 0 ALY AL T - RATOR K E

# &% > 9> Generating Dynamic Box and Round Keys » i # GDBRK » * & P~ &
AES R} ehi kBB F B2 > ¥ 2 * GDBRK £ 4 1 D-Box P~ S-Box kit
AES » # % AESEDB (Improved AES by Employing D-Box) » % 4 if 4
3.5.1 Generating Dynamic Box and Round Keys

GDBRK d #ij » s 4% & 4(PW) » # & /& 4+ 8~800000 bits » % 1§ GDBIS
FEEAL L E(D-BOX) £ 5d ptdfi £ %4 E-DASS 22 3DEE A& 4 #7F
v & &4 (Round Keys) » o >t & 4 e 42 8 % ¥ i ¢ & Round Keys 2 & ¢h
B BiE < 5 "R 14> Ap g3t AES Round Keys ehd 4 » i % ¥ ik (T PViE §
F > 340§ % M B > GDBRK & 4 9 RKs § { % % > & > Algorithm 3.7

% GDBRK if & ;*:

Algorithm 3.7: GDBRK algorithm
Input: Password (PW, for short)
Output: D-Box and Round Keys (RKo~RKs)
1. Call GISK(PW, S-Box) to obtain ISK1 and ISK?;
2. Call GDK(ISKy, ISK2, S-Box) to obtain DK, DKz and DK3;
3. Call DBG(DK3, DK>, DK3) to obtain D-Box;
4. TDK; = E-DASS(DK:1®DKj, D-Box);
5. TDK2 = E-DASS(TDK1+2DK3, D-Box);
6. RKj=Mid(TDK1OrTDKz, 16X (j+1)+1, 16), 0<j=<5; /* length of RK; is 16
bytes and TDK1, TDK> is 128 bytes */

7. return D-Box, RKo~RKs;:

3.5.2 AESEDB z 1 it i@
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AESEDB &% %ﬁﬂhrgl 3.1 #757 » 2 ¢ » AESEDB & * %45 & 4 (PW)P~ &
Cipher Key ii%] ~ 3 GDBRK ™ & # 4v % % & 7 D-Box ¥ Round Keys
(RKo~RK5s) » o ** PW eh& E‘,%E} % 8~800000 bits > @ # §_F] T_77 128 bits » p*
BEEREFE > 3 AR AT @ M FEY FIHEROT HE o 2 SR
Bend & g6 FF A7 B PW> GDBRK #-2 2 72 5 D-Box > 5o f &
% Fei PWenp T o f 24 7 dvif D-Box fhp % 0 i@ * D-Box kB-i% S-Box
17 SubBytes i B > #-* X Mo e ok 2 BROTIA T EFES
%1 GDBRK ;% & £ £ & % * 3D i# 5 -~ E-DASS i# ¥ &7 D-Box @ A 4 ¢ Round
keys » #-%-%k 1 3DiF E 2 E-DASS 1% 2451 > 4oyt % 18 61 Round keys B B3 14
B AR HRE 0 r04d A2 A 2 9 Round Keys v AES &7 Round Keys 47
LFh% 2R ANE > AFRAESIOw @GRS Sw &g o 4
FIRMBBNRABS hE 2B (LR 44) > {HRD i (3L 54) .

P PW

l

B 3.4 : AESEDB % # &
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E AT R

T i g (D-Box)shA 4 AR 4 = BEfE &4 T DKy, DK>
% DKz 2 A 8 0 P £ FA ~ 4 > #5124 % DKy, DK fr DK 0 48 3

-BoxX > #x DK1,DK; ¥ DKz 2. §j* /B & F 1 5 £& - b = B é
a1 & A5~ 3P 5d S EDASS () BHEFF ¢ B4a o d
T EATH T AES thw & S RI LW E 2 0 P RTE 0w 2 B2 $ AES %

s
FRAPEENG R - B o

4.1 E-DASS () 2. % > A 47
E-DASS () WEis A+~ S5 EAL > 2438 eFbhi  §A%ER

noEAZggrF R RS kBFA(RAE) E B T AR e AU
ASCI g g wd G R = A FE (Hildser LAFEZHE 5H) EHLES
WWhL AL o BB L LEMY s dsc Bt 5 B-DASS () % 2 it o

dsc 4= 453k % 5 2560 54 H B3 1B S5 i Forw BiEr o H P g
SHE -~ F A2 ASCHHER A # 8 2 RAME TR 4 2 dsc @ > Tt
Al F AR EFEE g5 7 Fadse R TRt -

EHATIHFI0 S Forw BY » AEE A2 R¥ ¢ dF - B AEE
445 R-Box “ %8 ch> # 2 ch«h ASCIL# & (dsc+wp[i]) mod256 - ¥ 2%
8¢ sdsc PR A FHE A A vp [i-1]4r i chkFFArildean Ft dse F -

3 E L FLAUL R P PSR Ly E Sy 2 3 8 A

«‘ﬂr

e pepd P F B R FE R chdse £ fiie g

d datens 7 NPT L ER T 25
1. %d E-DASS () #* A hind - B R~ F 2o 1=5j=k> ¥ Ed 3 B
B S B vpli] ¥ dsc - A2ih% > & T i R-Box 5 Rt v A AE
Er g EFEsp o =<k
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2. 4 E-DASS () A D% e B ol » AR R 0 TR A3 I
FS 2P FhiEie el B FRE AR X A dse shiE L o
3. &d HEB dsc MPFRARLAFH LT > A PEFER LA RS

EFoiER _'rﬁﬁg?lﬂzg’ﬁ B R A T IR o

4.2 GDBIS z. % > & 47
GDBIS #-#j » 2. % # g0 5 = E-DASS()#hit* @ 42 # fi &4 DK1, DK>

¥ DKz j&a A 4

D-Box » %] GDBIS -k i E-DASS () e% 214 #1 &% o

(§

&

R RS R BREF v R E e e o 3 E ik

B i %t 8~800000 i~ B o @ H B G R ehgy ~ 3 Y F {2 { F4
RS 800000 Ao @ g~ 2 AT PV A oA T AR

F oot BT g oo ik 4 R se o A A H 2 2 D-Box % 2o

43 AESEDB z. % > &~ 781t ik

AEBERBEGT I R HEPNE v L AT DI E
3R %3 % % AESEDB th% > B2 {74 45 o

FL AR AL > RA AES H* FIRER vle 0 128 AL R 0 B
FE &4 TT L RE RA o BT R R DRBER S AR AP T 0 F] AESEDB
h PW & B # 8 5 8~800000bits » v 6K B i m £4gFET > HE R E M
2R LR REG e B gH T o

AR ERY BAENEILY o 4oB] 410 AES E AR oenEH T E £ S-
Box» Ay & 2pv g  Hivr WE BB RGERA > » AESEDB i i ¥
# £ (D-Box) § FIPW 3 I 3 f o scf & 4 om0 i@ 5 =0 <0 SubBytes
TEF Hehie 0 % < 4e 0 SubBytes LR RFRLA - X 2 R UG anie A o

AESEDB 54 GDBRK Z 2 chw & &4 mfsw & £45F 2 F T % =
BB AR Ei4d B isaw & ST AAMB RS > B RE T 2R o

Lk BuAg e R ko ¥ 0 AES 535 38 B L& &R £ 4K (CipherKey) -ie.» 128 =
AEREBMBPIEE T L S RES D A AESEDB #* £ B it X
%G &4 (PW) e > 8~800000 =~ £ B o 27 RIS AR L e & & 4 IR 4
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Bk i g STR B e D-Box d BAB LMK A o B R &R

T;T.&;Z s D-Box p % ° € {8 AESEDB jx %v% >+~ 3 o 4 4.1 # AESEDB £
AES-128 )’I.%% Feng paFMiEis it B9 o 4 kgl B - 38 > d 3t D-Box

-
F

£ o4 256! P oh R U dr o f 21083 <0561 < 21084, 2 A AR D-Box L -
B4 1683 = £ B % o

AESEDB AES-128

Plaintext Cipher Key

RK{

MixColumns

RK:_4 MixColumns

<
1
=
o
=
>
o
o

RK; -

Round 5

(=)
—
=]
c
>
=]
o

Ciphertext

] 4.1: AESEDB ¢z AES-128 7 -+ ]

# 4.1 : AESEDB ¥ AES-128 % >4t di

B A AESEDB AES-128
BAGE R 8~800000-bit/ iE 128-bit/ %
ERE D-Box/ f S-Box/ %
vE A | MEEM O X 2RRF/BE | MBMER 0 X 2RKRK/Y

IR -k S

2451-bits/
(128*6+1683)

1408-bits/ %
(128*11)

%414 45 AESEDB b %thE & ~ R 4% A ~ v & SRS
AREREREE T 2RI Y AES # (¥ AESEDB #h% > B i% % 3t AES -
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1 & TR A T

FEEarr R A F EE > BRI ABBE S G > T AF § L4 E-

DASS, GDBIS, GDBRK £ AESEDB x5 o i » F B chve £ R &% Sk

=

2R > WEERB A S 97T o

% 5.1 HERB R

CPU AMD Phenom II X4 955 @ 3.20GHz

RAM 12GB

O.S. Windows 10

Programming tools C / Microsoft (R) C/C++ Optimizing Compiler
Version 19.00.24215.1

51 A AEE 3 ki

BAPRARAEELE ST @, 4,2, Op, fr Or > * BAFTE F e L4
71250 F=x g enTaig o £ 5270 & BER S - DT IHEF -
252123 R A AEL S @O, /2and OOR B7F L& F4R

TR TR (51250 8 xR TR T oE > =5 ns)

cy size 128-bit 256-bit 512-bit 1024-bit
Operator
® 10.77 20.59 38.37 76.09
+ 11.08 23.94 68.22 155.35
-, 11.12 23.30 67.21 146.05
Or 22.98 42.73 84.22 169.29
ORrR 23.83 43.01 83.67 177.04
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200

150
@
=
Ir 100
jin
&
& 50 II
. mmmil IIII I

128-bit 256-bit 512-bit 1024-bit
[ e m(+)2 m(-)2 ®OR ®GOIR

RSl 230 * i fEEF O +/2and OrR/OR &7 F £ & 4T
34 {7 R

%7 XORMEH F » f i @85 4m 0 et - e NEFTT 4
frXOR Z = 5 o #eghii ok % AT R PRT LE- Hipe s vk

RN ST

-~

5.2 E-DASS v GDBIS =3t
#& 4+ > E-DASS {r GDBIS % § & i i » 312 > F]5 # 300 53 g2 7

£ R ehfiy r o i Ao GDBIS iifzh F UL R § Fldy » 07 B E ARG R
SEhE B oo pteh o Y BT 8 AL K PF o E-DASS ind hl g 4 o 4
53740 3 & &R $éf~ ] I E-DASS ch3d (TR o

% 53 : E-DASS & %4k~ | A 4 5 128,256,512 4 1024 =~ T ey (7 pF ¥

(51250 g K enA "R enT3aE » H =25 ns)

Input size
128-bit 256-bit 512-bit 1024-bit
302.69 509.99 918.72 1744.11
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2000

1500 '
»
=
= 1000
. —
U
" 500 —
, W
128-bit 256-bit 512-bit 1024-bit
mmm |nput size Input size = &

B 5.2: E-DASS %4~ /| & W 5 128,256,512 4= 1024 =~ 7 ! (7 p5 ¥ [

% 53 3.0 1 E-DASS ch#y (7 PERF » MPRE o (R RIFT A BTE o
%54 :GDBIS &7 & BT enT 3oy (7 pF R (5 200 § =t 34 7 p Y e L 35

w o HEiipus)

Input size (1)
. . _ . 1024bits< |
128-bit | <1024bits | =1024bits <10Kb 10Kb< | <100Kb
16.61 17.98 15.73 15.67 18.75
19
’ _ /
g 1
i
16
Nl
o I I
14
128-bit | <1024bits | =1024bits  1024bits< | <10Kb 10Kb< | £100Kb
. |nput size Input size = &

B 5.3: GDBIS %7 [ & & T en-L 323 (7 = i [§]
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% 5.4 % 3. GDBIS L p¥ /10 16.61 ~ 18.75us » - qad | » BT 11 g

WE 3P R R KR Y g i L

5.3 GDBRK &3z sy

# 5.5 GDBRK % AES-128,192 & 256 cnT 3234 (v pF i (5 20 § xS (7 pF

el 3aE o H i 5 us)

AES-128 AES-192 AES-256
(128-bit, 10 round keys) (192-bit, 12 round keys) (256-bit, 14 round keys)
20.79 24.14 24.47

26
a 24 %
e
gﬂ’ 22
H
i 20
-

18

AES-128 AES-192 AES-256
= Input size Input size & &

B 5.4: GDBRK % AES-128,192 & 256 - 353 {7 5 ¥ )

GDBRK #£ pF 4 3t 20.79~24.47ps 2. F > P 4L pFdR| ¥ B AT 4e Bk Bige 40t

B h - = A § BRI 2 /R4 PR o

5.4 AESEDB sty & 72 vt i
Lacii & 0 B15.5 “7 » AESEDB #8 v & #icd AES B L0110 w &

BRI Sw L FoorF Rl 2 0 & 5.6 977 » AESEDB 2 T 354 g B &
AES :12.1 2 » @ AESEDB 2 T #5j2% ¢ & 5 AES 12.5 &2 » AESEDB t+4: %
2R R e R R F Y AES o
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4. 5.6 1 AES ¥ AESEDB # |8 73 B v 4 (H =3 ms)

Type AES AESEDB AES/AESEDB
Input size e % ﬁ’*a % b % ﬁ)*a % e ﬁ; %
4KB 1.607 5.889 0.813 2.405 1.98 2.45
64KB 25.673 94.406 12.353 37.765 2.08 2.50
IMB 414.286 1508.101 198.125 604.196 2.09 2.50
7
5.889
6
m
é 5
g=
4
g T e,
T 198%
ol
2 1.607
. ]
4KB+e B 4KB 12 %
B AES m AESEDB
B 5.5: AES &2 AESEDB 4KB *: f# % 34 {7 & & +* & [B]
100 94.406
90
—~ 80
£ 70
;ﬁg 60
. 50 2.08 i3
7 40 ..............................
T3 25.673
20 12.353
10
. L]

64KB*4r

B AES W AESEDB

64KBjz %

] 5.6: AES 22 AESEDB 64KB “v i % 3% {71 & +* # [§]




{7 PF R (ms)

pF FF (ms)

=

A

1600 1508.101
1400

1200 . N o
1000 230F
200 oo -
| 209% 604.196
600
414.286
400
. 198.125
200
0 L]
IMB*: % 1IMBf# %
B AES m AESEDB
] 5.7: AES 22 AESEDB IMB +: i3 % 24 7 i & +* #[f]
500
400
300
200
100
0

4KB 64KB 1IMB
—AES+4: % —AESEDB*: %

] 5.8: AES &2 AESEDB 4KB~1MB “v % 34 {7 i & +* i [§]
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#, 17 pF R (ms)

1600
1400
1200
1000
800
600
400
200

4KB 64KB 1MB
—AESf%#7% —AESEDBj% %

B 5.9: AES ¥ AESEDB 4KB~1MB 2 % 3, {7 i & " ]
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~# 7 B4 1 GDBIS, GDBRK £ AESEDB % = ;2 %z & AES % > 7%
B B R T S RS AT

(1) GDBIS %5 i% > F]hék5 & & & 41> 8~800000 bits » & 7 & %7
c R IT LA L Rl o B
RIS 595 RS- S |
Flhi: 7§56 :c S-Box m 1 F| D-Box » f PEF Fl4-k 7 E-DASS /%

3

v
q

TR L R F - P

23 FiRE KT EELER 0 2T

~m)

SH

g s @ AE AT A mDBox;}‘z‘g %= 3 mﬁbf;‘z iRE mﬁ,?l)da’(

:lW'

S BB AT i el o

.

Tk dk¥E L wE 2 > 7> GDBRK > & * PW % GDBIS % & 4 D-

She

)
Box» £ * 24 chD-Box (5 A 42 chikdp» FERR* = @Y &2 E-
DASS ;& & /% 2 2 Roundkeys » % d /% 2 4 e Round keys 7 i $#73
=% gt & ¥ Round keys 2 BF ei4p 5 B BB AR 4 1 > < < B 4 0 BLR 6D
FIELR o

(3) # 41 % T M AESEDB ter %% 2 #FiHdpth > T RégE & - B
ERR T EEGRARAE LARERAERE > YL AES G { B %
> 7% > AESEDB % > B #-i% 3 >% AES-128 -

(4) PB4 S56FEplRERET @ AFETH N E > T
AESEDB H T 354 @i & 5 AES 2.1 & > @ T45f2R%& B 5 AES
125 8 o

A i 0 AT 43R 12 AESEDB B F R ~ % R enfE i A

Ko NPEHH N EFIFALAL2RT > 44 AESEDB 2 ki i - Hende H o @
AESEDB z_:i# & it ** AES - 10~20 & - “lr‘ T T A AES b A
B ¥ g * » SHA(Secure Hash Algorithms)¥? HMAC(Hash-based message
authentication code)srec L B 3 » @ H I pFay 5 { B % 28 { @ oty o ok B4
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