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ABSTRACT

Spam emails are the mails included with malicious attachments, such as Trojan horse,
ransomware, or mails with malicious links, such as phishing websites. The main purpose
of spam emails is to defraud money or steal secrets, which is a major threat to the security
of information for individuals and businesses. In this thesis, we use University of
California, Irvine's spam email dataset and its content-based spam email filter (with
approximately 7% misclassification error, 93% correct rate). By using machine learning
of neural network and convolutional neural network model, we compare the accuracy
between NNs and CNNs and prove that CNNs has better performance. Finally, by using

GPU parallel computing, we further obtain about 4.17 times of acceleration rate.

Keywords : spam emails, machine learning, neural network, convolutional neural network,

GPU parallel computing, speedup
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Chapter2 # # &g iph > ;;Je

2.1 # =2 Y (Machine Learning)
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2.2 #g# 5% (Neural Network)
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2.3 ¥ # 4 53§ (Convolutional Neural Network)

#-# 5 2 (Yann LeCun)*t 1998 & % %3 01 % fi4) L B (CNN)ZE 45 0 % ko
W R R [22] 0 % P o TR ORAC]) A AT ME R ki 3 0 O] Sk
EEREIASF A GER IR EART EFRFREY 2 A2 R
TALE 0 2 A RE E vna ok T 0 FR B A SR (AlexNet) 1 16.4% 582 5k
##5 ILSVRC 2012 # %3 » #2011 & & 2 %(25.8%) % tgikdh 9.4% > 1 ¥
EY AN E s E 2013(Zeiler and Fergus) ~ 2014(VGG) ~ 2014(GoogLeNet) ~
2015(ResNet) s i& * CNN % 1‘]%‘-. [23-26] » ™ #-2) & » € 2010 & 59 28.2%— BT '}

32015 #33.57% > 12 SR AGFOLGEFS 51% -



K e A A R B Al 32 R A R BT

- i# & % % f# & (convolutional layer) 2 ¢ i* & (pooling layer) -

EES VIR

S S S T BT R P RS A SRR B eiE A

B AR AN CRRAE S EREYHAG (RS 9] B RN G

B % 7 3 Bl4e Figure 2.2 [27] -

Convolution part

Figure 2.2: & fi# S5 B ¥ H77 . W)

231 %k

EHRAEP PG B"?fg'ﬁ%]?‘ PR R TE G B NP LA

# #z(Kernel) » k'i’ﬁa?l >R E B IR R 78 ff F 3] ¥ ff H ~ (Feature Map) » # <
& % #8 kernel > R ¥ & P-4k § mﬁ% > FR R R R T 4 )Tﬁi 4 o

X # H ~ 38 (¥4c Figure 2.3 > [ ¥ mﬁa?] »FRS 3x3 = aet o f T Kernel §

B8 2x2 > Kernel erdies 2 L 8 Ao d > LK Firphgd ﬁiﬁ%%“iii

A -
»hlr,-,

= @’ﬁﬁ&@ﬁﬁgw%,@ﬁjk

L(ERER)ERA o2 12 SRR E

RN - A EFE A 17 5 fhkemnel o BIT & BAE 5 g~ TR [28] ¢

10



1] 0|1

4 @ 1|0

110 =

—f 0|1

O 1|1
Input Data Kernel Feature Map
Figure 2.3: ¥ 4 8 <& v 7 & §
232 # vk

AREFGE S FTEHRATIOER SO DRGT R L T S Y
2 o

%?J > ALIG RS T K e S BRRERF K L endo < 2 1t (max pooling) 0 B
(stride)m 2> Pl itfemFHRE R a R Ae o2 - > d 30 LEhEile 77
RFRD & B RO B TR E RGO BRI L &R 518 max

pooling & F RJZE ~ o~ > BB TR 0 stride 7 2 0 4o Figure 2.4

r i T
1|0 1 1
2 1|0 | 4
0 1 1 0 Max pooling
1 1) 2|1
"--—.-"“JI

Figure 2.4: Max pooling & ¥ 7% &, [l

11



2.4 GPU I HiFE
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GPU ¢ % B streaming multiprocessor(SMX)% - i global memory &= - & B
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Kepler Memory Hierarchy
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Table 3.2: F %Ik B

CPU Intel Q8200 2.33 GHz * 4
Memory 3.9GB
0OS Ubuntu 16.04 64-bit
GPU NVIDIA GTX 650 Ti 1GB memory
768 CUDA cores
Google tensorflow
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LS with GPU support
Yl e Python 3.5.2
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4.1 FHERBRARSF

AP BRI SRR AR I AR > D s dikd 500 = 3| 20000 = @

5k % 4o Table 4.1 > BEom M4 Sepay i Bz AR R O PR

Table4.1: #f# Gippi2 TS 2 7 B
e RE(R)| EEE) CPUC# )

500 73.8 873.0

1000 76.8 1861.6

3000 76.2 6205.3
5000 77.6 10242.1
7000 72.7 14340.7
10000 75.4 20734.5
15000 80 33182.2
20000 76.7 43830.0

d AL F RS T A SREB I R=t#ch 1000 T Py x3

.4

R ARG T5%

v e FE S 0 20000 o U R E & TSR 43830 f5( K 12.2 ) BF) 0 AR A4S

BN EEEN TEET 2 EIE SR
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4.2 EHAERBRIHEE

R AL Y B AA TR BB R TR B S

FFEH EFTRS O EFA SRR O IEES > PR 500

= I

| 20000

S % e Table 420 B % fEA SRR T A DR B2 DS R TTY B

Fg? o

Table 4.2: % ff 4 G pe 2 0 FES 2 ©F AR

sk B(R)| EEFED) CPUC#)
500 87.2 205.9
1000 88.6 434.8
3000 90.3 1500.6
5000 90.5 2660.6
7000 90.6 3605.2
10000 90.7 6144.3
15000 91.3 10202
20000 014 13792.8

A FHES T {4 SRR it 5] 3000 = 2 pE o TR

F 3] 90% e FES o pTREERF TSR 5 1500.6 £5( 0.42 0] FF) 0 2Rt B F

20000 =t v b pE o w0 B 91%02 o ehl gE S 0 20000 TR R 7 5 1500.6 F)

(£ 042} FF) > &% &3V REFES R PRI Bt i SRR o
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4.3 EHH ERBRAEEREFBIESFIRES

d A EFAH SRR T &S > 4478 3545 2 5 (false acceptance rate >
FAR){r4s :#4E % 5 (false rejection rate » FRR) » 1% 5 #0332 £4 o 45345 % 5
ZRBEEIEN L L FERE ARSI AL DT R N L R IR
F oo P RS E - Table 4.3 > Bim L4 SRBEHF LRz L /AF ~ FAR
FRR ° ¢t} > Figure 4.1 g7 & ff 4! s epe2 1 785 2 FAR ~ FRR = £ & 5[] °

Table 4.3: ¥ 4 S p.2 & F&85 2 FAR ~ FRR

R R E (R B E ) FARC%) FRR(%)
500 87.2 6.4 6.4
1000 88.6 6.8 4.6
3000 90.3 6.3 34
5000 90.5 5.8 3.7
7000 90.6 53 4.1
10000 90.7 4.8 4.5
15000 913 33 54

20000 914 2.8 5.8
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+ »FAR ¢ ¥ FRR » & Erzg R ifjh s SR8 R R BIF > RIE F L B olenfs
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4.4 GPU L {7858

AR SRRE Z AR G RE S RE RE P EPRE
FiEy > FY > FRHGEAT LD GPU e SRASE BiF Y o BT R
PRI EREN ORLE BTk 2E RPN o Jo S8R 5 %% & Read-Only
Data Cache » i P8 GPU 7% & afe MM £ 3T » 4 i #4044 4 GPU
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GPU T {7 it fad ‘T i 2 E{HA CRBEHAEFL - BB GPU T FEE » g4l G
Ba A 7 BATIE 14 Bendeidonk 0 B SRR A FTE RS FALE 4 B hieid ok
B o deig it o N4 Equ(7)

joip e — CPUBERE )
r 3 = —_——
= GPU #{ = 5

441 KA SRR S (B 4 GPUE B )

KA SRR R dicke gk d 500 =X 3 20000 % > %% % 4o Table 4.4 > ot
KA S eRL i CPU & 40 » GPU 2. & 2 3=t BcpF vt #2 o ¢ “b > Figure 4.2 & 7

CPU fr#r » GPU 2 p= [ =8 £ & A BI(NN) ©

Table 4.4: £ S pe @ * CPU frsc » GPU 2 P& 1 i

R =k 2 (=R) CPUCER) GPUCE:) Ho i BE (45
500 873.0 78.6 11.11
1000 1861.6 156.7 11.88
3000 6205.3 474.9 13.07
5000 10242.1 783.2 13.08
7000 14340.7 1094.6 13.10
10000 20734.5 1571.5 13.19
15000 33182.2 23441 14.16
20000 43830.0 3123.2 14.03
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d APk E s A SRR AT GPU T (718 5 pF > 3000 =t 93" it
PR ZE TR 62053 (X 1.72 /) #) » 20000 = s SRpE R Z & 5% 43830 4/
(%122 ] p%) - % GPU L {718 & 14 > 3000 = &2 RPEF 7 & 75 4749 §)
(£ 0.13 -] &) » 20000 = £73 JUp Y (5% & 72 % 3123.2 /(%) 0.87 o] P& » 4 1t id

14 & -

442 XHA SR RSSO 4 GPUE )

%A A SRR R Bie 29 500 = B 20000 = 0 F S 4% % 4o Table 4.5
B %A 4R ® CPU frde » GPU 2 & 3 3U=x #icpd P vt o 2 #b > Figure 4.3

2257 CPU fr4e » GPU 238 B pF R & £ o 51 B(CNN) -
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Table 4.5: £ 4 Gaepaié * CPU fr4c » GPU 2 PFF -

20000
13792.8

gk g (k)| CPUCE:) GPUCHR) dmif kb (4E)
500 205.9 §3.9 2.45
1000 434 .8 167.7 2.59
3000 1500.6 503.2 2.98
5000 2660.6 833 3.19
T000 3605.2 1161.5 3.10
10000 6144.3 1662.7 3.70
15000 10202 2524 .8 4.04
20000 13792.8 3304.3 4.17
16000
14000
12000
3t 10000
L
B gooo
5
f/': 6000
4000
2000 /
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AP RS @ SHA SR AARY GPU T Fi8 5 pF > 3000 = 730

Bl B (k)

Figure 4.3: CPU fr4c » GPU 2 B¢ ¥ & £ ¢ % B](CNN)

=
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4.9 @

Ao L EE Y 28 A 5 g BL (neural network) 2 % A A 5 e B
(convolutional neural network)i% & j# ¥ :#:c X UCI ¥ & 28 i 1§ /g % (content-based)
2 PRI FES o FAREALE R ARG S Sl fRA SRR aOVERE P - L8
R A i AR o 1R LR B m,;r@ﬂ&yﬁi::‘f» ERA SR TEHFE
Kernel « ] ~#ic® » 4 i K eyd (3 N0 102 2@ K 16 cnlfp il g e e R ROA B

o AERE R Gtk o M LIERE R m&rﬁ’\ﬁiﬁt dropout ** ] & > ik

FoRERHT o g CPUE L 2 g4 SREF HZ TR 3000 v & (%42 pF

62053 #) 0 RFES 5 762% > fe § D AES T AN Y R BcRidea B2 o KA G
R B 2 DR 3000 F (X 42PE 1500.6 £5) 0 T AT L 90% o g b o FF gr

% f» 24 GPU(graphics processing unit) @7 a2 ® 2 # £5 ¥ 1 & Google
tensorflow with GPU support B /a8 S0 ;8 R g 2438 8 > GPU i3 1 & % 2t g2 ¥
FFALEE o d 2 GPU § * £ 1w *;ﬁr’jﬂlﬂ*um)j&? Ly
Mot B R M BEY L A B A L B AL R
BiEARFE L & GPUT (738 5 oF S 5 % BT o MEEAY SR ELE B 2 9 3000

W (45 B W 474.9 £5) 0 25 20000 (42 PEEE 31232 ) 0 B AL SR ELT K

34



PR 3000 ¥ (42 pFECR 503.2 £5) 0 2R 20000 ¥ (42 FF R 3304.3 §5) 0 R A iR
W o PES P R EEF T E QL% od PR R o A SRELTE R4

BrEFAGRRFTEZ RSB TR B E LT S B FER

I ¥ 4er GPU T (714 i@8Y » 7 L JEF T 4.17 B deg b o

BE AR K R S T RS (91%) A Bt UCT 2B 2012 ik B 1 FE % (93%) » fe
TS AR A A H e f R fE AR B B O Sl B A SRR

vt GPU T 7388 > A F S 2 pFERF 10 2450 (3000 %) ¥ iE 7] %3

L FES 0 2R D= e wtsaE 20000 0 FAESF G R e PR o

35



Chapter5 R#®/EAKRF

CEFRAPHEAER R D% AH R RA P2 - DB L2 (e

BRATAGELLE > X I F LR AR U R A LR Y
AEER I E > R I e B REB R o) B TF Aot o TR AR

@?%&%%f—?ﬁ*,g\}&?g‘:ﬁ;&;?\r‘g';f’!—_Fm"ﬁ_ Wﬁm'ﬁ'sﬁf“‘)k'l/{ki flﬁﬁu f)’:'?

W
N

FE e od R TR IEARK > BFFEF S PIOTFRE TR G oo
L& LA D REERF2 2. AR RAS T L S 2
C R IR R kS TR AR K ¢ 7 PR ERBE R 2R
R AT ER A AR E R - RRIP L LE  FEEMNEFRE
SR B AT B E o (L (B4R S L 201 8 4B R 15 4108 B (false negative) & 3E3F

(false positive) ©

TR e bR Rk ok b o B ATIR B2 aadk T & tpat

[F B EFTY WA LEY TR~ p BT R 2 #dG8S ~DNA &
G FR R REY o NEFEREAEHE c Ame LS HFH SRR
(convolutional neural network);# & i# & s®:zl UCI £ 3& 2% i i g B (content-based)

2RI S > $ 2@ GPU L (78 Y M A8 H ki 0 SRR RER o i % A

= »
o
‘.‘Eﬁ
\'“3

ERBITE 2D 3000 R (45PF 62053 £5) 0 EAESF A 76.2% 0 L RS I ARE



A SFE SIS F NP L R SNl

OB G Sz 0~ R R FAR g (B o

37



[1]
[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

REFERENCE

Team, R. (2015). Email Statistics Report, 2015-2019. The Radicati Group. 3F 2

Chandrasekar, K., & Wueest, C. (2017). Symantec internet security threat report

2017. Symantec Corp., Mountain View, CA, USA, Tech. Rep. 3F £

Gudkova, D., & Demidova, N., (2018). Securelist spam and phishing in 2017,
https://securelist.com/spam-and-phishing-in-2017/83833/

Dua, D. and Karra Taniskidou, E. (2017). UCI Machine Learning Repository
[http://archive.ics.uci.edu/ml]. Irvine, CA: University of California, School of
Information and Computer Science.

Youn, S., & McLeod, D. (2007). A comparative study for email classification. In
Advances and innovations in systems, computing sciences and software
engineering (pp. 387-391). Springer, Dordrecht.

Sahami, M., Dumais, S., Heckerman, D., & Horvitz, E. (1998, July). A Bayesian
approach to filtering junk e-mail. In Learning for Text Categorization: Papers from
the 1998 workshop (Vol. 62, pp. 98-105).

Deng, J., Dong, W., Socher, R., Li, L. J., Li, K., & Fei-Fei, L. (2009, June). Imagenet:
A large-scale hierarchical image database. In Computer Vision and Pattern
Recognition, 2009. CVPR 2009. IEEE Conference on (pp. 248-255). IEEE.
Russakovsky, O., Deng, J., Su, H., Krause, J., Satheesh, S., Ma, S., ... & Berg, A. C.
(2015). Imagenet large scale visual recognition challenge. International Journal of
Computer Vision, 115(3), 211-252.

Krizhevsky, A., Sutskever, 1., & Hinton, G. E. (2012). ImageNet classification with
deep convolutional neural networks. In Advances in neural information processing

38



[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

systems (pp. 1097-1105).

Socher, R., Bauer, J., & Manning, C. D. (2013). Parsing with compositional vector
grammars. In Proceedings of the 51st Annual Meeting of the Association for
Computational Linguistics (Volume 1: Long Papers) (Vol. 1, pp. 455-465).

Qian, N. (1999). On the momentum term in gradient descent learning algorithms.
Neural networks, 12(1), 145-151.

Lemley, J., Bazrafkan, S., & Corcoran, P. (2017). Deep Learning for Consumer
Devices and Services: Pushing the limits for machine learning, artificial intelligence,
and computer vision. IEEE Consumer Electronics Magazine, 6(2), 48-56.
Srivastava, N., Hinton, G., Krizhevsky, A., Sutskever, 1., & Salakhutdinov, R.
(2014). Dropout: A simple way to prevent neural networks from overfitting. The
Journal of Machine Learning Research, 15(1), 1929-1958.

Rosenblatt, F. (1958). The perceptron: a probabilistic model for information storage
and organization in the brain. Psychological review, 65(6), 386.

Gardner, M. W., & Dorling, S. R. (1998). Artificial neural networks (the multilayer
perceptron)—a review of applications in the atmospheric sciences. Atmospheric
environment, 32(14-15), 2627-2636.

Rumelhart, D. E., Hinton, G. E., & Williams, R. J. (1986). Learning representations
by back-propagating errors. nature, 323(6088), 533.

Hecht-Nielsen, R. (1992). Theory of the backpropagation neural network. In Neural
networks for perception (pp. 65-93).

Quinlan, J. R. (1986). Induction of decision trees. Machine learning, 1(1), 81-106.
Cortes, C., & Vapnik, V. (1995). Support-vector networks. Machine learning, 20(3),
273-297.

LeCun, Y., Bottou, L., Bengio, Y., & Haffner, P. (1998). Gradient-based learning
39



[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

applied to document recognition. Proceedings of the IEEE, 86(11), 2278-2324.
Hinton, G. E., Osindero, S., & Teh, Y. W. (2006). A fast learning algorithm for deep
belief nets. Neural computation, 18(7), 1527-1554.

LeCun, Y., Bottou, L., Bengio, Y., & Haffner, P. (1998). Gradient-based learning
applied to document recognition. Proceedings of the IEEE, 86(11), 2278-2324.
Zeiler, M. D., & Fergus, R. (2014, September). Visualizing and understanding
convolutional networks. In European conference on computer vision (pp. 818-833).
Springer, Cham.

Simonyan, K., & Zisserman, A. (2014). Very deep convolutional networks for large-
scale image recognition. arXiv preprint arXiv:1409.1556.

Szegedy, C., Liu, W., Jia, Y., Sermanet, P., Reed, S., Anguelov, D, ... & Rabinovich,
A. (2015, June). Going deeper with convolutions. Cvpr.

He, K., Zhang, X., Ren, S., & Sun, J. (2016). Deep residual learning for image
recognition. In Proceedings of the IEEE conference on computer vision and pattern
recognition (pp. 770-778).

Lin, C. H., Liu, J. C., & Lee, K. Y. (2018). On Neural Networks for Biometric
Authentication Based on Keystroke Dynamics. Sensors and Materials, 30(3), 385-
396.

S.J. Nowlan and G. E. Hinton. Simplifying neural networks by soft weight-sharing.
Neural Computation, 4(4), 1992.

TensorFlow, https://www.tensorflow.org/

NVIDIA. NVIDIA CUDA, https://www.nvidia.com/en-us/data-center/gpu-
accelerated-applications/tensorflow/

NVIDIA’ s Next Generation CUDATM Compute Architecture: Kepler TM

GK110/210 > http://international.download.nvidia.com/pdf/kepler/NVIDIA-
40



Kepler-GK110-GK210-Architecture-Whitepaper.pdf




