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Abstract:

Patient-centered personal health record systems are promoted in past years, aiming
to permanently record personal physiological conditions and health improvement plans.
The combination with a mature physiological sensing device could establish personal
health record system in the Internet of Things environment to rapidly collect personal
information which is transmitted to the back-end for reservation and future access.
Nevertheless, the transmission of information is opener-under the Internet of Things
environment. In comparison with past routes, the identity can be more easily stolen or
data are intercepted in the transmission process to further steal patients’ medical records
and relevant data of medical institutions and health care personnel. Without an effective
security mechanism, the users would not trust such a structure to largely affect the use
of the system as well as the promotion and quality of long-term health plans. To protect
users’ important privacy from hostile attack and even stealing, the owners should have
complete authority to manage personal health records and authorize other users. Such a
secure identity authentication mechanism could guarantee that merely legal users could
log in the system to acquire the system service resources.

Aiming at personal health record system under Internet to Things environment, a
user identity authentication mechanism with security and privacy allows medical
personnel permanently retrieving the user’s health information and assisting in
long-term health care plans. With double authentication mechanisms of password and
exclusive smart card, the mechanism allows the owners and the authorized users
logging in the system and accessing relevant personal records. The use of cryptosystem
based on bilinear pairing for two-way user identity authentication could effectively

prevent from hostile invasion and stealing behaviors.

KeyWords: Personal Health Record, Internet of Thing, Identity Authentication,

Smartcard, Bilinear Pairing
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fT~ FoARRE AR S o TR AR RS Gl B R fg

B OTF A RRRE o R £ RO T 2 R R M s g

i * ##5% & 8L o RFID 743 % (Reader)#-%4 RFID T + & 4 (Tag) "
PEORRFALE R AR T LR FIRERA 514D £ EE R RS G M

PRBRE TN LOGESE U > RGN LB NG &2 5k

oo, 7
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FEREEE R g

—N
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\

3
3

i‘:E'
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;&;ﬁ_‘f;’"ﬁ"‘ llv}“:})‘%\,ﬁ i ZpiEl

J

L) AR R RN R R
TR ~ Bl & A7 et TR e &
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BB E T RenF iR s BB
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GREE VRS N P R AP - LA
BAA® 1540 2 FRPHE -HIFT XA - AR TR LSS R
AN BT A R A2 A R NEETRRE ST - B
Qﬁ\ﬁﬁi*%@f%ﬁ%ﬁ@ﬁ?%’%ﬁﬁﬁwiﬁ%ﬁ??%%ﬂ%
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® 2-2 ~ RFID J& * 4 93 = 2 5% H

B & e ¥ (Bilinear Pairing)

F + Shmair>»19843% 1\ — i 14 £ 207 & s 7 (Identity-based Cryptosystem)«i
B4B k 5[15] B RA R 21T R ¥ Kol A FRICL AW EHK T h R @
d 3tah L - B f RS ki etk - B 8 jF o £ 114 ¥ Boneh
FeFranklin[16] 2 Weil pairing & e = % sl a2z #2277 4% 1120 @ 18 Weil pairing;ir
i G BRSNS AR R R R R o

Weil pairing® r %47l s+ gb2 f Lt - B3 LRI R E FRE

s ’%ﬁ pU R T ORRRD AR b BT BR B ko - L3R F] et Weil pairing
AR E R hk ¢ > B R g BAMRE S B o a FARMARY
EAI* & 3 95k ¥ (Cyclic Group)p = $ 3| - 1 32 ps 4 30 fc(Bilinear Map):Hh#
o I ESRMPRERY ARY R T 02 A B AR &SRR A
SEOM G ARBERPE SR P FREREG T ZREENE > Gis -
# 2 B (Order) & — ~ B i#kq > 2 = =~ 5 pe#F(Group) > @ Go» 5 — B 1A & = F ik
s HPGri - %2 EHRF > AGa - R HERF BT A- APk
€:G1xG1 — Ga © ¢ e ciph B 38 % BT = g

11



1. gs 4 (Bilinear):
BEP,QR% B Greigh » BI7 121 5
€ (P,Q+R)=€ (P, Q)é (P, R),
e(P+Q,R)=¢€ (P, R)€ (Q, R),
b E RS Ea beZ, §F e 250
é(aP,bQ) = é(abP, Q)= &(P, Q)

2. # ¥ i3 it ¢4 (Non-degenerate):

Fr ePiCGizd &5 pé(P,P)r ¢ AGhd &~ W€ (P, P)#£]

3. ¥+ & 4 (Computable):
4ok P,QY HCeind & & AP, Q) fvAk F A et B )

2 ¥ % 2T S AR B Diffie-Hellmank® &1chis 2> #f 4£BDH » {1
* BDH:E {7 g4 4 fie $H[17] 3 8 28 Ldy R % (P, aP, bP, cP)(a, b, ceZy) » ¥ &7 v
iFa, b, cehfFiRT > B E IW=6P, P)¥cG i % ¥ 7> H ¥ 6F - pt b i
6:G1xG1 — Gy PEGiend &~ » pan e seijn — f6° i2 il § »c¥ j24BDH+
RAE 0 FO T OGRS R AR B B A £ 5 3L h® 2

2 R -

%= & PHR /i &

AR 2PHR): - BB A m%%l’? EEAM LT A2 FEER
*o AT e [18] ¢ B S S F R RIS R R Tk Y
TR HIPAA R 202 & g1 % HL7 22 = & 38 1‘#’ @ PHR & Sogp R i enfl g 458 12 8
LHFRBH T NI o b B EM TR KAt SR L E ;j.;b
ZFARREEFETANY SEHr 2 LATEEG o f RBRERNFLTAFE
= ¢ (American Health Information Management Association, AHIMA) sz % > PHR

SR PR Y F ] BT ¢ FE Y EWF Rt A ik

0%

Bredr it T FRY T L1 LR RGBS P ERRT LRE R
ik dh o PHR™ 2— B4 13 o MT LR SR B S SR 0 T
RUEN 27 R sHF RS S 2 B E o PHR E AT MU G ICF R it eh
PEBERL R B AP ¥ 2 RER SRS E T BEDEF AR



Bl o g% FORGRITEENF FRL S FESL) 2R G

B ) R F S (ERAES L) 2 R M F R e s SRR H A

AL ER T R L PR iR 2 RS FE 2 7 3 [20] - PHR

GO E G 21

- R EFT O GRS 2 A 2 PPHR 0 B QR IR A T B
BInF A 3 3B B R T H R R o

= CPHRBmER* 3 L4575 hFprespd dw it RETH

=~ PHR™ 0 dw g i 3 a0 U o (i3 o RV 7 2 R 1L ig P o

=~ PHR % %t % i3 Be 2 @%J@%E'»/E FrREfe L 2t

T~ PHR&HEG 4 7 10 504 Al 31 2 e et Ao ps R ERL 35 B0l B A RALDATH] &
i o

A PHRAGEFEL AR TG e F R OB ABFELH R F 27T RFFR
#‘ﬁﬁﬂ IR A Vi e 45 B BPHR G 5P o 4 H 2 B o

/ )\
= an

(Patient Controlled)

e Information Collection
Information Sharing
Information Exchange

I 7 <~ \\
(B2
K - o‘ /

Phar mac/

S~

B 2-3 ~ PHR % 2% 1]
— B R ESPHR & AL & 0T ST EEL[21]:
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ot

i
AR I kit B A DR o
= ~PHR & Sua g i 2 % F 2 F R R IRIAE B 2 i S ot 2
Mg a4 o
SO FREEA RHLFARRERRDEER  F 0 L RETEOFRRE
oo G ERAIA R EE] .
3t2009# o £ W% D SRS TRk B T3 £ 42 % (The Health Information
Technology for Economic and Clinical Health Act, HITECH) = + &:c L 7 i L ié *
iR B ke 2 in i B T2 5 (HIPAA)SH B ol w37 LB 0 % 22 Ap M iR
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A~ FARMEA TR I AR AF R iRy R

BEAAPHR K 503 308 FALT ALk 2t 3 o fE 8 £-(EMR) ks? enF R fe
7 W REMRE s 0 PHR e 80 5 Bctt = B 2 (Integrity) {7 # 2 33i:
(Non-repudiation) 2. & f.- &A@ PHR< F2 3 A% 2 P& F BT 4 i 55>
2 EEEE NP A ey N E o R Ben- BLRPHRE 4T 7 €

R g e B blheliE R PHRAR F Fh A R 2 BE
SR 0 Mp FRERHSEMNLFPRAATHEEIRTA & H TR
A - T %?%E%év’v%v%ﬂmz»ua 220K kR H m?ﬁ%ﬁ(&i?% o

F B AR R g pahe ;E%ﬁ)%‘ﬁ@;g%< R ag o E'JEE%‘%L‘L &4 4p
M Ad BTl e BAREEEY WS EBAEHG MR &

B 1k

T
YR A BT AR U it h R R KA %'iﬁﬁﬁﬁﬂ’
ﬁ{%@ﬂg@] R A p B (T PHReDIR B 300 2 15k = F R RIS
R AR RS R M BF Y R o PHR Kk Sua g 5 e i B B ik
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(Tele-health)[22] > » it & i 5 F H 4 L 477 24k & > Flot § PHRIRGR i ] 7 9740
P PRGBS EE Y RY FL 75 F 50 Y LR AL FIG B4R
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Brain signal
/ P .4 o
o Bionic Ear Y YN R ﬁ
Bionic Ey A\ 7 N
/[ K4 I\ g | ) !
Positioning Local \ ) A‘( {0 {
org - ) pf’ n Home Physician

DNA Protein ‘U’ v
Identity
authentication
Smart Card
" Access Healthcare
provider

BAN/LAN /PAN location

B 3-1~ PHR i SL7E

16



X IRt
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o A
FRoARM ok kst APHR kst @ P8 ™ o 30 fdg = F gl R
B r X m%%’xKkﬁiﬂm—%’M%ﬁ%?%ﬁﬁ%ﬁﬁﬁ’ixﬁ
RAGTE o A H Gk iR AR AHNERT 0 FURERIEE S
AR ITLFACEETAGENS 2 > F B FFERE @ EFBARR DT D
MR L3 o F A

z
Fd @ FOrf R RIKE ~ FRARRAL S22 BT 2 B TE SR

2

Wib- B el MR RIRBET RLES N

AP R Y F TR 2 EE TP B PRk o g R g BB T ek
G Ao PRER Sl d PP UG ERRIET RF R DA | AR OER PR =
T XN ARPRFEERNESTR AT EFRREEAS > R F T o R AT

T ¢ R o BRESpAAE EF (Smart Card) i 7 £ =1(Password) B £ £
Ao ABBEEAAE T BRFAA B G A dnlE o s SR PR~ BEIFER - 2 5%

,ﬁrab_ﬁ; 5 J‘j"L‘ ;,fz;-g fﬂ; EJJ?B.»F'Q

%31 G PR TR A

P Sl A
= 1B %ei% {5 7 ¥ (Additive Cyclic Group) » /& (Order) % — & = Fr#kc q -
G
4= 2% Py
G, - 3k 753+ (Multiplicative Cyclic Group) » A 78 & % T #c q
Hi - {0,1} -G, - BEeALTR > 5{01} I G Ak
Hz - Go—{0,1})" - BESRELTS W5 G w5 {01} higciE
arnr’ $ed PIREEER - BREPE
Z' Bk ag &#
Poub Aol PIREBFE - BB b
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IDy , PW, A T R SRR K R (7 R A
Qu + Dy S R AR T B E R R S

W d PPREATIEE - Bl o Tk aAFEE Y
v, d FEF LDk flkE

(@llb) 27-BFE a&F e bore el e
h(.) 20N 5HE LT P - BHE L

TLoin, Thow 2 R AT TR U R PR R B

§ & & 4 (sk, sk') A G RIRE e * Kt B g R Bk

T ATl B

Stepl: % E Fsu g P < (TMIS) P PR 5 & # — 1 & {2 pt 545 e (Bilinear Map)
e G1xG1—Gzand Po €G; -

Step 2: PIRE A =& i H w f272 = 4254 (One Way Hash Functions) Hi1£* H; o
Hi : {0,1} —G:

Hz t Go—{0,1}"
Step3: TARIREE# - BEB#ciiacZ, > £ 2 25 - B 2B 2 HPouw= o* Po -

T B

Step1:i¢ * ¥ TMIS @R B3 = B & ;2 &4 PIDL 2 3% § 3L 7 §AEPW o
Step2: ¢ * 5% » il i WiEEP FRLFIRE P 5 ¢ 7 {IDy, PWe} -

Step 3: ffc FIFE Gk (6 0 FIRBERAR ™ Fenbizf o
Step4: WIRE S &% K3 HQu=H(ID)2 Dy =axQy > £ 7 QiR ingikn
Du{f%m’;‘&°

Step 5: PR BEH - BB EErT 5 S HW=r*Po-



Step 6: FPRE R A it J‘f% ey E+ >+ 9 ¢ 7 endap 33 {h(), 1D, PW,,

D, W} hikw— Bd RIRES XchH o0k 3 BN Pt s aiyE+e o

Step 7 W RFHMAEF L 2T PR BRI H o

A

&Mk—{[&; , Pwi————> P/ 2 _E\VD

<«—{h() ., ID,, PWu,Du, W}—

Users TMIS

R 3-3 ~3if Fr i

\

S~ B EIFE

i AR R R ST TR R 01D (7 RAEPW o 2 (2T
FHE RAERE LTS B I
Step LA E+ g A & * X6 » PIDu T 7 HAPWATE & /2o vt R BATE

AL TR L B R e Ko e £ AR 2 -

Step2: FE+ 5 4V, =D, x W o
Step 3: A &+ @ i&{Tiogin, IDu, V33 T30 1% & 5 K3t & 3] #1 PR B > Tiogin& 71 & 4 i
BT R PER

\\ES%%E——{n@,un,mq——>[f?r¢{::é§E>

TMIS
Login

Bl 3-4 7 &1 5

2~ BREI B
IR L e T B R 58 Tuoging Dy, V3 0 § B8 T 1R

EE AR R
Step 1: # PR B € # B Toow—Tiogin< ATEE 2 > Tow® 7 & LB w0 chpE @ ATH]
A7 5 BRI o 4ok B8 2 0 2 DR PIRESRE S £ R

20



HEH 2
Step 2: R BBz Hy(e(Po, Vi) 273 % % Hy(e(Ppup, Qu * W)) » 4k i 2] 758 <
2o B RIREB PR K E Erph

Step 3:3t > PIRES - BREWEEr' T E N - B § R LSk =h(Dy *Py) >
112 R = h(sk||r') > &S d{ R, 1 Py} B R K

Step 4: 1€ * & sH3* sk’ = h(Qu * Ppup) E4F ¥ & ¥ 2 B $HQuk Hih' LT
ERGSK ') o Ark iR A 20 RIRBAT LS FTA S Aok F A2 PG
fR-g AR FRA o

Step 5:5E 15 & * kit H MR =h(SK'[[ID,) > & iE B IR E 2 o

Step 6: &€ FIh" 2 {5, @IRE ¢ Hwmh" L7 % 0 h(sk||IDy) = ek fE 258 % = 5 p)
Bp dmuEe s 1 o P K LI R T Lk TR G BTMIS R

PR R 5 i o

§\ ’ ) N
—{ID, PW}— g @J

Users
Smart Card

{ Ttogin , IDy, Vi }—

B 3-5 kB
S8 BT EE

EREIAF Rt Ame P P RRES B BE R FE - B g B

TR DFR LR EREFRRZELD MG > - BB AR LT L §HEFT
2V B

R G bR PIREAL IR > LFRREY AT R 2enF I
o &

LR AR SR o FE o RA L CREARE O F B LI ISR

oo BRI 2 LR RS 2z R BN Er iR 5 R

=

=
F_*
JiF

£ ERNE i
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Stepl: i

Step2:

Step3:

Step4:

Step5:

BN 6 N
BN ————(f) h —

ﬂ\}«

2 H05 Pk 9 PHRs T fe Ak &k

yE
)
EE AR B L f itk e

g‘\‘:‘

JrEF it - 38> D e/ L o

B APE s AR FamE LR Y 2 B 2 4 ot R D
IDi &2 %75 PWi» ksig @ * F4f2 3BV, =Dyx We &5 IKn i
{Tiogin, IDu, Vy, } 56 PR E 24 2 Tiogin % 71 7 80 #1i- 7 PR R o

PIRE S ¢ B she(Po, V) ALTE £ e(Pyyp, Qur W) > £ ¢4
T2 e S N

Bt htso AR AR T XA E AT MR ER 0 X BEEHD (T
wind s G SR B iT s DG g BT FRa RS SR (T 0 BE A ATE

1A FEIRIEE R o

() zEma: % o

@)EAMEE 0% & F

—(3){TLaglm D, Va }—'>
TR B MBEFRAE

{D, PW} p——(5) h" —

EREN
e (O A R B ) B AR B

W36 & * HR®D
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YFr® X 2PAH

¥ - & %% %E 4] (Password Protection)

- B AFIES AR PTG ERT F L PRI
ﬁw%%%ﬁﬁf’éa&%%¥ﬁﬁ%%%ﬂ’ﬂ“ﬁ%*%@%7%¢j
%?ﬁéggﬁﬁﬁﬁ&%ﬁ?&\%ﬁ\iﬁ%%%AﬁOﬁiﬂﬁﬁﬁﬁ%
Py B4 ID B T Password o R E O~k SRR A KB hRAE T ¢
I 0 R B BARE N STEERE > L BB G e 4 LB
oLk B TP A RNIRE Y TR R A BT 2 T AL R G
Lot R L G A bRk e 0 R L RESY o T L AEY A

¥ fP~ 1 % ¥ 1D #7 Password F & 5 stihichst F £

i

\=
sl

{

-

3 PR A& E L

SR A g S E 2 B R G RIRER G 2 RE TR A A
WA NIDEPW2Z 2% E% > At~ eh? 2 ¢ > FIL RIREF FEHTRY
kA B R S AR R H L R iR gL TG

T T AR R A R g £

B~ SR B AR s
PR S N SRR e b 0 F B R A PRl G BE S R E
rPARE S o e B AR reuBRY > LR EFY FEF A D kg BE,
ME R R S Dy L AL fRDU R B R Y ORAs o o 0pP S RRLR
* gEa s ph S (Bilinear Map)@ sk iw & 4r % i1 ﬂﬁ?m&iﬁ@ﬁﬂ@ﬁﬂ%%ﬁ
Mg R B A AR Al B oS 2 A ABH e ¢ B R
FRE B

JFE 3B Fp R

\

S E R S - R EWE R T AR B RF REP PR DRA
LiE RHPE R 0§ AEH AN @ k4R
R FEFRMe L P @R ARES « A J0? TRAFEFFEI T I

REFEERYARIIAEELR
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E et BN ke BV, > B K AR R AR N BR T
Dy gt ¢ sc 8 % B R b cdeid & 5 HifrHy > 2 R 0 d TMISHR B 35
FEF? P EWERFT I EE AT T R R FI IR T R R e

IEE LR

% - & £ % 7o ¥ (Replay Attacks)

ﬁ-r“’»"x@ﬁé‘ MWAT e e X £ELP e - FrcFLE > phd
FHRAITE S BT AVAFR ARB AR Er FREE I RFERTRE
(Thow— Tiogin< AT) & F B & L B FIf > F 2477 2 o R ID § 2 424830

Tah giFehs FPPUIERE A F B2 3P BRFEA LR DS A ~

Attack)

G EE R oo - B A B F R E 2 - o SEH Y
ﬁﬂ%ﬁaiié@vu@%xpg%%%&gg@%$j€»$&§%?ﬁo
AT o ST H R LR AFE I R o B S PR E R g & 58 Tiogin,
IDy, Vo ek >3k sk 29 0 R FF B R TR § AR 0 & TR
Floggr R L g FaEREFa GrRE e i 3 s XL g kito

BB AR R R F AR A TMIS RIRE 5 e AFE S+ P g
#mr W i F I{%ﬁi#,” For kR o EAFRTIE M R LY pR R '*FT B e
L&+ ¢ B e FIREE R £ S anrp wl o BR A
2 % & ot Du B A fRAGRR AR > MR N AP ES s Dy
TR FIr G E L ke d X AGEF o
i Fig fF PRI B 2 52 (Impersonation Legal

Server Attack)

BHEA e S 2 RGBS L2 PRIRER

—\

3 % —-lg]zg;;,u BA_EZa T
TR R E R SR DR SR S Rl il E
el

BRI R R F P RERAEREP TR RP e 2 R TR



Jef G nTIRE R § 5 - TR T BT i S Tuoan
IDy, u}a"’lﬂlﬁl{?”‘i{ Tj\pléﬁ—ﬂﬁm’ﬁ— )TLB ’fﬁrﬂéj‘éf%}iﬁlﬁﬁﬁﬂﬂﬁ

S F o E R T e R G R g Fla a0 £ R ek Dun &
EE N ARERFER T R AR P VB R Dys & JE & o 5 AR
+

= A I )fﬁ @40 Dus R PREEARMEY BER R hEK

L oz

7&/2{ - 74 '%%?’Eﬁﬂ_’tg r/;m'?ﬂiﬁﬁﬁfﬁg"lﬁ?f B @rﬂ‘?—f‘

A
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¥

2 [ N = 4 7 8 = 2
ﬁ—jkﬁﬂ;gmp:ﬂp%_ﬂ ’/24‘:;:4“J K%?Ebm"
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