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Abstract

With the development of technology, electronic devices are used
frequently in human beings’ daily lives. A large amount of data is stored
in various electronic devices, e.g. personal computer, smart phone, cloud
device, etc. However, without encryption, these data and files may be
hacked by hackers or leaked out by insiders easily. The loss of important
data in the cloud may result in huge personal/business-reputation
damages, credit loss, and pecuniary loss. In this paper, we propose a data
encryption method based on hardware and software parameters. An
environmental key is created by utilizing trusted device’s hardware as
well as software parameters. The important files are then encrypted by
using the environmental key. In the proposed method, the encrypted files
can only be decrypted in the same trusted device. Once the encrypted
files are illegal copied to another untrusted device, the files cannot be
decrypted since the environmental key is different. According to the
experimental result, the proposed method is verified and suitable for

Important data encryption.

Keywords: Data leakage, Malicious attack, Security, Data encryption,
Hardware/Software parameter
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2.1 $HEN e B

1973 & > % WK 73%% 5 (NBS - National Bureau of Standards )
MEF R IR R 77 (National Institute of Standards and
Technology » NIST) > ﬁx#ﬂﬁﬁ%ﬂ«% %5 IBM 2727 p e
8 ey 52 (Luciffer Jx & £ [12] » 1971 ERxFE D) 1977 &
7 015 PR B EARLDL SNBSS FEE RN L IR A T
b FIRRE Y TR R F SRR TR R

( Data Encryption Standard » DES ) » DES /& & ;2 o }3£4 -

DES &2 T2 ARBEAREY Y- BF > REDHRFTE
ERIPI I E A RBE WML o 428 DES 7 2 RigiE o
56 bits » i N #c b 0 X Pl FAc 2 L a5 4~ 47 ( Differential
Cryptanaly3|s) [13]Fr 4 1+ % 7 & +7 (Linear Cryptanalysis) [14]% %
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FEEA G 1 AESIHE 2o o4 RC A FFE 20 ¢ 5 RC2[21] ~
RC4[22] ~ 4+ 4+ 32 =~ 2 64 =< § "g3k 2+ 7 RC5[23]2 RC6[24] K,éft
TFaEE % o f Lenik 4 Blowfish ~ Twofish[25]4- Serpent[26] %
HHES T E 2 o

2.1.1 AES[27]

Advanced Encryption Standard(AES) » 7 #£4-® 1 - 7% 2001 = 11
26 pd NIST # # 3 FIPS PUB 197 - &2 DES % [ eng_i¢ *
Substitution-Permutation Network(SPN)[28] =7 & # @ 2t Feistel
cipher[29] » H & #* e 4gv 04128 ~ 192 ~ 256 bits » 4 W] ¥ & 10 ~
12 ~ 14 rounds » 4¢ % R #-p1 ~ = 128 bits # & = 1  block » 7 4c &
WWARY M AX4 SR BT S BAERX LG state 0 & BAEL L o
AA M Y 01 B byte o 4o B pEE 1round 97§ 4 i S0k
SubBytes ~ ShiftRows ~ MixColumns 2 2 AddRoundKey -

PLAINTEXT PLAINTEXT
. $ :
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=
- . =]
5 ]
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% SubBytes E,
3 = | InvshiftRows
g ~— .
z o 5 z
O iz < o
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=
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= i o AL
[T (] E =
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2 &
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1. SubBytes: & - f&zLaup gk - %= 1 byte ¥+ % S-box[30]
AR AR ek o L Ve S-boxo F R R o

2. ShiftRows: & - 7 = ¥ I =48 - FTLE > b4
S ﬁ; s

3bytes o

S M
% - 724 lbyte» % = (7 =4 2bytes> H v 7 =B

=

3. MixColumns : 12 Rijndael MixColumns[31]z ;% 5 & - 7

= i byte & B T & = § 7 5
S(X) = bax® + box? + byx* + box°
thihlicbs ~bp ~by ~bp o F T - FEcs S
a(x) = 3x3 + 1x2 + 1xt + 2x°
FHF A E RPN L) T B R
s'(x)=a(x) & s(X)

HeY @47 kiE T mod (x*+1) 0 £ #4583 es'(x) BBk

bs vz ~br b

4. AddRoundKey : f et i BlY o F g4 1 B4gS B
key schedule[32] 2 4 1 = RoundKey# RoundKey ¢ £ states

- 0 RS IAPH B XOREE
5. E |52 - = AddRoundKey % 3 = & » if #- ~ iy !
2.1.2 Blowfish[33]

o]

% 1993 & > Bruce Schneier # 3 7 12 % v £ it en DES > ¥ #F 4. &2
Hois B2 ApBE OB AR ?r“"ﬁ s ¥ w22t 0 Blowfish o f o B 2 15
Bruce Schneier # 77t &2 &5 2L % ] > iz i@ A —‘]grs,;g pd gt o

Blowfish A fic#8 ¥ & E X F e B A > iz 2 5 H B3 P o IFL

A ITE o o K L A5 4 Blowfish & %3+ A # s Twofish ¢

4 ﬂ;]__l% #* :%“,_" 2 ‘3“3%74’\«"( AES :‘1:& j_‘;HL °

VIR o
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w2 CAST—128[34]51§%%2‘¢;‘ 4e @  H oAk E BT 4 32-448bits 2. B » 4¢
%erblock 2 % 64bits o H 572 d JFE Rk E TR ARSI A o
A4 BB~ B 16 #5:0 Feistel cipher > & - WEtE 7 - B R
AR RE 0 U — B R4 Bodp AR B DR 4R o 9T 4R (F30E XOR
fr 32bits e 5 o

#i » - 1B 64bits T AL X -
X A A A B 32bits - L DX~ Xg o
W i=17516:

1. XL =X XOR Pi »

2. Xg=F(X() XORXg

XL XR

TATEE X XL Fe XR LRl ’Mrtj P2 Py s Pigiidpk "a 5 i3
B fERE SRR AR

Bx A 4 B 8hits 4% i tarbrcdrd
F(x0)=((((Sw,a + Sz,0)mod 232)XOR Ss,c)+ S4,d)mod 232

Blowfish i * +~ € e R4 & = P s~ SHz] o spilt 5 Bk
N CMERIE &/ R ',,,E\‘)‘f &2 w0 iE (7T Ei B oHY Prizd 18 B
32bits =3 a4 [Py Pyl o Pigem S|4 = 4 % 32bits &0
S-box » = i S-box § 256 1 i »



S(1,0) » S(1,1) » ... » S(1,255) ;
S(2,0) > S(2,1) > ... » S(2,255) ;
S(3,0) » S(3,1) * ... » S(3,255) ;
S(4,0) > S(4,1) > ... » S(4,255) o
1. *FEFPe ktddnit Pilslfer B S g o33 @8 d
(] BB T )k e BeE B o fide
P1 = 0x243f6a88
P> = 0x85a308d3
P3 = 0x13198a2e
Ps= 0x03707344

2. Py XOR R4 — %2 32 i+ > P, XOR 4% - 232 = o
B3 R R REAR Y G R P L
% 4% XOR -

3. § 14029 fikhT B 2 F 3 5 r Blowfish & 2 4
;% o

4, % Sm@,] PR AEHP, P

5. ¢ * Blowfish iff & i ¥t 2 (3 a5 % 4y fr 3.0 o1 4
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key exchange)[35]%5® & D-H - 1977 # - Ron Rivest - Adi Shamir

Leonard Adleman & e 4% &) & — LA 4 B2 T AL RSA 4 %o 2t {5

S T TN R UR N S R e I A ?U,?r ’ ",fi o & 3| e fAF

%2 > %3 4 DSA ~ ECCDH ~ ElGamal[36] ~ SM2[37]% % 3% § 7
i Bt o B¢ & ¥ Lang s iz T RSA -

2.2.1 RSA[38]

RSA BRI A * & B4+ hFficip o018 L ehlicF > M- AR
Fgch FAF THL e F A RSEE- B2 7 G Eaf e B amul
mo> ¥ oL TN E S - e o P P4 e

LR ERS B DfHpfogo p2 F3qr 3% N=pq -
2. 124 Euler's theorem » <7
r=¢(N) = 2(p) 2(@)=(p-1)(q - 1)
3. EH- B roEkeFedrI ForuT A N fdiE
ed=1 (mod r)
4, #-pArq zsss 8.
FNe) 4 7 i5d TRAFFHFZLEB; TN F4F5 -

BLer AgaiFdmigis— B ] Nzig Ben, £i5E7 7|
N kbR BEL A

¢ =n(mod N)
A#EIIBBELCREEE !

c? = n®?%(mod N)



¢ fred =1 (mod r) » T ed = 1+h ¢(N) - & Euler's theorem ¥ :

h
ned = pltheW) = (n‘/’(’v)) = n(1)"*(mod N) = n(mod N)

2.2.2 ECCDHI[39]

¢ % Elliptic Curve Diffie—Hellman key Exchange v 12 HIR @
ﬂA Bift - Hafy £ “>f+%%% 3 R4 E
B lF%ﬁ‘\,{rriF ;Il'u % _’E_l T8 b

LN LEpEHE- B ARy RE ARG IFL 242 G
BN & 53 % (3o 20 2160)

2. % ﬂA%j&?%LﬁI&X’ v l1<x<no ’\lé;‘l‘_}l: Gy=x-G>
j%‘foQ}é%féy;ﬁBo
3. T‘e”*iﬂ" B:iE# ks Flicy 2 1<y<n- %Ki+ 8 G=y-G~

©-Gy LR A

4, ¢ * FIA’Mzi Gy L g X B8 Kpg=xGy=x(y+G) >
2% BE Ki=yr Gezye (x-6)e

5. B P £ FHFRlY B X (Yo G) e p X BET L Xk &4k
KAB°

2.3 Hash Function

Hash Function £_#-FF 4147 §v 8 & » & #1722 = — B # 2 hash value
g ¥ M- BEOEHF A k3 ez B kit & o Hash
Function § 12 &5 : 138 FEFREP- 2 F 7 ipiF ﬂiﬂﬂz?ﬁﬂr« gi%]

N A RN o R & 1 ﬂ“‘iﬁdfﬁ‘ﬁ—?*ﬁ;ﬁé
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collision» e — i i 4 ¢ Hash Function %> ~# 3 % ¢ 4 2 collision -

#F 5 £l 5 E_MD5[40] 2 SHA-L -

2.3.1 SHA-1[40]

* f4e B 4] +H Hash Function £ 1= SHA(Secure Hash Algorithm) -
LFIPS “tims shiit 5 32 0 4 » L LR R B A AR 254 pits » 4
A = Hcip 512bits % BT A RJZ 0 A B % % L1 B 160bits ¢
:éa‘ %ﬁ‘ﬁ °
- L

4rBl 2 BAME AT Ea A AR A M E AL ER B AL RS
512bits ¢ o4& %o i 2 f5 1 3] 512bits AT b e SN Bk e - B 1o
PO TEEOEAE L E R PE - B 64bits enF AL & 57 & =

25%pits e 4 A 2 o

Padding
(1 10 512bits) Mesgagi length
]
'
Message(K bits) 100...0
+— 512 bits —wa4— 512 bits —» <+— 512 bits —p +— 512 bits —»
Y0 Y1 Yy YL-1

IV—m Hsma- M Hema ——»f HsHa —» HsHa-i [—» lg.OBitS
Vi CVq CVi1 1gest

Bl 2 SHA-1 4 % e g
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HH- I RCEEGEEN G

A g+ 5 B 32bits 45 7 Bk s SHA-L Fuf B i1 2 B %
* ANB-C D E 47 » HArdsfide™ :

A = 0x67452301

B = OXEFCDABS89

C = 0x98BADCFE

D = 0x10325476

E = OXxC3D2E1F0
HF= 3 N A= o N NN

#&ﬁ%l » e 512bits F PR 1E 5 4 = 16 B 32bits & & & 2 Wy -Wys
Wig-Wa1 ~ Waz-Wa7 ~ Wag -Wes ~ Wes -Wrg © 4c B2+ — #4c™ B -
FEAFRFOO o H P K U5 77 W iy~ 0 S L A S F AR
ﬁ&&aﬂﬁﬁﬁ&%?%kﬁ&&,&&m@ EE Ao

F=(b - c) + ((~b) - d) (0 <t <19
F=b®c®d (20 =t < 39)
F=(b-c) + (b -d) + (c ~d) (40 < t < 59)
F=b®c®d (60 <t < 79)

Kis ¥ 8 FIRGFEHKF » 2 i > B EdeT
K: = 0x5A827999 (0 =t =<19)
K: = OX6ED9EBA1 (20 =t = 39)
K: = 0x8F1BBCDC (40 <t < 59)
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= 0xCA62C1D6 (60 =t =79)

B {83+ 8 = 80 =% #7{¥ |17 ABCDE % 160 i = > E‘:,Ppﬁ;?]ﬂ'. o

2.4 4B M%< FH

2.4.1 A Group File Encryption Method using Dynamic System
Environment Key[41]

A Group File Encryption Method using Dynamic System
Environment Key (GEMS) » & 11— BHEH P fEE 4R > 02 > 5F
RN LS S =7 SLYL IS i acs SR H AL R 2ae- S
pFif i % &_DRM 3% 2484 o ¥ 114cFl 3 GEMS &4 FIRE ~ 7

R TRER L E S IR A A R R

RN
NS
Trusted Computer Server
Am g’f or.‘p
M M (7

User A User B UserC

Bl 3GEMS i st i

PRI TP 3RS 4 2 © R Rk B BELF 2 q
FEREFAPIREY » ¥ 4 20 Bsk(Kgoy) © FIREF T4

SEBM T AR EFBE G E DGR v BTSSR
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BT BT thonce RV SE S I BHRET B ER Fo > ® H "Iﬁ;&’%—‘/ﬁé‘:%
%#ﬁ;& ’ ?ug\;?éi‘?z"kgroup’&v"'l 7%4‘3%}‘ Hash & 3| kuserA‘ v, ¥ @ w
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AEFSw Bii%E Vs e 1 v #2080 kw2 ¥ 13

[E3 i{i ot A2 ksystem Sk i’f%%‘ So e
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>
as)
T
i
F_&

7 i T 4 K
g » T % 3% UIDg, thonce % #r ’%;’9}—7}) = E‘ﬁ?;il@t rs’, Rg, EfB l‘{:v f?ﬂi%;&
gf—" N 1&% ’ 'E‘ v t'nonce ?3 & * ;ﬁ B EF ffi —?Hm%l\g"m ‘}'DB?;FE'!& ’ k,ct
T thonce st I DB EZy 5 & 'Jﬁ BiaviEzgmAdd - g
&’Mmé%¥ﬁBﬁﬂDo@%$kﬂﬁﬁi%ﬁu Sdr i
t'nonce F&FE"& b 41"'1' N rB:%%LS.? T'f‘; [E2 ;F: Plg ~ 18 'ﬁ?ﬁsﬁ X4t 72‘*&3 El‘_p.\.x ’

2= %é e kQJroup o F"J E4e '4%. % Hash i I'J kuser,B ’ Jl +- kuser,B N Vs A E'[file
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5:3"?‘0 l% * —?;‘lz B)EI” IQ"‘H 'E' IQ%F%VS ’ Eig,‘z‘,%é’j ?%‘ﬁ;%%’giljﬁjkgmup
h
:

® Mt A2 e ksystem 7 & ?f*%%—ﬁ;% °

2.4.2 Cloud Encryption using Distributed Environmental Keys[42]

Cloud Encryption using Distributed Environmental Keys (DENK)#&
N- BATNRE DG B4 e BT ud TR ET R T
PR Y F R R D ipE T R EL T AT 2 B R i
A TR R F RAE RETROER £452 5 R AN
i@ * ECCDH k35 ffe* B4f2 — FeR4RIE T o s A 47 973 11 ek
Fede SRS LEOFOR IS~ F San B B HORUTE -

E

Trusted Computer

Server

B4 DENK s
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WdoAdm PR E 0 RPRBapE > PR R4 T OB N4k E~P
R EpE 2 RBE EG I NIRRT A R RA MR &R D

R* 4 AFRAET EETHML A % ARARSHI @

&

-~

+
ESBLEPIRBRE B P Ky 5 & ‘ﬁ A 9% > H; 5 hash
function > I:enviroment jf;\ %5 ﬁ%ﬁ % ’ tnonce I8 /:‘ B FEE'& ’ UIDA % UIDMl

pE R EFAZTRETRMLAID -

ﬂ = F-.'.ln SRR EH fﬂ WA }}
ﬁ ‘t‘rm_f‘t‘mo‘tmr}‘{' 'It.F‘Hf AN “‘nn P'-
Fetch system time #,,..; Derive &, from 7.

jenerate randmn number ¥, € E::_
L=, || UID, || UID,, V& k)=, k_:
(6 K'”ﬂ U‘. 1,.m+ ¥ }Eﬁlﬂ

f"‘u

(8) UID,, me f;m,r R, CK

AMT Jl-o.lk::}.’_ SEWE‘I’ S

PR BT Sl R A BRI IR E s AR A
B RRIRE RN AR 60 H P tionces @ IR E ok P

¥ > rac~ Rac > UlDac > UIDyic > Kamic™ CKavic & P PR deara ~

N

Ra > UIDa ~ UIDw1 ~ Kamic ~ CRamie o S8 = # {8 14 e &4 Fje f #7
PR AKE Ko B AR FIDET R ETID-
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WUID,, UIDy,, K' g1, 7'y Ry CK gy, b}

(1) Fetch system time #,,,,.. s when the packet is received;
o o fNo, terminate this procedure;
Verify £ye,s ~bumee < A7 9 Yes, continue this procedure:
(2) Derive k,, from f,,,.e; Server S

()i IUID, | UID,y, o = (' 4,k )®k iR, o =7, P
No, terminate this procedure;
(4) Verify Ry =Ry? UID,=UID 4? UlDy1,c=UIDpu? {Yes continue this grmedure

(3 Kane= (K ®k,) -,

Trusted (6)CKAL1‘I( =R, +pee Kool

ComNPuter (7) Verify CK yn =CK s {Ng liljcrgsnaleﬁl:ns procedure;

(EI) Collect K34 from users and trusted computers;
“:‘2) ‘E‘K = ’A M1 Pf . 4 KA M2 +£f.'f.' +£f.'f.' Ky.!.l.n’ = Z ECC Kf.‘.ﬁ:
(E3) Encrypt files by using EK. o
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Eal F

£ % % B BeTH > 20 Lo FRGFAcR] 7 HT B Sy
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_E
C

IDg ~ UIDws » FID 25 5 # * % B 1 ID~F £ iR % M3 e

= 1 . 1 1
(1) Fetch system timet',_; Derive k', from 1"
(2) Generate random number r; € £,

04 C)Ry =1y Pir'y = (1, k1) +, k';

User B % [4]REQE f[?ﬂ ”[TDH,HFE arﬂjlﬁ'kl.:.
(SHUID, ¥, Ry .REQ, 1"} Server S

Trusted Computer -
M3
B 7 4cpig 'T;‘f TALZ LA ST BELPIRE
PIRERIEL TR Y § B hdcil o BR LB SR 4o

&

M8 % syl @is g 2nl @rir ¥ B HAHR
4o TRl H Y tnonceSﬁ '?Pll?;m kR ALpE R ' I's,c > Rec > UlDgc ~ Kamic »

CKamic & PR B8 17 d a1~ Rg ~ UIDg ~ Kamic » CKamic ©
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(1) Fetch system time ¢',,,.,  when the packet is received;

. No, terminate the procedure;
Verify ' s e = f5'"”{\{% continue the procedure;

(2) Derive k', from ',
(3) tac = (' k") Bk Ry =g P

. - No, tcrmmatc thc rocedure;
(4) Verify Ry c=R5? { Yes, continue the [I:roccdurc
(5) UID, ||UID

@ B.(| wa | FID = (RLQ Sk, )— 1y
- . . o No, tcm1inatc the procedure:
“ (6) Verify UIDg =UIDy? {ch, continue the procedure;
Trusted (7) K e = EK —poc Ky
Computer  (§x=(y+k )OK - r,) Server $
M3 (9K", KA{}’ zoc X PiK " gy = Ky +ace Rys

(10,‘ {K A{,"XD ' A{,Q’}

A

Bl 8 PIRERHKER * §THE v BT R
4ol 9 i * —‘ﬁ B3| RIRB W Bl 25 B iglc 0 KH 2R T %
o REA S R B RS SRR e M3 Tk S

R A L7 TRl aad R
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AL

'

( HK,H;.\' o K ",lr,'.r T B Rﬂ:
(2) x=(rp Hk" ) B’ _’r“.E K yux o = Ky o1 +ece X P

o r e .. . ¥No, terminate this procedure;
(3) Verify K' 1 o = K 'y Yes, continue this procedure;

Trusted Computer _
M3 (4) ﬂ'a.u Sl FE—— [HJHPWETL
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“ (6) EK =K 1y o1 +aoc Kgues Decrypt files with EK;
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32 A Binse

LBIEBRFE N RRBR A4 5 DA Z 1 AES-CTR
(Counter Mode)4c % » 2 4238 JF & 2 40T @

Encrypt(plaintext, kSystem){

£ blockSize % 16 (16 bytes = 128 hits) -

4 — blockSize * -] *& 7] & countBlock

AP~ G SLpFERF B~ % )% > nonce °

nonceMs = nonce mod 1000 ; nonceSec = nonce/1000 -

UEE N A 4 - g #03 » nonceRnd o

#-% 38 nonce & iz B &~ counterBlock[0-7] » 4 %] &_nonceMs >

nonceMs + # lbytes - nonceRnd » nonceRnd + #; 1lbytes » nonceSec -
nonceSec + # lbytes » % nonceSec + #% 2bytes o

£octrTxt 5 7 > I #-cunterBlock[i]d i=0 & =7 02% B = %3 »~ o

2 B & 4% kSystem @ ~ AES 4 R en& sk E S 7 Fw B @ > £
% keySchedule -

Ly menE RET A A S0 Block s i ##E £ 5 blockCount o

£ ciphertext p F 5 % e

for (b=0; b< blockCount; b++) {
for (c=0; c<4; c++) counterBlock[15- c]= (b >>> ¢ *8);
for (c=0; c<4; c++) counterBlock[11- c] =(b/ 0x100000000 >>> c*8);
£ cipherCntr % counterBlock ¥ keySchedule # AES 4v % e % o

Z%rb E_F ] ** blockCount-1> & &_B] 4 blockLength = blockSize -

Z B blockLength = (plaintext.length -1) % blockSize +1 -
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#-cipherCntr =45 % b 1 block 22 < % b i block & XOR -
ciphertext = #-iax XOR "L 7] & B & » o

¥

ciphertext = #-ctrTxt £ ciphertext ¥ F ¢ i 4% o

return ciphertext -

¥
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Decrypt(ciphertext, kSystem){

£ blockSize % 16 (16 bytes = 128 bits) -

£ — blockSize ~ /| e*L 7] 2 countBlock °

#€_ciphertext ¥ P~ ctrTxt > I i& B 3 »~ counterBlock[0-7] -

TR B & 4k kSystem @~ AES 4 R 4G E SNV Fwr B E > £
% keySchedule -

tE (%~ 2 2 E E-8)/blockSize » %< block & « &£ ¥ # &%

nBlocks -
£ — blockSize ~ | 'L 7] 5 ct» # - ciphertext %—i CtrTxt 3% 4 #-

%< 12 block < -] & » ct o
£ plaintext 2 % o
for (let b=0; b<nBlocks; b++) {
for (c=0; c<4; c++) counterBlock[15-c] = ((b) >>> c*8);
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for (c=0; c<4; c++) {

counterBlock[11-c] = (((b+1)/0x100000000-1) >>> ¢*8);

¥

£ cipherCntr = keySchedule £ counterBlock # AES 4v % 2_ & -
#-cipherCntr iz % b T block £2 % < % b & block # XOR >
I @ »~ plaintextByte » ® 3| & & % ciphertext[b].length i{ 7 £
iz {7 XOR -
#-plaintxtByte p F # =< F 8 ¥ TP R o
}

& & #73 plaintxtByte *L7] » # > plaintext o

¥

return plaintext;

¥
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