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Abstract

In recent years, Internet of Things (IoT) has been used not only for industria, but also
in many distinct domains, such as healthcare and smart farming. Internet of Things has
gradually become a popular infrastructure. Technology is helping people to do something,
aiming to improve our living environments.

LoRaWAN, developed by LoRa Alliance, is one of the Low Power Wide Area
Network (LPWAN) protocols. Its low-power and long-distance features make it suitable
for IoT environments. LoORaWAN adopts Advanced Encryption Standard (AES) for data
encryption, which uses algebraic operations and multiple encryption cycles to ensure its
communication security. LoORaWAN reduces communication power by setting different
transmission latencies for different end-devices. However, AES does not take into account
its end device’s encryption power.

This research proposes a high-security and low-power communication scheme for
LoRaWAN, named Low Power Data Encryption Method (LPDEM), is aimed to reduce the
power consumption of end-device’s data encryption by reducing the encryption cycle of
AES. In the LPDEM, encryption key and D-Box update procedure is presented to enhance
the security level and simplify the AES encryption process so that the power consumption
can be further lowered. Ultimately reducing power consumption but still has high security.
Comparing with traditional AES, the analysis results show that the LPDEM can minimize
the encryption power up to 26.2%. The LPDEM can also effectively resist three attacks,
including known-key, replay and eavesdropping attacks, and is practically helpful for use

in LoRaWAN-based [oT environments.
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substitution Algorithm > DASS),Z —#& ¥ & & 7T 45 B XA 25 ik % LA H AR X o A
/& DASS ¥+ > {z 453+ # % (shifting counter > ct) Fr 724 %1t > £ % ) S-Box B
WAEA 0 3] 8 4% E > A RE L ER S S % (Brute-force Attacks) ° % T #
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FHL R A > Liu 5 A&EATR[62] N #2 84 49 Generating a Dynamic Box by using Input
String (VA T f§i #% GDBIS) > X ¥ The Enhanced DASS Algorithm (VA F f§#% EDASS) >

) 2 B 18) R ¥T 3 3% 98 SAm 5 A% % X > EDASS #ir o\ 128 4 LA B gL 16%16 #91%
M4BT 3y 128 4 7T 69 % o H JR 4R M 49 38 m B A& 4 4% 2k # (dynamic shifting count>
dsc) BB AMERIENRE » AT B E LHABSORER - B FH > REMAY
A SR S > ST ARG BRI R ) o amdR A9 ARABEA 311 T o

A7 S AT A ABS & A ML 69 SUR F > 3 2 A1 R stm B e 4 [63] 24w FT 42 S+ S-
Box#8 4 1£[64] ~[66] - /LAESAr % % 2 > SubBytes i i & & s mfif 25 $AR > Phik B
B AR 89 he B i 0 AR A9 PA S i 2% XA & A A £ £ o S-Box R Au i
WA PIEA R T RE : —KZ %4 (Cipher Key)d & A & % % 48 (Round Key)#9 i
%> B —RRA R E T By 4R TEH (SubBytes) °

AR AESAZ 498 &k N E (#l4eS-Box) 5 7% B 2"k —Jrap it a9 A L & ka9l 42
TN ERMGHENR T E T ik L 25 R o LiuFs AFF 7[62]42 /42 49 D-Box £ &
A 7% (the D-Box generation » DBG) » #| 4 /A & & 2 & 37 #r A\ 3% 2 8L ha 55 246 %31
A Ak 98 A& 4E1% (dynamic box » D-Box) > D-Box & Ak X #3695 #) %k - ALA
#GDBISJ /% > #4S-Box & # s D-Box » L I#{K /R S-Box# bk ~ B & 49 H25 » R 7T i ~
BB e T B R R R E A B AR B R
FFAESI B gz ott » AR E LG A3 12% A o

14



SRR ST ST

b TR A BAK T AR 6938 I 0 R AR AR I A Bk e % 77 & (Low Power
Data Encryption Method > LPDEM) » %% W 3 4 > 5% R AES v 25 B & S & #H e 55 7
% o AESHn %8 7% # & 69 3% 4 > i #% The Enhanced DASS Algorithm[62] > #r A\ 1284 7T
6988 CHL16% 1669 [ AE[E > 3 &) R ¥T 1 69 A 55 40 b 1284 70 89 25 L > 33 /& A8 B
#9 B} £& %9 dynamic box (D-Box) > B 42 &R A #9S-Box ° & K e B ki34 > KA
An 5 & A & 5 $ 89 AppSKeys #D-Box > BEkR AT — K > M 7 B 532G
Bf o

LPDEM = # & # /A 74 F a4 e LI N > R ORI B I B KR &
Bl BB KAHIB N o T LN E @ % H R/ EED-Box sy £ & > RER N
AppSKeysg new 'EE%D'BOXa-new 8 AP o

3.1 AES m i % %

FEAESHn % i 2 SubBytes % B ¥ > %18 & 24S-Boxn % B ## 5% E o4 > S-Boxid #
AR 4R LM BB Bk > % T I IRAESR Z > S-Box &y ) A& #9dynamic
box (D-Box) FuAX, o igD-Box & a% & X, (Dynamic Box Generator algorithm > VA T ffi #%
DBG) A& » #ir A5G $ 3 A H16x1649D-Box4E[E » H N 24 4% 4£ 005 FF R &4
k> % B ={ANIFE4% (Dynamic Key » &,4DK, ~ DK, B DK,) $2 =18 4 5 &
%] (Insert Array » &4 1A1 ~ A2 RIA3) > 2 LR35 T R2EKE

AT RAGBAR M 2 Hmt 3R ek — P B —— SRR A XS H-

15



& — % gi;'fﬂ A

S B LA S
P FAS_ > nbits > 8bits H—E&I > P =p1p, ...k, Kk =n/8 ¢
C % X > nbits > 8 bits Z—E& ¥ > C =c¢¢p...c,, k=n/8
d Dynamic shifting count > —B45 % 256 > [ X B2 > €2 AW
sc
JR4LIE dsc o
ISK. Initial Serial Keys > % B fa- X, EDASS expansion(P) #2 £ X
s Binaryadder expansion (P)fF 3 > &4 ISK$2ISK, > & & % 1028 bits o
DK Dynamic Keys > /&7 ISKs » % #% F X EDASS ## 4 » &4 DK, ~ DK,
B DK; > & F % 1028 bits ©
Flag Array > /A & #¥3% D-Box ¥ &9 344 > #£( D-Box 42 418 $ 48 69755
FA4 o m R AR NELT(F) > RFZ% I CER)WEA
AN ARG EEHE o
IAR Residual Insert Array > 4% % FA I F &k RIKE P L& ©
RLR Real length of JAR » % IAR ¢9 BB K B -
141 F— AN EAEM > NEREDK, > #i% FA 698 B R Fer 69 L& o
142 %;ﬂﬂ E 4B > N IR BDK, DK, > i FA &% B R R £k 69
7L o
143 HEENEER > LN EAETENIAR -
RLi Real length » @ &RL; ~ RL, RRL; > AN £ 4 [A] ~ IA2 ~ IA3 9%

BEJE o

16




TH AR A
BRAPAHALP HER > ABXXCHER >k ANENLE
® : Exclusive-OR > #y N & BB > #r i 4 True -
® : Exclusive-NOR > #y A\ & BB > #y8 & True o
o/ ¢ =R A ARk o
Or : Rotate-Equivalence operator >
A EHE 2o = piOrk =pir Ok >

F ¥ pir % A Xp; ik 8 69)IARF 42 58 8% hbits > h = |k|/4 - 4w |k| = 128>
Alp; #% 7% 8% 32 bits °

MER  p; = ¢;Opk =048 89 388 (c;Qk)|k|/4 bits

17



AT 5 =87 B > £ 5 X—EDASSY » A5 #ir NG A% 4B 2 28 AR 28 L5 H 18
AXosmE X =48 A4 & £1028 bits » & A ISKs B DKs ; %% v H X8 45 & »
7 AED-Box o VAT AD-Box s 695428 » 2¢4m E NIEEAIL o

A~ P

(128 bits)

ISk; = EDASS_expansion(P)
ISK, = Binaryadder_expansion(P)

DK, = EDASS(ISK, @ ISK,, S-Box)
DKZ - EDASS(DKl"I'zISKz, S'BOX)
DK3 - EDASS(DK1®RDK2, S'BOX)

DGB(DK,, DKy, DK3)

D-Box
(16X16)

% D-Box & & A2

18



Algorithm 1 : EDASS(P, R-Box)

N —BA P~ —16x164yrandom-box(VA T f§ #&R-Box) °

Wik B XC

1. Let P =pyp,..px,andlet C = c ¢, ...c, where k = n/8; /* |p;|=|c;|= 8
bits, 1< i< k*/

2. dsc =256; /*dsc: dynamic shifting count*/

3. Fori=1tok {

4. vpli] = Int(p;); /* Int(p;) retrieves the ACSII code of p;*/

5. dsc =dsc + (vp[i] +1)*i;} /* yielding non-linear increment of dsc */

6. vp[0]=vp[1] + vp[k];

7. Fori=1tok{
8. dsc = (dsc + (vp[i-1] )*i) mod 65536;
% ch = str((vp[i]+ dsc) mod 256); /* str(X) returns ASCII code of X */
10. ¢; = the ciphertext which is the corresponding content in the R-Box after
ch is looking up by using R-Box;}
SRR

1. %8R XPR % LCA8bits & —E I > 4w X3-1F77 °

P=pip; .0k k =§

n
C =cicy .., k= 5

2. dsc— 3% € 4256 -

3. #HiBInt(p;)w NPA XPE Bp ¥ ak i F E Bt > AEERpli]lP > o X
329 Fow o

19



(ol =) _,
dsc' =dsc+ (vplil + DHxi” = =~

4. A EXi=1tok> vp[0]&E4E > Ftvp[0]Gvp[l]Evp[k]faheiFd > 4o
A3-3F77F o

5. F@str(X)gr N B BRI R B R 0 Baldech > do X3-4F PR e

dsc’ = (dsc + (vp[i — 1])Xi)mod 65536 .
ch = str((vp[i] + dsc")mod 256) y >

6. 3% A Ach® #R-Box » BR&IFZHELE R °

7 £ A% Initial Serial Keys 497 Bk » & 258 F ik~ k=45 &k £ 1024
bits » e T Fiow ©
Algorithm 2 : EDASS_expansion (P)

WA —BALP o

#rih : 1024 bits 89 P o

1. Do {
2. P’=EDASS (P, R-Box);
3. P=P||P;}

4. while (|P|<1024)
5. P=EDASS (P, R-Box);

6. return Right(P, 1024); /* return the 1024 right most bits of P */

20



5 XA

1. ZBEDASSH A P H 32 #H 9P’ > BRAL S THIFLIRA
#%.1024 bit > 4= X3-5F7 7 °

. {P’ = EDASS(P, R-Box)

hile |P| < 1024 e x.3-5
PII:P"PI ’Wlel |< (‘K‘ )

Algorithm 3 : Binaryadder expansion (P)
BN — P e

sl 1024 bits#g P’ o

1. While (|P[<1024){
2. P = (P||\Py+2(P|iP); }

3. return Right(P,1024);

CEC VR

1. e B AGIIR PR W B LA I fT B F 6P > ERENE A 213 7 A
1024 bit > 4= X3-6 577 °

Do {P’ = (P | P)+,(P Il P)}, while {|P] < 1024} ccicmmmvescrscrrces (X3-6)

21



%4 7% Initial Serial Keys (ISKs) > 4w X 3-7 & ©

{ ISK,; = EDASS_expansion (P)
ISK, = Binaryadder_expansion(P)

£ A #5248 (Dynamic keys > DK) > 4n X3-8 = o

DK, = EDASS(ISK, @ ISK,, R-Box)
DK, = EDASS(DK;43ISK5, RBOX) oovvooevei oo (X3-8)
DK, = EDASS(DK, ®zDK,, R-Box)

Algorithm 4 : DGB(DK;, DK,, DK3)
%)\ : DK1 ‘DKZ N DK3

#ri : D-Box

1. {Let DK; = KAg||KA4l|...|IKA1,7, where KA, is 8 bits in length for all j, 0 <
Jj <127,

2. Let DK; = KBy||KB||...]|[KB127, where KB; is 8 bits in length for all j, 0 <
Jj <127,

3. Let DK3 = KCo||KCy]|...|[KCy27, where KC; is 8 bits in length for all j, 0 <
Jj <127,

4. Forj=0to 127

5. {KA[j] = Int(KA;); KB[j] = Int(KB;); KC[j] = Int(KC;); I41[;]=0; }
6. Forj=0to255

7. {D-Box[j]=0; I42[j]=0; IAR[j]=0; IA3[/]=0;}

8. RL1=0; RL2=0; RLR=0;

9. Fori=0to 127

10. If (FA[KA[{]] = "F")

22



11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

{IA1[RLI] = KA[i]; FA[KA[i]] ="T"; RL1 = RL1+1;}
Fori=0to 127
{If (FA[KB[i]] ="F")
{IA2[RL2] = KB[i]; FA[KB[i]] ="T"; RL2 = RL2+1;}
If (FA[KCT[i]] ="F")
{IA2[RL2] = KC[i]; FA[KC[i]] ="T"; RL2=RL2+1;}}
Fori=0 to 255
If (FA[i] ="F")
{IAR[RLR] =i; RLR = RLR+1;}
HL =RLR/2;
For i =0 to HL-1
{143[i] = IAR[HL+i]; [A3[HL+i] = IAR[i];}
If (RLR is odd)
IA3[RLR-1] = IAR[RLR-1];
t1=0; 12=0; t3=0; j=0;
while (j < 255)
If (11 <RL1){
{D-Box[j] = I41[t1]; j = j+1; t1 =¢1+1;}
If (12 <RL2)
{D-Box[j] = 142[t1];j =j+1; 2 = 2+1;}
If (13 <RLR)

{D-Box[j|=IA3[13];j =j+1; 3 =13+1;}} }
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5 XA

1. Ebéi‘3'8;ér_-&:éﬁéﬁﬁé/»\éégDKl,DKz,DKg > ’&8 blt%)"[‘_’a_‘li% ’ ﬁaiﬁl3‘9)§ﬁ—/’\ °

DK; = KAo | KAy |l -+ Il KA;,7, where KA; is 8 bits in length for all j,0 < j < 127
DK, = KBy | KBy |l -+ Il KB;,7, where KB; is 8 bits in length for all j,0 < j < 127
DK3; = KCy | KCy Il - | KCy37, where KC; is 8 bits in length for all j, 0 < j < 127

..................................................................................... (X3-9)
2. AL BT A 28 0 4o X3-10£3-12F57F o
TAL[K] = 0,0 S K S 127 oiiioomoooisssseeee oo oo ioes st (X3-10)
D-Box[k] = 0
IAR[k] =0
TA2[K] =0 ) 0 S K < 255 oot oeeeseeoet st (X3-11)
IA3[k] =0
FA[k] ="F"
RL1 = 0,RL2 = 0, RLR = 0 voroo.ooooeoooooeooeoeoeoeooee oo (X3-12)

3. &l Int(p;) i NKA;. KB;. KC; ¥ ok 3 #] B ¥ iy > A4 2 KA[j]. KB[j]l. KC[j]>
S X3-13 77 o

KA[j] = Int(K4))
KB[j] = Int(KB;),0 < Jj S 127 eooocoovreeeevsirineeeeeeesseseee oo (X3-13)
KC[j] = Int(KC))

4, FHBAZEER (FA[)) 4% T EKA[).KB[j.KC[j1 &4& 8 A1 G KA[i|# &
Ak > dw X3-14p7F 5 142 KB[i|$2KC[il# & Wk 0 4w X3-15F7 77 o
IA1[RL1] = KA[i]

If (FA[KA[]] = "F"),{ FA[KA[i]] = "T",0 <i < 127 e (X3-14)
RL1 = RL1+1
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IA2[RL2] = KBIi]
If (FA[KBIi]] = "F"),{ FA[KB[i]] = "T"
RL2 = RL2+1
IA2[RL2] = KC[i]
If (FA[KC[il] = "F"),{ FA[KC[i]] = "T"
RL2 = RL2+1

0<i<127........ (X3-15)

5. MEBFALIN#H RER G TE > B ZIHFAIAR[] > X BB &K E AHRLR > 4o X
3-16 7

IAR[RLR] = k

If(FA[K] = "F")'{RLR —RLR+1’

0 < k < 255 oot (X3-16)

6. JSIAR[i) 5 AT % 3 2 > WA 4% B RS ZLA31] > do K3-1857 % o 4o
R RLR# 4% » AVAR[RLR-1]4 4% ZIA3[RLR-1] > 42 X3-19p7 7%

A L B N, - (X3-17)
IA3[i] = IAR[HL +i] . _ . :
{1A3[HL+L,]=IAR[i],OSLSHL—1 ........................................ (X3-18)
If(RLR is odd), {IA3[RLR — 1] = IAR[RLR — 1]} cersemsrrsrsrssr (X3-19)
7. 4k #4IAI[0) ~ IAZ[i] ~ IAS[i|44 % ZD-Box[i] » 4= X 3-2157 7
£1=0, £2=0, £3=0, M0 oottt ettt (X3-20)

If (t2 < RL2),{D-Box[m] = 1A2[t2],m =m + 1,t2 = t2 + 1} ,while (m < 255)

If (t1 < RL1),{D-Box[m] = IA1[tl],m =m+ 1,t1 =t1+ 1}
If (t3 < RLR),{D-Box[m] = IA3[t3],m=m+ 1,t3 =t3 + 1}

.................................................................................. (X3-21)
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3.2 Bk B H ik
3.2.1 Simplified-AES /e 55 7%

FFEEH 2.1 TR HHEO NI RR G ABRFEERBERBRE > LT

P2t Ri@ SR AMHBE > EVBE LR ERGNE T EGCHERTRER
EHEME o kmEEH 2.2 /44 LoRaWAN 2 2#,%0 > LoRaWAN #| B AppSKey #n
5% FE JA B ¢ B #,; NwkSKey & 4 MIC 754 MAC g o /£ = 8) 2.4 £42 B AES-128 Ao
FHRAUIRRE AWK BE R G BB ERGE SRS TH T EANEN

IR o

&
2

REE

2y TIE R DB AR B F A 0 SLIANR A~ AR~ AR F MRS > W
12% AppSKey & D-Box # k R EH—K » HABRE B EBRTREN > 47T
BAKSH IR 69 AR R RSS9 ) 46 > AR BB BT T RS o B ZR A
Simplified-AES 4o % 3% o Simplified-AES #uo 5 35 3% {% % 89 AES #a01 » e 7 RA A%k
53R > 7= 5# A SubBytes, ShiftRows, MixColumns, and AddRoundKey # B - 4
= & AppSKeySy.pew AR & 4% BN H & £ 2% E & 44 5 it £ SubBytes 7 B m A
D-BoXy pew © A48 AR 6 BIEER > PpE L% XLEMAC By & o

AppSKey % D-Box % #4257 i 3.2.2 FMHPA ©

D-Box . .

Plaintext ’ SubBytesl ‘ ‘ SubBytes l _ l SubBytes
d ShiftRows ShiftRows " ShiftRows |
AddRoundKey | MixColumns MixColumns | —> ***—> "AddRoundKey | -
AddRoundKey AddRoundKey  AddRound®ey | | Ciphertext
AppSKey,,., Round 1 Round 2 Round 5
Round Key I I I I

Generator

B >~ Simplified-AES #n % #2 5
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3.2.2 AppSKey % D-Box & #7 £ /+

# T KT F AR 242 StLoRaWAN 9 22 At > AR sb id £ o) —

18 SRR B #em

KERAH—EERE > M A xR mERRRGEEMmE 24 (AppSKey) R D-Box
BHASEE A TR AR EH—FR > RAREREF > RRMHBRGTAH R
k o #3535 % & ok # 49 AppSKeys#2D-Box % 7~ B APpSKeys 4 new A D-BoX 4 pnew ©

o PAT B IAR P 0 WIIRFE B E A # 49 AppSKey $2D-Box i £ Z AR 49 T A

Hsp K EREEARSE > LM ARFUFINE A THBE@RA - T LR
WHHAFEI2IFEFHI20FMANA o

LA 7 52 A

End-Devices Network Server Application Servers

2@0O (2. )

1. Generates R;-Box;

2. Retrieves the system time ¢ and derives &k, = EDASS(ct, D-Box,,_,;);

3. Calculates AppSKey, ... = EDASS(AppSKey,, .., ® k., ® DevEUI @ NetID, R ,;-Box);
4. Calculates D-Box .., = DBG(4ppSKey, ..., R;-Box);

5. Computes En-AppSKey,, = (AppSKey,, . ® AppSKey,, ..)+(k., ® AppSKey,, ,,);

6. Calculates En-DBox , = (D-Box,, , + k)@ (k, + AppSKey,, ..);

o-new

7. {ct, En-AppSKey, , En-DBox . } 7. {ct, En-AppSKey,,, En-DBox , }

DN AW

. Retrieves the system time cf', and checks to see whether cf'-ct< At or not?

. Acquires AppSKey, ,;; and D-Box
. Accesses k, = EDASS(ct, D-Box,, ,,);

. Calculates AppSKey,, .. = (En-AppSKey, —(k, ® AppSKey, .,))® AppSKey, ..
- Computes D-Box ., = (En-DBox, @ (k,, + AppSKey, ,.)) —k.;

. Calculates Reply,,, , = EDASS(4ppSKey, ..., ® k., D-Box

Yes, continue next step; .
. Yes, continue next step;
No, send a warning message, stop process, and restart new procedure;

from end-device’s storage; .
ol 1TOM ENE-GEVICe's storag . Acquires AppSKey,, ,, and D-Box

a-old

a-new . Computes D-Box

a-new

[

ct? a!nu)

. Retrieves the system time ¢f' , and checks to see whether c7'-ct< At or not?

No, send a warning message, stop process, and restart new procedure;
from application server’s storage;
. Accesses k, = EDASS(ct, D-Box,,_,,);

. Calculates AppSKey,, .., = (En-AppSKey, —(k,, ® AppSKey,.,,,)) ® AppSKey,
=(En-DBox, ® (k, + AppSKey,, ,..)—k.,;
. Calculates Reply,, , = EDASS(4ppSKey,, ., @k, D-Box

cr?

a H(Dl)

Lt kPl 7. tet, Reply ..}

1. Calculates Reply = EDASS(AppSKey,, .., ® k,,, D-Box,, ,..);
2. Checks to see whether Reply=Replygp. .=Reply 4p., or not;
Yes, sends an acknowledgement message;

No, restarts the key update process;

Acknowledgement

Acknowledgement

1. Replaces AppSKey,, ,, in its storage with AppSKey,, ...;
2. Replaces D-Box,, ,, in its storage with D-Box

o new
2. Replaces D'Boxa-am

1. Replaces AppSKey,, ,, in its storage with AppSKey,,.,..;

in its storage with D-Box

a new”

. +t APPSKeyéﬁ\iD BOX%%‘? /1|L%£ J .
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323 F—FE&

End-Devices Network Server Application Servers

O @6 fj =)

1. Generates R -Box:

2. Retrieves the system time ¢t and derives k,, = EDASS(ct, D-Box, ;)

3. Caleulates AppSKey, ... = EDASS(AppSKey, . @k, ® DevEUI ® NetID, R ,-Box);
4. Caleulates D-Box , . =DBG(4ppSKey, ... R,-Box);

5. Computes En-AppSKey, = (AppSKey, ... ® AppSKey, ,..)+ (k, ® AppSKey, ..):

6. Calculates En-DBox , = (D-Box, .., +k,)® (k, + AppSKey,, ., );

rrrrr

7. ict, En-AppSKey,, En-DBox,, } 7. {ct, En-AppSKe,,, En-DBox,,}

N AppSKey#2D-Box & # i 42 5 7 [ -1

EEHBEFZIM > BHEARBRRFEREY F BN G F T H S Time
key( ket ) ~ AppSKeYo_new >DBOXynew * 3 & — F do N ke Ao F  H A
En-AppSKey, » En-DBox, » & & 1% i% {ct, En-AppSKey,, En-DBox,} 4 % 35 % &
end-device, & K & A IR 55 o #ARHRIE B ) F @B Ede T ¢

1. & £ — {8 &L ¥k % R;-Box & 1% # £ i@ 3 M G; 49 % 3% & & end- device, (a
=1,2,...,m) ;

2. S 3Rsystem time (cf) it & 15 —18 1284 7T &9time key (k.;) °
k. .=EDASS(ct,D-BoxX,4.014) 5

3. 3 HAppSKeys, new=EDASS(AppSKeYyy.01a®k:®DevEUIQNetID, R;-Box) »
R ¥ DevEUI % 45 A1EEE EUI-6442 2 ¢4 3b 1 #% X, > NetID 22445 7,69 3R 3575 ;
A mEAEe ABA LT (SLSBs) ANetlD AR E 5 £ LoRat#sb it > K
R 3R 5 R oy 4 B8 TR FE BB AE &

4. A D-BoX4new=DBG(AppSKeysqy new, Ri-BoX) ;

28



5. % H# En-AppSKey, = (AppSKeysq new®AppSKeys,.oia) +
(kct®AppSKeysa-old) >

6. ’é"'-%iEn'DBOXa = (D'BOXa-new + kct)®(kct + AppSKeysa-old) )

7. %% {ct, En-AppSKey,, En-DBox, } 4 #-3% % & end-device, X K & A 75 % >
EPa=1,2,...m-o

324 # K&

End-Devices Network Server
&) g
-

7. {ct,En-AppSKey,, En-DBox , }

1. Retrieves the system time cf' , and checks to see whether cf'-ct= At or not?
Yes, continue next step;
No. send a warning message, stop process, and restart new procedure;
. Acquires AppSKeya.oM and D-BOX(HI d from end-device’s storage;
. Accesses ka =EDASS(ct, D—BOXa_old);
. Calculates AppSKey,, ... = (En-AppSKey,, —(k, ® AppSKey, ..))® AppSKey, ...:
. Computes D-Box =(En-DBox, @ (k,, + AppSKey, ,,,) —k..;

a-new

- Calculates Reply,, ~=EDASS(4ppSKey,, ... Pk, D-Box

ct? (1—116“')’

S = W N

7. {ct,Replyz, .}

Ju AppSKey$#2D-Box & #7 /7 #2 /7 7| /] -2
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frend-device, L 3] AT AIREAR > B AGHERH —ct AR F AL BHR
15 B N A EHE st b Time key(key) ~ AppSKeYy—new > DBOXy new © 235
Replypp.q L EMERL ISR B o BB B F @M T ¢

1. =3gsystem time (ct') > E#ERct' —ct <At EFAAE > L PAtdH R KfEHat
BREWIMBFHFMAALR W RLE R ELERELBRERG S
1508 AT 248 EATAL T > 1B ke M RE RS B AEAT T 69 FLAT

2. eI AL A BT IRAPPSKeyq o1 B D-BoXq g1
3. AR EHAE P Eyct HE(accesses)D-Box . o1q A ] 248k, 5

4. H AppSKeysynew = (En-AppSKey, —
(e ®ApPSKeys . oia) )DAPPSKeYSa oia 5

5. 3+ HD-Boxy pew = En-DBox, @D (k. + AppSKeys, oia) 5
6. 3 Replygp., = EDASS(AppSKeysq.new®ker, D-BoXgnew) 5

7. A%E{ct, Replypp_ o} R IRFE B ©
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2. BRARIEE @

Network Server Application Servers

& u

+

7. {ct, En-AppSKey,, En-DBox ,}

1. Retrieves the system time cf' , and checks to see whether cf'-ct= At or not?
Yes, continue next step:
No, send a warning message, stop process. and restart new procedure:
2. Acquires AppSKey,, ,,; and D-Box w-ola from application server’s storage;
3. Accesses k, = EDASS(ct, D-Box,, ,,);
4. Caleulates AppSKey, ., = (En-AppSKey,, — (k. © AppSKey, ,,,))® AppSKey, .3
5. Computes D-Box .., = (En-DBox , ® (k,, + AppSKey,, ,.)) —k,.;
6. Calculates Reply g, , = EDASS(4ppSKey, .., @ k,,, D-Box

a-new )>

7. {ct,Reply ;»_,}

+ AppSKeys2D-Box & 37 i 2 /7 7| [ -3

AR BENI) EHMEMAE > GRGHERY — < AR F AL EBHR
¥ 5B N 6B AR et b Time key(kee) ~ AppSKey,_new * DBOXy_pew ° HE3HHE
Replyap. it EM& 5 MR 75 25 o JB A IRTS B 694 T ¢

1. = ¥ksystem time (ct') > #rERct’ —ct S ALRE AL > L P Atd F KLt
BREWEHRFRHTAL LR W RAHT B R EE L RELWEBIRFE S
12 0b 7% AT 248 B HTAZ 0 B S H I RT3 B AT HT 9 AT 5

2. RNIRERE A B R AppSKeYa.o1a B D-BoXy 014 5
3. AR EHHE Fagct A (accesses)D-Box . o1q R FF ] 248k, 5

4. 3t K AppSKeysy new = (En-AppSKey, —
(ke ®AppSKeys,—o1a) ) DAPPSKeYS ota

5. 3 HD-Boxypew = En-DBox, @D (k.; + AppSKeys, oia) 5
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6. 3t HReplygp.. = EDASS(AppSKeysqnew®kcs, D-BoXq new)

7. 1%i%{ct, Reply p.o }45 & AR B o

325 F=FK&

End-Devices Network Server Application Servers

_J fj =)
| |

R e 7. fet, Reply.,)

1. Caleulates Reply = EDASS(4ppSKey,, ... © k.., D-BoX,_...);
2. Checks to see whether Reply=Replygp. ,=Reply 4p., or not;
Yes, sends an acknowledgement message:

No, restarts the key update process:

Acknowledgement

Acknowledgement

+— AppSKey$D-Box £ #7 A 42 5 7| B -4
& 3 45 4 B end-device, & J& B IRFF 23 69 = JE R & 1R > & &FH HReply >
#F 48 & Reply = Replygp.o = Replyap.o R & %5 o WFMRAF & 09 F @B ifdo T
1. §+;§_Reply = EDASS(AppSKeysy.new®@ker, D-BoXg.pew) 5

2. ¥ ZEReply = Replygp.q = Reply p.q 2 T 2B s o By Ao AR F R G 405
—1{Bend-device, R J&E R IRF 88 5 RZ > TR EHER o
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3.2.6 FWEEK

End-Devices Network Server Application Servers

o8] ﬁj =)

Acknowledgement

Acknowledgement

L. Replaces AppSKey,_,, in its storage with AppSKey., ... -
Ceel c e 1. Replaces AppSKey in its storage with AppSKey . -
2. Replaces D-Box,, ,, in its storage with D-Box .- epiaces APPOR Voo storage With APPOR Y ¢

| 2. Replaces D-Box,,_, in its storage with D-BOX(,_M‘.~

+ = AppSKey$2D-Box & # % 42/ 7 |8 -5

% LB FEE S > end-device, (K& AR E) B9EEL T
L. ;lff m%ﬁ4%ﬁ‘§% é[3AppSKeySo:-old?—g-)&‘AppSKeySa-new )

2. HENI{EEA B D-Boxy o1g F B A D-BoX 4w °
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FE AR IS

FESLZ 8 > H5 2  ATLPDEM 89 4 2t VA B o AT 4 3 & 40 15 4 & 1% % (replay
attack) ~ £ 3% 5% (eavesdropping attack ) A €.4r4483% % (known-key attack) o &
1% 3t LPDEM &) Zh 42 ©

4.1 A2 HFE
4.1.1 LPDEM &4 2 2%

FEEDASS H 3542 > ARIE 570 69 B HAE B dscAA B 48 Fa > A5 1284 7 69 S A 5 7k
l6fE @4 (16 characters ) » BA| A& & & £ % L ° # & 353 > EDASSPR-Box &
KL B G BRZ ZaMR B A dsch A > Bl e v B AR AL B £ B AR B9 B ST N
ZEDASSHE AT E W > & & &£ T2 R F f9dscsE mAE R R 49 2% X o

LR o DBGH %4 HEDASS & Z £ 8 f& 4% > & 14 = £ D-Box o & 7
EDASS 3t $ir A\ 89 2 SRk P 2 [E AR > 1813 5% B34 1% 8 D-Box £5 IR & DBG A ik e 58
8980 S o [ 3bDBGH A B 7 12 31 £ X AE 39 E D-Box 9 = &Pk o

FEAES-128 % % ¥ > D-Box A % 2568 7. % » [ st {2 SubBytes ¥ 5§ #9 ha 55 1% #24 »
BMERB2OIETR - W RBEABERAEAARE A FELHA 128 TH
AppSKey#2D-Box » AppSKey$iD-Box 8941 &7 At 4 51 2128 X 256! 4% - HAMR & %
FA AR AR BN AEMGE Zn R GBFASF) R IR HKAES - m
LPDEM 4 % F > AppSKey#2D-Box4e af Fi#2 » kR G IT7EH > in>D ko £AA
134 AppSKey #D-Box 89 AT 42 T > SR B LR IEMZ Thm &K 49 E& ©

4.1.2 Binbbbi

& 5% B S i AppSKey i > Bp A TTAEH £ e 4R SN o 8 By B A B AR A 69 18
1€ o Z£ELPDEM % %42 > J& A Jg 4930 & T 48 4 18 &k X #3437 AppSKey $2D-Box #7 AES-
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12840 % > 4o R B% EHEAT T 7T 49 AppSKey > BrAppSKeyy 14 > F13 24 #& %43 4nD-Box >
B b e 25 3R 8 A 20 o 3bSh > fED-BoX g o1q V5 A KA 89 RAE T > BB H Bk 4
ke > ADDSKeYy pnow % 8 ik 1% 8 AppSKey 4.o1a FE B 4 o BT VAT YA B 5 LPDEM % % T WA
A A B T e 2 B o

413 Fix %

FELPDEM % &t o > B ] @48k 2 4 18 48 % f 7% & 7£ AppSKey #D-Box &£ #7 42 /7
8RR R BT o FEARRBMEEE G @RS B LR BERE 0 R
PR A8 #e BB B I B R B Msh ke (BB A RS %) 0 BB IRAR B SR o R AR
BEAL > TTAEG R BLMAEF I o B — AR EREATE B AT R 46 3 84812 2 &
sk fasm (&R RAEE) o Ll > ERAR LR Gt —ct > At

ct' —ct < At R AR 3L o 55 —FEHH I A R 5% BN Bt A et — ct S At Lo B> &

1% 8938 12 42 18 AppSKeYo new Fik e st A& SR A1 & 89 K F) (35 2B AppSKey
#D-Box & H 27 F > MR IRAS 8B E) 55 Rk B #3m 3k 4k BE A & #9{ct, Replygp.q}
#2{ct, Replyp.o JE# 5% — 8 FE ZFB) o AZBRGRE Iy > BRIRFGEH
R 6y 45 3% e A e A R 28 35 12 FE SRR & > B SkLPDEM % 4 Ak 59 3640 & & B9 ©

4.1.4 #5350

FHENRRB AR ERXZRERF > AR GAER I BEREEEZETH - A
LPDEMAF % ¥ » #8458 R 7% 85 55 1% 69 AppSKey #2D-Box ¥ B ] 248 ko & AT — 18 89
AppSKey (PpAppSKeya.oa) Ho%E o Bt > ke MEFIF M AL > B EM & xftig s
& I AppSKey $#2D-Box o % > LPDEM % 4k 2 3642 sk § B4 & 09 55 B2 =% o
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4.2 FEHT

% T 2 HLPDEM# 2 #£ > &A1 #k A ARM Cortex-M4 sk 72 8 [67]$24& 2 & 45 &%
% % (content addressable memory » CAM) 4 7 45 3t hm 5 42 75> 91 & % % #2[68] - Cortex-
M4 28 B 218 ) 2CAM 3R A I0nm By X3 0 & 84 & ACAMEGHF & > 2 R BF /£
JEFL IR AR T R Z 9 AE IR ©

JE &k =% bk AES-128 52 Simplified-AES $x 3% An 55 i85 #6920 & o # Ik A 4E hn E
W B 69 B & 2h #4£ > B SubBytes ~ ShiftRows » MixColumns & AddRoundKey > R~ % & &
12 % 91/0EAF > LIBRE A% o /&% BESubBytes#2MixColumns ¥ » & &£ CAM ¥
%S-Box (D-Box) » B JuiRAABG > LA L AL MfE VB & A R £ 695 & o SLAES-
12848 & » Simplified-AES# & 752.6% (=(3602.9-1708.1)/3602.9) #)/n %5 h#€ o

& = AES-1283Simplified-AES # %4 40 5 7 4

Encrvption ste AES-128 Simplified-AES
P p Rounds Power (LW) Rounds Power (WW)
AddRoundKey 11 17.3 6 9.5
SubBytes 10 1883.0 5 941.5
ShiftRows 10 7.9 5 39
MixColumns 9 1694.7 4 753.2
Total Power 3602.9 1708.1
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K E P BT #R B — R A A o BAVE R AppSKey FrD-Box £ X AR & 247 >
Bph=1 o #3430 42 o) LSS TRAF B 312 — Rk > A RABK - A T HRE
ARG 6 SR TEM > %4 49 LoRaWANALPDEMAR 4% A # A NwkSKey #7 AES-128
IRk B EAMIOE A B IR o B H M4 R > 14845 49 LoRaWANAE bt > LPDEM
45 T26.2% (=(345.88 - 255.32)/345.88) &34t o

# = AES-12852. PDEM & 469 % B ) 4&

Traditional LoRaWAN LPDEM
Times Power (mW) Times Power (mW)
Key update 0/day 0.00 1/day 0.40
Data encryption 48/day 172.94 48/day 81.98
Message integrity 48/day 172.94 48/day 172.94
Total Power 345.88 255.32

FeLoRaWAN 7 » 1R 258 X 4% 4% 2| J& A s &8 89 A B AR g i E %k > L —
RAARR A > 7 —BRARL TEME

B #NwkSKey it R 2 kR £ —% > B LT AEKLPDEM A 4 he % J& A & £
HBAZ A 12K & TEEGTE (BIEE A7) 1524 245 4 49LoRaWANAE 7] o
FER2F > TTARE %48 AT 09 S #e 1 A F AL IR 5 o dm R kAL KA 0 R T A
i — o Bk A AR A o
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B2 —

f£ ) 2 LoRaWAN T » $2/% 45 AES-12848 bt » LPDEM & 45 #93h & % (1 — 8)% > &
T84 AL E o

Y

18 % AppSKey $2D-Box & #7142 5+ 69 ) 46 % Py » BARGR K38 5 B hn 55 AL 09 T 36
% Pgy © % L R % AABJEIE 49LPDEM » #4384 B ho B H A 49 # A 0Py > 70 <
<1l REMKIGRKEZSNRMBRAME T AL IART A/ —RAmR » RADHEGH
87 o kb o 4w K4-1 51 o

s 1
R = (1—%%100% ........................................................... (X4-1)

MmFgEN

:;':,:% K MPy K Ppy » B4 F 0 BAT AR LR > Bt 6% 5 5 RT
B R4-2 7= o

R = (1 = 8) X100 crvvvrerereeereseseesesssssssssssssssssesssessestssseessesessseseseeens (X4-2)
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FRE W BARRRE

BRI AT Y B AR 2WMER S > ZF XN RERR @ B E > R
Wb o 32E T A ABS-128 Ae 5 ik 69 LPDEM 4 4 > A AR R %4 W 8K 238
k6 BAZ o A AR B £ S-Box E & D-Box > $138 M 3 # 7 405% % B SR A IR
T % 69w % 24 (AppSKey) Fw&z & (D-Box) > AEBAH 4t % LoRaWAN @43 49
ZAHA] o 3bsh o H 10 B/EIR 4 AES-128 il A2 Y £ S ABR - B 4 e % 4R
AL EBKIGR BB LES o MBS HAEA % > LPDEM #E5 8 4 26.2% 69 S04
3K O hn FAR K TR SRR R o I sbAE /2 453 > LPDEM 2 —E A A
I F A b2 2 Tr ik o A Bh AR 3 LoRaWAN @13 3t 8 4 L oh 48 o

S o 2SR TR A B GBI A E o A A Ak MIC K75 69 MAC g #9 n %
4R (kaSKey) it K AE AR E o shoh > MIC KAE £ MR 42 i R 4L o Bt > 4F
K A 43R A A NwkSKey 69 & 37 4= MIC 4K 55 & &k 69 % 2 BAK 4 5 ik > VAR T
VL —2F 5 /b LoRaWAN w69 &3 35 1 69 Zh 48> 3t B & 2 M 4L 7T VA 3 788 AT AR Ao
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