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Abstract

With cloud computing, we can share hardware and software resources through
virtualization technology, while the users may face additional security threats when using
virtualization platforms. Co-resident attack is one security problem when an attacker exploits
the characteristics of a shared infrastructure and attacks other virtual machines co-located on
the same physical machine. In 2017, Abazari et al. proposed a multi-objective response system
to against co-resident attacks in cloud environment, considering the co-resident time of virtual
machines, and responding to the attacks with the goal of minimum cost and minimum threat.
Howeverwe found that the response time of their proposed system was actually too long for
real-time applications.

In this thesis, we proposed to use machine learning to train the intrusion response system.
We use the Ridge Regression algorithm and perform a series of experiments to prove the effect
of the proposed model. In the experiments, we also compared our model with that of the
Abazari’s. From the experimental results, we showed that our model can obtain a solution with

efficiency improvement of 2000x speedup and 87.9% of high accuracy.

Keywords: Cloud Computing, Co-resident Attack, Machine Learning, Cloud Intrusion

Response System.
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Chaperl {4

Z #5355 (cloud computing) ¥ 3R * 2 e E R K A R H R WA R

?ﬁ?,l‘l‘%l’{ﬁﬂf%?ﬂii’lfﬂ TREZHRERETwmE s B FEFRG BE KA
3 R MR H - ’il’é’**“‘mp‘l FREEAT 2P 2T o 2018 £ - MazharAli %

A 2] Bt TR Y TR R R BB RIS EARPM T 2R
A2 5 ,f I RN IR }:F;»mn?—‘k FOLBE e - BBk R o BT
(virtualization) £ #Fe 4P E £ £ 5 TR 83 7 TR * 5o boll L1 977 0 23
BT REB o 2B T 4§ A 8 (host or physical server)® i@ & 5 A 3 g ¢
% 6 ¥ 242 A (hypervisor) ¥ I P58 17 % 1B & $% 1% (virtual machine » VM) » & i & %1% &

3R FAEE TR L S(OS)fot AZ5N(APP) o 8 2 B Y 5 B

Bpgh- AP RFEF whpRB2 By 5 PRE st F 7 Lk -

%

AP H G RIS AR M L

VM: || VM || VM, VM. || VMs | VMs
' APP | ||| APP || [ APP | ' APP | ||| APP | ||| APP |
[ os J||[ os ||| os ] los J||[ os ||| os ]
#3842 & (Hypervisor ) #3125 (Hypervisor)
FH#EE A% (HostOS) EMEE RS (HostOS)

¥ # ( Host/ Physical Server ) H * # (Host/ Physical Server )

v\\}(

B L1 2mai T LR

BT ARG E 2P o B P - BRRE o AT w i £ (response to threat) » Anwar

A [3] R4p» Ew & & L (intrusion response system > IRS) 5 ag 4] #-IRS 4~ & =
1



AHp A A s R W AN A A w s TR uE kA R R
RO BEAFAAJE DY R pFRE] LREBRPRBRG S PR ETRFOY -
B BRI RABE S KRTRER T PG E v o Py BT A6
RPN ZHEEY FIL TR - B2 B RAAEHT ISP OREY R
(optimal response) o ¥ pF v & = 4 (real-time response to threat){rif # & if % K (optimal
strategy selection) ¥_p #> » & w B 4 b £ & (03 B P % o
2017 # Abazari % 4 [1] & 37 2% 57 ® 5 p £ & % sL(multi-objective
responsesystem) > i m Y L& A T R § AR Arildeen® DT AR o s IR
T HEHs ¥ 37 5T ¥ (co-resident attack)frw ¥t R EEE] 0 T3 D - BHC R E 2R
Wb G v B4 o & B3 X o c F T B B8 U K (strategy) k8 (717 I > &
B> 72 gl 7 A(cost) o # PR DA F I RE 2 T hE G R (co-
resident time)& ‘& » i = 4 (threat)fr = & (cost)iz @ B #FR P ¢ BT o & iR fz
(Pareto optimal solutions) F ¥ & & ® B4 K - B 1.2 3 taF = EBfE27 LB F
£ 4w f(total threat) 5 Fao i £ 3, = A(total cost) e FF — BfEx > AP E2 a7 s
RFAOFERT R MASE 0 D @R RS QP ORT M R IR X

)I.ln,a tF B RfRE . B B AR PP IR T g’ﬁ i had 3 B iRfE o

F, (total cost)

F, (total threat)

OIS WRNELEEE W Y Er 8
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Abazari ¥ A AT A HEBAL P REEH L ER > R TEY RS P A

PE o Zw R AR ER PP 2 - > ST FEAPF I Abazari F 4 it AL

\m&

SERBBPBOIRREY P EVYEFRFLEFTHE LR -

TP 0 BT HE Y FECE T o A PR D - B Eor B ARTHA i 4
2 £ 37 (machine learning) & & 2 w B3 K o A P70 - k79 sk kBRI ok
KR ZHEET LS 4'%3‘3?_‘?‘,; ¥R e g R (accuracy)iT O F B iR fES F P A
v EiE B om AP §RT Abazari £ A ARCF]E 2000 B erde oo

R 13 HEASAPaRET e § LA P Abazari £ 4 gk 0 TRBH
TRREAR T AT R 8 WS A2 S EHERZ HRERE DR R
EGPETM AR éi.%]%?J Abazari & A i)Y A A v REF L OfEE & F o L BT
BB T BRSSP ERENE BE TR EBER 80% TR BE Y g TR
(training data) > ¥ *t 20% {¥ Z i[5 F 4 (testing data) o 2% i* 4 ¥+ Lasso ~ Elastic Net ~ Ridge
Regression iz = fA1% BH ¥ /7 & 227§ %Pl > £ ¢ Ridge Regression & 3| eni g
B Fpt s A TF“fjf‘uiS’:?a‘% Ridge Regression ¥ 5 B & ¥ (g B2 o 5 7 AR P il
AR FER A e F > AP A UFHR A2 12 BAEFEB T A D AT QT Ko LR
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Chaper2  # F4wsdrip i~ jr

21 234

TR RERGE R 2 R WPk 2 > 2 2B PR iR (cloud services)s P oBrdyAT o 3% iE
&%#Wﬁﬁﬁﬁﬁﬁﬁ%%ﬁﬁﬁﬁﬁﬁﬁ?ﬁ’éﬁﬁﬁﬁﬁwﬂﬁﬂ?u&§
SPI = #f © %8 T PR4% (Software as a Service » SaaS) ~ T 5 R332 (Platform as a
Service » PaaS) ~ A #JF 1 7 JR7+ (Infrastructure as a Service » laaS) -

SaaS LR 7 AT FHMI AP - SEETERT AL @Y HAL K L
% e-mail ~ google ¥ 2 v » F U EEHF 2 LA FTIREIL - EIREIL ~ I ARE
TLHALE R o SaaS W RS i F A Kok R E S A 2 7 e il
X REL AT

PaaS 1 & L H#HEHMAFFFREFFT o > BEFRF AP ARF L - B
WIRIFA RN F T ok Y R FEREAEATE © RS TR B
EATHE 4 A P ek 7RI

Mﬁ{ﬁ%%*ﬁ@ﬁ?%ﬁﬁ%’gﬁ@ﬁﬂﬁﬁﬁw%¥ﬁ?ugﬁ%ﬁ§
s 1‘#“‘ F2op L T E Ao 4250 o 2 BRI & T (cloud service provider
CSP)& i m# 1t chiljire - IR PP P22 F B i > Wz * 4 7 1
BA TR R B ARBRACE - O R e P it Ao E Y A2
e LAY - KRR LF A FUBT B B R FF R A L hF R

ﬁgﬁmﬁ’ﬁ?ugTﬁﬁﬁwwﬁioi%%éﬁ%%é%#@ﬁ?ﬁ{&hﬁ

laaS 2 =43 B pRG? B 3 enf o TP B B ol RS ¢ g K

PR RNEEF R ETML - LA AR RBIFT ARG L (VAR BREFR TR
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R WA B g i) J]"*iﬁ’% SR P NE A AT EEL S FRAERLF S

& %

L PR IEHREFFE - d 25 3 AACKR O 2 F FV R - o F
@’63%3’*—?1 Wm0 R Q*fﬂ'{?"ﬁ ek - TR G Tl
TR IV L LA R - e srgﬁhfr )i :g 2 ¥ (side-channel attack
SC)> £ FFMEFAINEAF A @ > 27 HehG T 5 - BRI LSTFH Y mwip2
B enid 3k B4 E £ 504 (malware propagation * MP) 5 % = f85F 3| s # —*Ff P E E T
PaToE R TR OERE- TS 0 B R B L D SRR (denial-of-

service attack » DoS)

2.3 Rl g s F

EiefAE s 5B o RFFRETHP I FFAL S X3 e
HAEFTA T A FEER ity i 3 e B X FEF T o Bates ¥ 4 [4] #&7 co-
resident watermarking > i& & - fair £ A 4752 m?i’z #- watermark J3 » £ T g E D
ReRLn P R FEIRE AT A A BT S i * ehvirtual floppy drive iE i 0 ¥ 04GR
R PR TEFHTUPBRE IEOR I ERAFFT TN
Wy hm s [S] e

24 EREWBH

3 eRBHN DELHEW (PHCFA) 7S ERR D B AEE 0 T m R
ol U2 B4 i cna Bty L R 2 AHKE ¥ ERL B [6]-Mazhar Ali
BA[2] A5 RBPLFA BT I @R Ko Rl B R
B BRTTRA Y o IR R BT R AR R WRR LT RERR PR
HEmBEPBl [7] R HER AR T B Snmdz FRERRER 40
TR oo BR G Se VRS 2R TR m R R TR TP BRI

B LGRS 3R (8] -
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25 [FE¥FPRIZICE

BRI E AL A FR L PR ERAEL N HT FREE PP

h—
T
e
&

P F (7 et 258 03 (7 o Chiang % 4 [9] ®P 0 R VO 1 (Ff fend B
BRAL AT U EE R RS VO TR (oA BN R E) R SRR
Bo* 425 53 78 & o Varadarajan % 4 [10] 92§ 47 > o 30 kA ¥ - B G ES ST
#RBERBEFLITE PO TR EN 80% M o B P TR R E
(resoure-fecing atack) 5 765 § BRI IFf 1 0% F F L T
ZHBREY LR S 20 F R A2 ZEME 2 (elastic cloud) ¥ i ki & BT

Fl)"
E'UNF R > DoS e ¢ 1 2 HE4 [11]

H

VM1

e

VM7

VM3

VM : VMs : :-----:

07 0.2
’ 04
VMo

VMs

muw -
= * -malicious VM
Fua"

I:l - general VM

B 2.1 B T GET LB

26 miEWE TP GE

L, Yoy lg RS D E G e X ST L T 4p M (positive correlation)
[12] [13] > B EEHEB - FFFH R N ETREP 2 Fox 5l > ©% k38 2

7



BB T BB D P E % (threat level) [14] » 4oB] 2.1 #77 > B L FPHFT

“BoT X B B¢ hE gk (node) £ m#HEHS (virtual machines VM) B ¥ & #1# (VMs)
A wafEEEA & M4 EXL VM (malicious VM) > d > 247 5 B & S &7

- 4 VM (general VM) o F MR > {24 7 ; & 8Lz B aig 4 (edge) M & B Y g1

bl - 7B 2 [IS]-dM) 22 GRFFEE PFFE CEr R

(normalization) %= 0~12 B erlic® > d w;; %77 VMifo VM chk 3 PR > B 6] ki

t—LE‘] 21 4 VM2 'ff' VM3 ':’fj—?" I‘,BCEE“’;FI—‘!FWZB = 08 2 VM8 ‘f"—" VM9 ':"ﬁ—?" I’,BCE‘EFE%&W&Q - 02 °

27 wREHRZ
F AT LS EF R LR B4 2.1 ¢ 0 1 SC & on Rl i s -
MP 4 7+ &2 58 @3 - DoS 4 7 [R5 d YA FSHRA T @0 fErc#F o
NAZFHHXEZPELFEF o £ 219 50T 2 BEGaFOIHL > Bx7L 55
BHEHE  HRO6ATAEFIPHF > T HE BHLEFFoRP
1. § - AR AL %88 (VM migration) » B i 531 473 £ 550 o
2. SRR ERE S F > FHARGARBORET A LA R 3L
A% Ii?'ﬁm/&%&ﬁﬁ T"«PJ@}‘\?N LiTd et & [16] e 4ed .2 T m#gis > BF
e A~ CPU oo 8 5 3 F ey B2 54 s 5 - RAHost o o7 LB AL S
%ﬁﬁﬁiﬁmﬁiﬂﬁ%mﬂo
3. ZHEHR TP BB Y RE T E (virtual switch) e i £ 37
fe ¥ mHtERs [17]
4. Fe KT U ERUTRAA I > A & A5 iE { g ILARR chfie B 0 E M
2Ly g;k TE Ok %I{?imgz@xé? [18] »
5. FIBHRLSE VM ERE Lok R RE S kD FEL MBS
pe T PR R I [18] -

6.  BABHRLIEF @RS
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% VM B B2 SC MP DoS = #
§ by b L 0 Mg T O8R
1 M/S  EEisiEH Y Y Y i?“ f e
= A=3F
M { s AT vy NN AR
FI
B & A=
2 vy
U F* A
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S { TR ey By Y N N X Ao
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M IR
3 /S SN N Y N o
4 MS  CUFRAR NNy ChhEE
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PR E AT R
M P e n B g o
5 /S F e g B i 3 N Y Y o
6 M/S T E PR T N N N =#=%

28 BEREY

15 2 & ¥ (machine learning) > 4 1 4 & (artificial intelligence) st vk » 8 — f8:%
BACTEY 7 TRE ) G BEFV RN ZEE T LREH e B F 0
FE LA R THICTEARNEAEE B E RS SLRE RN RS
TR ANEY eE iR o KTRTORY BB B B RS BT
TIER @ 8B A] ﬁx,graa I BRI AT TR TR e Y S ﬁv@?]:'z
BREF BEMASA RN RIS EEY AT ERR AR LB F
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Bl 22 BEZY AR

RS Y A 4R 2.2 917 0 AP RF ALY Abazari £ 4 3% J oA A 2
Abazari ¥ 4 coHCA] % * Matlab 7 fgoalattain S ek 3-8 5 PR R PR
By BAAea P BPE APEF RS PRy LA

AP RS N4 A BRI HRB RS E T M AR £ ¥ 3] Abazari
A AL A BVRFTH 2 AW BE Y IFE 2> 5 > 2P ¥ Lasso ~ Elastic Net
Ridge Regression iz = f# BH ¥ /f & 2 & (7R3 > AL g 200 & F o g
B0%F 5 3 FAL  20% 5 BER TR RFA W BT Y WE A TIRAER
ded 22975 o j&E 2.2 K5t 0 B ¢ Ridge Regression (7 3| i fE B 2B 0 110 A2

i‘us%’a‘& Ridge Regression 17 5 % B & 4 ey & % o
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222 BEEYVFEZERAVR
BEFVFEE ” Lasso  Elastic Net Ridge Regression

ToRmER H 63.7% 65.6% 70.2%

2.9 Scikit-learn

Scikit-learn #§ £ SKlearn ( & Python #& * p¥ % import sklearn) » £_Python % £ £ ¥
TrERA B R R F P F S LS BE Y FE 4 P EF S i L
FHE (Pl BRI FHEE-FEATTHEE T “ﬁif%?#iﬁ:) fi% 872 2 & o Scikit-learn
TR RIFE 2 5 6 By ! Classification ~ Regression ~ Clustering ~ Model
selection ~ Preprocessing ~ Dimensionality reduction » » & %7 f§ % /i AZBIE & * F 1095 F

BB ) B R PE A £ iE B2 0 4o 23 frF [19]

classification scikit-learn
algorithm cheat-sheet

regression

“lema + dimensionality
i reduction

B 2.3 : Scikit-learn ;& & i #*3E i 4218

(' source: https://scikit-learn.org )
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2.10  Ridge Regression

% Scikit-learn ¥ > % i §F(Ridge Regression)¥ 14 i j&-4f % 3 #c(loss function) & sf2
] T 2 S #ie(linear least squares function) ¥ # L2-norm = 3% fa i 214 ek ﬁp’? B AZ [19] -
Ridge Regression + # i 5 4f i jF & % 3% 4 & 41 (Tikhonov regularization) - Ridge

Regression & 4% % % & 1 Eﬁ?(multi-variate regression) » Hdr= fAEE o
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Chaper3 &3 i

EBERP DT PR gAY pEP R E T RR R RRIT T F F TRy
PELBRBEE Mo F R Fa R AARPIF §FaFhABRY ~ 15
eiedfrcachemiss # 2 ¥ MG > - KTV FZFFF NIRRT RFREL R [20] -

4ok 2 R0t ZHE GV A 2 R g F o BN ORI grR

PRI T A PR T AEB S PR = 2 (triplet) t; = [6¢, 1P, P0%] 4wl &

IR E2 e p R I LR I

t; = [£5€, £MP, £POS]

(1)

B AR R s S PR ot E- A PE A S B PR

=4
A s, T A i R4t Abazari & 4 [1] R & & (threatlevel) 3H & 2 2B (T3
e Farty 3 N4 2 AT oo
n
=11 1]—1_[([1 1 1] —t; xwy)
j=1 ()
subj.to
\VM; e M

PAOCVMEEWELRHEPEEM A FEFEET A H VMiE S f o n i
GEBS BE w A7 VMife VM) 602 B o Xwy; &7 VMidk VM, s i
S

Foo[1 1 1] -t xwy; %3 A VM o 5 B A e R d 02
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2ABEFOFF o R [1 1 1R 223 F DIl hiE- S PHL D
Wy s BRPREEEL T o

IR 20 5B AP ERRFRBER O P I IRESN 2 - Km
Wl P 5 s ol 31977 o Bk B3 E VMyeh@d § 5 % > VMyfr VM2~ VMs » VM
FEERAE LT F7 07 VM LB m#EP > 1 6,=[111]-([111]-
t, *0.9) =t, % 0.9 « ¥ ¢hEX & E VMo cha £ % % » VMio v VM7 ~ VMs ~ VM1 ¥

£% %% VMg fr VM £ 8L B & > 710 to=[111]-

F_k

X G AL

(1 11]—tg#03)*([1 1 1]—t;,*0.5) e

VM;i[ 0.16,0.18,0.06 ] VM7[0.4,0,0.35]

e

1 VM.[08,09,03] :

VMun[0,0.54,0.42]

0.6

0.3

===y 1¥M3[0.0907])
VM,[0.72,0.81,027] | JVMs[08,0,07]1 J==m=m—m———a

- - e ol
]-0.2
-

n ..
VMs[0.0.0 ] VMs[ 0.16,0,0.14 | J | : malicious VM
|:| : general VM

VM;[ 0.64,0.72,0.24 ]

Z AR E TSR 5 % (total threat) T » %&{#‘S—“r’ﬁ o FEAS w PE RS i o

_—E;"‘S ;\.&rg};\ 3 o
n
r=> 4 3)
=1
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32 wRHERELfrIini
MP pos] ,

L <\ 7gg > X 2 T - Ly A4
FA AP REEL C=[c,0p 0] 2ATBER A ¢ =][c M

. LY AL 4 PR ' . o . Vs T
QR Z2HRXBIE > APihg =6 4o 38 4 917 o 2538 5 6RC = [rcl,rcz,---,rcq] X

VS Aw R oore REARK ¢ £F Ao

o3} [CfCC:IlVIP ClDOS
o cS€ -MP .DoS
c=|7| = e 4)

c | cse MPp bosJ

q q Cq Cq
TCq
rCy

RC=| )
rcq

FREF RN T RAITFFA T > AR DR A B oo U R K DN R
Pd % 21 53SC~MP fr DoS = BH A2 v BHRKEL Co 4rasV 60 Bh ki
CB,2)=1 F&¥ A3 URHEZ TR BRTE > CH4, 3)=1 “4LHRK 47 LR
JRARTCHE od 2 21 X AP A4 2 AP ERC 4o N 7 RC(3)=02 X 2% ¥ 3%

4L Y E K o

(6)

CoOo O R R
OROROR
oSRrRroOR
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0.5
o2
RC =104 (7)

0.3

33 TR

Abazari £ A [1] 2B EGFF I PREYR (A ¢ SR HIHEUES
ﬁﬁﬂﬁﬁ?@%ﬁ’E{FEE?@%ﬁ@%ﬁﬁﬁoﬂ&’£W¢Wﬁfﬁﬁﬁ
Abazari & A Ak A 4 > BT
1. A2 - BEWHVM = SR M 2 H
2. EEPEY 30% ch VM iFE EE VM
3. WAL EL VMR E s
4. P EEBF VM 5%

5. # * Matlab ¢ fgoalattain S #c A 2 f# §

P2 2 gt g it Matlab 2 o TALE A2 218 MEIBEP 80% TS B ERY b
PURF AL > L O-FORESE B 20% T L RIETOR c B EBE Y & * Scikit-learn 1 Ridge
regression ©

Matlab ¢ fgoalattain S B8 _* k35 5 p LGt 4L > ¢ FpMP {2l > =&
AR E Ao ;8 8 A7 o weight ~ goal ~ b frbeq A% £ © A fr Aeq £4EL o F(x) ~ ¢(X)

freeqx)Ew B Eendfc VA 2EMME S B x by frub VU e £ R o

( F(x) —weight -y < goal
cx) <0
. =0
minimize,, y such that < cez(.xi <b (8)
Aeq - x = beq
\ Ib<x<ub

#¥ OFX)EIBEFSPHRBL NI APERFRCHDFLZIRASPIR
16



P NEIE I PNy

min,, y subj.to
F(X) —Wyy < Ff 9)

F,(X) Wy < F;
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