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Abstract

In recent years, information security issues have become more and more discussed,
from the OpenSSL Heartbleed vulnerability, the hacking of the US Morgan Bank
information system, and the DDoS threats GitHub encountered. The purpose of
this paper is to provide a network log management system that allows for further
visual analysis of all types of users. The system uses ELK Stack technology, and
the data analysis part is to filter, analyze and analyze the log data according to
the analysis purpose required, and finally visually present it on the web browser.
The services of the system are mainly Elasticsearch, Logstash and Kibana, which
provide a network log management and visual analysis service. The network attack
detection part uses the deep learning model for learning and training, so that
the model can learn the characteristics of each attack by known network attack
features. The ultimate goal of this paper is to use visual analysis to present
various customized Network Log related graphics, and use the relevant resources
of the school computer center to filter out important network information, such
as source location and cyber attack related behavior. In the paper, the results of
deep learning are the classification of attack behavior using RNN model. Different
models are used for training and testing comparison, including DNN and LSTM,

to find out which model is more suitable for the experimental data in this paper.

Keywords: Network Log Data, Elasticsearch, Logstash, Kibana, Deep Learning,
RNN

ii



R

AR R R LS S FRHE A F A R R RBEG IR L KR
B R Pl BApig » HPC R Z - 8508 F 3 2T ) > X 7 40
*fi\ﬂ?ﬁmﬁ@}ﬁg F LR CENE ST BN R NI AL

Bt P P AS R o PR SR RE S EHA DA ko

44@ X gl et o

PR i B R FRCE R S g RS R L

LR SRR R By de o m%% .‘)EL"SEE, ALK A
B R TGN NE FE AR R L L 5 ]
B ZEF R PR P D o RIS B I e B 0 F15 G IR

1A RN [ REES -

BB PAA T 0§ BB A DRT 28 REH B L e
BB PSR T RAE L - Rt AR o A Ul
FALE o d R - B FTEE S g 4 SRR

Ris % EFRLAE ) BN PR IR - F A ES

iii



Table of Contents

&
Abstract

e =2

Table of Contents
List of Figures
List of Tables

1 Introduction

1.1 Motivation . . . . . . . . o
1.2 Thesis Contributions . . . . . . . . . . . .o
1.3 Thesis Organization . . . . . . ... .. ... ... ... ......

2 Background Review and Related Works

2.1 BigData. . . . . .. ..
2.2 ELK Stack . . . . . . .
2.2.1 Elasticsearch . . . . . . . . ... ...
222 Logstash. . . . .. .. ... ...
223 Kibana . . ... .
23 Python. . .. ..
2.3.1 Anaconda . . . . .. ... ...
232 Keras . . . . ..
24 Deep Learning . . . . . . ...
2.4.1 DNN . . . .
2.4.2 RNN . . .
2.4.3 LSTM . . . . . .
2.5 Grafana . . . ...
2.6 Related Works . . . . . . . . ...
3 System Design and Implementation
3.1 System Architecture . . . . .. ... ... ... ..
3.2 NetFlow Log System . . . . . .. ... ... ... . ... ......

iv

ii

iii

iv

vi

vii



TABLE OF CONTENTS v
3.2.1  Visualization Analysis of Network Usage . . . . . .. .. .. 19

3.2.2 Visualization Analysis of Attack Detection . . . . . . . . .. 19

3.3 Deep Learning models . . . . . . ... ... ... .. 20
3.3.1 Network Log Data Preprocessing . . . . .. ... ... ... 20

3.3.2  DNN model Training and Prediction . . . . . ... ... .. 20

3.3.3 RNN model Training and Prediction . . . . . ... ... .. 21

3.3.4 LSTM model Training and Prediction . . . . .. .. .. .. 22

4 Experimental Results 23
4.1 Hardware Environment . . . . . . . .. ... ... ... ... .. 24
4.2 Experimental Results . . . . . ... ... ... ... ... ..... 24
4.2.1 Visualization of the Network Log System . . . . . . . .. .. 24

4.2.2  System Monitoring . . . . ... ... L 29

4.2.3 Training Models . . . . .. .. ... ... 30

4.2.4  Model Comparison . . . . . . . . .. ... ... 32

5 Conclusions and Future Work 36
5.1 Concluding Remarks . . . . . .. ... ... ... ... ... 36
52 Future Work . . . ... . ... ... ... 36
References 38
Appendix 42
A ELK Stack Installation 42
B Install the Python environment 44
C Data preprocessing 45
D Merge CSV files 48
E DNN model 49
F RNN model 52
G LSTM model 55



List of Figures

3.1

4.1
4.2
4.3
4.4
4.5
4.6
4.7
4.8
4.9
4.10
4.11
4.12
4.13
4.14
4.15
4.16
4.17
4.18
4.19
4.20
4.21
4.22
4.23
4.24
4.25
4.26

System architecture . . . . . . . ... ... L 18
Source address and destination address . . . . . .. ... ... ... 25
Source and destination count . . . . . ... ... 25
Count of each source and destination address . . . . . . .. .. .. 26
Count of packet . . . . . . . . . . ... ... ... 26
Source address details . . . . . . . ... 26
World heat map . . . . . . .. ... L 27
Geographic location information of source address . . . . . . . . .. 27
Dormitory network usage . . . . . . . ... .. L. 27
Dormitory network sources . . . . . . . . ... ... ... ... ... 28
Cyberattack detectionl . . . . . . . . . . . ... ... ... ... .. 28
Cyberattack detection2 . . . . . . . . ... ... ... 28
Average netflow . . . . . . .. ..o 29
Packet data performance . . . . . . . .. ... .. ... 29
Netflow performance . . . . .. ... .. . ... ... ... ..... 29
Training situation of DNN model . . . . .. . ... ... ... ... 30
Neuron architecture of DNN model . . . . . . ... ... ... ... 30
Training situation of RNN model . . . . . . ... . ... ... ... 31
Neuron architecture of RNN model . . . . . .. .. ... ... ... 31
Training situation of LSTM model . . . . . .. ... .. ... ... 31
Neuron architecture of LSTM model . . . . . . .. ... ... ... 32
Training and validation loss of DNN model . . . . . . .. ... ... 32
Training and validation acc of DNN model . . . . . . . . ... ... 33
Training and validation loss of RNN model . . . . . . .. ... ... 33
Training and validation acc of RNN model . . . . . ... ... ... 34
Training and validation loss of LSTM model . . . . . . . .. .. .. 34
Training and validation loss of LSTM model . . . . . . . .. .. .. 35

vi



List of Tables

4.1 Hardware specifications
4.2 Initial model comparison
4.3 Final model comparison

vii



Chapter 1

Introduction

In the past, Furopean Union computers were invaded by botnets, which caused
about 3 billions NT dollars in losses. According to statistics from a well-known
Zi’an company, the public was more worried about cybercrime than other crimes.
Cybercrime accounted for 349%, which was obviously higher than robbery 259%
, theft 22%and violent crime 1995. All the signs showed that the development
of the Internet also accompanied the problems of cybersecurity. Consortium and

enterprise also pay more and more attention to the issue of network security.

In recent years, network attacks have become more advanced. Decentralized
Blocking Service (DDoS) attacks are the focus of attention in 2016. Mirai malicious
programs are the accomplices behind them. This malicious program converts the
victim device into a botnet capable of launching DDoS attacks, while Linux and
UNIX systems, that is to say, many Internet of Things (IoT) devices today, are
likely to be victims. However, the most notable victim is Dyn, a DNS service man-
ufacturer, whose well-known customers’websites, such as Twitter, Reddit, Spotify

and SoundCloud, are not accessible, and the economic losses are astronomical.

Therefore, in this dissertation, our goal is to implement a network log storage
and analysis system, and use Deep Laering module to train and detect network

attacks, so that managers can grasp more accurate network threat information at
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any time when analyzing network logs, and can assess the risk of logs and deal

with them early.
The main steps of this paper are as follows:

1. Build a huge log management and analysis system to store and process a
large amount of network data on the server in real time. Use Logstash to collect

and convert network log data into corresponding format fields.

2. Use Elastic search to analyze log data according to field, and then let

Kibana visualize the selected field data.

3. Collaborate with the School Computer Center to analyze more detailed
information about the campus network, such as dormitories, departments, admin-
istrative units and so on, so as to make a clearer classification of the network log

data.

4. Collect the historical network attack log data, train the Lucky Deep Learn-

ing model and learn the relevant features to detect the attack behavior.

1.1 Motivation

With the progress of science and technology, the problem of network attack is
becoming more and more diverse, and the adverse reactions caused by information
insecurity are paid more and more attention. As a result, the public pays more
attention to the security issues, especially the leaders who want to get accurate,
safe and trustworthy information so that they can plan effective countermeasures
in advance. The purpose of this system is to provide a system that can monitor
log data and analyze it, to provide continuous visual analysis, so that users can
control the situation at any time. Attack detection is to use deep learning model to
learn and train. Through continuous training, the machine can accurately identify
different types of attacks, and the predicted attack detection can be achieved.
Make analysis and comparison with the log system to ensure the credibility of the

data.
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The most vulnerable area of cyberattacks is usually the area with the most
frequent network traffic. The university is the most common place to meet this
condition, so this study aims to establish a network log management system that
can be easily used by managers. By managing the network log data through the
system, on the management interface, the required charts can be viewed according
to the requirements, and the charts are drawn and sorted by the system, and the
data sources are discussed through the teachers of the computer center. The
solution is to use the method of regularly uploading the original log data to the
database, so that the network log management system can maintain the source
of the log data, and the results and abnormalities presented by the system can
also be returned to the computer center for relevant response. The instructor also
hopes to make corresponding strategies for the abnormal behavior of the network.
Finally, this study uses Deep Learning to classify the abnormal behavior of the

network to check with the log system to make the data more accurate.

1.2 Thesis Contributions

In this paper, a network log management and analysis system using ELK Stack
is built. The system can store and analyze data, and display the results of visual
analysis on Dashboard. In addition, the part of attack detection uses deep learning
to build and train a model. After importing historical attack data, the model can
learn and train. Finally, after the model reaches a certain degree of accuracy, the
attack data can be classified as an attack type. Here are the contributions to this

article:

1. Use ELK Stack to build a network log data management system, which can
analyze and process network log data, present it to users in a more understandable
visualization, and then filter out and visualize network attacks. This means that
managers can use the system to observe and monitor cyber attacks to handle cyber

attacks.
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2. The Deep Learning model is used to train and classify attack events. The
model can effectively help managers detect suspicious network resources or ab-
normal behavior in log data, and evaluate and track results based on the results

provided to maintain good network security quality.

1.3 Thesis Organization

The structure of this paper is as follows. Chapter 2 mainly introduces the re-
search background and related work. Chapter 3 will analyze how to make various
visual analysis of network log data in ELK Stack log management system, as well
as how to use Deep Learning to build models to learn to identify attacks in log
data. Chapter 4 then details the implementation steps and discusses the evalua-
tion. Finally, in Chapter 5, the conclusions and future prospects of this paper are

presented.



Chapter 2

Background Review and Related
Works

In the second chapter, this study provides three key points used in this paper: big
data, ELK Stack system and Deep Learning. More details will be shown in the

next introduction.

2.1 Big Data

Big Data means that the scale of data is so huge that it can not be stored, cal-
culated and analyzed in a certain period of time through traditional methods.
According to Matt Aslett, a scientist, he defines Big Data as ”"data that was previ-
ously ignored because of technological limitations” and discusses data that could
not be stored and analyzed before. The data volume of various industries in the
world is growing at an alarming rate. It is estimated that the data volume will
grow 10 times from 2013 to 2020, and the total amount of data will increase from
4.4 7B to 44 7ZB. Google handles more than 24 gigabytes of data a day, which
means it handles thousands of times as much data as all paper publications in the

National Library of America. Facebook handles more than 50 billion uploaded
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photos every day, and people click on the site and leave messages about billions

of times every day.

The characteristics of Big Data:

o Volume data: Whether it’s science, medicine, the Internet of Things, com-
munity interaction, communication, etc., a lot of data are being generated

all the time.

o Variety data diversity: From the text, location, voice, image, picture, com-
munication and other structured and unstructured all-encompassing infor-

mation, they can interact with each other.

» Velocity data instantaneity: Big data also emphasizes the timeliness of data.
With a large amount of data feedback generated every second, the data of

the past three or four years has been useless.

o Veracity of data: Discuss whether there is any falsification in data collection,
whether it can be recorded accurately, whether the data has abnormal values,

and how to deal with abnormal situations.

2.2 ELK Stack

ELK Stack is the abbreviation of three open source software, namely, Elastic
search, Logstash and Kibana. They are all open source software. In the process
of log data processing, log analysis is usually needed, which means that you can
search the log file directly to get the information you want. However, in large scale
log system, this method is very inefficient. It needs centralized log management
to collect and aggregate the logs. The common solution is to set up a centralized

log collection system to collect, manage and access logs on all nodes.

Generally, large scale system is a distributed deployment architecture. Differ-
ent service modules are deployed on different servers. When problems arise, most

situations need to locate specific service areas according to the key information
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in the problem, and construct a centralized log system, which can improve the

efficiency of positioning problems.

ELK provides a whole set of solutions, and all of them are open source software,
which can be used in conjunction with each other perfectly and efficiently to meet

the needs of many occasions. It is a mainstream log system at present.

The following are the characteristics of ELK Stack:

Collection of log data from multiple sources

Steady transmission of log data to central system

Store log data

Support Customization Analysis

2.2.1 Elasticsearch

Elasticsearch is a free data analysis and search system. It is an open source suite
based on Lucene. It supports real-time search and analysis functions. It can be

used for reading and writing data, feature filtering and data.

Elasticsearch has the characteristics of real-time search, stability, reliability,

fast and easy to install and use.

Elasticsearch’s search speed is very fast because it uses inverted index tech-
nology to find eligible document lists based on given values and field immediately.
Elasticsearch has become one of the main choices of Machine Learning analysis or
instant log data processing in recent years due to its high scalability , availability

and excellent data analysis efficiency.

2.2.2 Logstash

Logstash is a free open source data system that receives, converts and outputs

data from various sources. It supports more than 50 different types of input and
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output so that users can process various logs or data and define the required
data fields according to different sources. Logstash is different from traditional
log collection methods mainly in the way of collecting logs. Traditional versions
must be written to files through the pipeline provided by internal programs. This
method is feasible in a small number of servers, but checking log data in multi-
servers can be very cumbersome. Logstash solves this problem. Its structured log
greatly improves the convenience of checking log data. More importantly, there are
many additional programs that can be output to various data sources for analysis

and visual processing.

2.2.3 Kibana

Kibana is an Elasticsearch accessibility tool based on browser pages using the
Apache open source protocol. Kibana is an application that uses dashboards as a
foundation. Logically, Kibana is very simple, and most processors are at the panel
level. Each panel is independent and completes separate data processing and
visualization analysis. In addition, Kibana also offers a variety of input features,
such as access logs - [YYYY. MM. DD], System Log - [YYYY. MM. DD] so that

data from different indexes can be seen on the same panel.

Kibana can display various logs through visual analysis and then build various
dashboards through the Elasticsearch search database. Kibana makes it easy to
understand large amounts of data through a variety of visual effects and is easy to
learn. The web browser-based interface enables beginners to quickly learn to create
and share dynamic dashboards and directly display changes to flexible queries. For

the filter, the new version of Kibana replaces the facet filter with the filter agg.

2.3 Python

Python and R are the two most important programming languages in the field of

Deep Learning and Machine Learning. Python is simple and easy to learn, has a
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wide range of applications and a smooth learning curve. It is suitable for use as
an entry-level programming language. Data analysis can be done through pandas,
Numpy, sckikit-learning, Matplotlib and statsmodels. As R is a programming
language developed by statisticians, it is good at statistical analysis and chart
drawing. Python itself is a general language. Besides deep learning, Python can
also be widely used in network development, website construction, game develop-
ment, web crawler and other fields. When you need to integrate system products
and services, you don’t need to worry about the processing of different languages
anymore. More importantly, Python can also be used as glue language which is
very easy and has better performance. In short, Python is a simple, easy-to-learn
but powerful programming language worth investing in, and this paper is also a

study of Python on Deep Learning.

2.3.1 Anaconda

Anaconda is like a simple use package for Python, in addition to Python itself
contains a suite of data analysis, machine learning, deep learning, visualization
and computing that Python commonly uses. Anaconda is an open source and free
software, but additional acceleration and optimization features are chargeable.
Only academic use can apply for a free trial period. In addition, the supported
platforms are Linux, Windows and Mac, which are almost large. A system that
is often used by some people, and a very convenient feature, is that the Python
version can be switched freely, and there is also a jupyter notebook environment

in which the overall convenience is improved.

Important suites of Python:

« Matplotlib: basic visual tools, such as long bars, line charts and so on.
e Seaborn: Another visual tool, some users prefer their visual presentation.

o Numpy: Python is a must-have for multidimensional array (matrix) opera-

tions, with faster computing speeds than built-in features.
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o Pandas: Pandas makes it easy for Python to do almost all of Excel’s func-

tions, such as field summing, filtering, analysis tables.
o SciKit-Learn: The Python machine learning model is basically in this suite.

o Jupyter notebook: A lightweight web-base tool for writing Python, which
is very popular in the field of data analysis. Although the function is not
as powerful as Pycharm and Spyder, it is very convenient to use Jupyter in

addition to the case of using a large number of lines of code.

2.3.2 Keras

Keras is an open source code, Python-based Deep Learning library, developed
mainly by Francois Chollet and other members of the open source community,
authorized by MIT open source code. The main reason why Keras can operate
quickly and conveniently is that it has sorted out the input layer, hidden layer and
output layer of the training model, which can be used. Users only need to add and
fill in the correct parameters, such as the number of neurons, activation function

and so on.

The characteristics of Keras deep learning:

e The training model can be built up more quickly by building part of the

neural network hierarchy:.

« Through the back-end system (Theano, Tensorflow), it can run on CPU and
GPU.

» Keras code is concise, easy to maintain and extensible.

2.4 Deep Learning

Deep Learning [1] [2] is a kind of "artificial neural network” which imitates the

human neural network and makes such a network deeper. Neural network is an
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algorithm in the field of machine learning. Machine Learning is the most important

technology to realize artificial intelligence.

In 2012, the winning team of ILSVRC, an International Conference on image
recognition race, applied deep neuron-like network to make it far ahead of other
teams in accuracy, thus making deep neuron-like network become the focus of
attention, that is, Deep Learning. In addition, the application of Deep Learning
is not only image, but also in various fields, including image generation, natural
language generation, automatic translation, robot control and so on. In June 2016,
AlphaGo, an artificial intelligence using Deep Learning, defeated the world’s top
chess players. In every field with human intelligence, it seems that there is a

certain feasibility of Deep Learning [3] [4].

Machine Learning is divided into four branches: supervised learning, semi-
supervised learning, unsupervised learning and reinforcement learning. Super-
vised learning is the most common type of machine learning. Supervised learning
algorithm is based on a set of samples for prediction. For example, it can use
historical prices to estimate future prices. The challenge of supervised learning
is that the process of tagging data can be expensive and time-consuming. If the
labels are limited, this study can use unlabeled samples to enhance supervised
learning. In semi-supervised learning, this research uses both unlabeled data and
a small amount of labeled data to improve learning accuracy. When unsupervised
learning is performed, the machine obtains completely unlabeled data. Reinforce-
ment learning is to let the model execute directly, and then feedback the results

back for training.

2.4.1 DNN

Artificial intelligence is no longer a new topic, and even Deep Neural Networks
(DNN) is also a "old age” technology. In the past, DNN was limited by tech-
nological development. Although there were occasional signs of revival, it never

lasted for too long. Since 2005, Al has received attention, but there has been no
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good improvement. It has been a sudden rise in 2012, and it has been the focus of
research in the past two years. According to IEK estimates, the global automotive
electronics output will reach $ 450 billion in 2023, which is 1.67 times higher than
in 2015.

DNN (Deep Neural Networks) is a branch of Machine Learning. It mainly
uses supervised or unsupervised learning as a way to train machines to improve
the efficiency and accuracy of machine training. The difference between DNN
and RNN and CNN is that DNN refers to the fully connected neuron structure,
and does not contain convolution units or temporal associations. DNN will also
have some problems in use. For example, the upper and lower neurons of a fully-
connected DNN can form a connection with each other, which is easy to cause

overfitting to lead to regional optimality.

2.4.2 RNN

Recursive Neural Network (RNN) [5] [6] [7] has a feature that the output of each
layer in a multi-layer neural network is directly appended to the self-loop of the
input. By this architecture, the input before the input of the layer can be mem-
orized. When the input data is a continuous sequence, the input memory before

the input can be incorporated into the thinking mode of the next input.

That is to say, the current output is affected not only by the input of the
previous layer, but also by the output of the same layer (i.e. the previous one),

similar to the statistical Time Series.

In addition, RNN can have many changes and applications:

e One to one: Input and output of fixed length, which is the general Neural

Network model.

e One to many: Single input, multiple output, such as image captioning, input
an image, want to detect multiple objects in the image, and give titles one

by one, which is called ”"Sequence output”.
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o Many to one: Multiple inputs and single outputs, such as Sentiment Analy-
sis, input a large paragraph to determine whether the sentence is a positive

or negative emotional expression, which is called ”Sequence input”.

e Many to many: Multiple inputs and outputs, such as machine translation,
input an English sentence and translate it into Chinese, which is called

"Sequence input and sequence output”.

o Another kind of many-to-many: Synchronize’s multiple inputs and outputs,
such as Video Classification, input a movie, hoping to produce a title for

each frame, which is called Synchronize input sequence and output.

2.4.3 LSTM

LSTM (Long Short-term Memory, LSTM) [8] [9] is a modified RNN, mainly to
solve the problem of gradient disappearance and gradient explosion in the process
of constant time series. In simple terms, LSTM can perform better in long-term
sequence training than a normal RNN because LSTM solves the above-mentioned

RNN [10] problem by adopting an improved memory management architecture.

. Forgetting the stage: The forgetting stage is mainly to selectively forget
the input value of a node on the team, that is, forgetting the bad value, the

choice is better.

o Selecting the memory stage: Selecting the memory stage mainly involves
selective memory of the input values, more memory with higher importance,

and less memory with lower importance.

e Output phase: The output phase will determine the output value of the

current state.



Chapter 2 Background Review and Related Works 14

2.5 Grafana

Grafana is an open source visualization tool that can be used on a variety of dif-
ferent materials, but Graphite and Elasticsearch are the most commonly used.
Fundamentally, it’s an upgraded version of Graphite-web that includes more con-
venient dashboard features, editing options for more options, and no additional
monitoring due to different data sources. software. Users can create a variety
of charts through Grafana. Compared to other monitoring software, Grafana has
easier to configure configuration settings. These features can greatly reduce the

burden on users.

2.6 Related Works

Raghav Rastogi et al. [11] used ELK Stack to build a log management system to
filter network failures, information security and error messages. The log system of
this article has a reference to his implementation. Pingkan P. I. Langi et al. [12]
used an API from Twitter to get the data and uses two methods to enter data
into Elasticsearch. The first way is through Twitter River, and the second way is
through Logstash, which compares the evaluation of Twitter River and Logstash
performance. This article refers to his experimental results and the method of

entering data fields.

Gianluigi Ciocca et al. introduced a bigdata log analysis method based on
recurrent neural network to predict the most likely future events. Converts the
log (unstructured text data) of each component of bigdata to structured data.
This article refers to the method of conversion of the data. Carela-Espafiol et
al. [13] studied the traffic classification problem of NetFlow data and uses the ML
model for training. This article has reference to its method of traffic classification
and filtering characteristics. Magdi S. et al. [MAHMOUD2019101 used the RNN
model to train and use it for attack detection. This paper refers to the structure

and training methods of its training model.
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In recent year, the issue of information security [13] [14] has been highly con-
cerned. From loopholes on OpenSSL, Heartbleed, cyberattack on JP Morgan
Chase, GitHub threatened by Distributed Denial of Service attack, DDoS. Vari-
ous cyber-attacks [15] [16] show the importance of storage safety, and this issue
should not be overlooked nowadays. In 2018 World Economy Review, the cyber-
attack has been ranked in second place. In normal circumstance, the network log
data [17] is used whenever the internet is used. Network log data [18] is essential
to web administrator, which provides data like system error, cyberattack warning,
mobile data gigabytes, message sending status etc. The purpose of this thesis is to
provide a network log data management system, which can do visualization anal-
yse for each type of users. The system uses ELK Stack technology, accordingly
filter, screen and analyse network log data base on different purpose. And finally

apply visualization [19] [20] effects on web browser.

System service is mainly composed by Elasticsearch, Logstash and Kibana
[21].The services of the system are mainly composed by Elasticsearch [22], Logstash
and Kibana, which provide a network log management and visual analysis service
by combining distributed search and analysis services, data collection, filtering
processing and data analysis visualization.The network attack detection [23] [24]
[25] part uses the deep learning model for learning and training, so that the model
can learn the characteristics of each attack by known network attack features [26],
and then cross-match the analysis information on the log system to Achieve the

effect of verification.

There is also a related study that uses the LSTM model to predict the impact
of weather variables on the weather. The prediction model proposed in the paper
is an extension of the LSTM model. By adding the intermediate variable signal to
the LSTM storage area, it is easier for the model to learn and identify the patterns
in the training data set. The architecture also explores various architectures, in-
cluding single-layer LSTM and multi-layer LSTM. The data set is weather variable
data collected by Weather Underground at the airport in Indonesia. At this time,
the better model was built in the multi-layer LSTM model, and the experimental

results obtained a verification accuracy of 0.8. This study allowed me to recognize
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the different types of LSTM operations, allowing my experiment to have other
attempts.



Chapter 3

System Design and

Implementation

This chapter will introduce how to use ELK Stack to visualize the analysis of
network log data and implementation, as well as show the deep learning detection
model. The network log collected in this paper is a machine from the computer
center in the school. Every day, there are more than 8 million pieces of data.
According to the amount of data during the school period, the single piece of data
is about 2 to 3 G. At present, it has accumulated to 6 TB, and will upgrade the

relevant equipment level according to the hardware situation in the future.

3.1 System Architecture

In this article, the study will first introduce how to deploy the entire ELK Stack
system, then use the log data of the computer center to import and write the
configuration file so that it can read the corresponding log data field for the system
to visually analyze. And the paper discusses how to use ELK Stack to build a
network log system to make a variety of visual analysis of the campus, and use
deep learning model to detect attacks, to assist the reliability of the network log

system in information security. The basic environment of the network log system

17
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is to build a set of ELK Stack system on the server first, and add related kits to
assist, combined with the network resources of the campus computer center, and
finally present a variety of visual analysis to provide managers and visitors with a

clearer understanding of the campus network information.

The other part is to install Anaconda3 on Windows 10 and use Juypter Note-
book as the development environment of Python, then preprocess the log data,
then import the deep learning model to train and learn, and detect the attack
behavior of other network log data.This section will use different types of deep
learning to make comparisons, and refer to the classification accuracy of the ex-

perimental data to select a better model.

Finally, the Grafana monitors the performance of Elasticsearch. After the
log system is deployed, as the data volume accumulates, the system performance
needs to be mastered at any time. Grafana can instantly monitor the data traffic

and current performance usage on the system.

School Computer Center

‘ — Visitor Manager

Network Log Datal Management
Visitor Web(IP) Interface
(IP:5601)

Prediction Model

HTML(ph
Prediction (RNN) \ (php) gration
| ] Comparison 3
Deta Python L P .
(Numpy, Pandas) Kibana
. g\m halization
Jupyter Notebook Elasticsearch RTarTor Grafana
UStoi'age
Anaconda3 Logstash Linux
Windows 10 Linux

FI1GURE 3.1: System architecture
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3.2 NetFlow Log System

First, this paper use a shell script to download files from the server, which collects
NetFlow log data to the local computer. Then,the paper use ELK Stack for
preliminary analysis, Logstash will continue to collect and filter log data, and do
format processing. Elastic search stores data passed in by Logstash. Finally, this

paper will use Kibana to visualize the log data on the website.

3.2.1 Visualization Analysis of Network Usage

Network log data are constantly updated. If managers want to get the simplest
and most understandable information as quickly as possible, the focus is on the
application of visual analysis. In the campus, each building has its own network
domain, in order to facilitate the management of the network usage of each build-
ing, it is necessary to filter out the network domain of each building separately.
This paper uses the most commonly used flow analysis to visualize the flow of each
building. There are two important elements in the network flow, that is, source
and destination. The analysis of IP usage profiles between source and destination
presents the relationship charts of IP, port and proto, which makes it easier for
administrators to view their relevant information. Geographical location informa-
tion can also make visual heat maps that can view the frequency of network usage

from around the world and locally at once.

3.2.2 Visualization Analysis of Attack Detection

Part of the cyberattack behavior is to use the different characteristics of each
attack behavior, and use the filtering method to extract the abnormal data for
visual analysis. Features like CodeRed and Worm are relatively fixed values and
can be easily analyzed. The characteristics of DDOS are relatively unfixed, so a

feature range is set for analysis processing.
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3.3 Deep Learning models

In this chapter, the paper will discuss how to use Deep Learning model training
and demonstrate the accuracy of cyber attack classification for web log data. This
paper experiments and tests the cyberattack behavior of the school with a large
amount of data. Because the network log data lacks network attack data, the data
source uses the CodeRed, Nimda and Worm attacks with more data to perform

the training test.

In the experiment, Keras was used to perform the experiment and test of
the model. The Python version used version 3.6, then used Anaconda3’s jupyter
notebook suite to write Python, and finally compared the accuracy of different

models’ attack behavior classification.

3.3.1 Network Log Data Preprocessing

As follow Algorithm1, the log data is preprocessed to convert the data into a format
that the deep learning model can learn. Then extract the data with network attack
behavior, and then classify according to its behavior characteristics, and prepare

enough data to make the training and classification accuracy more reliable.

In the case of multiple classifications, in order to make training more effective,
try to make the number of different network attacks more average. Our training
set is collected from log data at different times, so the model does not learn the
same data at the same time. The exact green color of the completed model will

be shown in the following sections.

3.3.2 DNN model Training and Prediction

The part of the DNN model is to use the supervised learning method to train.
When the preset parameters have not been adjusted at the beginning, it is easy

to encounter the overfitting situation, and the result of the test set is not as
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Algorithm 1 Data Preprocessing

Input: Network Log Source , NF Dump.txt;
Output: Training, Test Dataset of models;

1: Read file with Python; Dataset = NF Dump.txt

2: Remove spaces and unnecessary data;

3: Mark three types of attack data;

4: if This is the data with the attack data, Mark as 1, 2 and 3 according to
different attack types then Delete unmarked data

5. else(There are no attack data in Dataset)

6: Delete Dataset

7: end if

8: Save file with Python

expected. Then, by adjusting the learning rate, neurons and optimizer, it can
slowly improve the situation, and the number of training sets can be improved.

Finally, the accuracy of the verification set can reach an accuracy of 99.98

In the aspect of the test set, four sets of test data were extracted from different
dates and times, and the accuracy rates were 98.889%, 99.9794, 99.47% and 99.919%
, respectively, and the average effect could reach 99%or more, representing that

the model has Quite high accuracy.

3.3.3 RNN model Training and Prediction

The part of RNN model is also trained by supervised learning. In order to compare
the differences of different neural network models, the training set also uses the
same training set as other models. In the process of training, the model of RNN is
obviously better than DNN. It is easier to achieve high accuracy. The optimizer is
also used in the same way as DNN. There is almost no overfitting in the training
process. The test set is also using the same four sets of data as DNN, which are
from different dates. Time, in order to understand the difference in accuracy more
clearly. In the aspect of the test set, four sets of test data were extracted from
different dates and times, and the accuracy rates were 100%, 99.98%, 1009%and

99.989¢, respectively, and the average effect could be close to 1009.
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3.3.4 LSTM model Training and Prediction

In the part of the LSTM model, training is also carried out using supervised
learning. The training effect is very close to the RNN model. It may be that the
long-term sequence is not obvious to the training set, and the RNN test result is
close to 1009¢, making it difficult to distinguish the RNN. The difference between
the model and the LSTM model, the accuracy of the verification set is very close

to the RNN model.

Finally, the test set is also based on the same four sets of data as the other
models, the test results are 1009, 99.98%, 100%and 99.989¢, respectively, the
same as the RNN model.



Chapter 4

Experimental Results

In this chapter, the study will describe which parts of the log data are analyzed in
the web log management system. First, the system operation process is explained.
The study uses the Nfdump of the computer center as the data source of the
log data, and use the data periodically uploaded to the database to complete
the original log data of our network log system. The original log data will be
advanced to Logstash. The read and format fields are processed, and then sent
to Elasticsearch for storage and waiting for Kibana to send data request signals.
After receiving the signal, the corresponding log data is sent to Kibana, and finally

to Kibana. The above is a scientific analysis.

The system monitoring part uses another machine to set up the Grafana mon-
itoring system on the machine. It is responsible for linking to Elasticsearch on the
log system. Elasticsearch will return the system information in time, including
data traffic and system usage. These information can be used by users. In order

to get a quick grasp of system usage.

Finally, the model comparison part. After training and testing of the three
models, RNN and LSTM are more suitable training models. In terms of classifi-
cation, all three models can achieve high accuracy, but comprehensively evaluate

training time and execution time. And other conditions, the model of the RNN

23
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type is considered to be the optimal model for the current data type, and the

detailed results of the comparison will be presented below.

4.1 Hardware Environment

This section describes our hardware experimental environment. This paper uses
two hosts, one is Linux, as the basic environment of ELK Stack. The other one
uses Windows 10 as the operating system and installs Anaconda 3 and Python

environment as the model training environment. Hardware devices are shown in

Table 4.1.

TABLE 4.1: Hardware specifications

[tem Disk | Core Ram | OS
Nefork Riguaustcgy e i?-tgéé%%((}%rlggg)&ooe}lz 125G | 19010
Deep Learning 1TB f?fg;%%)ggﬁ(él\g) A0GH 16G | Windows 10
Grafana 1TB f;tg;%%)ggﬁ(él\g) A0GHy 16G | Windows 10

4.2 Experimental Results

4.2.1 Visualization of the Network Log System

Visual analysis of log data is based on different types of needs to make correspond-
ing chart presentations, such as student dormitory, is the most frequent area of
traffic anomalies, and there are many reasons for abnormal traffic, computer poi-
soning, hacker intrusion and the use of plug-in software can lead to abnormal

traffic, which can be clearly found through the log data.

In the following results, the meanings and causes of various visualizations will

be explained, and detailed explanations and operations will be made separately.
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Figure 4.1 tells us an overview of the source and destination IP. The larger
the font, the higher the number of connections in the total proportion.This part

is visualized using source address and destination address.

reelp Destination IP

64.233.189.188
10.21.2.17 172.217.160.99 10.67.1.19

- 10.19.1.40 1023253 10.69.4.90
10,21.4.3010.60.2.9
0

10.67.1.19 10.21.217
10.21 43’01 0.60.2.9 10.30.3.31
2219 10.69.4.20 10.30.3.31 3113871 10.3

Z.6 140.128.99.2
1072282 19932.53 10.20.2.82 8.177.97.18
140.128.99.2 10.20.2.82

FIGURE 4.1: Source address and destination address

4.2 shows the number of connections between the source address and the des-
tination address, so that the administrator can clearly see that the previous high
number of connections is those IP, when abnormal circumstances occur, you can

also refer to this figure as a basis.

FIGURE 4.2: Source and destination count

Figure 4.3 is the information that summarizes the other two pictures, showing
a visual analysis of proportional and counting, and a clearer understanding of

various details.
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Netflow Source Netflow Source Count Netflow Destination Netflow Destination Count

RU - \\\\\\‘“\
g \’ .| 284571349 £ .| 284,571,349
-’ -

FIGURE 4.3: Count of each source and destination address

Figure 4.4 extracts the number of Packets independently, and some attacks are
related to this factor, so the graph is deliberately made for independent display.

Packets g&(Input)

FasTa

F1GURE 4.4: Count of packet

Figure 4.5 shows the detailed IP usage. The source IP, Port, and network
protocols used are all presented. In particular, the IP with the most usage ratio
can be used to control the network usage.

Netflow IP.ver IP.pro Source IP stuation

FIGURE 4.5: Source address details

Figure 4.6 shows the use of connections around the world, especially in ther-

mal mode. Figure 4.7 shows the source IP from the world’s respective detailed
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geographic information, from country to city with clear information available for

management review.

uuuuu

|||||

FIGURE 4.6: World heat map
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FIGURE 4.7: Geographic location information of source address

Dormitory network is usually the place where every school is most vulnerable

Each building will be allocated to a separate domain

to various emergencies.
Managers must first extract and filter the domain separately. After all dormitory

domains are filtered out, a complete scale map will be presented, as shown in Fig

4.8.
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& 4 ‘
? e '
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FIGURE 4.8: Dormitory network usage
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In order to facilitate the search, the student network is divided into several
regions, which can quickly inspect the use of the network. As shown in Figure 4.9,
the use of each student partition is at a glance. This is the most convenient part

of visual analysis. It can customize its own charts according to users’ needs.

FI1GURE 4.9: Dormitory network sources

Figures 4.10 and 4.11 are related features of using network attack behavior,
classifying the suspicious source of each network attack, and managing the time
of the network traffic to select the time of the attack behavior to be queried. The

source of cyber attacks can be more quickly integrated.

FI1GURE 4.10: Cyberattack detectionl
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FIGURE 4.11: Cyberattack detection2
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4.2.2 System Monitoring

System monitoring is the use of Grafana to link Elasticsearch in the log system,
so that the system can immediately transmit system information to Grafana for
analysis and processing. As shown in Figure 4.12, Figure 4.13 and Figure 4.14, the
system’s traffic and packet data can be displayed instantly, which makes it easier

for the monitor to grasp the system usage.

Average NetFlow

07:30 08:00 3 9.0 10:00 10:30 11:00 11:30 L 13:00

Average ibyt Mi ST wg: 4.617 “urrent: 5.247 K Total: 4. 986786 Mil

FIGURE 4.12: Average netflow

Packet Data Performance

07:30 08:00 08:30 09:00 09:30 10:00 10:30 11:00 11:30 30 13:00

Average ipkt Min: 41 Max: 157 Avg: 71 Current: 103 Total: 51.1617 K

FiGURE 4.13: Packet data performance

NetFlow Performance
100K

0

07:30 09:30 10:00 10:30 11:00 11:30 12:00 13:00

Count Min: 0

FIGURE 4.14: Netflow performance
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4.2.3 Training Models

This section will show the models used for training and testing in this article,

and the training of the models, which will be described separately in the following

charts.

As shown in Figure 4.15, this is the training
Train on 76374 samples, validate on 37618 samples
Epoch 1/49
76374/76374 [ ] - 25 20us/step - loss: 8.7148 -
Epoch 2/48
76374/76374 [ ] - 1s 1lsus/step - loss: 8.1527 -
Epoch 3/48
76374/76374 [ 1 - 1s 15us/step - loss: 8.2699 -
Epoch 4/49
76374/76374 [ 1 - 1s 15us/step - loss: 8.8467 -
Epoch 5/4@
76374/76374 [ ] - 1s 1Sus/step - loss: 6.8339 -
Epoch 6/49
76374/76374 [ 1 - 1s 15us/step - loss: 8.8283 -
Epoch 7/49
76374/76374 [ ] - 1s 1Sus/step - loss: 8.9189 -
Epoch 8/48
76374/76374 [ ] - 1s 1lsus/step - loss: 8.9149 -
Epoch 9/48
76374/76374 [ 1 - 1s 15us/step - loss: 8.9137 -

situation of the dnn model.

acc:

acc:

acc:

acc:

acc:

acc:

acc:

acc:

acc:

2.9528 - val_loss:
2.9891 - val_loss:
©.995@ - val_loss:
©8.9963 - val_loss:
8.9965 - val_loss:
©8.9971 - val_loss:
2.9974 - val_loss:
28.9977 - val_loss:
©.9979 - val_loss:

FIGURE 4.15: Training situation of DNN model

As shown in Figure 4.16, this is the neural layer hierarchy of the

model of the DNN.

@.1583 - val_acc: @.9874
@.8486 - val_scc: @.9967
@.8407 - val_acc: @.3975
@.8383 - val_acc: @.3975
@.0124 - val_acc: @.3976
@.0878 - val_acc: 0.%981
@.8973 - val_scc: @.2981
@.0958 - val_scc: @.9988
@.8962 - val_scc: @.9988
model and

Layer (type) Output Shape Param #
dense_1 (Dense)  (None, 64) 12
dropout_1 {Dropout) (Mone, &4) e
dense_2 (Dense) (Mone, 128) 8324
dropout_2 {Dropout) (Mone, 128) e
dense_3 (Dense) (Mone, 25&) 3324
dropout_3 {Dropout) (Mone, 25&) e
dense_4 (Dense) (Mone, 128) 32896
dropout_4 (Dropout) (Mone, 128) e
dense_5 (Dense) (Mone, 3} 387

Total params: 75,139
Trainable params: 75,139
Men-trainable params: @

FIGURE 4.16: Neuron architecture of DNN model
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As shown in Figure 4.17, this is the

Train on 76374 samples, validate on 37518 samples

Epoch 1/4@
76374/76374
Epoch 2/4a
76374/76374
Epoch 3/4@
76374/76374
9997

Epoch 4/4@
76374/76374
c: @.9933
Epoch 5/4@
76374/76374
c: 8.9933
Epoch 6/4@
76374/76374
c: 8.9933
Epoch 7/4@
76374/76374

e 1 aamn

[ 1-
[ 1-
[ 1-
[ 1
[ 1
[ 1
[ 1

1s

1

1s

18us/step -
leus/step -

10us/step -

s 18us/step -

s 1lus/step -

s 1lus/step -

s 1lus/step -

training situation of the dnn model.

loss:
loss:

loss:

loss:

loss:

loss:

@.1223 - acc: @.9592 - val_loss: @.0@46 - val_acc: @.9983
©.8026 - acc: ©.9991 - val_loss: ©.0020 - val_acc: @.%983

@.8@11 - acc: @.9995 - wal loss: 7.1638e-84 - val acc: @.

7.9759e-84 - acc: @.9998 - val loss: 3.2164e-84 - val_ac

cc: 6.8564e-84 - acc: @.9998 - val loss: 2.830%e-84 - val_ac

6.0700e-04 - acc: @.9998 - val loss: 2.460%e-84 - val_ac

4,9718e-04 - scc: @.999% - val_loss: §.3594e-85 - val_ac

FIGURE 4.17: Training situation of RNN model

As shown in Figure 4.18, this is the training situation of the dnn model.
Layer (type) Output Shape Param #
;:;;;:irnn_l (SimpieRHH} =?;::e, MNone, ;;;== 3;:===
dense_1 {Dense) (None, Mones, 32) 544
simple_rnn_2 (SimpleRNN) (None, MNone, 16) 754
simple_rnn_3 (SimpleRMM} (Mone, 16) 528
dense_2 (Dense) (None, 3) 51

Total params: 2,291
Trainable params: 2,291
Mon-trainasble params: @

As shown in Figure 4.19, this is the training situation of the dnn model.

FIGURE 4.18: Neuron architecture of RNN model

Train on 76374 samples, walidate on 37618 samples

Epoch 1/48
76374/76374
Epoch 2/40
76374/76374
Epoch 3/4@
76374/76374
Epoch 4/4@
76374/76374
i B.9997

Epoch 5/48
T6374/T63T4
c€: 8.9994

Epoch 6/48
T6374/T63T4
c: 1.880a

Epoch 7/40
76374/76374
c: 1.@96a

Ernrh 874G

As shown in Figure 4.20, this is the training situation of the dnn model.
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o

.1599 - acc: ©.9692 - wal_loss: 2.0@82 - val_acc: 8.9%75

: 9.8842 - acc: @.9984 - val_loss: 2.9@33 - val_acc: @.9984

=)

@216 - acc: @.9996 - val_loss: @.0811 - val_acc: @.2297

w

.2654e-84 - acc: 8.9997 - wval_loss: 9.06%1e-24 - val_sc

wn

.783@e-04 - acc: @.9998 - wval_loss: 9.2351e-84 - val_ac

w

.8739%9e-84 - acc: @.9999 - wval_loss: 1.4853e-84 - val_ac

W

.272@2-04 - acc: ©.9999 - wal_loss: 1.41%@e-84 - wsl_sc

FIGURE 4.19: Training situation of LSTM model
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Layer (types) Output Shape Faram
Istm1 (sT)  (None, None, 16) 153
dense_1 (Dense) (Mone, Mone, 32) 544

lstm_2 (LSTM) (Mone, Mones, 16) 3136
1stm_3 (LSTM) (None, 16) 2112

dense_2 (Dense) (Mone, 3) 51

Total params: 7,379

Trainable params: 7,379
Men-trainable params: @

FIGURE 4.20: Neuron architecture of LSTM model

4.2.4 Model Comparison

In the classification part of the network attack, the three models have good accu-
racy in the verification set, as shown in Figure 4.21 and Figure 4.22, which is the

training and verification of the DNN model.

Training and validation loss

010
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FIGURE 4.21: Training and validation loss of DNN model

Figure 4.23 and Figure 4.24 show the training and verification of the RNN
model, which is better than the DNN model.
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Training and validation acc
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FIGURE 4.22: Training and validation acc of DNN model

Training and vahdation loss
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FIGURE 4.23: Training and validation loss of RNN model

Finally, the training and verification scenarios of the LSTM model are shown

in Figure 4.25 and Figure 4.26, which is very similar to the RNN model.

As Table 4.2 and Table 4.3 show, the initial training results show that the
training results of the RNN model are much better than the other two models,

but after stopping the neurons and some parameters, a very high accuracy can be
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Training and validation acc
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FIGURE 4.24: Training and validation acc of RNN model

Training and validation loss
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FIGURE 4.25: Training and validation loss of LSTM model
achieved.

Combining the two comparison results, the paper can know that the RNN

model is more suitable for the data sources in this paper.
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Training and validation acc
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FIGURE 4.26: Training and validation loss of LSTM model

TABLE 4.2: Initial model comparison

DNN RNN LSTM
Verification set accuracy | 89.8829% | 96.947% | 96.194%
Test.1 set accuracy 92.84% | 99.47% | 99.47%
Test.2 set accuracy 90.98% | 97.48% | 97.48%
Test.3 set accuracy 93.27% | 99.98% | 99.47%
Test.4 set accuracy 91.85% | 100% 98.78%

TABLE 4.3: Final model comparison

DNN RNN LSTM
Verification set accuracy | 99.9789% | 99.997% | 99.994%
Test.1 set accuracy 98.889% | 100% 100%
Test.2 set accuracy 99.98% | 99.98% | 99.98%
Test.3 set accuracy 99.47% | 100% 100%
Test.4 set accuracy 99.91% | 99.98% | 99.98%




Chapter 5

Conclusions and Future Work

This chapter is stated for the concluding remarks and the future works of this

study.

5.1 Concluding Remarks

In conclution, the paper introduces a network log management and analysis system
based on ELK Stack. Users can easily understand the general situation of network
usage in the service area through the system. They can make detailed adjustments
to the visual analysis of each area. The RNN model is also used for network attack
classification, which can achieve more than 989%accuracy and is used for sorting
out attack types. The recording system and the attack behavior are mutually

comparable so that managers can obtain more accurate information.

5.2 Future Work

In the future, hoping to collect more information related to cyber attacks through
the ELK Stack and compare them to the attack classification based on Deep

Learning and Kibana’s visual analysis. Network usage will provide appropriate

36
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visual analysis of different areas, which will make it easier for managers to view
configuration files for network log data. This part of deep learning not only hopes
to identify more types of attacks, but also hopes to be used to predict attack

behavior in the future.
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Appendix A

ELK Stack Installation

Set related kits

$ sudo apt-get update

$ sudo apt-get install -y vim ntp curl ssh

Install openjdk8

$ sudo apt-get install -y openjdk-8-jdk

Set openjdk8

$ sudo In -s /usr/lib/jvm/java-8-openjdk-amd64 /usr/lib/jvm/jdk

Set .bashre

$ sudo vim .bashrc
$ export JAVA HOME=/usr/lib /jvm/jdk/

$ source .bashrc

Install apt-transport-https & ca-certificates

$ sudo apt-get install apt-transport-https ca-certificates -y

Set key
42
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$ wget -qO - https://artifacts.elastic.co/GPG-KEY-elasticsearch |
sudo apt-key add -

Set and install Elasticsearch

$ echo ”deb https://artifacts.elastic.co/packages/6.x/apt stable main”
sudo tee -a /etc/apt/sources.list.d/elastic-6.x.list
$ sudo apt-get update

$ sudo apt-get install -y elasticsearch

Set elasticsearch.yml

$ sudo vim /etc/elasticsearch/elasticsearch.yml

Start Elasticsearch

$ sudo systemctl start elasticsearch

Install Logstash

$sudo apt-get install logstash

Install Kibana

$ sudo apt-get install kibana

Set kibana.yml

$ sudo vim /etc/kibana/kibana.yml

Start Logstash

$ sudo systemctl start logstash

Start Kibana

$ sudo systemctl start kibana




Appendix B

Install the Python environment

Set Python environmental location

md \pythonwork
cd \pythonwork

Set Anaconda environment

conda create --name tensorflow python=3.6 anaconda

activate tensorflow

Install Tensorflow and Keras

pip install tensorflow
pip install keras
jupyter notebook
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Data preprocessing

from pandas import read_csv

from pandas import datetime

from matplotlib import pyplot

from sklearn.preprocessing import LabelEncoder
from sklearn.preprocessing import OneHotEncoder
import re

import pandas

import pandas as pd

series = read_csv(’nfcapd.201902151305.txt’, engine=’python’,
skipfooter=4, header=None, skiprows=[0])

series.columns = [’Date first seen’, ’Date last seen’,
’Duration’, ’Src IP Addr’, ’'Dst IP Addr’, ’'Src Pt’,

’Dst Pt’, ’Proto’, ’'Flags’, ’In Pkt’, ’In Byte’,

’Out Pkt’, ’Out Byte’, ’Input’, ’'Output’]
series.to_csv(’dataprol.csv’, encoding="utf-8-sig”)
rowNum=series .shape [0]
colNum=series .columns. size
data = pandas.read_csv(’dataprol.csv’, engine=’python’, skipfooter=4)
del data[”Flags”],data[”Out Pkt”],data[”Out Byte”]
if data[’In Byte’].dtype != ’int64 ’:
data[’In Byte’|]=data[’In Byte’].str.lstrip ()
data[’In Byte’|=data[’In Byte’].str.rstrip()

InByte = data[’In Byte’].str.strip ().str.split(’.’,0,True)
InByte.columns = [’07, ’1’]

InByte = InByte. fillna (7.07)

InByte[’1’] = InByte[’1’].replace(’ M, ’00.0’, regex=True)
InByte[’1’] = InByte[’1’].replace(’ G’, ’00000.0’, regex=True)
data[’In Byte’] = InByte[’0’]+InByte[’1’]

InByte = data[’In Byte’].str.strip ().str.split(’.”,0,True)
data[’In Byte’] = InByte[0]
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data[’In Byte’] = data[’In Byte’].astype(int)

if data[’In Pkt’].dtype != ’int64 ’:

data[’In Pkt’]=data[’In Pkt’].str.lstrip ()

data[’In Pkt’]=data[’In Pkt’].str.rstrip()

InPkt = data[’In Pkt’].str.strip ().str.split(’.’,0,True)

InPkt.columns = [’07, ’1°]

InPkt = InPkt. fillna (’.0’)

InPkt[’1’] = InPkt[’1’].replace(’ M’, ’00.0°, regex=True)
InPkt[’1’] = InPkt[’1’].replace(’ G’, ’00000.0’, regex=True)

data[’In Pkt’] = InPkt[’0°]+InPkt[’1°]

InPkt = data[’In Pkt’].str.strip ().str.split(’.’,0,True)
data[’In Pkt’] = InPkt[0]

data[’In Pkt’]
data[’Dst Pt’] = data[’Dst Pt’].astype(int)

data[’In Pkt’].astype(int)

dataflow = data

from sklearn.preprocessing import LabelEncoder
dataflow [’Proto’] = dataflow [’ Proto’].str.lstrip ()
dataflow [ ’Proto’] = dataflow[’Proto’].str.rstrip ()
le = LabelEncoder ()

le . fit ([’ICMP’ ,’IGMP’ , *TCP’,’UDP’])

dataflow [ ’Proto’] = le.transform (dataflow[’Proto’])

le . transform ([ ’ICMP’ ,’IGMP’ , "TCP’ , "UDP’] )

dataflow [’Src IP Addr’] = dataflow[’Src IP Addr’].str.lstrip ()
dataflow [?Src IP Addr’] = dataflow[’Src IP Addr’].str.rstrip()
dataflow [’Dst IP Addr’] = dataflow[’Dst IP Addr’].str.lstrip ()
dataflow [’Dst IP Addr’] = dataflow[’Dst IP Addr’].str.rstrip ()

CodeRed = dataflow.loc[(dataflow[’Dst Pt’]. astype(int) = 80 ) &
(dataflow [’In Pkt’].astype(int)==3) & (dataflow[’In Byte’].astype(int)==144)]

CodeRed [’ attack ']="0"

if CodeRed.shape[0] > 1:

print (CodeRed[’Src IP Addr’].drop duplicates(keep="first ’))

else:

print ("no CodeRed attack”)

Nimda = dataflow.loc[(dataflow[’Dst Pt’].astype(int) = 80 ) |

from collections import Counter

A = Nimda[’Src IP Addr’].value counts() >=1000

A = Counter(A)[1]

if A!=0

for i in range (A):

Nimda_IP=Nimda[’Src IP Addr’]

Cou_IP=Counter (Nimda_IP)

Top_IP = Cou_ IP.most common ()[i][0]

Top_IP_Cou = Cou_IP.most_common ()[i][1]

if (Top_IP_Cou >=1000):

Nimda_ A = Nimda. loc [(Nimda[’Src IP Addr’] = Top_IP )]

Nimda_ A[’attack’]="1"

print (Top_IP + 7 % #t i & =% ¥ % %d” % (Top_IP_Cou))

else:
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Nimda_ A=None

print (’no Nimda attack’)

else:

Nimda_ A=None

print (’no Nimda attack’)

from collections import Counter

Worm = dataflow.loc [(dataflow [’Dst Pt’].astype(int) = 445 ) &
(dataflow [’ Proto’] = 2)]

A = Wom|[’Src IP Addr’]. value_counts() >=1000

A = Counter(A)[1]

Wom A = None

if A!=0

for i in range (0,A):

Worm IP=Worm|[’ Src IP Addr’]

Worm Cou IP=Counter (Worm IP)

Worm_Top_IP = Worm_ Cou_IP.most_common ()[i][0]

Worm_ Top IP cou = Worm_Cou IP.most _common () [i][1]

Wom A = pd.concat ([Wom A, dataflow.loc[(dataflow[’Dst Pt’].astype(int)
— 445 ) & (dataflow[’Proto’] = 2) & (dataflow[’Src IP Addr’] =

Worm_Top IP)]])

Woam A[’attack’]=’2"

if Worm_Top_IP_cou > 1000

print (”IP: ” + Worm_Top_IP + ” & Port445 s7TCP# £ = # 5 %d” %
(Worm_Top_ IP_cou))

else:

print ("no Worm attack”)

else:

print ("no Wom attack”)

CodeRed = CodeRed [0:9]

Nimda A = Nimda A[0:9]

Wom A = Wom_A[0:9]

attackl= pd.concat ([CodeRed, Nimda A, Wom A])

attackl

attack__data= pd.concat ([attackl, attack2])

attack data

attack data[’Src IP Addr’] = attack_data[’Src IP Addr’].str.lstrip ()
attack data[’Dst IP Addr’] = attack data[’Dst IP Addr’].str.lstrip ()
le = LabelEncoder ()

le. fit (attack_data[’Src IP Addr’])

attack data[’Src IP Addr’] = le.transform (attack data[’Src IP Addr’])
le.fit (attack__data[ Dst IP Addr’])
attack_data[’Dst IP Addr’] = le.transform (attack_data[’Dst IP Addr’])

attack data.to_csv(’0604.csv’)
attack data
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Merge CSV files

from pandas import read_csv
from pandas import datetime
from matplotlib import pyplot
import pandas as pd

import re

series = pd.read csv(’final.csv’, engine=’python’, skipfooter=0,
header=None, skiprows=[0])

del series[0], series[1]
series.columns = [’Date first seen’, ’Date last seen’,
’Dst IP Addr’, ’Dst Pt’, ’Duration’, ’In Byte’, ’In Pkt’
, ’Input’, ’Output’, ’'Proto’, ’Src IP Addr’, ’Src Pt’, ’attack’]
series.to_csv(’datarnn.csv’)

series
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DNN model

import numpy as np

from pandas import read_csv

from matplotlib import pyplot as plt

import math

from keras.models import Sequential

from keras.layers import Dense

from keras.layers import Dropout

from sklearn.model_ selection import train_ test_ split
from sklearn.preprocessing import LabelEncoder

from sklearn.preprocessing import OneHotEncoder

from keras.layers import Input, SimpleRNN, Activation
from keras import optimizers

from keras.optimizers import RMSprop

from collections import Counter

filename = ’rnndatal.csv’
footer =1
data = read__csv(filename, header=None, engine=’python’, skiprows=footer)

del data[0], data[l], data[2], data[5]
A = OneHotEncoder(sparse = False).fit_transform( data[[13]] )

data = data.values
X = data[:,1:8]
Y=A

X_train, X_test, y_train, y_test = train_test_split(X, Y,
test__size=0.33, random__state=8)

model = Sequential ()

model.add (Dense (64, input_dim=7, activation=’relu’))
model.add (Dropout (0.5))

model . add
model . add

Dense (128, activation=’relu’))

(
(
(Dropout (0.5))
(

model.add (Dense (256, activation=’relu’))
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model.add (Dense(128, activation=’relu’))

model . add (Dropout (0.3))

model.add (Dense(3, activation=’'softmax’))

model . summary ()

rmsprop = RMSprop(1lr=0.001)

model. compile (optimizer=rmsprop, loss=’categorical crossentropy’,
metrics=["accuracy ’])

history = model. fit (X_train, y_train, epochs=40, batch_size=200,
validation__data=(X_test, y_test))

predictions = model. predict (X__test)

print (predictions)

history_dict= history.history

loss__values = history_ dict[’loss ’]
val_loss_values = history_ dict[’val_ loss’]
acc = history_dict [ acc’]

val acc = history_dict[’val acc’]

epochs = range(1,len(loss_values)+1)

plt.plot (epochs, loss_values, ’bo’, label="Training loss’)
plt.plot (epochs, val_loss_values, ’'b’, label=’Validation loss’)
plt.title (’Training and validation loss’)

plt.xlabel (’Epochs’)

plt.ylabel (’Loss’)

plt.legend ()

plt.axis ([0, 40, 0.00, 0.10])

plt .show ()

epochs = range(1,len (loss_values)+1)

plt.plot(epochs, acc, ’bo’, label="Training acc’)

plt.plot (epochs, val acc, ’b’, label="Validation acc’)
plt.title (’Training and validation acc’)

plt.xlabel (’Epochs’)

plt.ylabel (Cacc’)

plt.legend ()

plt.axis ([0, 40, 0.99, 1.00])

plt.show ()

score = model.evaluate(X_ test, y_test, verbose=0)

’, score[0])

print (’Test loss:
print (’Test accuracy:’, score[1l])

print (" Accuracy: %.2f%%” % (score[1] * 100.0))

predictions = model. predict (X_test)
np.set_printoptions(threshold=np.inf)
d = np.rint (predictions)

from collections import Counter

def row_ counter(d):

lit_of_tups = [tuple(ele) for ele in d]
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return Counter(lit_of tups)
row__counter (d)
row__counter (y__test)

model.save (’attackdnn_model ”)

filename = ’0602.csv’
footer =1
vdata = read_ csv(filename, header=None, engine=’python’, skiprows=footer)

del vdata[0], vdata[l], vdata[2], vdata[5]

V = OneHotEncoder (sparse = False).fit transform( vdata[[13]] )
vdata = vdata.values

X v = vdata[:,1:8]

Y v=V

from keras.models import load_model

vmodel = load__model (’attack_model )

from sklearn.metrics import accuracy_ score
score, acc = vmodel.evaluate (X v, Y_v,batch_size=10)
print (’Test score:’, score)

print (’Test accuracy:’, acc)

print (" Accuracy: %.2f%%” % (acc * 100.0))
predictions = model. predict (X _v)
np.set__printoptions (threshold=np.inf)

d = np.rint (predictions)

from collections import Counter

def row_ counter(d):

lit__of tups = [tuple(ele) for ele in d]

return Counter(lit_ of tups)

row__counter (d)

def row__counter(Y_v):

lit_of tups = [tuple(ele) for ele in Y v]

return Counter(lit_of tups)

row__counter (Y_v)

def row_ counter(Y v):

lit__of tups = [tuple(ele) for ele in Y v]

return Counter (lit_of tups)

row__counter (Y_v)

print (’CodeRed’, row_ counter(Y v)[(1.0, 0.0, 0.0)])
print (’Nimda’, row_counter(Y v)[(0.0, 1.0, 0.0)])
print ("Worm’ , row_ counter(Y_v)[(0.0, 0.0, 1.0)])
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RINN model

import numpy as np

from pandas import read_csv

from matplotlib import pyplot as plt

import math

from keras.models import Sequential

from keras.layers import Dense

from keras.layers import Dropout

from sklearn.model_ selection import train_ test_ split
from sklearn.preprocessing import LabelEncoder

from sklearn.preprocessing import OneHotEncoder

from keras.layers import Input, SimpleRNN, Activation
from keras import optimizers

from keras.optimizers import RMSprop

from collections import Counter

from keras.layers import Input, SimpleRNN, Activation, LSTM

filename = ’rnndatal.csv’

footer =1

data = read_ csv(filename, header=None, engine=’python’, skiprows=footer)
del data[0], data[l], data[2], data[5]

A = OneHotEncoder(sparse = False).fit_transform( data[[13]] )

data = data.values
X = data[:,1:8]
Y=A

X_train, X_test, y_train, y_test = train_test_split(X, Y,
test size=0.33, random_state=8)
X_train = np.reshape(X_train, (X _train.shape[0], 1, X_train.shape[1l]))
X_test = np.reshape(X_test, (X_test.shape[0], 1, X_test.shape[l]))
model = Sequential ()
model.add (SimpleRNN (16, input_dim=7, return_sequences=True))

model.add (Dense(32, activation="relu”))
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model.add (SimpleRNN (16, input_dim=7, return_sequences=True))
model.add (SimpleRNN (16, input_dim=7, return_sequences=False))
model.add(Dense(3, activation="softmax”))
model . summary ()
rmsprop = RMSprop(1lr=0.001)
model. compile (optimizer=rmsprop, loss=’categorical crossentropy’
metrics=["accuracy ’])
history = model. fit (X_train, y_train, epochs=40, batch_size=200,
validation__data=(X_test, y_test))
predictions = model. predict (X__test)
print (predictions)

history__dict= history. history

loss__values = history_ dict[’loss ’]
val__loss__values = history_ dict[’val_loss’]
acc = history dict[’acc’]

val acc = history dict[’val acc’]

epochs = range(1,len(loss_values)+1)

plt.plot (epochs, loss_values, ’bo’, label='Training loss’)
plt.plot (epochs, val_loss_values, ’'b’, label=’Validation loss’)
plt.title (" Training and validation loss’)

plt.xlabel (’Epochs’)

plt.ylabel (’Loss’)

plt.legend ()

plt.axis ([0, 40, 0.00, 0.10])

plt .show ()

epochs = range(1,len(loss_ values)+1)

plt.plot (epochs, acc, ’'bo’, label=’Training acc’)

plt.plot (epochs, val acc, ’b’, label=’Validation acc’)
plt.title (’Training and validation acc’)

plt.xlabel (’Epochs’)
plt.ylabel (Cacc’)
plt.legend ()
plt.axis ([0, 40, 0.99, 1.00])

plt .show ()

score = model.evaluate (X_test, y_test, verbose=0)

)

print (’Test loss:’, score[0])
print (’Test accuracy:’, score[l])

print (" Accuracy: %.2f%%” % (score[1] * 100.0))

predictions = model. predict (X _test)
np.set_printoptions (threshold=np.inf)
d = np.rint (predictions)

from collections import Counter

def row__counter(d):

lit_of_tups = [tuple(ele) for ele in d]
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return Counter (lit_of tups)
row__counter (d)
row__counter (y__test)

model. save (’attackdnn__model )

filename = ’0602.csv’
footer =1
vdata = read_csv(filename, header=None, engine=’python’, skiprows=footer)

del vdata[0], vdata[l], vdata[2], vdata[5]

V = OneHotEncoder (sparse = False).fit transform( vdata[[13]] )
vdata = vdata.values

X v = vdata[:,1:8]

Y v=V

from keras.models import load model

vmodel = load__model (’attackrnn__model’)

from sklearn.metrics import accuracy score
score, acc = vmodel.evaluate (X _ v, Y_v,batch_size=10)
print (’Test score:’, score)

print (’Test accuracy:’, acc)

print (7 Accuracy: %.2f%%” % (acc * 100.0))
predictions = model. predict (X _v)

np.set_ printoptions (threshold=np.inf)

d = np.rint (predictions)

from collections import Counter

def row_counter(d):

lit_of tups = [tuple(ele) for ele in d]

return Counter(lit_ of tups)

row__counter (d)

def row__counter(Y_v):

lit_of tups = [tuple(ele) for ele in Y V]

return Counter(lit_of tups)

row__counter (Y_v)

def row_ counter (Y _v):

lit_of tups = [tuple(ele) for ele in Y v]

return Counter (lit_of tups)

row__counter (Y_v)

print (’CodeRed’, row_counter(Y v)[(1.0, 0.0, 0.0)])
print (’Nimda’, row_ counter(Y v)[(0.0, 1.0, 0.0)])
print (’"Worm’ , row_ counter(Y_v)[(0.0, 0.0, 1.0)])
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LSTM model

import numpy as np

from pandas import read_csv

from matplotlib import pyplot as plt

import math

from keras.models import Sequential

from keras.layers import Dense

from keras.layers import Dropout

from sklearn.model_ selection import train_ test_ split
from sklearn.preprocessing import LabelEncoder

from sklearn.preprocessing import OneHotEncoder

from keras.layers import Input, SimpleRNN, Activation
from keras import optimizers

from keras.optimizers import RMSprop

from collections import Counter

from keras.layers import Input, SimpleRNN, Activation, LSTM

filename = ’rnndatal.csv’

footer =1

data = read_ csv(filename, header=None, engine=’python’, skiprows=footer)
del data[0], data[l], data[2], data[5]

A = OneHotEncoder(sparse = False).fit_transform( data[[13]] )

data = data.values
X = data[:,1:8]
Y=A

X_train, X_test, y_train, y_test = train_test_split(X, Y,

test size=0.33, random_state=8)
X_train = np.reshape(X_train, (X _train.shape[0], 1, X_train.shape[1l]))
X_test = np.reshape(X_test, (X_test.shape[0], 1, X_test.shape[l]))
model = Sequential ()
model.add (LSTM(16, input dim=7, return_sequences=True))

model.add (Dense (32, activation="relu”))
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model.add (LSTM(16, input dim=7, return_sequences=True))

model.add (LSTM(16, input dim=7, return sequences=False))

model.add (Dense (3, activation="softmax”))

model . summary ()

rmsprop = RMSprop(1lr=0.001)

model. compile (optimizer=rmsprop, loss=’categorical crossentropy’
metrics=["accuracy ’])

history = model. fit (X_train, y_train, epochs=40, batch_size=200,
validation__data=(X_test, y_test))

predictions = model. predict (X__test)

print (predictions)

history__dict= history. history

loss__values = history_ dict[’loss ’]
val__loss__values = history_ dict[’val_loss’]
acc = history dict[’acc’]

val acc = history dict[’val acc’]

epochs = range(1,len(loss_values)+1)

plt.plot (epochs, loss_values, ’bo’, label='Training loss’)
plt.plot (epochs, val_loss_values, ’'b’, label=’Validation loss’)
plt.title (" Training and validation loss’)

plt.xlabel (’Epochs’)

plt.ylabel (’Loss’)

plt.legend ()

plt.axis ([0, 40, 0.00, 0.10])

plt .show ()

epochs = range(1,len(loss_ values)+1)

plt.plot (epochs, acc, ’'bo’, label=’Training acc’)

plt.plot (epochs, val acc, ’b’, label=’Validation acc’)
plt.title (’Training and validation acc’)

plt.xlabel (’Epochs’)
plt.ylabel (Cacc’)
plt.legend ()
plt.axis ([0, 40, 0.99, 1.00])

plt .show ()

score = model.evaluate (X_test, y_test, verbose=0)

)

print (’Test loss:’, score[0])
print (’Test accuracy:’, score[l])

print (" Accuracy: %.2f%%” % (score[1] * 100.0))

predictions = model. predict (X _test)
np.set_printoptions (threshold=np.inf)
d = np.rint (predictions)

from collections import Counter

def row__counter(d):

lit_of_tups = [tuple(ele) for ele in d]
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return Counter (lit_of tups)
row__counter (d)
row__counter (y__test)

model. save (’attacklstm__model )

filename = ’0602.csv’
footer =1
vdata = read_csv(filename, header=None, engine=’python’, skiprows=footer)

del vdata[0], vdata[l], vdata[2], vdata[5]

V = OneHotEncoder (sparse = False).fit transform( vdata[[13]] )
vdata = vdata.values

X v = vdata[:,1:8]

Y v=V

from keras.models import load model

vmodel = load__model (’attack__model ”)

from sklearn.metrics import accuracy score
score, acc = vmodel.evaluate (X _ v, Y_v,batch_size=10)
print (’Test score:’, score)

print (’Test accuracy:’, acc)

print (7 Accuracy: %.2f%%” % (acc * 100.0))
predictions = model. predict (X _v)

np.set_ printoptions (threshold=np.inf)

d = np.rint (predictions)

from collections import Counter

def row_counter(d):

lit_of tups = [tuple(ele) for ele in d]

return Counter(lit_ of tups)

row__counter (d)

def row__counter(Y_v):

lit_of tups = [tuple(ele) for ele in Y V]

return Counter(lit_of tups)

row__counter (Y_v)

def row_ counter (Y _v):

lit_of tups = [tuple(ele) for ele in Y v]

return Counter (lit_of tups)

row__counter (Y_v)

print (’CodeRed’, row_counter(Y v)[(1.0, 0.0, 0.0)])
print (’Nimda’, row_ counter(Y v)[(0.0, 1.0, 0.0)])
print (’"Worm’ , row_ counter(Y_v)[(0.0, 0.0, 1.0)])
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