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Abstract

With the advent of the digital era, lots of files are stored in digital formats for
quick and easy access. Documents stored as digital format have become the
trend, and how to effectively prove the ownership of the digital document has
developed into an important research issue. In this thesis, we propose a novel
watermark scheme with unique features that consist of useful properties from the
visible watermarking and invisible watermarking schemes. In this work,
originally invisible patterns carrying metadata, or the watermark, can be revealed
by the gamma correction method or by adjustment of saturation of the
stego-image. One salient characteristic of the proposed watermark scheme is
that we can obtain a stego-image similar to the cover image that is hard to tell
them apart by the naked eye, however the unseen embedded watermarks can be
revealed by adjusting the viewing angle. We embed unseen visible watermarks
in the cover image by adjusting saturation values in the HSV model, a common
cylindrical-coordinate representation of points in the RGB color model. The
embedded watermark is revealed in the place where significant variances are
found among neighboring pixels. Instead of mere binary image, the embedded
watermark adapts its color according to the background color of the original
cover image to have a better hidden effect. Also, based on ratios of R, G, and
B values, we can adaptively adjust the strength of the watermark to retain the
visual quality of the stego-image. As demonstrated by the experimental results,
the PSNR values of the stego-image are more than 40 dB, sometimes even as

high as 50 dB.

Keywords: Data hiding, Gamma Correction, HSV model, Saturation, Binary
images.
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Chapter 1
Introduction

Network is essential to the modern life. People are accustomed to sending email
or transferring multimedia information with each other.  But some issues, such as
tampering and illegal distribution, cannot be overlooked. To overcome these
drawbacks, the watermark technique is applied to hide metadata into multimedia,
where the so-called metadata contains useful information relating to the
multimedia file.

In this thesis, we propose a Comprehensive Unseen Visible Watermarking
(CUVW) scheme based on gamma correction to embed the watermark into the
original image. The stego-image looks the same as the original image in normal
viewing angles, but the embedded watermark can be revealed and become visible
in particular viewing angles. Also, we can apply some image intensity
enhancement methods to reveal or retrieve the embedded watermark.

Instead of black and white binary image, by adjusting saturation in the HSV
color space, a color watermark is obtained and it can change its color following
the background image. The color watermark intermingles naturally with the
original image. It looks smooth and does not degrade image quality of the cover
image as much as a binary watermark would do.

The organization of the rest of this thesis is as follows. Chapter 2 gives
overviews of watermark techniques, related background information such as HSV

and RGB color models, and the unseen visible watermarking method. Chapter 3



describes the methods to find the embedding area, to adjust pixel values of the
watermark, and to embed the watermark into the cover image. Chapter 4 shows
the experiment results of our scheme against some attacks. Finally, we conclude

in Chapter 5.
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Chapter 2
Background

In this chapter, we will overview the digital watermark technologies, introduce of
the HSV color model and its applications, and an unseen visible watermark
scheme proposed by Huang et al. for auxiliary information delivery via visual

contents.

2.1 Digital watermarking

With the advent of the digital age, traditional media such as books, newspapers,
audio and video tapes, are transformed and stored in digital formats. It is
convenient and fast to duplicate and transmit digital multimedia. Since digital
data have properties such as easy storage, duplication, modification, and
transmission, numerous unauthorized digital files are offered freely in the Internet.
To solve this problem, we can add additional information, or digital watermarks,
on original personal works for proof of ownership.

Digital watermarking [1] means the technique to embed information in
digital cover data. To apply the digital watermarking technology, different types
of watermarks, with different advantages and disadvantages, are used in different
occasions to prove the legitimacy of the copyright owner and protect intelligent

property rights.
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In recent years, as intellectual property right becomes important issues,
many researchers have proposed various watermarking methods to defend
violation to it. According to requirement of applications, one can select
appropriate digital watermark technology for his task.

In terms of visual effect, the digital watermark marks can be divided as
visible, invisible, and unseen visible. We will explain these technologies in

detail in this section.

2.1.1 Visible watermark

Visible watermarking technology [2][3][4][5] indicates that the watermark can be
seen by human eyes, as shown in Figure 1. It does not require any computation
or image processing to recognize the owner and its information. It is mainly
applied on the declaration of copyrights of the owners and to prevent illegal use of
their digital property. However, it causes distortion of the original images, and it
is easily removed or tampered by existing image processing tools. Table 1

illustrates the analysis and features of the visible watermark.

Figure 1: Image with visible watermark
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Table 1: The analysis and features of the visible watermark

Visible Watermark

Features 1. The watermarks directly cover areas of the cover image.
2. To enhance ownership.

3. Trademarks and logos are used mostly as watermarks.

Advantage 1. Easy identification.

2.  Fast processing.

Disadvantage | 1. It can be destroyed easily.

2. Itreduces the visual quality of the cover image.

2.1.2 Invisible watermark

The main characteristic of invisible watermark technology is that the embedded
watermark cannot be recognized directly by human eyes [6][7][8]. Therefore, it
has more privacy, cannot be removed easily, and so it has higher value for
applications. This technology can be also applied in data hiding to hide the
ownership information into the digital documents for a legal owner. Compared
with the visible watermark, the embedded watermark needs to be retrieved first to
use as evidence when disputing the ownership, so this method belongs a passive
protection category. Figure 2 shows a cover image embedded with the invisible

watermark.
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Figure 2: Image embedded with the invisible watermark

But invisible watermark technology needs more stringent requirements than
visible watermarking technology, and it must be resistant to various destruction
techniques. Since when disputation of ownership occurs, hidden information, or
the watermark, inside the attacked stego-image needs be retrieved and
reconstructed accurately to use as evidence. Table 2 lists the analysis and

features of the invisible watermark.

Table 2: The analysis and features of the invisible watermark

Invisible watermark

Features 1. The most used watermarking method.
2. There are commercial considerations and requirements.

3. Use of the characteristics of the human visual system.

Advantage Do not reduce the visual quality of the cover data.

Disadvantage | After destroying by image processing the original content may be
modified and so the embedded watermark can not be retracted

correctly.

14




2.1.3 Unseen visible watermarking (UVW)

The unseen Visible Watermarking scheme (UVW) [9] was proposed by Huang et
al. in 2007 for auxiliary information delivery via visual contents. The hidden
watermark can be revealed by appropriate operations, for example, one can
inspect the screen in different angles such that the unseen watermark can be
directly recognized by the human visual system.

The UVW method solves the problem that to see the embedded watermark in
the invisible watermark technology one needs to apply in advance the watermark
extraction process. The UVW method can embed information secretly and it
does not affect the visual quality in normal viewing angles, thus it has very
practical value in real applications.

Since the UVW method is still a very novel technology, there are not yet
many studies on it. We believe the UVW method has potential to be used in
many applications because that it possesses both characteristics of the visible
watermark and invisible watermark. Table 3 illustrates the analysis and features

of the unseen visible watermark.
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Table 3: The analysis and features of the unseen visible watermark

Unseen Visible Watermarking

Features 1.  The most novel watermark embedding technology.
2. Use of the characteristics of the human visual system.

3. Have high practical value.

Advantage 1. Do not reduce the visual quality of the cover data.

2. Without extra watermark extraction process, the hidden
watermark can be revealed.

3. Have both the characteristics of the visible and invisible

watermarks.

Disadvantage | Do not have strong resistant against many watermark attacks at

present.

2.2 HSV color space

Color has three factors: red (R), green (G) and blue (B). We denote the
maximum value of these three factors as MAX, and, the minimum value as MIN.
The HSV model is a common cylindrical-coordinate representation of points in
the RGB color model. HSV color space [10] has three basic color attributes: hue,
saturation, and value. Figure 3 shows HSV color space. The following

introduce the three attributes separately.
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HSV Color space is more consistent with the human visual system than the
RGB color model, so it is applied on many image processing tools (e.g.

Photoshop).

anjeA

Figure 3: HSV color space

2.2.1 Hue

Hue [11] is the basic attribute of color, and commonly name of color refers to it.
When objects illuminated by lights of different wavelength they are perceived by
the human eyes as different colors (e.g. blue, green, and red). Hue can be

composed of a color ring representing a range in degrees of 0°~360°.
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Different angles express different colors. The following expressions are used for

the hue:

6+ C"B ).60° if R=MAX
MAX — MIN

B-R (1)

H={l24_ 27" ).60° if G=MAX
MAX — MIN

4+ R=C ). 60° if B=MAX
MAX — MIN

2.2.2 Saturation

Saturation [12] is the concentration of color, a higher value of it means closer to
the primary colors, otherwise, closer to white. So, to achieve the effect of light
color, low values of saturation are used. Saturation has relations with light
strength and the intensity distribution of wavelength. The highest saturation can
be achieved by single-wavelength light (e.g. laser light). With same wavelength
distribution, the strong light has higher saturation value than the weak light. The

following expression is used for saturation:

~ MAX —MIN )
MAX

S

From above expression, we find that the saturation value is a percentage
dependent of the MAX value. This aspect is used later in our proposed

scheme.
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2.2.3 Value

Value is the intensity of color. Different colors have distinct values. The value
can be reduced to have the dark effect. If the value is adjusted to zero, any color
will become black. The following expression is used for the value:

V = MAX 3)

From the above formula, we observe that in HSV color space, value

represents the maximum value of R, G and B.

2.3 Peak signal-to-noise ratio (PSNR)

Peak Signal-to-Noise Ratio (PSNR) [13] is computed between original image and
stego-image to measure the quality of the stego-image. The higher PSNR value
means that the stego-image is more similar to the original image. The PSNR is

calculated as below:
255° ) 4
PSNR =10 x log,. 2>~ (unit: dB (4)
x 1004 MSE ( )

Where the mean-squared error (MSE) between the stego-image (mxn) and

the original image (mxn) is calculated by the following equation:
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wse = 2183 (0, -5, ®

Where «; stands for pixel value of the original image, and the A, stands

for pixel value of the stego-image.

2.4 Unseen visible watermark scheme

Unseen visible watermark scheme was proposed by Huang et al. in 2007. The
UVW method adjusts intensity value of the original image to embed information
by using the variance of the brightness and darkness to achieve the effect.
However, this method works only for dark images; besides, since the
embedded blocks must belong to the same color family, when the watermark is
embedded, it does not conceal well enough. In the following we describe the

UVW method in detail.
The pixel values of the original image | are defined as:
I(x, y)1<x<w,,1<y<h,0<I(x, y)<255 (6)
And the binary values of the watermark image W are defined as:

W(x, y)1<x<w,,1<y<h,, W(x y)e{0,1} (7)

20



Step 1: Gamma Correction

g=cxp” 8

Where q is the output intensity, p is the input intensity, and cand y
are constants. Note that y value is less than 1.

The intensity mapping function is expressed as:

F(i),0<i<2550<F(i)< 255 9)

Step 2 : Best Level Selection

i” =arg max VF(i) (10)

Where i", the best intensity, will be used to embed with the watermark.

Step 3 : De-noising

I, =Q(1, 6,), 5, <6,y (11)

Where |, is the output after performing k times de-noising operations,

and o,, limited by an upper bound J,

max !

denotes the k times repeated

de-noising operation.
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Step 4 : Selection of the Embedding Region

o Xo+Wy —1 yo+hy -1 . ox
(x ,y): argmax > > |1 (x y)-i"]
Yoo vy, (12)

The position of the embedding area is selected to obtain a maximum sum of

absolute differences between the de-noised intensity I, (x, y) and the best

intensity i".

Step 5 : The de-noising operation will not be terminated if the following

condition is satisfied:

Xo+Wy —1 Yo+hy -1
Cl,(x, y)=i")<w, xh, xT

X=X Y=Yo (13)
1, ift=0,

hereC(t)=
where C(t) {O, otherwise

The de-noising operation will be repeated until the sum of points with

intensity value equal to the best intensity i~ is less than a threshold T

multiplied by w, xh,, .
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Step 6 : Decision of the Watermark Strength

A =max(l, oy), (14)
where S = {I, (X, y)[ X, < X< X, + Wy, Yo < Y < Yo +hy |

The degree of correction A is heuristically set to 3.

Step 7 : Bit Embedding

f(X )— I‘;(X’ Y)-I—A, W(X_Xo +1,y—y0 +1):1
- |1'<(X1 Y) , otherwise (15)
Xo S X< Xg + Wy, Yo S Y <Y, +N,

The embedded image [ is produced after performing the de-noising

operation and adding watermark strength to the intensity.

23



Chapter 3
Proposed Scheme

In Chapter 3, we describe the proposed Comprehensive Unseen Visible
Watermarking (CUVW) scheme, which is based on UVW [14]. The CUVW
scheme retains merits of the UVW scheme that the embedded watermark can be
revealed and sensed by the human visual system without the overhead to apply
image processing to retrieve it. On normal viewing angles, the stego-image
looks like the original one, but from certain angles, the embedded watermark is
revealed clearly.

The CUVW scheme has a few extra features. After being processed by
using the CUVW scheme, the embedded watermarks can follow the background
color of the original images; moreover, by exploiting the difference of saturation,
the depth of color of the embedded watermark can changed. In the following

sections we will describe the CUVW scheme in detail.

3.1 Watermark embedding process

Our method uses the gamma correction for a better hidden effect. The flowchart
of the CUVW scheme is shown in Figure 4. In the flowchart, the different parts
of CUVW from UVW are highlighted by dashed boxes. We adopt UVW

scheme in selecting the watermark embedding position and region. Table 4
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gives descriptions of the original image I, and Table 5, the binary values of the

watermark image W.

Cover .
Gamma correction
Image

A 4

The largest gradient

A 4

A 4

De-noising

A 4

|
{Finding the MAX of pixelsI True Termination of the
de-noising operation

|

I Pixels embedding I Stego
| technique | Image
I o e o -

Figure 4: Flowchart of CUVW scheme

Select embedding
position and region

Table 4: Description of the original image

Original image
Original I The scope of | < |(x,y)<255
the original
image image
Length I Length range 1<x<l,
Width L Width range 1<y<l,

Table 5: Description of the watermark

Binary values of the watermark image
Watermark W Thescope of | g<w(x,y)<1
the
Image watermark
Length W, Length range 1<x<W,
Width W, Width range 1<y<Ww,
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3.1.1 Gamma correction

Many display devices possess power-law characteristics for the input and output

intensity:

=cxN; .~ (16)

input

N

output

Where ¢ and y are constants, N, . is input intensity, and N, is
output intensity. For common display devices, the y value usually lies in
between 1.8 and 2.5 to adjust the darker part to a proper intensity. Therefore, the
so-called gamma correction method [15] is usually applied to correct this
power-law phenomenon.

We can use gamma correction to increase the intensity values; the surface
parts of the original image are revealed with more details after this action, as

shown in Figure 5.

Figure 5: The image after the gamma correction reveals with more detailed parts
* Refer to http://www.nasa.gov/home/index.html
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If the overall intensity of the image is increased, the color range of the image
Is expanded and makes it easier to select the watermark embedding region.
When the » value is less than 1, the output intensity value is higher than its

corresponding input intensity value; therefore, we set the » value to be less than

1.

The gamma correction function G withy <1, is constrained by:

G(i),0<i<2550<G(i)< 255 (17)

3.1.2 The largest gradient

The best intensity i" representing argument i with the greatest gradient as

follows:

i"= argmax VG(i) (18)

The best intensity i~ represents the parameter i that can be substituted in

the VG(i) function to produce the largest gradient value. After performing
gamma correction on the original cover image, the watermark will be embedded

in the position with the largest gradient.
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3.1.3 De-noising

Since gamma correction can amplify noises within the original images, before the
watermark embedding process, we have to do the de-noising operation.

In order to ensure that the visual quality will not reduce seriously, de-noising

is carefully controlled by a parameter &; according to the following formula:

1,=D(1¢,8,), 6,<6 (19)

Where &; value is used to perform the jth de-noising operation and is

limited by an upper bound &, , which is manually selected. Ig is the cover

max ?

image after gamma correction. I} is the cover image after de-noising operation,

and it is used to embed the watermark.

3.1.4 Select embedding position and region

After performing de-noising operation on the original image, we get I'J. , which is

used to find the embedding position and region to embed the watermark.
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3.1.4.1 Embedding position

We use a window block with the same size of the watermark. The most suitable

embedding position P is selected to have a maximum sum of absolute differences

between intensity I} and the best intensity i~ as expressed in the following:

Xg+ =1 yo+Wy,—1 (20)

P=argmax » > ||}(X’y)_i*|

X=Xo  ¥Y=Yo

3.1.4.2 Embedding Region

After the embedding position is selected, we define the embedding region R,

which has the same size of the watermark, by the following conditions:

R={1(6 y) ] % X<+ W, =L yo <y <y +W, 1| (21)
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3.1.5 Termination of the De-noising Operation

The de-noising operation is terminated follows the judgment function S,

Xo+W, -1 yo+W,,—1
s= 3 S D(I(xy)-i") < W, xW, xT
VYo (22)

D(k):{ 1,if k=0

0, otherwise

Where T is a predefined threshold. The judgment function S is established
if the percentage of pixels with intensity equal to the best intensity i~ is less than
T. When the above statement is established, we terminate the de-noising

operation and find the best watermark embedding position.

3.1.6 Finding the MAX of pixels in the embedding region

We use MAX to denote the maximum value of the three factors of color: red (R),
green (G), and blue (B) in the RGB color model, and MIN to denote the
minimum value of them. Since the saturation value is a ratio of MAX , when
the embedding region is found, the MAX value of each pixels within this region
are used as an index. When a point has same R, G, B values then the MAX is
assigned to R, G, or B if it has the highest count of being indexed as MAX in the

four neighboring top, bottom, left, and right points. In this way, an index is used

30



to record maximum of R, G or B values as expressed in the following

equation :

MAX = max(R, G, B) (23)

Within the watermark embedding region, based on the index information, we

are able to adjust intensity of each pixel to embed the watermark.

3.1.7 Pixels embedding technique

The embedded watermark is revealed due to the abrupt variance or difference of
intensity because we adjust intensity of each pixel according to its index in the
watermark embedding region.

For a binary image used as the watermark, if the pixel value is 1, the
intensity of the watermark is set to be « ; otherwise, set to be £. In order to

create difference to reveal the embedded watermark, we have « > 3.
If the sum of the intensity of I} and the watermark strength is greater than

255, we will replace the addition operation with subtraction operation, as

expressed in the following equation:
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()= 1 (% y)-o, if (15(xy)+o)>255
)= I'(x, y)+®, otherwise (24)

]

o=a, ITWX-x,+1Ly-y,+1)=1
= f, otherwise

Also, we can adaptively adjust watermark intensitye and £. When the

number of R, G, or B indexes exceed a certain proportion of the total indexes,
we can adjust the watermark intensity « and /S according to the ratios. That

IS, we assign highesta and g to the one with highest ratio, and so on.

3.2 Watermark extracting process

The embedded watermark can be retrieved or sensed by the following three
methods: gamma correction, image processing tools, and the human visual

system.

3.2.1 Gamma correction method

Gamma correction can be used to increase intensity of the embedded image and
reveal the embedded watermark. After gamma correction, we can directly

retrieve the hidden information to claim ownership.
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3.2.2 Image processing software

We can load the embedded image by using some image processing software such
as Photoshop and use the saturation adjustment function to reveal the embedded

watermark.

3.2.3 Naked eyes identification

We can exploit characteristic of the LCD screen to reveal the embedded
watermark. We output the embedded image into the LCD screen. Then we can
adjust the screen angle such that the embedded watermark can be sensed by the
human visual system directly. Apparently, the best benefit of using this method
is that no extra processing or overhead is needed to extract the embedded

watermark.
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Chapter 4
The Experimental Results

In the experiment, the original images are colorful images with 400 x 400 pixels.
The binary watermark is a binary image with 160x60 pixels as shown in Figure

6.

ISLAB

Figure 6: The binary watermark

4.1 Embedding watermark

Figure 7 shows an original image. After embedded it with the watermark by the
CUVW scheme, we can use gamma correction, image processing tools, or change
the viewing angles of the LCD to reveal the watermark. As shown in Table 6,
the watermark is no longer a binary image, but instead, become a color image that
intermingles well with the background color of the embedded image. We also find
that the PSNR of the stego-image in Table 6 (a) is more than 40 dB, sometimes

even as high as 50 dB.

34



Figure 7: The original image
* Refer to http://www.taipei-101.com.tw/index_en.htm

In the following, we will explain in detail for image collections in Table 6.

4.1.1 Show the embedding region

As shown in Table 6 (b) the watermark embedded region, a block of the cloud in

the sky, is marked red.

4.2 Watermark Displaying Methods

We use gamma correction, image processing tools and change viewing angles of

the LCD to reveal the embedded watermark.
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4.2.1 Gamma correction method

After applying gamma correction on the stego-image, the embedded watermark

information can be seen clearly, as shown in Table 6 (c).

4.2.2 Image processing tools method

We load the stego-image in Photoshop, an image processing tool, and use the
saturation adjustment function to reveal the embedded watermark, as shown in

Table 6 (d).

4.2.3 Changing viewing angle of the LCD method

Without further image processing, the embedded watermark can be revealed by
changing viewing angles of the LCD. In Table 6 (e), under the normal viewing
angle of the LCD, the embedded watermark is hidden well and can not be
perceived by the eyes. But after adjusting the viewing angle, the embedded

watermark is revealed, as shown in Table 6 (f).
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Table 6: The experimental results

(a). Stego-image (PSNR=50.250667)

(b). The embedding region

(d). After image processing tools

(e). In normal viewing angles

(F). After angle adjustment of LCD

el Y ok B
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4.3 The extracted watermark

The original watermark is a binary image, but the extracted watermark is changed
to be a color image, as shown in Figure 8. It appears that the embedded
watermark changes its color according to the background color to have better

hidden effect.

Figure 8: The extracted watermark

4.3.1 Various types of cover images to embed and extract

watermarks

In the following experiments, we use images of various types as cover images.
The stego-images, the embedding regions, and the extracted watermarks are
tabulated in Table 7 (a)(b)(c). Besides, other watermarks with more complicated

patterns are used in experiments, as shown in Table 7 (d).
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Table 7: Embedding watermark in various types of images
* Refer to http://eng.taiwan.net.tw/

Extracted watermark

(a). Stego-image (PSNR = 48.973508)
i ",. .

Showing the embedding region

Extracted watermark

Showing the embedding region

Extracted watermark

Showing the embedding region
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(d). Stego-image (PSNR = 44.543843) Embedded watermark

* Refer to http://www.whitehouse.gov/

(The binary watermark with 160 x 108 pixels)

Showing the embedding region Extracted watermark

4.4 Robustness of the embedded watermark

To verify the robustness of the CUVW scheme, we launch a series of attack on
the stego-images. These image attacks are rotation, print-photocopy-scan,
contrast, sharpen, emboss, and spherize. To demonstrate robustness of the
CUVW scheme, we compare it with the UVW scheme against same kinds of
attack. By performing gamma correction on the attacked stego-image, the
invisible watermark can still be revealed if the corresponding watermark

embedding scheme is robust against specific attack.
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4.4.1 Rotation attack

The stego-images are rotated 45° clockwise after the rotation attack [17], as
shown in Table 8. We observe that after gamma correction, the watermark
information, embedded by using CUVW scheme, is clearly perceived in the

rotated image.

Table 8: The experimental results of rotation attack

CUuvw

Attacked-image

Gamma Correction
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4.4.2 Print-photocopy-scan attack

For print-photocopy-scan attack, we first print the stego-image and then scan the
printed photocopy. The stego-images after the print-photocopy-scan attack are
shown in Table 9. Even after print-photocopy-scan attacks, the extracted
watermarks can be identified. The extracted watermark of our scheme is shown

clearer than that of the UVW method.

Table 9: The experimental results of print-photocopy-scan attack

CuUvw uvw
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4.4.3 Contrast attack

For contrast attack, the contrast parameter is set to +75. The experimental
results after contrast attacks are shown in Table 10. We observe that the CUVW

scheme is more robust against contrast attacks than the UVW scheme.

Table 10: The experimental results of contrast attack

cuvw Uuvw

Attacked-image

Gamma Correction

43



4.4.4 Sharpen attack

For sharpen attack, the amount is set to 200%, the radius is set to 80 pixels, and

the threshold is set to 0 levels.

The experimental results are shown in Table 11.

The watermark of our

scheme is revealed clearly after gamma correction, but the watermark disappears

for the UVW method. We observe that our CUVW scheme can resist sharpen

attack but the UVW method cannot.

Table 11: The experimental results of sharpen attack

cuvw

Uvw

Attacked-image

Gamma Correction

44




4.4.5 Emboss attack

For emboss attack, the angle is set to 100°, the height is set to 100 pixels and the
amount is set to 100%.
Table 12 shows the experimental results. We observe that the watermark of

our scheme is revealed clearer than that of the UVW method.

Table 12: The experimental results of emboss attack

Attacked-image

Gamma Correction
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4.4.6 Spherize attack

For spherize attack, the amount is set to 80%.

The experimental results are

showed in Table 13. We observe that the watermark of our scheme is revealed

clearer than that of the UVW method.

Table 13: The experimental results of spherize attack

Cuvw

uvw

Attacked-image

Gamma Correction
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4.4.7 Comparison of CUVW and UVW schemes under

various attacks

In Table 14, we collect attack results to show our scheme is more robust than the
UVW scheme. If the method can resist the indicated attack, the solid dot @ is
used; otherwise, the empty dot O is used.

We observe that our CVW scheme is more robust than the UVW scheme in
many types of attacks:

® Both CUVW and UVW extracted watermarks are robust against the

rotation, print-photocopy-scan, and spherize attacks.
® CUVW can resist the contrast, sharpen, and emboss attacks, but UVW

cannot.

Table 14: Comparison robustness of CUVW with UVW under attacks

Attacks CuUvw Uuvw
Rotation Attack o [
Print-Photocopy-Scan Attack o o
Contrast Attack o O
Sharpen Attack o O
Emboss Attack ® O
Spherize Attack o o

* @: the method can resist the attack. (O: the method cannot resist the attack.
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Chapter 5
Conclusions

In this thesis, we propose a novel Comprehensive Unseen Visible Watermarking
(CUVW) scheme. The merit of the proposed CUVW scheme is that without
further watermark extraction processes, the embedded metadata can be recognized
directly by the naked eye in some easy ways.

We show in the experiments that after embedding watermark by the CUVW
scheme, the watermark is invisible under normal viewing conditions. However,
we can change the viewing angles of LCD screen, or do image processing
operations such as gamma correction, or use saturation enhancement function to
reveal the embedded watermark information.

The original watermark is a binary image, but after applying in the CUVW
scheme the embedded watermark is changed to a color image that can intermingle
well with the background color. The CUVW scheme is very useful in practical
situations: the stego-image has a very high PSNR value, above 40 dB or
sometimes, as high as 50 dB, since the embedded watermark conceals well.
Moreover, we experimental prove that the CVUW scheme is robust against most

common attacks.
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