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2.1 RSA %45 k5t

2.1.1 RSA#§ 4

1976 &# =+ > £ = @« 254 WYhitfield Diffie fo# eh¥dz Martin
Hellman P 4:F7 % F BARE OB 3L > 40F 1 R4 2 UG v a8
SRR o BT 2R LRR 3 /5 8 > Whitfield Diffie - Martin Hellman <
T{at‘i 1978 & > d F R4 1 B Feehz = 4c$ Rivest~Shamir 2 Adleman
FEOE - BOBAT R kA Teri) RSA %A A AL o T 4 RSA 2R
AR LR o BT S o 8 RAGT BT f R AL T AT
& 1% = B4 (pubic key)frf %4 (private key) k @ %78 5§ { i&

-4 H o

2.1.2 RSA# &

S A
(D& =@ * 4> EHA B FapPi-g
(2)3*% n=pq

(3)*+E ¢ =(p-D(@-1



n

(A)FEH 2B 4T elZ" » gedeg(n) =1 - 1<e<g(n)
(O HZF %4k d=e’ (mod @)

(6)2 4 publickey a={n,e

(T A2 private key £ ={n,d}

. %% E (Encryption)

(1) =< (plaintext) M <n

(2) %< (ciphertext) C=M?® (mod n)

. f2%% % (Decryption)
(1) %< (ciphertext) C

(2) P = (plaintext) M =C? (mod n)

&

1. 4 p=474-q=71

2.2+% n=pg=47x71=3337

3.38  ¢(n)=(p-1)(g-1) =46x70=3220

4. 5H/ B 4T elZ ¥ ged(e3220)=1 > 1<e<3220 |,
3220=2%x2x5x7x23 JFiEHF 7 F|# 2,0, 7, 23 ik

i e=179



5. F B4kE. d=e’ (mod 3220)
79d =1 (mod 3220) = 80501=1019x79=1 (mod 3220)
public key o ={3337, 79}
private key S ={3337,1019}
se %% & (Encryption)
% < (ciphertext) C=M® (mod n)

= 79
IE M=668 ° C = 668 (mod 3337)

= 1570 (mod 3337)
=. f&@%%% (Decryption)

M

c (mod n)

1570 (mod 3337)
668

M < (plaintext)

RSA 4v iz % A2 -

4L AR M

0

IM [~ M1 ‘ME

cijlcz2fc3f---

M3|eee—3C = AfF (mod n)[

f3 % AR

¢ (mod n) >I’\ril ‘MZ




2.1.3 RSA#i>%3%

"TEF SRR RAEF R B % F (Digital Signature) &5 &
Bk F o E R o- oL PE-RERFIAER

mdcERE A RBE R gT o

RSA #c i & £ i A2 ]

it
L]

i B

m] »[mj—=>[m] [m-»m ¥ vyes?

I oY
RSA>™(S S| RSA A NOT 7

A A B
AsyAeF b Ak AbT o B b At

=

HEFF AR 2Mithe g% w0 FR " £5 RRHL d, 0 A
EHME EFEREE S
% s=m® (mod n,)

ERM2EF> SREIHRFEY BAREF B

B
i

HFAzZ 2R HL e,
BITHRE o
&7 . m'=s* (mod n,)

-

2 m =m THRFELE EL o



2.2.1 #EH 4

1920 # & ¢ g5k 3 (Miller) e % (Koblitz) #-F 1o 3123 %
mEP > a Errdd (Lenstra) pldp fdoie @ % ¥ Sk A 2 Flie o £
R B fERAR kAL b PR A A R o H oAb i gt
ol % 2R L enf @ A BT R S o T B R R A
5 o ATIAT (LS BB F FRnEE Y PR S 0 o

2. 2. 2 ’H‘?‘I}ﬂ Eb’ _%'ﬂ'éc /é’- #FLE]\J

PR @ A2 > A7 5 y?2=xP+ax+b  (modp) © # 7 abOz, c EF

- W FFRlY RE AT §5 - Bk A 5 msE(point at infinity) et #

BL(zero point) ! #5000 £ 57 2 o



y2 =x¥-3x+3 $2 =x3 3 +3

BI(1)5 i3 4p £ Bh4p 4e R(2) R NP2

(1) “frFld &E 2 BAp RS Bipse P{rQ4p e ¥ ¥ 31 % = B R PHQ-R
HiER= NGB P Qs Bir- EARLEHRAY RE A2 2 (R)
B BRI S Po- BR (CROBEAP AT X ph2 B AR -
B (1) -

(2)  HiFFIB®E +B- g k(1)% P=Q P > PHQ=P+P=2P=R > 2 i* @] >
FOUHPET- v RL LERBFREAp - B EFH S BT
AL X phengh > T 2P B o 4oB)(2)

(3) Sz H A0 THFFIBRLG - 2
p=(xy)= pto=c0+p=p 2 p+(-p)=c

Hop=(xoy) R PAEF A e



() BEH(P+Q+R=P+(Q+R) ’

LHIEQ+P=P+Q

(5)  ¥FFld M4 2EE 258> 2 F SRl My’ =x3+ax+b > £
P=(%.%) > Q=(%,,Y,) » E 2 A2 AIP+Q =R =(X;,Y,)
T X =m?-x —X,

Y; = —[m(X3 - Xl) + yl]

(yz_yl) =Y
(X, = X,) R
Hemi > m= 2 1

3x? +
(Xl a) Z_ﬁ‘f‘/IP:Q
2y,

2.9.3 FrFlW M4 fRRAE 4 5

PR S 4ejR %S 54 3% 5460 1T KB B g > 4o Koblitz &

Menezes-Vanstone & A %45 4 52 % % > F 5 R Y R - fA1AAT

o s

e
Ld > % F R Al R 42 I F % KT HEE

T A H P - %ﬁaﬁ!’?]ﬁ]ﬁ zf:{ﬁﬁ;%m" R

Z



PR S B AR 4o 2 4 )

SR EPE TP TR ¥

(1) =2BEAY RE (ab) @ y?=x>+ax+b  (mod p) °

BFRIY SE (ab) - 8G GRARE:
% 4B RHFLB=KGGRR ™ ¥ B HpLK) -
BEP 2 2 M XM=M,+M,

(2) E#&-jraer > 3 ER=1G -

(3) Hc =M +(B), » C M, &~ BHEE > (1B) 5 Atk
PP X AR BB AP e o
‘\:"'\‘L‘E: C2:M2+(rB)y ’ C21M2;‘% - ﬂ;;:&té; ’ (rB)é &’E‘%‘ ’
FePey AR B B AR e -

(4) ®i# c.c,R ¥®™ B

(5) @#*#B> 1 C.CR

E M, =C, - (KR),

M2:C2_(KR)y ,?§E|JM1+M2:M
A
:Cl_(KR)x

A =M, +(B), - (KIG), (- R, = (1G), )
=M, +(rB), - (1B) (- B, = (KG),)
= |\/|l



2.2.4 ¥FRW M §

7% A i B R @K KB

(1) ~BFF¥ RE (a,b) * y*=x*+ax+b (modp)
AWERlY @Bt PE- BG-GB
R AFRGTK R F A D BT B=KG -
BREEFOALIM -

(2) E#H- prol » 3B R=1G -

(3) #¥s=r'(M-KR,) " I"ileéhr 2%  RAR XafE-

(4) @%M,S,R.&%ﬁ%’*'ﬁB’ SR T3 8%~ o

(5) #&* % B-{fl* M,SR
%3 V, = RB+R

V, =MG WRY, 2V,

10



2.3 $%2 Sn#c(Hash function)

FH RSAFEZER BT EERFREDFRCP 2R RS E 0 T
FORLBPROME o LRBEEEY BT LB RFERET AL

s 3" o Hash function # - # ¥ % & #(one-way function) :

~

(D %- BagefgraEiamax  7ruEiy=f(x)-
(2) sy = f(x)? m- @Y - RjEx= E(y) A DRk
Hash function £~ & RAGULE » 7 & 5 - BE RKEY B Uy I eh

EE > Tiu LR (Digest) .

o }%_\Q g :}F;ﬁﬁ_@ :

+ Ik

% »o _ [ »FEEER

—»|RSA|» |LhEF | — 35

f o5y
% : | B4 ﬁ ‘ grno? E,%
g2 op |E & 4
gl f5 (B = 2
— & &

11



R AR

BE=z | M1| M2| M3 | M4 Mn
¥
FOE >N/
L
M1 ?Z ¥
My T -7 |
M -, . *+ & l_)_
. Mntl UL;
My~

(D

(2)

(3)

(4)

Af P 2dFaM M, > > M ATERRE By TS AR
HIFTER

e A - AEE SN e mka‘fa"g‘«k‘ A RE Y (4o
deik s f % E) > F)pt Hash function i ¥ i# B % o

BAM A ESFEZ > FIMEfM AR T2 0 BT Mk
A wE P 2 L 3 & (hash value) ©

# * ¢ Hash function ;%% /2 4-MD5 % % - MD5(Message Digest

Algorithm Versionb) » MD5 & & kg ¢ i@ 4, dugiald o
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EEF T RRR e FE > BRSO FApd N Y - 0 A
FEERL > T HEE AfoRRA o T REAR ST ELE P
FH 5 0 4-YAHOO!3p ¢ ~eBay dpp ® ¥ % -
IR i3 SR N - K
(1) #Fig : BF Lo Fht >N o FAd ARt §i

CEFE RIS K o R A ¢

B g E DR RS - BRE A eE

B e fed - R RE B RE IR
Ho R B A Tt R AR
GRLFANE A ERE £ E o

(2) &3 ¥ fR%wmE(First-price Sealed-bid Auction) :
gl TR R SRR & 0 B AR E AR L o
PRS- SEAN %S RS N N I S R i
NEARD > MEHFE > EEE g R

VUM B R AR SRR S Y T RS

A5
o

13



(3) %= % ¥ % #AE(Second-price Sealed-bid Auction) :
Bk AR R RO & B AT AR
MRHIAGH B L P LI HEFEL 0 F R
NEARD > MEHE > EEE g R

R RS R L

T #ﬁﬁﬂi&émﬁﬂm%rwa%ﬁAm,gmaﬁﬁgg
Faeg PR L 7 o iR A R o B FHF b A ek ®
Booome AT SRR g o e
S AR BT
- BEFOF L TR ARG B B A iR F iR oy

i 2 Bl & o

TL AT @R AT B 0 i &

b

ARBEI TR AT T SR ) el .

IRRE N - TR TS = RO Ak A A

L1y

L RERIERE D TRIEY G A Eon o g EARm AL FE T

14



2.4.3 TR kAR

C.C. Chang and Y.F. Chang & 2003 # 3 41— &7 * 0T + A%k

Boo dvig epedp g D B o 4 R R LR SRR F A

A e g - BEFERE(Certificate Authority , CA) > &
FEREASY RA 2T 2Rz o CAL B G I FLB L EET
SRR A - R g F B AT &%ﬁUA%ﬁoﬁ—%&%ﬁA
FoFoRHLa - F P REL L A - SRGgLagir
f%ﬁ&@’wg%$ﬁ—%ﬁ%4%%%ﬁ—@@4@¢ BEHYF
TrEtEH g -+ X3 KT a; > &d CARE-

B EB IR RF A H I a kHBERS LA B EB G
E#- BEM £33 5 R=h(M.T.a;) » £ #(MT,a;) d5408 5 A 27
h g #A_Hash function T & & 7T HMRF - dp ¢ ¥ Biesl(M,T,a;) >
TENR=hMT,a;) » #FR=R THFEILF > TEZPT - hfFBE
HG=h(M+D,a;) £ A 402 > TR A FREY P AR
FeiE AR

(1) S=E, (BIT) »4&4kf A * ¥ R4 [, %5 & &1 § Biriith

EEET e 2EFFS o

15



(2) D=E, (S) "#HiFFAR?* BoRHL RS REFFD o
(3) #* % A¥NC=h(BT,a;) % #(BT,D,C)i 1! -
C'=h(B,T,a,)
S' =Dy, (B, (S)
(4) #C'=C > %#BI|T 2_ D, (E,(B[T)LE * % >
Frgd A Hhon o FRHE E B2 BRI £
o

(B)rC'#C » =24 B#%(BT,D,C)&E* &

2.4.4 TF AR

(1)>#4E % (Public Bid) :
PRFEF- Lo %2 8307 BEFHL N ik
Bosak o 2 FEE 5 SR R 58 (Multi-Bidding

Auction) °

(2)%#HF¥ (Sealed Bid) :
PARF M £ FARE  EIREMT L LG F AR

HiFE >~ HLH AP 7 (Single-Bidding Auction) °

16
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2% BIHROE R

A2 I HR  RSA iAo RSA B B % > BP0 MRSk sz
R Sk ¥ AR HREIFT L IR mFN AR FREY RS

AL & LU AR o

HARE T3 iR AR

2. sEM I EVS £

PeAr#B

R BEEe - eeEe)
3.3%i= © [i=EsEE - [EesaE) 1™

'

. Ha
4. 0% - (FRIEES 0 - RSO - [BE&EE] 7 ]

5. NSFIRESMN

R F =D  RERD DD -BREFFPY B RERD 2

grz o Hix o]

\\\Xr

2BHTa, - 2
HEFa=[kn e Dy 2R Ga, P GLZ B - BHRFEF P

[z ] e
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7 # A (Auction)- &2 BT a,fvF 245 B,
F % B (Bidding) - =2 B KL a, Iri %4 L
2EPECH) - 2B G a frF RHLSE

3.1 @& * ROA i 3H34%t

KO FFASERA L LR 2 R E B {15 RO 2
AR s A REE Sk p PG TR LF T SN HA S
DES 4§35 %48 & sofrit LoF & i B i ke B Mg & -

e 2 -/'ﬁ%i]:g].ﬁr—r :

|
|
mj—> | DES|——> > |7 %
|
i A _ :
i session key|—s |RSA |—» s%s:ir:]n key| i session key
ah] s > by o
_;rg- + H v | EN
|
: RN E-£-= | .13}
|
| '|r‘l;.
[ =
| -
| hesh function | —» [RSA|—> [ g2 553 | [mess | P
’ [
m 0
* m : mo

Ao he B oA

A FEF AP Mo g~ DES i 4% > @ElF~ C o

HF(2) P HEF AP TEPBIN - w56 ALy dicy DES 4o R
# % FUDES e B Bk el » 0 R el

.___V

LL ?L =Y

B &

session key » Tt =id ¢ @ % g2 i 4&F (session key) o

18



#H2(3) ¢ 4 24k (session key)d ’%ﬁ"%‘f A"l A 4 2 B3R
Tef B % kjip o gogf 4 Aq1" RSA HA8 i Su-2 4R o
%@ia‘%‘i’{—*ﬁ B o

HA(4) R g L3 & & 2 (hash function 4o MD5) # 31—
BT OALEEEMT .

HAOB) D MEFREMT FoURLP T AP H &N RSA BT

e AR BT MAKEDEEM o
#HF(6) 1 %2 Cosessionkey H 2 o frn LF L DFEF 0 -

T3 P E Be

f3 I AZR
B A

@ ®

Ler P P » e
- i DES » | hash function
B
HA ‘
5 ? session key
B |session key| @_ RSA
99 5 X > "
A m
AL ® y
RS —— Eak Y
WEeHE | —» [RSA] ——>|thig | 55
f »
m Lk A BN Sy
0 * = g i T, _1?- i
" Awy > B

19



HAHEA) Fefeg BaZE KRR Ciah > Jf L session key ehi ~ fi#
B > ¥ 3] session key °

# 28(2) * session key & 4cvf#® < Cerkey » Ft #-% ¢ 2 session key
g~ DES i3 @ > g Walp v o

#AR(3) ¢ Hepr > Mg~ 4 4F & 5 4 32 (hash function 4o MD5) » & 2 -
B Lap e nd o

HE(4) s #a Lpam’ s uRSAFEZ Y #ripEm .

5'5,3?(5) v gm 1FM'{@ B F AT o

&% RSA JnAe A 43R it

B CASR i #8REFA- L2RGLa, foF RGELL, I

- B CARESORGE o > FAREF ARR LEFTR GRS

ID~ B T & B sihofp 2 2B % a,)

# () T AT AR L (bo 2 M) 8~ (hash function 4 MD5) ¥
- B RERAHR G M) R LR (e )
E#» RSAME=BF hsio o Bk @37 Ll
RS EICCHEPURE ICU S P Lt 238 SICLE

m, S)a@m 4 o

b

20



bl
% hash function % f(x) = x(mod k) » ¥ X#% 12 % B e k > P~ H 4
Bon f(x) o kKfd RN it 0 2 k-12 7 -
F A2 CA n = pyxg; =109% 229 = 24961
@n:) =(pr —Dx(q, -1 =108x 228 = 24624
B2 B T g, = (24961125)

T %4 B, = (24961,197)

K ttE iom,=(ID, time, a,;)=(219 ,0611 ,125 )
x=M, » B~k=100 > m, = f(x) = (m,,m,,m}) = (19,11,25)
% p, =101 g, =211
N, = p,*x0g, =101x 211 =21311 » (p, -1)(q, —1) = 21000
»-e,=97 > e d,=1 (mod21311) = d, = 433
>R a,=(n,,e,) = (21311 ,97)

f“ %%{ﬁA:(nA’dA) = (21311 ,433)

%

4l

% s, =m,” (mod n,) >
s, =19** (mod21311) = 4092 (mod 21311)
s, =11 (mod21311) =16522 (mod 21311)
sy =25 (mod 21311) =11545 (mod 21311)
24 (M,s) M, = (219 ,0611 ,125 )

Sy = (S, Sa»Sp) = (4092,16522,11545)

21



(D) A B CA LR FE 1~ Rl 2 BTy foF BT S, -

B :
® ps =103 > gz =223
Ng = Pg X gy =103 x 223 = 22969
(ps —1) % (g, —1) =102 x 222 = 22644
P~eg, =53 ed; =1 (mod 22644) = d, = 1709
B &% a,=(n,,e,) = (22969 ,53)

T R4 Ly=(ng,dg) = (22969 ,1709)

HA3) KT RE TR =[EEP D0, REFEFT
B
(FA#%" B F" GARSA+«BiR* 2K a, >

| [LL/,’/E’}/?}?{]”T ) o

%
5

% B#" - F3u “(4:my) #j~ (hash function 4= MD5)
WEl- BT RN TR R B G )" e R R (el )
EHi~ RSABc g % koo o fpitinse i o @317 HRH T
5

g T_;‘_ (—ﬁr' : S’ )”

22



o)

(TR, REFAREEES) (ot m, S)-
B g, B AT RSA e

@ 51 (g EpreTREm S o 8 SRR A

B A #lEgos mmoagEm s

P RHL L AR FR(RETR, REFTAFELER
) ggravat ggevdggp i) (et m, S)) e
ORI FTARLREET W ARKL o, 2RI HRE TR

FEE=m” - £ & FE Fam” # > (hash function 4= MD5)

WA &3 1000 5 ~ 0 2 ar=(n,e) = (24961,125) 4 %
C =1000" =86 (mod 24961)
®AEE T M,=(ID, time, C)=(219,0617 ,86)

x=M, > k=100 » m, = f(x)=(mj,ms,my) = (19,17,86)

23



fe (mod ng)

s

Sg = My
sy =19 (mod 22969) =11036 (mod 22969)
sp =177 (mod 22969) = 20011 (mod 22969)
sy =86  (mod 22969) =10992 (mod 22969)
#3 (Mg, s5) © My =(219,617,86)
Sg = (Sg,Sg,Sg) = (11036 ,20011,10992 )
(Mg,Sg) M a,=(n,,€,) = (21311,97) 4 % BiEd 4k A
c, =M™ =219% =19709 (mod 21311)
c, =M;™ =617 =20980 (mod 21311)
c,=M7* =86% =6981 (mod 21311)
c, =s,” =11036% =17313 (mod 21311)
C; = sp?* =20011 ¥ =20002 (mod 21311)

Ce = sp™* =10992 ¥ =289 (mod 21311)

% A2 By=(n,,d,) = (21311433 j2 % 17 71 (Mg, Sp)
My =c” =197090*® =219 (mod 21311)
M: =c,” =20980“* = 617 (mod 21311)
Mp=c =6981%° =86 (mod 21311 )
s, =c¢,”* =17313** =11036 (mod 21311)
st =c./* =20002 “* =20011 (mod 21311)

sy =c,” = 289" =10992 (mod 21311)

24



2R E 1 (Mg, s;) ° Mg =(219,617,86) >
Sg = (Sg,Sg,Sg) = (11036 ,20011,10992 )
# Mgy » 3t s £(X) 9 3
mg = (mg, mg, mg) = (19,17,86)
$ sy = (11036 ,20011,10992 ) * ag f# %
m, =s,"° (mod ny)
= A, =11036% (mod 22969) =19 (mod 22969)
M =20011%  (mod 22969) =17 (mod 22969)
M =10992%  (mod 22969) =86 (mod 22969)
mg; = (Mg, mg,my) = (19,17,86)

S m, fo M, 4p %

B AR AT R B RS B v TR
D~ AR B T~ [F7eR7E 17 ] o 3t w4 JE30 0§ R 4R 2L
Bnwdiciz§ § o @RI [/rert Pl 3 B GREx B B

FHAH

HFGB) D BFREP Y o) CAD PR B SR EE A RiRE AR

s

Br#” HE TS O ([ 17 ) » &7 ROAf2 % - 93

BEG A  LME BREEDOFREEF R AFFER 2
FEHET

25



o)
FRE T C=86 B =(n;,d;) = (24961 197) 2%

FPAE £ 2EM =867 21000 (mod 24961)

A
S5
\q?g
[Ee
-y
oy
=
o
o
.
Rl

B EEL R A etk g B2 B @ikl o GipE @ o % RSA
EIN

fjedy whRAHS@* RAZEE > 71

Fd CA2D 4 #4REP A- LR KT 0, frP BT B, 0 Ir
- BCARBEDSRGL o FARERF AR #HEFRT GRREP o
D> BHEpEE T & B ihof p 2 2B 4T ar) o 4244 Bo CAsip &
B - ol 2BGT o foF BT L
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FEFASIRETAL AR RT3 ¢
S RETA S M Hm R ECCHE-E -
R RE(ab) : y>=x*+ax+b  (mod p)
AR RE B - G,

T AT BB Ly

R ARG a, = B,G,

EH- ek, ¥ E R, =1,G, =(R,,Ry)
FEEFY s, =, (M - BAR)

22 My (RaySa)) " (RL,S,) T g%~ o

FRY E,LQD ¢ y?=x>+x+1 (mod 23)
=G = (11,20)
K& Fm=(ID, time, a; )=(m,, m,, m,) =(500,100601,660)
Pf B4 Ba =5
o BT a, = 5,6 =5(11,20) = (55100)

r,=8 - R, =r,G=8(1120) = (88160)
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sy =r,'(m), - B,R, ) =3(500 — 440 ) =180

sh =r, " (m% - B,R,) = 3(100601 - 440) = 300483

s =r,(my-pB,R, ) = 3(660 — 440 ) = 660
22 (M, (Rasn))

m, = (m,, ., m’) = (500,100601,660)

R, = (Ru, Ry,) = (83,160)

S, = (Sh, Sas Sa) = (180,300483,660)

(2) 4% B @R E s pURE Tl § §
HH T L m o #my R ECC #iciz % & o
BHFa= (3500 D 2B T oy ~ HEFEFT-

[f//é’}/{}.’?{ﬂfj{;é[(¢ 11 (B AHDHFEECC 4 ®i2)

R S E (ab) : y2=x+ax+b  (mod p)
BFEY SE Bz BGy

FAE B %44 L

;;,u%iﬁ B e B 4gE ap = BGg

- ey 0 B3 8 Ry =16 = (R Ryy)
FHEF Y sg =1 (Mg - BgRy)

T® (Mg, (Rg,S5)) * (Ry,Sp) iTh %~ o
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ga-(my,sy) M4BT A BT 0, M ECC RAB 4B
Cg = (Cyz,Cyg)
(Mg.se) + (6@ ), (rga@ ,),)

(Co,Ry) Bi% B4 457 A -

?ﬁ%?ﬁ A (cs, Ry)
Cg = (C’B’Cg)
(Mg se)+ (150 2) . (ra@A)y)

PR LafER 0 F T (mB’(RB’SB)) ’
E#(Rg,S5) * k&# o

%A DV, = Ry a, + SR,

Vv,

mgGg > &%V, 2 V,

FARE W E S o P HRE G o

PRl RELQLD @ y>=x>+x+1  (mod 23)

G=(1120) » k#E£HFM=200 5 = > a, = (187,340 )
r,=7 > R, =1,G =7(11,20) = (77,140)

C=M +(rya,), = 200 + 7(187,340), =1509
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WA ALF 2 my=(ID, time, C)=(mj, my, m:) = (500,100610,1509)

a, = B,G = 3(11,20) = (33,60)

g =7 > rgfg' =1 (mod23) -

Rs =156 = (Ry,, Ry)) = 7(11,20) = (77,140)

s, =y (Mg — BxRg, ) =10(500 — 231) = 2690

s" =r, (M, - B,R,,) = 10(100610 - 231) = 1003790

sy =r, ((ms - ByRy ) =10(1509 - 231) = 12780
#-(mg,s5) ™ a, =(55100) 4 % 4 @ i%

m, = (M, i, M) = (500,100610,1509) >

S, = (S5, Sh,Sm) = (2690,1003790,12780)

Ry = (Rgy, Rey) = (77,140)

c, =mg + (rza,), =500 + 385 =885

c, =m. +(rya,), =100610 + 385 = 100995

C; =my + (rga,), =1509 + 385 =1894

C, =S, +(raa,), = 2690 + 385 = 3075

C, = sh +(ra,), =1003790 + 385 = 1004175

Co = SU +(ry@,), =12780 +385 = 13165

# (Mg ,55) 1 a, = (55100) 4 %
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cy = (cy,ch)
(Ma.sa)+ ((raa ) (rean)y)

cy = (c,,C,,C;) = (885,100995 ,1894 )

ch = (C,,Cq,C,) = (3075,1004175 13165)

Ry = (Re, Re,) = (77,140)
Bi%c, = (cy,Ch)
Rs = (Ryy, Ryy) = (77,140)
% cy = (ch.cp) B =5a% @ (Mg,s,))
m, = ¢, — (B4Rs), =885 - (5(77,140)) , = 500
m, =c, - (B,R,), =100995 - 385 =100610
m” = ¢, - (B,R,), = 1894 - 385 = 1509
s, =¢, - (B,Rs), = 3075 - 385 = 2690
' = ¢, - (B,R;), =1004175 - 385 =1003790
st =c¢, - (B,Ry), = 13165 — 385 = 12780
@5 (mg,(Rs,Ss))
mg = (Mg, Mg, mg) = (500,100610,1509)
Rs = (R, Ryy) = (77,140)
Sy = (S5, Sn,Sn) = (2690 ,1003790 ,12780)
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283 ok e
- e

V, =Ry a0 + 3Ry (mod 23)

V, =m,G (mod 23)

V, = (V,,V,"V.,)Y >V, =(V,,V,),V))

V' =77(33,60) + 2690(77,140) = (318)  (mod 23)

V, = m,G =500(11,20) = (318)  (mod 23)
V,"=77(33,60) +1003790 (77,140) = (19,22)  (mod 23)
V, = mgG =100610 (11,20) = (19,22) (mod 23)
V,"=77(33,60) +12780 (77,140) = (16,4)  (mod 23)
V,"= mgG =1509 (11,20) = (16,4)  (mod 23)

&V, 2 V, =V, =V,

(3) #5p Ar Rty B> AR BEvp FalaiFame D&
Bps B T~ [ iodd ] o 20 w0 F 300 B 44T B, # ECC

R @I [rirpoas e 15 B E SRR B R B RS

(E
PR RMELQLY @ y> =x>+x+1  (mod 23)

G = (11,20)
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xwaFa m=(ID, time, C)=(m.,m., mY) = (500,100610 1509)

i B Ba=5
2B #%T a, = £,G=5(11,20) = (55100)
r,=8 - R, =r,G =8(11,20) = (88160)
S, =r, '(m.-pB,R, ) =3(500 - 440 ) = 180
st =r,'(ml - B,R, ) = 3(100610 - 440 ) = 300510

¢= MY - BuR,) = 3(1509 - 440 ) = 3207

n
o
|

% (M. (Ra.sc))
me = (m;,mg, mg) = (500,100610 1509) - R, =(88,160)

S. = (s.,s.,s") = (180,300510 ,3207 )

(4) SHBEPH 0 AT PEDE L LHEF A REBEFARY
ORI TR (Mg 1) 0 &7 BCC R -

@I & 0 BB B PR B FE R 5

»

,
@

EFa e

!
I

R

B c
b B £ FEC=1509 ¥ =~ > B =17
Rs = r,G = 7(11,20) = (77,140)

M =C-(B;R;), =1509 —17 x 77 = 200
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3.3 RSA % ECC %3R8 2 v 1

A e IRSAD B ART RSk ARl O MRS kB HE S R
R PR Y o A kY CRSARAR kARG RILHH 50
o F AR RAEF T FE o P N @ RASRARE ROARAG 5 h
T RMARKARE B AR Tt F B H 4 RSASE 21 4 B AT P
- BB P24 R R G RS E 2 B8 TR RH
BhamiE A A A ER o K HE @ RSN APT I H AR F KA P o
FIZRSAZAE i X P F R R Ay 2 TP AR FRR

£ PR SRR DT R

LR % 2o BT BCCHUET £ B HRSAGUET £ Bt fde™ & (1)

)
—'_".l-”;_“f‘i .)EU 2112 .)128 219_‘- +256

EE
RSAKHE () 1024 2048 3072 7680 15360
ECCRE(4T) 161 224 256 384 512
2 EELL 6:1 0:1 12:1 20:1 30:1




det & (DECCsg R & B A = % & chE BB RSA| » #110 @3 % B
SR so RS EE Z SRR > ECCHREEROA - ECCH A8 5 4 n
R R AT O FICRSAR Ak SuAp e e 2R BSR4
Fo¥t e 2 > TP RSARAE KAk AR RE 2R T 0 9T g TR

,J. o

bo bR A M) > CPUE A RAMA 4] » PR L 5 885 » @
E

RN SR VI A s e N W 1 R Ecciﬁ’ﬁ P EE R4 o 4p R ECC &
Ak g LR ELAEY o
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Abstract

In recent years, the demand for information and electronic services is
growing. Already the exchange of sensitive information, such as credit card
numbers and bank transactions, over the Internet is common practice. Protecting
data and electronic systems is crucial to our way of life.

The paper is divided into three chapters. The first chapter describes the
development of the cryptographic system in the daily life, and the application
of the e-commerce such as electronic cash, e-bidding. The second chapter gives
the basic knowledge on cryptography such as RSA Algorithm, elliptic curve and the
hash function, we also introduce electronic bid for two categories: public bid
and sealed bid. Finally, we apply the RSA and elliptic curve cryptography to the
sealed bid, and also study the differences between these two methods in the last

chapter.
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