90

DVD)

45-55

BEERE S RAVES RERT

(Intellectual Property)

(Software Protection)

(Serial Number)

CD

45

E-mail: chlin@mail.thu.edu.tw



mailto:chlin@mail.thu.edu.tw

46

Burn Proof

[1] Just Link [2] Clone CD [4] Disk Juggler [6] Blind Read/Write [7]

C.H.Lin C.Y.Lee A Software Protection Scheme on Internet: One-Time Install

Solution [10] (Virtual Secret Sharing, VSS)[8]

(On-Line) VSS VSS
(Image)

W.H. Yang S.P. Shieh Password Authentication Schemes with Smart

Cards [18] (Unique) VSS
(Off-Line)
(Buyer)
(Merchant) (Smart Card)

(Key Information Center KIC)
KIC
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(Registration Phase)

(Purchasing Phase) (Installation Phase)
KIC
(Merchant) (Terminal) (Smart Card
Reader)
KIC

(One-Time Install Package)

1 (KIC)
2. (Secure Channel)
SSL/TLS[11, 17]

3.
U (Key Information Center
KIC) (Smart Card) U KIC ID;
PW, (Public Key Cryptosystem)

(ski, pki) cert; [8] KIC ( Figure 1)

1 512 (PrimeNumber)p q n=p*q

2. e d e*d(mod (p-1) * (g-1) =1 e d

KIC

3. ge GF(p) GF(q)
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4. S = ID%mod n) RSA [12] ID; = S° ( mod
n)
5. Ui CID; h =g™*“(mod n)

6. n e g IDp CIDj § h pk sk cert

Ui
Ui KIC CID;
Ui
Purchasing Phase
Key Information Center
PW,

\ 4

Smart Card = {ID;, CID;, n, €, g, S, h;,ski, pk;, cert;}

<
<

Figure 1.
Ui
(Time Stamp) timeg (One-Way Hash
Function) SHA-1[3] MD5]5] Keyors
(Asymmetric Cryptosystem) TripleDES[13] Rijndael [14]
(Setup Files, SF) ESF ESF MSges (ESF ID;

CID; MSges certy) (One-Time Install
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Package, OTIP) certy ( Figure 2)
1. U; INfOyrder
(|D| CID; S hi n e Sk, Certi) 1Dy’
2, ID, =ID;’ Y. = § h (mod n)
BSgOrder <« Sgsk‘ (lnfoorder) Sg (ID' CID'

Yi; e Infogge BSQuger Cert)
3. cert; INfOgrger
BS Jorger 0] timeg
4, f Keyors < f (Y xor timeg)
ESF ESF « Ey,,.(SF) ESF

MSgee « Sgy, (ESF)  Sku

5. (ES- ID; CID; MSges certy)
oTIP
6. U OTIP
Installation Phase
OTIP OTIP
ESF MSQes ESF
Dy’ PW’
xiEgF’W"(mod n) (n X; IDy" CID; PW) oTIP
OTIP timeg’ Keyomis < f ((ID; * X;) xortimeg’) ESF

S SF OTIP



Merchant

Generate Infog, e
> Ip=ID;
9
L o Y= eh(mod n)
BS gorder <~ ggsk1 (Infoorder)

Ve”fy (Cert\ 1 BSgorde()

K&Yons < f(Yle xor timeB)

ESF « EKEJcms (S:)

MSes < s, (ESF)

OTIP « {ESF, ID,,CID,, MSig, , cert,,

« OTIP
Figure 2.
( Figure 3)
1. Ui OTIP
2. OTIP certy MSges
3. IDy PW/’
4, (ID; CID; n e @ |Di;|Di'
X, =g™ (mod n) (n X ID;y CID
PW,) OTIP
5. OTIP timeg’ Keyoms < f (1D * X; ) xor
times’) ESF §F « Dy, .(ESF)

6. OTIP SF
7. OTIP
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SmatCad__ {ip, CID, g n, &
X o // ?
@ |D\ !P\N\ |DiI:IDi

X, = g™ (mod n)
{n, X, 1D/, CID, PW'}
Keyroﬂse f((ID'eX,) xor time,)
§F Dy, (ESF)
Figure 3.
(Replay Attack) Un U, 2U))
Un Ui Ui OTIP
tamper-proof
U U ID;  PW
Un ID; h =g™*(mod n)
PW, [8] (Discrete Logarithm Problem)
[16] Un PW,
[15] PW X, =g™(mod n)
Keyors
Un Ui
Up
X, =g™(mod n) (0 X, ID, CID, PW) oTIP
Keyons’ « f (( IDn * Xy ) xor times”’) ID,, # ID, X, # X,

K&Yoms''# K&Yons EP oTIP
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timeg’ = timeg oTIP
time; "' = time, Keyors'’ OTIP
Un Ui
ID; PW timeg X;
Keyorns ESP S
OTIP
OTIP

Dumpster Diving Attack [9]
M, Ui
M;

(Merchant ID, MID)

Ui INfOyrder Ui cert;
INfOor ger BS Jorder M, Uu M M,
Ui M, | NfOorer MID M1(=M5)
M, INfOorder MID M, INfOqrcer”
M, sk INfOqrder” BSQode’ M2

&)
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Window-Based Language)
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A Softwar e Protection Scheme Based On
Smart Cards

Chu-HsingLin® Chen-YulLee  Yi-ShiungYeh™

Abstract

We propose an innovative software protection scheme using smart card. In this scheme, a user can
purchase software through his (or her) smart card and a trusted key information center on the Internet.
After downloading, he (or she) just enables to install once. This scheme strengthens software protection
and preventing fromillegal copying and redistribution.

Keywords: One-Time Install Solution, Software Protection, Smart Card, One-Way Hash Function,
Symmetric Cryptosystem.
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