81-95 81
N 7

—(EERRBRERIRENZERE LRI

Diffie-Hellman
Interlock Protocol WAP API
( Rijndael)

WAP VPN WML Key-Exchange Protocol Interlock Protocol Man-in-the-middle Attack

(PDA Persona Digital Assistant) (Mobile Phone)
eTForecasts [2,3] 2000 (4,000 )
(4 1400 ) 9.6% 2005 (73 )
(117 ) 62% 68%
39% 2003 PC [26,27,28]

WAP

E-mail: chlin@mail.thu.edu.tw
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PDA

1. PAlm OS Palm Inc.[5][6] Pam OS
Version 3.1 Version 3.5+
Pamlll Pamlllc PamV PamVx Visor[7] Prism TRG Pro[8]
2. Windows CE Microsoft Corporation [10]

(Pocket PC) Compag IPAQ H3630[11]
3. EPOC EPOC [§] Symbian[12]
Ericsson Nokia Matsushita Motorola Psion

Ericsson R380s Nokia 9210

“ Mobile Security” [18,19] -
PDA

—1 2. 3.
1 (Symmetric Cryptography[22]) WAP Site
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API(Application Programming Interface)

Palm OS Softwarev. 3.5

8MB

Palm OS

s

CodeWarrior Lite for Palm OS

Palm OS System WAP
Web Server WML (Wireless Markup
Language)



PC
AE—
Micro WAP
Browser Response Sites
Secure Channel E/D
\'—/
Request
E/D Encryption/Decryption
K.E. Key Exchange
1 PC WAP ( WML )
( PamOS PDA Palm
Vx-8MB RAM )
2
D (Symmetric
Cryptography) (Block Cipher— Rijndagl[34])
WML WAP
2 NIST(Nationa Institute of Standards and Technology)
AES(Advanced Encryption Standard[1])
©)
Diffie-Hellman[22] (session Key)

Interlock Protocol

(4 phases)

1. Connection Phase

Server (trigger)



Server
Wireless

Connecting Phase

2. Key-Exchange Phase

a Diffie-Hellman

Selects x secretly, Received X, then
then pre-computes Selectsy and pre-
X =g"modn computes
Y=g"modn
Computes K, =(g” modn)* Computes K, =(g"modn)”

sL 8

secret ey K =(g¥ modn)* = g* modn=(g* modn)”

Diffie-Hellman
(1) A B
p (n-1)/12  (p-1)/2 A
X =g*modn n g X B
@) B (n. g
Y =g¥ modn A
3 A X

K, =(g” modn)* = g*modn B
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4 B A
K, =(g*modn)” = g” modn A
( A
K)
b.
Server PDA
Secure Channel
Key Exchange Key Exchange
Key-Exchange Phase
— Client
Repa Client PDA  PDA (Machine_Code
Server (web pages)
Server ) (One-Way Hash Function)
Client ( X)) Client
( X X#X) X Server

Hvalue c
= Ha;h(RPDA, Machine _Code)
x=H value_c
X =g*modn

PDA Server

(Reerver) Server

(Client_Login_Server_Time)
Server )
( Y Y=zy)

(One-Way Hash Function)
Server PDA
Y Client [20]
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H value_s

= Hash(Ry.e »
Client _Login_ Server _Time)

y= Hvalue_s
Y =gYmodn

Client Server Y
(Client-Server)

(Ke)

Ke =(Y)* = (9" modn)*

=g”modn

Server ( Ks)
Ks =(X)” = (g*modn)”
=g”¥modn
Diffie-Hellman
(Man-in-the-middle Attack)[22] (Interlock Protocol[22])
Interlock Protocol
Interlock Protocol Ron Rivest  Adi Shamir
Diffie-Hellman
A B

X, Y
Yen(MSgA_hf1)
Xeno(MsgB_hf1)

Yene(MsgA_hf2)
Xenc(MsgB_hf2)

X A publickey Y B publickey

Transfer compl ete! Transfer compl ete!

A puts the message ' B putsthe message
to_geth_er and decryptsit together and decryptsit
with his private key. with his private key.

Interlock Protocol

(1) A B X Y
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Diffie-Hellman A B )
2 A B

3) B A

(4)
(XpeclMSOB],Ypec[MSUA])
PDA  WAP Site
3. Logon Phase
= _
Server pwl ] B?gl"c"rsoer
< secure channel
Logon Phase

(Connection Phase Key-Exchange Phase)

( )

(Login)

D
Client PDA Machine_Code(

) ID( login ) Password
Server

Client (Login_Msg)
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ID=1D
PW = MD5( password)
Login_Msg = ENCo0n e, (1D, PW, Machine_Code)

Server Client

DeCSesa'on_key(Logi n — M%)
= D€Coion_key(ENCoussion_key (1D, PW, Machine_ Code))
= (ID, PW, Machine__ Code)

@
(ID PW Machine Code) ID
Machine_Code ID Machine_Code(
Machine_Code PDA
)

4, Transmission Phase

Phase —Rijndael

Cryptography Algorithm Rijndael

Rijndael AES

Rijndael
(block) (key length)

(1) Rijndael
(2) Rijndael

PDA
3 (arithmetic operations)

(big-endian or little-endian)

4 ( S-boxes) (trapdoor)
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Server PDA

L

<
USER,
Transmission Phase
(Document) Server
Server
Document ( Rijndael)
Ciphertext _Doc,, = Encg,,,(Document, ID)
Server Server Client
Plaintext _Doc,,
= Decg,, (Enc,,, (Document, ID))
= (Document, ID)
1 [14,15,21,23,24,25]
(0] Connection Phase
Client Server Client
2 Key-Exchange Phase
(2.1
Client ( )
(2.2

Interlock Protocol



(2.3
H
Key-Exchange Phase
Machine_Code)
(2.3.1 Machine_Code
Client;
Machine_Code

Machine_Code

(232  Cliet R

Infeasible)

3 Logon Phase

Connection Phase
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Client Client;
Client; (R

Client; achine_Code

(Discrete Logarithm)

(Computing

Key-Exchange Phase

(2.3.2)

Login _Msg = ENCqyyon e, (1D, PW, Mach _ Code)

Session _key =g modn

4 Transmission Phase

—Rijndael

Phases
--Rijndael
[35]

Rijndael
AES Proposal Rijndael
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Building Secure Communication Channelsin
Wireless Environment

Chu-HsingLin®  Poly Wang’

Abstract

In this paper, we study the problem of how to build a secure communication channel in wireless
environment. We apply the Diffie-Hellman key exchange agreement and the Interlock Protocol to
construct secure channels. From WAP browser, the API calls for encryption and decryption modules
(Rijndael algorithm) to fulfill the security requirement. By using the proposed method, a client user and
the server can transmit data securely via an insecure path. We also implement the proposed schemein a
wireless environment, which is getting much more attention.

Keywords: WAP VPN WML Key-Exchange Protocol Interlock Protocol Man-in-the-middle Attack.

" Laboratory of Information Security, Department of Computer Sciences and Information Engineering, Tunghai
University, Taichung 407, TAIWAN. Email: chlin@mail.thu.edu.tw
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