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We measure energy consumption of various audio tracks encoded by AC3, MP2, MP3,

MPC, OGG, and WMA playing back on the embedded system. Based on the experimental

results, we have the following observations:
(1) Effects on energy consumption due to music genres:

We choose four music genres: R&B, rap, rock, and instrumental. Averagely, audio
tracks of various music genres consume similar amount of electricity. It is a good result
since it would be impossible to ask mobile device users to listen to specific music genre all

the time.
(2) Effects on energy consumption due to codecs:

We choose six popular codecs: AC3, MP2, MP3, MPC, OGG, WMA. The OGG files
consume the most energy and the MP2 files consume the least. So, the MP2 file format is
recommended to encode audio tracks to replay on mobile devices for best energy

efficiency.
(3) Effects on energy consumption due to headers:

In our experiments, MP2 files are encoded with different headers: MP2-1 with AVI
header, MP2-2 with MP2 header, and MP2-3 with MPG header. The experimental results

show that header types have little effect on energy consumption.
(4) Effects on energy consumption due to bit rates:

Higher bit rates results in more energy consumption. But, the growth rate of energy
consumption when the bit rate is doubled is low. It is advisable to encode audio tracks in

high enough bit rates to have satisfactory sound quality.

(5) Effects on energy consumption due to sample rates:



Higher sample rates result in much more energy consumption than do higher bit rates.
The growth rate of energy consumption when the sample rate is doubled is relatively high.
It is not advisable to encode audio tracks with sample rates higher than 44,100 Hz to play

back on embedded systems.

In order to have audio tracks of higher fidelity, we can encode audio tracks with higher bit
rates or sample rates. From observations (4) and (5), an energy-efficient policy is to
increase the bit rate but keep or lower the sample rate. So, we suggest the users of
embedded systems to encode audio tracks with higher bit rates and the same or lower
sample rates. This strategy normally results in better sound quality and higher energy

efficiency on embedded systems.
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Dear participant,

We are delighted to welcome you to Krakow and are looking forward to exciting and productive
conference talks. This note contains essential information you should be aware of.

Oral presentations

If you have been selected to give an oral presentation, we kindly ask you meet with the session chair

15 minutes before the beginning of your session in your assigned lecture hall. Technical assistance
will be available in the lecture hall.

Please also be aware that we have instructed the chair persons to stick to the time schedule so
please assist them by being on time.

Announcements

Important information (e.g. program changes) is announced on the boards at the registration desk.

We kindly ask you to have a look at these boards every time you walk by the registration desk.
Further, the most up-to-date version of the program can be found at the conferences’ web pages.

Internet access
On each floor, Internet Hotspots are available. The SSID is KA_Hot_Spot and they require no

password. Please be aware that this connection uses no encryption. Thus, if you have to transmit
confidential information, use adequate techniques (e.g. VPN).

If the capacity of the Hotspots are not sufficient, there are two PC rooms located on the 1* upper
floor of the building A. The rooms are labeled as “Internet Rooms”.

Food / Refreshments

Throughout the conference days, refreshments will be served during the coffee breaks in the 1 b
lower floor of building A. Lunch will be served at the University Mensa (building C). Please follow the

signs or ask the conference staff at the Registration Desk. You can find the vouchers for each day
within the envelope.

Social Events

Please join us for the Welcome Reception on the first evening starting on Monday 15™ at 18:30 in the
University Mensa (building C). At the Welcome Reception drinks, hot and cold dishes will be served.
You can find the voucher within the envelope. On Tuesday, February 16", you are invited to attend
our Conference dinner. The conference dinner will take place at Tomaszowice Manor. The
Tomaszowice Manor is an historical 19th century Manor and Park complex located at the north
gateway to Krakéw. A bus transfer to the conference dinner location will be provided. Busses will
depart at 18.30 from the conference venue. You can find the voucher within the envelope.

Abstract leaflet

A leaflet containing all papers’ abstracts is available at the conference web pages:

e http://www.ares-conference.eu/abstracts/Abstracts-Ares.pdf

e http://www.ares-conference.eu/abstracts/Abstracts-Cisis.pdf

Username: abstracts2010 Password: ares2010cisis
Assistance

If you require any assistance, please contact the conference staff at the reception desk. We will be
happy to assist you.

We wish you inspiring and pleasant conference days and are looking forward to your contribution.
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2010 International Conference on Complex. Intelligent and Software Intensive Systems

Modified Autonomous Key Management Scheme with Reduced
Communication/Computation Costs in MANET

Chu-Hsing Lin' and Chen-Yu Lee’

! Department of Computer Science. Tunghai University. 181. Section 3. Taichung Port Road. Taichung 40704, TATWAN
~ Department of Computer Secience. National Chiao Tung University, 1001 Ta-Hsueh Road. HsinChu. 30050, TATWAN

The growing applications of Mobile Ad hoc Network (MANET) has made the security issue increasingly more important. B. Zhu et
al. proposes a key management scheme using Shamir’s secret sharing scheme to construct an Autonomous Key Management (AKM)
hierarchy structure. However, Shamir’s secret sharing in AKM to control key hierarchy needs larger message transmission costs. In
this paper, we modify the secret sharing scheme and apply it to AKM for reducing communication and computation cost.

Index Terms—N\lobile Ad hoc Network. Key Management, Autonomous Key Management

I. INTRODUCTION

EY MANAGEMENT within the Mobile Ad hoe Network
MANET) security issue 1s the only thing that cannot be
ignored. Since 1999. increasingly more researchers have
dedicated themselves to this field. Some schemes are suitable
under limited nodes and are inefficient. msecure. or unrehable
when the nodes increase [2-8]. The nodes furthermore join the
MANET and leave later normally. Thus, the key management
scheme in MANET needs to be dynamic. B. Zhu et al.
proposes a key management scheme [1] using secret sharing
scheme [9-14] to construet an AKM hierarchy structure. The
scheme needs no central party to control the key structure. and
cach node cooperates to create virtual nodes in building the
key hierarchy.
A supposed message of 2048 bits in size would make
computing or caleulating AKM communication cost difficult.
Thus. this research work modifies the secret sharing scheme.
The next section briefly introduces Shamir’s secret sharing
scheme and the AKM key management. Section 3 describes
modified AKM which reduces share size with the same
security properties. Section 4 discusses the performance
improvement compared with the original AKM and it
indicates the improved performance of communication and
computation cost reduced to 1/t of the original AKM.

II. RELATED WORK

Shamir’s Secrer Sharing Scheme
Let t, n be positive integers. ¢ < n. Shamir proposed a (1. n)-
threshold scheme in 1979 [9]. His scheme is a method of
sharing a key K among a set of n participants. in such a way
that any f participants can compute the value of key K. but no
group of -1 participants can do so.
1) The Shamir (t, n)-threshold scheme in Z,

D (the dealer) chooses n distinet. nonzero elements of Z,
denoted x;. 1 £i <5, where p > n is a large prime. D gives the
values x; to P;. and each value x; is public.

2) Share Distribution
(1) Suppose D wants to share a key K € Z, D secretly

978-0-7695-3967-6/10 $26.00 © 2010 IEEE
DOI 10.1109/CTSIS.2010.70

chooses (independently at random) #-1 elements of Z,. aj.....
agy-

(2) For 1 £i < n. D computes y; = a(x;). where

-1
a(x} =K+ Zajx’ mod p

J=l

Thus
-1 x
v, = a(.r!. J=K+ Z a, [x,.’ ]modp
E=1
(3)For 1 £i<n. D gives the share y; to P;.

3) Proactive Security

It is hard to compromise the secret key K under (. n)-
threshold scheme unless the adversary collects at least t shares.
In practice. each share exists in a machine. thus the risk of the
seeret key being compromised depends on the security of
machine. For a security concern, it is necessary to update each
share for a period of time. A proactive threshold scheme
allows users to refresh shares without disclosing the seeret key.

(a) Let

-1
sy 5 Sl b
=
be the original share of key K for P;.
(b) The dealer D computes
-1 v
¥, =alx,)= > a, (x'i’ }modp
=
(¢) For 1<7<n. D gives the share y’; to P;.
(d) For 1=i < n. P; computes (y; +y",) as new share.

Autonomous Key Management (AKM)

Autonomous key management (AKM) 1s proposed for the
Mobile Ad hoe Network (MANET) with a large number of
nodes [1]. based on a hierarchical structure to provide
flexibility and adaptivity. Every leaf node in the logical tree
structure is a real ad hoc device and the others are virtual
nodes. The root node holds the global seeret key, and AKM
distributes key shares to its children recursively from the root
down to the leaves using Shamir’s secret sharing scheme.

Every node has to store its own public key pair and its

IEEE
218 dscomputer
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parent node secret share except the AKM root node. The

secret share each virtual branch node holds 1s as the seeret key.

and the public key can be generated using any asymmetric
cryptographic scheme. such as RSA. Additionally, every real
node has its PKI key pair before joining AKM.

Secrets

[4.3]

|er=t|_l | ‘Scum;_» |Sccr=h,1 |
(& T] Ciz Cia

() + Virwal Node

‘Sccrﬂn |Sccm;_; |Sccr=ku| |Sc|:fvl;4
& = T =

I:l : Real Node

Fig. 1 Example of AKM

A tree with node A as its root is called region A. AKM
includes six node-based /region-based operations from node
joining, region partitioning, to node leaving. AKM runs
dynamically with continuous node joining/leaves. The detail
will be deseribed 1n Section 4.

III. MODIFIED AKM

This section modifies the secret sharing of AKM. AKM
runs dynamically in six node-based/region-based operations.
The six operations are update. join. leave, merge. partition.
and expansion.

We define the rules below the following,

(a) All leaves in the hierarchy of AKM are Real nodes.
Each real node ¢ has its own seeret key SK;. and
PK, =g modp.

(b) The non-leaf nodes are Virtual nodes. and their seecret
keys are generated directly/indirectly from real nodes through
some region-based operations.

(c) A tree with node A as root is called Regiony For
example. region A has virtual nodes By, B,. and real nodes
Ciy. Ci2. €z Gy Caa. Cy3. and Chy. The number of the
nodes that know the secret of the region 1s Overall region size
(ORS). Finally. we compute the Regional trust coefficient
(RTC) --- the ratio of the threshold to ORS evaluating how
secure the region is. The AKM sets a Global trust coefficient
(GTC) as a lower bound of all the RTC.

1) Funetion Update

Function update prevents any intruders from compromising
the secret. and the AKM updates keys periodically. First. the
region with (n. r)-threshold has to select t nodes and each node
is indicated as node i € {1, ....1}.

Each node i generates update share S; ; (1 <j < n) of key 0.
It selects random numbers x; (17 < n) and 14 (1S d £ i-1) to

compute coefficients az = (1y 0) (1 < d < 1)

-1
8;; :a(xj): Za
=0

distributes §; ; to node je {1. ---. n}. When node j receives the

{"»J (mod p) - for 1 £j < n. Node i then

r

update shares distributed from other t nodes in the region. it
computes a new share

§,=5+3 5 (modp)
=

The previous section mentions that AKM with six-region-
based functions can manage its secret sharing hierarchical
structure. The operations cover all possible region changes
from node joining to leaving.

2) Function Join

Function Join is used when a node 1 wants to join into a (z.
n)-threshold region. It sends a request to node j € {1. =*-.t} in
the region. Receiving the request. node j checks its certificate
revoking list (CRL) first. If node j accepts the request. it
computes a partial share 57 of node :

§'i= SJIJ. (.f]+AJ.(mo(lq)

.where

L= T 22 (modg)

r=lrej IDJ _ID;

t
A= Eo‘{j—r}-sj__,
r=Lrzj
. that §; . is a number which pairs of nodes (. r) € {1 <7<t
1 x>0
1<r<t}, and s S5
0 ,otherwise

After receiving all partial shares. node 7 generates its secret
share S;:
T t f
5,=%8,=35LD)+>A; (modg)
=] =] =i
3) Function Leave
Function Leave is used when a node leaves a region. Any
node j removes node i from its CRL when receiving Leave
request from node 7 or detecting the node leaves.
4) Function Merge
Function Merge 1s used when the number of nodes m a
region is under the threshold. We simply divide the region into
many parts and they join to the other region respectively.

T

Fig. 2 Function Merge - merge S into 5; and 5.

5) Function Partition

Function Partition is used when RTC of a region is under
the GTC. Figure 3 shows that AKM partitions share S; into S;
and Sy It first selects 7 regions from §; to S, and chooses 7
nodes {§; 1...5; ¢} from each S; region. Second, it creates a

819



new node Sgyeyy. and joins into AKM. Furthermore. it
partitions 2n nodes from S; into two nodes. S; and Sgeyy.
We know that

5,=35,,(D,) (modg)

=

.where
1D 5 D,

gj{st_,)z Uﬁ (modg)
r=Lrzj y .

by Lagrange interpolation. And

;= Z il (0) (modg)

v=l

where
: D

I..{O): e [modg)
g |-='Ll_!l;_.’ S5 _IDS.,
Thus

T r
5,=%35,1,(0)(m,) (modg)

= )

We also can get

=Y s o) (HJSW= )(modgq)

JAlv=l
.where
—1ID;

Lt ID,
7 - s
(D) =

Seal T |
rilrej

(modg)

To generate each share Sgep ; (1 £7 < n) of region Sppeny.
Sem+1). v+ Where
S(mi)e = [awnl,\.r'lr {m1 ) {O]anﬂju (ﬂlGdQJ

Rfm-t—l] I !fm-rl) [IDS,“_,,I )_ Fj (IDSI. )

Fig. 3 Function Partition - partition §; into S; and Sy,

6) Function Expansion

Function Expansion is used when RTC of a region is under
the GTC. But when the RTC is equal to GTC in all AKM
regions. it has to perform expansion operation to extend the
hierarchy. As in Figure 4. AKM extends region §; from one
level to two levels. It selects t nodes in region S;. and executes
function join to create a new node S; g+1). It then moves S;;. ...
Sim to be S;pepy’s children. Siginy1. *v. Si (retym With shares
S; (1) o 1 <7< m, that

& ™= H(IDL{H_UJ ): > a,x" (modq)
r=1

where a,=#- | 8, (1 £r<1), Sigre1y = S5e1...81. and all s are
the same used in region S;. Region S,y continues (n. f)-

threshold as in region S;.

Fig. 4 Function Expansion.

The six-region-based operations form YeHLL's secret
sharing scheme on MANET of AKM handle key management.
The scheme does need TA (trusted authority) to start up.
neither any central authorities to compute and distribute
shares.

IV. PERFORMANCE ANALYSIS

This section discusses the performance improvement in two
parts: communication cost and computation cost. Modified
AKM inherits the AKM structure. and transmissions between
cach node are (update) shares. Thus the single message
discussion needs to be transmitted showing significant
improvement.

The length of secret key k. protected by the secret sharing
scheme. must be long enough. such as 2048 bits or more for
some security issues. In Shamir’s secret sharing scheme. k is

the constant in a(x) equation. The length of all the shares
-1

a(xj}: Z,_qjxf + k.1 <1< n is bounded by k. For example.
=t

if |ki=2048 bits long, the length of each share is at least 2048

bits. However. modified secret sharing scheme reduces share

length to 1/t without security loss. The secret key is divided in

each coefficient a; = 7} | k; . and k = kyky...k; with the length

a(x;)| as 1/t of |k| on appropriate prime number p. Therefore.

the modified MANET communication cost can be reduced to

1t

Table. 1 Message length comparison
Message (share) length size

bl = |k <lp

AKM

I
Modified AKM | 4| =u < Ikl < |p|
i

Computation cost on the MANET environment is a very
important issue. Certain mobile ad-hoc devices have restricted
power. and cannot support jobs requiring heavy computation
cost. Our improvement also influences computation cost.
Finding that the critical mathematical operation is module
multiplication (/division) in all operations is casy. depending
on operand length. Almost all operands in modified AKM
reduce, resulting from cach modified AKM share as 1/t faster
than AKM. Furthermore. the computation cost of all
operations can be reduced to L/r.
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Table. 2 Operand length comparison
operand length
size

AKM i = Ik <lpl

k
Modified AKM | |y =u <k < p|
' §

V. CONCLUSION

This paper proposes the modified AKM to reduce the
conununication cost/computation cost to 1/t of the original
cost without security loss. From the comparison. the modified
AKM is more practical because it can handle huge numbers of
dynamic nodes in MANET and provide sufficient security
requirements. In further study. we will also attempt to simplify
the computation complexity of some AKM operations for the
workability of ad hoc devices.
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