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Abstract

Internet shopping is a business model which combines the
convenience of modern life and mobility, and creates more opportunities
for many small capitals. However, the old pattern of technologies in use
brought to many security problems that still exist. Also, while security is
often an issue easy to be undercover, the lack of training and experience
for the engineers often result in unnecessary security threats in
enterprise-class software development. In- this paper, a framework for
agent module, acts as a possible security solutions. This module will
provide the following features:

1. An agent can test according to the rules and output documents that
users defined.

2. An agent management platform to allow uninterrupted test of a
monitoring-module.

3. Knowledge base to store rules for future use.

4. Agent interface provides portability, with the system content easy to
transplant.

This module is expected to construct procedures for monitoring with
existing technology, to provide a solution of the security management of a

shopping site.

Keywords: On-line Shopping, Web Service, Java EE, Intelligent Agent,

System Monitoring
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Management Page
Menu

Logout Reload List Create new Agent Knowledze Base

Agent List

|Agent ]:D‘”Agent NameHRule Descripﬁon”Estab]ish Time ”Get Log”Delete|
3 |stock [f&EEE  2012-06-28 1149:54 0k ||delete |
l4 tog [ EE A AT, [2012-06-28 11:4954 0fftinke  [|delete |
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New Testing Agent

Choose the mile from knowledge base:
@ New

1. Cart

2 Cart 1

3. Security

Forward

Baclk to Agent List

B 1 EHEITE rule @ F

27



New Testing Agent
Name:
I

Description:

Dataset Mapping(variables, tables):

Create Reset

Back to Agent List

45 R R IT

PRI A 3 (7 AR i Bl 0 € p 3 - B buffer @ o
buffer % 3% 81T 338 flig cRIZELR] - & % F 7 1EE N G KRR
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AR kP s SR g T3 B~ 7 JDBC 4 F MySQL 7 58 o
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Gkl R Y AT RET] 10%Gk BT 0 L3
BUR 40 % kg B0 & 0 e SRR 2 B A2 - price & 4% > cost

AR o RHFF 4T

% om AR

Var V1 = ret(price);

Var V2 = ret(cost);

Var V3 = (V1>=(V2*1.1)
statm(V1, V2, V3);

522 % f A SRR
A RlEY S e ROE T R ALY H P 8 57 H #icE - quantity

LR Rgr B enieE ostock 5% PR BE GodkE o 54 F 2

ETTS

N L

%01 B5 AR

Var V1 = ret(quantity);
Var V2 = ret(stock);
Var V3 = (V1 <= V2);

statm(V1, V2, V3);

523 ZF b1 H NI L
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LRGSO RBLER Y F N LFEET 0 N

s (T 1527 -name.logintime 3 & % name 2 i * ¥ L fchy » g 7|

)

# > name.logouttime B % & M1 PR S & o b g D e AT /)

3 0.5 A 48(30 4)) ¢

S

Var V1 = ret(name.logintime);
Var V2 = ret(name.logouttime);
Var V3 = (V1-V2<0.5);
statm(V1, V2, V3);

fiplid- B GG T B I G TS R EARR S i log

EEhE B N FE @R XA E o 1T A i

B
. - HAEFL L
quantity cost result
190 177 FALSE
490 444 TRUE
450 411 FALSE
930 849 FALSE
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970 878 TRUE
210 187 TRUE
560 508 TRUE
930 848 FALSE
690 625 TRUE
2 MR FERSE
guantity stock result
14 11 FALSE
13 17 TRUE
16 18 TRUE
20 15 FALSE
7 6 FALSE
6 11 TRUE
13 10 FALSE
15 18 TRUE
9 10 TRUE
1 FrERs%
name.logintime name.logouttime result
T = 11:31:00 - = 11:33:15 FALSE
T = 11:39:15 - = 11:39:21 TRUE
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T 11:41:52 T x 11:46:25 FALSE
Tz 11:48:17 T x 11:48:32 TRUE
T x 11:54:10 T x 11:56:47 FALSE
T 11:54:44 Tz 11:56:43 FALSE
4+ = 12:00:50 wET12:05:11 FALSE
4+ = 12:06:11 = 12:11:08 FALSE
4+ = 12:07:36 + = 12:12:32 FALSE
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Last Three Rules:

|Checl-:”name”descriptlon ‘
|@ ||Cost|[ta&HatnE A
[0 Jsock|tezmmar |
[0 e [Ezi7E |

Working Rules:

|Check”name”description |
[0 |noctiier
|0 oz |[gEEATE

Back to Agent List
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® 43 {7 %k 5 (Runtime environment) 3 i i 1% o

PR
)"

sk ET O R A N A R SHE R AR
RIFC 20 RGF DT G dt o e BT o doa 51iBE L L RS # i)
RIEERGFER TP IR EFPRBEEMT Pl -

S Rl ES ] 0 i * A E AU Java BE G A A el B PR o

38



¥R BHEARaE

I A FE A AR O AP R R R A o B
R AT S G AP At BH R 2 e
EroAHeHHm T - BRY NIEA A B RFE SR RERST
A RETEZ R R IR RN T Eartk o A BahR
- , ngﬁ? 13 p ;%;m%ﬂjb%ﬁg]m RN A E F“E’ ki
R F BB SR EAPREARRD LT M r h - BABE
A ARTZ A ITEST R o d iR & Siaw o 0 JavaEE
e1 Enterprise Java Beans =~ 2 @ it » " H o470 o cniF gk 3]
£ * (Reusable) ¥ #; & (Portable) » # e ¥ ruif # 30H o %3, & &
EEE e { R i}aé‘; A REDEH o 3% % St - B JBoss i
Application Server ¥ > & &% # ¢ o framework 1 E £2 H ¥t & Java EE

PA R G ehe o LR B e Bl o A P TR

o B m B RS A2 o nge 1 H B IT BB SRR ks
GRERE GRS SN S R TS R SR 4 R S

#’Dmﬁiﬁ. B # I"‘J’ o
R LR S T R E R
PRdE i o RN I A G (TR R A & AP e 2 AR50

BTGB B T ALA L JRE S 0 BT Y R Y B4
39



APt R FIB R ARES G AR ER o T4 IR AR 2
I Rt B2 AAME TP ¢ o 0 F R EE Y ik

Pro B MRS EEEH Y- Bk A HB s -

40



[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

35 ¥R
Bigne, E., Ruiz, C., & Sanz, S. (2005). The Impact of Internet User
Shopping Patterns and Demographics on Consumer Mobile Buying
Behavior. Journal of Electronic Commerce Research. 6 (3).
Jarvenpaa, S. L., & Todd, P. A. (1997). Consumer reactions to
electronic shopping on the World Wide Web. International Journal of
Electronic Commerce. 1, pp. 59-88.
Peterson, R. A., Balasubramanian, S., & Bronnenberg, B. J. (1997).
Exploring the implications of the Internet for consumer marketing.
Journal of the Academy of Marketing Science. 25, pp. 329-346.
Huang, M. (2000). Information load: its relationship to online
exploratory -~ and - shopping behavior. International Journal of
Information Management. 20, pp. 337-347.
iIThome. (2008). # - P4 P 3k en® 2> 3| & 10 = A K A
Retrieved from http://www.ithome.com.tw/itadm/article.php?c=47677
% @ . (2009).c g4 1 # Software Engineering. % 7 & % % F ,
Taiwan
Perry, W, E. (1999). Effective Method for Software Testing. 2" Ed.
Danvers, MA: Wiley:.
Beizer, B. (1995). Black-Box Testing: Techniques for Functional
Testing of Software and Systems. Danvers, MA: Wiley.
Edwards, S. H. (2001). A framework for practical, automated
black-box testing of component-based software. Software Testing,
Verification and Reliability, 11(2), pp. 97-111.

[10]Mutz, D., Vigna, G., & Kemmerer, R. (2003). An Experience

Developing an IDS Stimulator for the Black-Box Testing of Network

41



Intrusion Detection Systems. Proceedings of the 19th Annual
Computer Security Applications Conference. Las \egas, NV, USA
[11]Krichen, M., & Tripakis, S. (2004) Black-Box Conformance Testing
for Real-Time Systems. Lecture Notes in Computer Science,

2004(2989), pp. 109-126.

[12]1Booch, G. (1994). Object-oriented analysis and design with
applications 2nd ed. Redwood City, Calif: Benjamin/Cummings Pub.
Co.

[13]Gamma, E., Helm, R., Johnson, R.,; & Vlissides, J. (1994). Design
Patterns. Elements of Reusable Object-Oriented Software. Boston,
MA: Addison-Wesley.

[14]Johnson, R.E., & Foote, B. (1988). Designing Reusable Class.
Journal of Object-Oriented Programming, 1(2): pp. 22-35.

[15]Meyer, B. (1990). Tools for the New Culture: Lessons from the
Design the Eiffel Libraries. Communications of the ACM, 33(9): pp.
68-88.

[16]Holland, . M. (1993). The Design and Representation of
Object-Oriented -~ Components. (Doctoral thesis). = Northeastern
University, Boston, MA. Retrieved from
http://www.ccs.neu.edu/home/lieber/theses-index.html

[171Chu, C. W., Lu, C. W., Yang, H., & He, X. (2000). A Formal
Approach for Component Retrieval and Integration Analysis. Journal
of Software Maintenance, 12(5): pp. 325-342.

[18]Chu, C. W., & Yang, S. (1999). A Formal Approach to Software
Design Process with Reuse. Proceedings of the Fourth World
Conference on Integrated Design & Process Technology, Kusadasi,
Turkey.

[19]1Chu, W.C., Hsu, C.P., Lu, C. W., & He, X. (1999). A Semi-Formal

42



Approach to Assist Software Design with Reuse. Proceedings of
ICSM’99: IEEE International Conference on Software Maintenance,
Oxford, England, pp. 256-264.

[201Yang, J. T., Huang, J. L., Wang, F. J.,, & Chu, C. W. (2002).
Constructing an Object-Oriented Environment for Web Application
Testing. Journal of Information Science and Engineering, 18(1): pp.
59-84.

[21]Chu, C.W., Lu, C.W., Chang, C.H., & Chung, Y.C. (2001). Pattern
Based Software Re-engineering. Handbook of Software Engineering
and Knowledge Engineering, (1), pp.767-786. River Edge, NJ: World
Scientific Publishing.

[22] Bradshaw, J. E. (1997), Software Agents, MIT Press.

[23]Hayes, C. C. (1999). Agents in a Nutshell-A Very Brief Introduction.
IEEE Transactions on Knowledge and Data Engineering, 11(1), pp.
127-132, Jan.-Feb. 1999, d0i:10.1109/69.755621

[24]Zulkernine, F. H., Powley, W., & Martin, P. (2009). Aut-onomic
Management of Networked Web Services-Based Processes.
Autonomic Computing and Networking, Eds. by Denko, M. K.,
Yang, L. T. & Zhang, Y., New York, NY: Springer.

[25]Zulkerning, F. H., & Martin, P. (2011). An Adaptive and Intelligent
SLA Negotiation System for Web Services. |IEEE Transactions on
Services Computing, 4(1), pp. 31-43.

[26] Zulkernine, F., Patrick Martin, P., Craddock, K., & Wilson, K. (2009)
Policy-based Middleware for Web Services SLA Negotiation.
Proceedings of IEEE International Conference on Web Services. Los
Angeles, CA.

[27]Green, D. (2002) Enterprise Beans. J2EE Tutorial. Retrieved from
http://java.sun.com/j2ee/tutorial/1_3-fcs/doc/EJBConcepts.htmi

43



[28]Rubinger, A. L., & Burke, B. (2010). Enterprise JavaBeans 3.1, 6th
Ed. Sebastopol, CA: O’Reilly Media.

[29]1Debu Panda, Reza Rahman, Derek Lane. (2007). EJB 3 in Action.
Greenwich, CT: Manning.

[30]Java Persistence 2.0 Expert Group. (2009). JSR 317: Java™
Persistence API, \ersion 2.0. Retrieved from
http://download.oracle.com/otndocs/jcp/persistence-2.0-fr-oth-JSpec/

[31]King, G., Bauer, C., Andersen, M. R., Bernard, E., Ebersole, S. &
Ferentschik, H. (2004). Hibernate Reference Documentation. Raleigh,
NC:Red Hat. Retrieved from
http://docs.jboss.org/hibernate/stable/core/manual/en-US/html/

[32]Bernard, E., Ebersole, S., & King, G. (2005). Hibernate Entity
Manager. Raleigh, NC:Red Hat. Retrieved from
http://docs.jboss.org/hibernate/entitymanager/3.5/reference/en/ntml_si
ngle/

[33]1JBoss Enterprise Middleware. Retrieved from
http://www.redhat.com/jboss/

[34]1In, H. P., Kim, C. H., Yun, U.; & Yau, S. S. (2003). Q-MAR: A
QoS Resource Conflict Identification Model for Situation-Aware
Middleware. Proceedings of FTDCS 03: The Ninth IEEE Workshop
on Future Trends of Distributed Computing Systems. San Juan,
Puerto Rico.

[35]Wohlstadter, E., Tali, S., Mikalsen, T., Diament, J., & Rouvellou, I.
(2006). A Service-oriented Middleware for Runtime Web Services
Interoperability. Proceedings of ICWS °06: International
Conference on Web Services. Rosemont, IL.

[36] Tambe, S., Dabholkar, A., & Gokhale, A. (2009). Fault-Tolerance
for Component-Based Systems - An Automated Middleware

44



Specialization Approach. Proceedings of ISORC °'09: IEEE
International Symposium on Object/Component/Service-Oriented
Real-Time Distributed Computing, 2009.

[37]1Coulson, G., Grace, P., Blair, G., Mathy, L., Duce, D., Cooper,
C. ... Cai, W. (2004) towards a component-based middleware
framework for configurable and reconfigurable grid computing.
Proceedings of WETICE 2004: The 13th IEEE International
Workshops on Enabling Technologies:  Infrastructure for

Collaborative Enterprises. Modena, Italy.

45



