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Abstract:

With the development of information technology and medical technology, medical
information has been developed from traditional paper records into electronic medical
records, which have now been widely applied. The new-style medical information
exchange system “personal health records (PHR)” is gradually developed. PHR is a
kind of health records maintained and recorded by individuals. An ideal personal health
record could integrate personal medical information from different sources and provide
complete and correct personal health and medical summary through the Internet or
portable media under the requirements of security and privacy. A lot of personal health

records are being utilized.

The patient-centered PHR information exchange system allows the public
autonomously maintain and manage personal health records. Such management is
convenient for storing, accessing, and sharing personal medical records. With the
emergence of Cloud computing, PHR service has been transferred to storing data into
Cloud servers that the resources could be flexibly utilized and the operation cost can be
reduced. Nevertheless, patients would face privacy problem when storing PHR data into
Cloud. Besides, it requires a secure protection scheme to encrypt the medical records of

each patient for storing PHR into Cloud server. In the encryption process, it would be a



challenge to achieve accurately accessing to medical records and corresponding to

flexibility and efficiency.

A new PHR access control scheme under Cloud computing environments is
proposed in this study. With Lagrange interpolation polynomial to establish a secure and
effective PHR information access scheme, it allows to accurately access to PHR with
security and is suitable for enormous multi-users. Moreover, this scheme also
dynamically supports multi-users in Cloud computing environments with personal
privacy and offers legal authorities to access to PHR. From security and effectiveness
analyses, the proposed PHR access scheme in Cloud computing environments is proven
flexible and secure and could effectively correspond to real-time appending and deleting

user access authorization and appending and revising PHR records.

Keywords: Personal Health Records, Cloud Computing, Access Control, Key

Management, Lagrange Interpolation
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Chapter 1 — Introduction
1.1 Foreword

Continuing on past developments on Electronic Medical Record Systems, this
project is carried out with the purpose of assisting medical professionals in dispensing
medical care by prioritizing patients’ health maintenance or management. In addition to
patients’ rising awareness, with advanced development and popularization of
information technologies and the Internet, many studies have been undertaken to
overhaul traditional clinical diagnosis by integrating information technology into
medical care in order to promote better treatment tracking [1]. Affirmative reports [2-4],
and positive feedback from organizations [5] and health care centers and services [6]
that expressed support for e-Health tools in assisting patient access management have
prompted active development in the restoration of health and medicare care services.
With such similar motives, M.Li, S. Yu, et al. [7] proposed a patient-centered, Personal
Health Record (PHR) exchange architecture. PHR is so-called because it is patients who
maintain and manage these health records, that include medical records of professional
diagnoses, voluntary health care programs, and other applications and services related to
self-health management. As defined by the Markle Foundation report in Connecting for
Health [2],“The PHR is an Internet-based set of tools that allows people to access and
coordinate their lifelong health information and make appropriate parts of it available to
those who need it.” The PHR is thus a lifelong health management tool with the primary

objective of assisting people in understanding better their own health information.

The history of PHR in its implementation and application is rather short. Up till now,
many studies largely focused on treatment and health care management record protocols,
under which the development of PHR began to take shape and is now closing on its

practical application. PHRs are often linked with electronic medical records (EMRs)



and electronic health records (EHRs), which are increasingly being used. The
increasing use of PHRs has also been driven by the growing digitization of
health/medical information. Especially in the healthare market, where various different
medical information systems are becoming better interconnected, the application of
PHRs has grown with concomitant increases in health improvement and disease

prevention.

Current developed electronic health record exchange standards such as Health Level
Seven (HL7), together with Electronic Medical Record (EMR), Healthcare Information
System (HIS), and other related healthcare applications, have allowed medical
professionals to add, modify, and exchange medical records through computers or
mobile devices. The scope of these applications is largely focused on electronic medical
record management and data transmission. These are all operated and managed from the
part of medical information providers that oversee electronic health records exchange
between hospitals. It is to this that M. Li, S. Yu, et al. [7] proposed the Personal Health
Records (PHR) that is managed by patients, and allows them to collect and monitor over
their own medical records such as, health records from different medical institutions,
past surgeries, medical treatments, allergic reaction histories, etc. This collected
information can then be provided voluntarily by patients to their doctors for diagnosis,

which can then be stored for example, as medical insurance reference records.

The PHR developed from patient-owned EMR [8, 9] to construct a collection of
individual patient information. Basic information of a PHR include records such as
patients’ medical history, health insurance information, allergic reactions, vaccinations,
medical treatment, surgeries, patients’ wishes in case of unconsciousness, unavailability,
or absence, among others. These record histories have been influential during the

decision-making of clinical diagnoses, lowering medical professionals’ risk of



misdiagnoses, and also minimizing treatment delay, or ineffectual treatment. In an EMR,

diseases are classified according to International Classification of Diseases (ICD), and

patients are restricted from access and control. In a PHR however, patients can access

their own data without restrictions, as they are themselves responsible for the data input.

As such, data reliability is often questioned [10]. Therefore, there is a need for medical

professionals to access and verify the inputted data.

In constructing a patient-oriented PHR system, information safety of Confidentiality,

Integrity, and Availability (CIA) [11] must be considered:

1)

()

Confidentiality: The PHR contains several personal information that most
medical information systems do not allow patients to maintain, and is instead
managed by the information system. If these data is to be protected, it should
be attained through information system’s safety protocols. To do so, the safety
mechanisms of the system should be able to withstand malicious attacks and

unauthorized access.

Integrity: Personal medical information generally consists of data such as
medical images, reports, drug records etc., in various media forms and format
involving not only different medical departments, but also doctors, nurses,
patients, and other interested parties. Thus, data completeness and integrity is
vital and must be safeguarded during access and transmission, including
confirmation of data source and content integrity, and accurate update of
record. User access to PHR must also be verified to prohibit change to medical
information by unauthorized parties to ensure data completeness and

consistency.

(3) Awvailability: Medical records play an important part in clinical decisions, as



they lower misdiagnosis risks and cuts down on diagnosis time. With a
complete access mechanism, medical staffs can access patients’ related records,
drug information etc., improving overall medical care quality, efficiency, and

safety.

In addition to the above said considerations to medical data safety, PHR

architectures are based on fundamental assumptions that:

1)

)

The complete record is held in a central repository,

Patients retain authority over complete access to their own records

Therefore, we propose the PHR to achieve the following:

1)

)

3)

(4)

()

Integration of patient’s lifelong complete health information: a system that can
accommodate medical information from different sources, rather than merely

provide information from single, individual medical institutions;

Provision of stable and secure data storage space: database access made
available through the Internet for easy management and access, with related

security mechanisms in place;

Patient’s retainment of right to complete access of his/her PHR: being a
patient-centric PHR, patients should be allowed to decide user access and

remove expired permission;

Provision for precision access settings to various parts of the PHR for different
users: doctors can only access their own patients; upon patient’s transfer,

access right must be properly transferred to the new doctor;

Revision for a complete, continuous, secure, and private health management

mechanism.



1.2 Research Motive

In recent years, the PHR has become a patient-centric health information exchange
model. By consolidating all information in the database of a service provider, through
web browsers or the Internet, patients can connect, create, manage and control their
health profiles, making the PHR model efficient in access, storage, and sharing of
medical data. More importantly, because patients with their complete access and control
of their medical information can effectively share the information with interested users
including medical institutions, health insurance providers, and family and friends, this
also improves preciseness and quality of personal health care, lowering health care

costs.

With the advent of cloud computing, medical information technology firms and
healthcare services have moved their PHR to clouds. Clouds provide storage space and
Software as a Service (SaaS), where software service providers can virtually enjoy
limitless and elastic storage and computation resources. Thus, more and more PHR
service providers are taking their PHR application service and data storage onto clouds,
rather than setup individual data center, lowering management cost effectively. For
example, two primary cloud platform providers, Google and Microsoft, offer PHR
services on their clouds called Google Health [12] and Microsoft Health Vault [13]
respectively. PHR investments primarily aim at profit and efficiency targets,
empowerment of patient rights, or improving disease management. On the other hand,
patients are generally more concerned about the security and confidentiality of their
PHR and also of other health care systems. In 1996, the Health Insurance Portability
and Accountability Act (HIPAA) [14-15] outlined legal privacy and security protection
for PHR. But it does not sufficiently address all issues involved, especially because

HIPAA only applies to covered entities such as health plans, healthcare clearinghouses,



and healthcare providers. Emerging cloud-based PHR service providers like Dossia,

Microsoft, and Google are not covered entities.

HealthCare Organizations (HCOs) and e-health services covered by HIPAA face the
problem of implementing effective and cost-efficient security and privacy policies,
while having to constantly demonstrate compliance with HIPAA regulations. For these
reasons, similar security and privacy policies are also applicable to PHR; PHR must
adhere to HIPAA regulations for protecting patient’s information. HCOs must cooperate
with HIPAA to realize comprehensive policies, standards, guidelines, and procedures for
maintaining the organizations’ medical information that includes EMR and EHR [16].
Although business third parties providing the PHR solutions are not subject to the
HIPAA regulations, nonetheless security and privacy for PHRs are critical issues —

both for the patients using the PHR and for the providers themselves.

For the above reasons, clouds introducing the PHR services need to evaluate privacy
and system security more carefully. Though the PHR provides additional security
measures such as password protection and record tracking compared to traditional paper
records, upon off sourcing the PHR to cloud servers, patients not only lose real control
of their medical data, but are exposed to various risks. Lack of security mechanism such
as stringent and prudent user verification, secure verification and authorization user
interface, prevention of illegal abusive cloud computation, malicious internal attacks
from within the service provider, shared environment, and data or service thefts, are all
unaccounted for legal regulations by HIPAA. There is thus, the need to take extra

measures to safeguard and assure the security of such sensitive data in cloud servers.

Aiming to improve spontaneous health care services and increase overall service
quality and management efficiency for medical institutions, some health care systems

are currently cooperating with the telecommunication industry to introduce cloud



technology into healthcare application and services that include cloud electronic

medical record, cloud nursing information system, Hospital Informatics Suite Cloud

(HIS Cloud), and private cloud server plans by medical institutions. Integration of PHR

with cloud service provides the following benefits:

1)

)

(3)

(4)

Reduced cost: Since cloud providers provide the basic infrastructure, platform,
software, and storage space, hospitals no longer need to create their own
medical data center, cutting back on hardware setup costs, as well as software
and hardware upgrade costs. As cloud providers also maintain different IT
professionals for Platform as a Service (PaaS), and Software as a Service
(SaaS), hospitals only need-to select required value-added services, without
having to maintain separate IT staff of its own, cutting back on administrative

human resource EXPENSE.

Medical resource sharing and exchange: Based on internet computation, cloud
technology allows quick and spontaneous medical resource sharing and
exchange from different sources upon users’ connection to cloud servers via

the web or the Internet.

Dynamic scalability of resources: PHR is limited by user size but needs to be
capable of supporting substantial increase in user numbers. Cloud services are
very flexible in scaling and adjusting to demands and can support storage

expansion demands for medical information systems when required.

On-demand self-service: In cloud computing, computation resource is a shared
pool (such as networks, servers, storage, applications, services, etc.) that can
provide quick dynamic deployment to hospitals’ demands upon purchase.

When demands from multiple users are to be addressed, clouds provide



optimal resource utilization that flexibly configures service and storage for

USErs.

(5) Enhanced flexibility: Medical documents stored in cloud servers can be
accessed by authorized users anytime. When a user modifies a document, the
document is automatically updated on cloud. This represents not only quick
and complete data access, but one unrestricted to place, facilitating better

medical resource sharing.

(6) Elimination of device limitation: Irrespective of what computer or mobile
services such as smart phones, notebooks, or tablets are used, users can enjoy
services as long as they can connect to the Internet, making it easier for the use

of health management service devices such as blood pressure detectors.

(7) High scalability and service integration: Through cloud computation, services
from different providers such as health education, health management, drug
safety, exercise and dietary intake analysis, etc., can all be integrated to create
a single data center for management, analysis, and services like medical
research. Patient transfer service and other patient-related information services
like remote healthcare, family physician arrangement etc. can also be

integrated and scaled up if required.

Hosting the PHR online with cloud management is advantageous for effective
sharing of medical information in order to cut down resource wastage. Patients can also
control rights over their medical record, while hospitals by outsourcing the PHR data
center to cloud servers for provision of Infrastructure as a Service (laaS), Platform as a
Service (PaaS), and Software as a Service (SaaS) get to cut back on management costs

and concentrate on dispensing better medical care quality.



In consideration to environment security of cloud computing, security mechanisms
of information systems must effectively safeguard PHR’s confidentiality and its prudent
access. To counter the risk of privacy exposure, service providers of PHR should not
only encrypt patients’ data, but also allow patients, the custodians of the PHR to control
with whom they want to share records with. Thus, in addition to the traditional mindset
of having service providers encrypting messages, the PHR imparts users with access

control mechanism [17].

Realizing the PHR system in clouds will see multiple-user access that needs
substantial mass-number access control, resulting in possible computation overload and
data management difficulty from system generation. On the one hand, authorized users
may access from all sorts of channels, which include known authorized users and new
users applying for authorization through different channels. The demands of such users
are usually very large and unpredictable. Allowing all users to manage their own
accounts directly could thus make secret key management exceedingly complicated

with the massive number of users involved.

On the other hand, as users can manage the stored PHR in the cloud anytime,
anywhere, without being limited by having to wait for other users’ response for access
approval, the PHR’s accessibility and system availability is unrestricted. With
continuous addition and modification to the PHR content and the stored PHR data
coming from different medical institutions, cloud servers face authorized users making
requests for newest updated information at all times. Therefore, spontaneous status

updates of PHR in cloud service must be realized.

Though much has been done to encrypt information with various cryptosystems in
order to prevent illegal external access to data [17-21], these are mainly

single-custodian structured. In a cloud environment, the PHR is no longer sole-owned.



An efficient and secure access control mechanism must be considered for such
multi-user setups with different access rights. Therefore, with such considerations in
mind and for greater benefits from the PHR integration with cloud technology, this
paper proposes an access control mechanism suited for patient-centric, multi-user PHR
system in cloud environment to solve problems of multi-user requests, the PHR status

update, and secret key management complexity.

1.3 Research Objective

Unlike the usual method of having hospitals manage medical records, cloud
environment permits patient-centric structures to let patients manage their own PHR,
which when stored in cloud environment is still at risk from that which the environment
is exposed to. Also, security measures taken by the PHR service must also be
trustworthy. Thus, a secure-and efficient access control mechanism is needed to
safeguard the privacy and security of users’ medical information. As the PHR
emphasize availability, authenticity, and confidentiality of personal privacy over EMR’s
documental properties of non-repudiation and integrity, settings for allocating users’
extent of right to use and access to part(s) of stored medical record cannot be
compromised; also, unauthorized users should not have the corresponding keys. In
addition, patients should have complete rights over access control which when
necessary, can be set to add or remove access rights [22, 23]. In patient-centric medical
record systems, patients can encrypt keys according to the authorized users. But this
falls short of fulfilling the demands of multi-users. Although patients are the custodians
of PHR, to ensure the integrity of their PHR, patients should not be allowed to modify
medical reports. At the same time, doctors should have appropriate management rights

to endorse PHR to bolster the content’s credibility.
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In this paper, we propose a dynamic access structure that can impart precise control
access to cloud server’s medical record under multi-user setting. To ensure every patient
retains maximum control over their medical records, we adopted cryptography based on
Lagrange multipliers for encrypting the records. By allowing every custodian to
generate his/her own related keys, patients can choose with whom to share their records

with.

Therefore, central to this paper is the objective of enhancing the encryption of PHR,
and improving on user dynamic access policies. To reduce the complexity of key
distribution, we overhaul past hierarchical models and created partial order relation to
manage users. This reduces key management complexity drastically, and at the same
time allows users to not only retain access control of PHR, but one that permits issuance
of limited access rights to other users, such as doctors, pharmacists, nurses, researchers
etc. This is a very flexible method for multi-user dynamic access control in coordinating
the needs for immediate addition, or removal of user access, and also for addition and

modification of PHR, making it more suitable for PHR cloud application.

1.4 Structure of Research

This research is structured into six chapters: chapter one introduces the study with
the foreword, research motives and research objectives. Chapter two introduces related
research, including electronic medical records, PHR, cryptography, and mathematical
basis of mechanism applications used in cloud environment. With that, we introduce the
core of this research in chapter three —the application of the keys generated and derived
from Lagrange interpolation with process description of how users gain access control

of PHR, supplemented by an example to explain operational process of the functions

11



involved. Chapter four illustrates the dynamic access control method for PHR in cloud
environment. Security analysis is performed in chapter five by simulating four types of
attacks to prove the method’s security. Chapter six wraps up the study with a conclusion

and a forecast of future PHR development in cloud environment.

12



Chapter 2 — Related Work
2.1 Electronic Medical Record

Medical records comprise of detailed information of patients’ past diagnosis such
as laboratory results, and diagnosis records that are disparate, and do not allow easy
sharing and exchange, resulting in inefficiency and medical resource wastage. As a
result, such traditional paper medical records are increasingly being given way to

electronic medical record for easier information integration and update.

Electronic medical records is a type of medical record that electronically access,
transmit, accept, save, retrieve, connect, and-process multimedia information of past,
present, and future records of patients” physiological and psychological condition. This
data includes patients’ personal information, SOAP notes (subjective and objective
statements, assessment of patient condition, and plan of treatment, including medical
advice), documentation of course of disease, nursing plans and records, records of vital
signs, medication history, related laboratory results and reports (including medical
images), patient medical history, family medical history, vaccinations taken, etc. All in
all, all information that is necessary and related to patient diagnosis (such as, patient
travel history) can all be integrated and compiled into the electronic medical record.
Definitions of electronic medical record vary, from Computer Patient Record (CPR),

and the EMR in the early days, to recent extended explanations of the EHR.

The Computer-Based Patient Record Institute (CPRI) of the United States defines
the CPR as related electronic information of an individual’s lifelong health status and
health care. In 1997, the Institute of Medicine of the U.S. National Research Council
further pointed out that the CPR must provide for complete, accurate data that assist in

diagnosis decisions and related medical research. In contrast to traditional paper

13



medical records, electronic medical records promote enhancements such as medical
information exchange, high efficiency, accuracy, legality, permanent storage,
environmental protection, etc. Medical institutions no longer need to print out medical
records stored in computers to compile paper records. In addition to reducing
administration management’s operation cost and storage cost, electronic medical record
integrates patient records across disparate systems, and reduces medical resource

wastage.

Electronic medical records are increasingly in demand, necessitating legal and
practical coordination needs to help institutions promote its employment. Various NGOs
in the United States are currently outlining electronic medical record standards such as
ASTM, HL7, and HIMSS. Electronic medical record standards in Europe are being
overseen by TC/251 of CEN. The Internationalized TC215 has also taken into account
standards setup by other organizations to setup standards of its own. On 24 November,
2005, Taiwan’s Department of Health promulgated an approach to the production and
management of electronic medical records by medical institutes specifying regulations
and provisions on electronic medical records to order to implement and popularize
electronic medical records among medical institutes at various levels. Amendments and
improvements were also made to previous electronic medical record regulations such as
the electronic signature act, the physician act, medical law, operational guidelines to
implementation of electronic medical records, production and management of electronic
medical records by medical institutes, etc., establishing a legal basis for electronic

medical records.

With the popularization of electronic medical records, medical services have
gradually diversified. The rise of personal health management issues [24] have also

encouraged patients to gather more information, along with better decision options, and

14



better health care plans. Medical practices have also evolved from treatment of disease
to emphasis on health management, aiming to reduce medical resource wastage through
taking preventive measures before disease occurrence. Other measures include
employing personal health management for gathering accurate health information and

taking related health measures to reduce the risk of disease.

Among communication issues, EMR systems face problems of identity verification,
access control, fragmentation and lack of operability. Thus, a better medical information
exchange model —PHRs emerged, allowing patients to create, manage, control, and
share their health information with other users and healthcare institutions. The PHR is
proposed as an innovative solution to the problems of fragmented communication and
lack of interoperability among diverse EMR systems. It provides for a single source (the
patient’s PHR) for authentication and remote access of the health information data from

all EMR systems.

The PHR overlaps with the EMR, but has its differences. The EHR do not allow
patient access or patient control of access to information. The PHR is designed for
patients’ control and is also unique in that it can be accessed through the Internet from
anywhere. PHR also emphasizes on confidentiality or privacy protection, availability,
and authenticity, but does not demand EMR’s documental properties of non-repudiation

and integrity.

2.2 Personal Health Record

According to the definition of Markle Foundation [2], the PHR is a set of
computer-based tools that allow people to access and coordinate their lifelong health

information and make appropriate parts of it available to those who need it. A patient’s

15



PHR can be electronically saved, and translated into standard formats while meeting
security standards of medical service providers like HIPAA and HL7. It may also
include online educational tools and messages to assist patients make the best decisions

to improve their own health care quality and cost.

The PHR system integrates patient health information from disparate sources,
including measurement records (blood pressure, diet, exercise habits, etc.), doctors’
records (medical orders, doctors’ orders, etc.), hospital and laboratory records (ECG,
medical imaging etc.), legal documents, letter of proxy, and insurance documents, etc.
In addition, the PHR also includes medical reference information, medical treatment,
drug use, and other non-medical management information. Parts of the PHR are also
derived from the EMR database. But it should be noted that unlike the EMR, the PHR

does not demand EMR’s documental properties of non-repudiation and integrity.

The primary objective of the PHR is to assist people to gain deeper understanding
of their own health through its use as a lifelong health management tool. The value of
the PHR is its long-term cumulative record of personal health that promotes personal
health and can be consummately referred to in the future when faced with disease

occurrence [25].

In 2005, the National Committee on Vital and Health Statistics (NCVHS) [26]

outlined properties of the PHR and the PHR system as follows:

(1) Scope and Nature of Content: All PHR systems must have consumer health
information, personal health journals, and information about benefits and/or
providers. Some PHR systems may have clinical information, while some can

be disease specific (such as laboratory reports).

(2) Source of Information: PHR data may come from the patient, caregiver,
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©)

(4)

(5)

(6)

(7)

healthcare provider, payer, etc. Some PHR systems may be populated with

data by EHRs.

Features and Functions: The PHR systems should offer a wide variety of
features, including the ability to view personal health data, exchange secure
messages with providers, schedule appointments, renew prescriptions, and
enter personal health data; other services include decision support, the ability
to transfer data to or from an EHR, and the ability to track and manage health

plan benefits and services.

Custodian of the Record: The physical record may be operated by a number of
parties, including the consumer or patient, an independent third party, a

healthcare provider, an insurance company, or an employer.

Data storage: Data may be stored in a variety of locations, including an
Internet-accessible ~database, provider’s EHR, consumer/patient’s home
computer, portable devices such as smart card or thumb drive, or privately

maintained database.

Technical approaches: Current PHR and PHR systems are generally not
interoperable (with the exception of the PHRs that “views” into the EHR, and
they vary in how they handle security, authentication, and other technical

issues.

Party Controlling Access to the data: While consumers or patients always have
access to their own data, they do not always determine who else may access it.
For example, PHRs that “views” into a provider’s EHR follow access rules set

up by the provider. In some cases, consumers do have exclusive control.

From the above listed properties, it can be inferred that the PHR data is compiled
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and integrated from diverse sources (insurance companies, hospitals, PBMs,
laboratories, and patients) to provide a patient-centric health information exchange
model that can be further distributed to different authorized users in part(s) or whole.
Patient centric model breaks away from past models that permit only medical personnel
for management of medical information. In the past, though patients have to right to
“consent,” which doctors must obtain prior to accessing their medical records, patients
do not have the right to “access,” i.e. patients cannot create health information, and
cannot manage the medical test results. As the PHR has broaden its scope, it is gradually
being developed as a software, platform, or cloud application service integrating
personal health services with the information and communications technology industry.
In reality, a PHR service is likely to be hosted by third-party cloud service providers in

order to enhance its interoperability.

2.3 Medical Services and Cloud Computing

2.3.1 Introduction to Cloud Computing

Based on the study, Vaquero, LM et al. defined cloud computing as follows [27]:
Clouds are a large pool of easily usable and accessible virtualized resources (such as
hardware, development platforms and/or services). These resources can be dynamically
re-configured to adjust to a variable load (scale), allowing also for an optimum resource
utilization. This pool of resources is typically exploited by a pay-per-use model in
which guarantees are offered by the Infrastructure Provider by means of customized

Service-Level Agreements.

According to the National Institute of Standards and Technology, Information

Technology Laboratory (NIST) [28], cloud computing is a conceptual model that
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connect shared resources (such as network, server, storage, applications, and services)
through networks to users’ demands using minimum management to achieve rapid

configuration and distribution. The three fundamental service models are:

(1) Software as a Service (SaaS): This service model provides software through
the Internet with manufacturers installing applications on a cloud server which
can be accessed by clients and operated as per their needs. Clients thus acquire
software operations from the vendors via the Internet according to order
service or period of use paid to vendors. Clients do not acquire the software
per se, but rents web-based software that are updated and maintained by the

vendor.

(2) Platform as a Service (PaaS): In this model, cloud providers supply a
computing platform to its clients where they can deploy applications of its
own, program languages of its own, all without having to maintain or control

the cloud equipment such as network equipment, server, etc.

(3) Infrastructure as a Service (laaS): Vendors integrate basic infrastructure such

as IT systems and database and then rents them to clients.

Cloud computing contains several features, including: the use of virtualization
technology to integrate resource pooling, provide rapid, dynamic, and elastic service,
on-demand self-service, measured service, and provision of broad network access
platforms for data processing. Computation resources gathered through resource
pooling allows vendors to feature multi-tenant mode. Rapid elasticity grant unlimited
possible configuration in dynamic distribution of resources according to user demand.
Measured service can also monitor resource use to achieve automatic control and

optimization of the cloud system. Users can also connect anywhere to cloud computing
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services, reducing user’s dependence on terminal management equipment and related

information technology expertise.

2.3.2 Cloud Computing Application in Medical Services

As there are numerous advantages to cloud computing, considerable number of
personal health records is now being used in the United States, such as Global Lifeguard,
and Healthframe. Many health management services such as Context aware health
monitoring, Personal Health-aware devices, Intelligent alert management, Pervasive
lifestyle incentive management, Pervasive access to healthcare information, Preventive
Care and Chronic Disease Management, Social Health. Promotion, etc., have also
conformed to cloud structure (Source: Pervasive Healthcare as a Scientific Discipline,
Methods Inf Med, 2008). The United States government has also put forward plans for
health cloud systems that integrate personal health care information, clinical records,
hospital medical care, and telehealth services. The Clinical Informatics Research Group
at the University of Washington has developed the Patient-centric Health Record
(PcHR), as an example of an online patient-centric personal health record, one that the
patient owns and controls. Such cloud application trends is encouraging and assisting in

PHR development of a patient-centric health information exchange model on cloud.

However, there have been serious privacy concerns about outsourcing patients’
PHR data to cloud servers, not only because cloud providers are generally not covered
entities under HIPAA, but also due to an increasing number of cloud data breach
incidents breaking out in recent years. There are many data security risks in the use of
information technology, such as hacker attacks, network breaks, natural disasters,

separation failure, public management interface, poor encryption key management, and
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privilege abuse. Specific risks to cloud computing are separation failure, public

management interface, poor encryption key management, and privilege abuse.

Our greatest concern with PHR is security and stability. Cloud computing services
rely completely on the Internet as a medium. Cloud Security Alliance [29] listed 13
cloud-related security guidelines for key areas in cloud computing supported with
analysis and suggestions. It also published a report of the high degree of risk cloud
computing is exposed to, reminding that assessments of cloud environment should take
into account related issues of malicious internal users, platform-sharing technology,

information security, and account and service.

According to recent studies [30], we list some of the major concerns facing PHR

development in cloud environment:

(1) Abuse and nefarious use of cloud computing

(2) Insecure interface and Application Programming Interface (APIs)

(3) Malicious insiders

(4) Shared technology issues

(5) Data loss or leakage

(6) Account or service hijack

(7) Unknown risk profile

In the face of such risks, legal protection has been stipulated in information laws,
while administrative regulations have also been passed to protect health care systems on
data security and privacy of cloud users, such as the US Health Insurance Portability

and Accountability Act (HIPAA) [14] and the Canadian Personal Information Protection
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and Electronic Documents Act (PIPEDA) [31]. However, resting on cloud environment
security concerns, assurance to information systems’ effective safeguards to
confidentiality without compromising access must be strengthened. To deal with the risk
of potential exposure of privacy, rather than have PHR service providers encrypt patient
data, they should allow patients, the custodians of PHR full control of choice and
options to medical record sharing. Undoubtedly, the use of encryption mechanisms can
provide appropriate solutions to protecting medical information; but in addition to the
traditional disposition of having service providers encrypting the data for the custodians,

the PHR dispense users with access control mechanism [32].

Although having thus said, the control mechanisms of PHR were not intended for
cloud computing environment. As under cloud environment patients’ PHR are stored
with outsourced providers, patients not only lose real control of these sensitive data, but
faces elevated security risks. It has been difficult to achieve assurance on individual
privacy when these patient-centric PHR access models are transferred to cloud servers
to provide user access. Thus, our primary goal is to ensure the security of PHR, and
provide for an ideal PHR with desired features of continuous real-time update and
interactivity, as well as interoperability. A more flexible access control mechanism is

necessitated to bolster personalized privacy policies.

2.4 Cryptography and Encryption Systems

Although the transfer of PHR to cloud environment greatly increases security
threats, data integrity, confidentiality, and availability cannot be compromised either.
Since the primary objective of the PHR system is to grant lawful access to authorized

users, we realize this objective through cryptography. Following is a brief introduction
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to cryptography and encryption systems.

2.4.1 Basic Cryptography

Cryptography is a practice and study of techniques (such as mathematical formulas)
to randomize messages in order to render them unreadable to other users. By encrypting
messages from plaintext into ciphertext, important messages can be protected. Through
decryption technology, these ciphertexts can then be translated into plaintext for reading

as shown in Figure 2.3:

Encryption algerithm Deecryption algorithm

EI

-

lﬁ\ (J‘g\

plaintext  encryption  ¢iphertext decryption  plaintext

Figure 1: Encryption and decryption technology

Generally speaking, to oversee system security, a password system must at least

have the following four functions [33]:

(1) Confidentiality: In the entire process of transmission, only the recipient can
correctly interpret the ciphertext. Data packets when intercepted by other
individuals should appear as meaningless unreadable messages that cannot be

interpreted to the plaintext.

(2) Authentication: When the receiver receives the data, s/he must be able to

confirm the sender to filter impersonator message.
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(3) Integrity: The receiver should be able to confirm that the message has not been

tampered, forged, or modified during the transmission process.

(4) Non-repudiation: Upon transmission, the sender cannot deny having sent the

message.

Through cryptography, we can achieve confidentiality, integrity, availability, and
non-repudiation characteristics in the messages sent, which when combined with other

characteristics can be applied to different network services.

In accordance with mathematical variances in keys, cryptography systems are
divided into two major systems: private key cryptosystem, and public key cryptosystem.

Following is a detail introduction to their advantages and disadvantages:

2.4.2 Private Key Cryptosystem

Private key cryptosystem is also known as symmetric cryptosystem or one-key
cryptosystem [34-36]. In this system, the plaintext is encrypted and decrypted with one
single private key. Prior to sending the message, the sender consults with the receiver
over the private key to be used. Following, the sender encrypts the message with the
private key into ciphertext and sends it to the receiver. Upon receiving, the receiver uses
the same private key to interpret the ciphertext into plaintext for reading. Figure 2

illustrates the process.
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User A

plaintext | ﬁ

o [l —

ciphertext

encryption ﬁ decryption User B
! 2 |
A and B share Key

Figure 2: Private key cryptosystem

By using the same secret key for encryption and decryption, private key

cryptosystems facilitate efficient, quick, and low computation load. However, it has the

following advantages:

(1)

()

(3)

Key distribution problem: During the negotiation process of what private key
is to be used between the message sender and the receiver, the ultimate
decided private ‘key has to be transmitted between the two parties, thus
subjecting to security concern of possible theft during the key distribution

process.

Key management issues: As both sender-and receiver must possess the secret
key, when the number of users increases, the number of senders and receivers
possessing the secret key will also increase. This causes management issues,
making symmetric encryption system unsuitable for distributed network

environment.

Difficulty in achieving non-repudiation: As both sides of the communication
end possess the same encryption and decryption key, the encryptor can
disavow previously encrypted sent messages, making it impossible for the

third party to distinguish who is the real encryptor.
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Common private key cryptosystems are Data Encryption Standard (DES) [37] and

IDEA [38].

2.4.3 Public Key Cryptosystem

Public key cryptosystem is also known as asymmetric cryptosystem, or two-key
cryptosystem [34-36], illustrated in figure 3. In this password system, two different keys
are used for encryption and decryption, them being the receiver’s public key and the
corresponding private key respectively. A complex mathematical relation exists between
the two keys to ensure no one can-derive the private from the public key within a

limited time.

plaintext ﬁ

ciphertext

encryption decryption User B

L »

public key private key
Figure 3: Public key cryptosystem

The concept of public key cryptography was devised by Diffie and Hellman in
1976 to solve the three said problems. Thus, many current information security systems
are designed according to the principles of public key password system. Public key

cryptography has the following advantages:

(1) Protects information privacy: Anyone can use the public key of the recipient to
encrypt plaintext messages into ciphertext. The sender and recipient need not

transmit their keys over the network, but only need to retain their own
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()

(3)

respective keys, achieving higher security.

Simplifies allocation and management of keys: As the sender and recipient
only need to store their own key pairs, and do not have to store other private
keys even with the increase in the number of users, this simplifies key
distribution and management problems. Such a system is very suitable for

applications in a distributed network environment.

Possess non-repudiation: If the message is first signed with a private key, from
the resulting signature, anyone can use the corresponding public key for
verification. Since only the possessor of the private key knows the private key,
from the signature it can be guaranteed that the message was signed by the
private key custodian, thereby achieving non-repudiation. This method is

known as digital signature [39].

Although public key password system have the above-mentioned advantages, owing

to complex encryption and decryption processes, its efficiency is generally low.
Common public key cryptography is the RSA [40], the EIGamal [41], and the Elliptic

Curve [42, 43].

Public Key Infrastructure (PKI) is derived from the basis of public key password

system. In the public key password system, as the private key is privately held and
unknown to others, it is not possible to verify whether the publicly announced public
key corresponds to the private key. Therefore, the public key is subjected to an impartial,
objective third party for verification and generation of certification in order to

accomplish public key password system verification and data privacy.

The certificate is like a personal electronic identity card that contains certificate

serial number, user name, public key, and expiration date information. Since it is not
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feasible to have a single certification management center to manage all user certificates,
through public key infrastructure certification management centers can be organized,
and through certification paths, achieve mutual authentication and trust. At present, the
medical certificate management center has adopted PKI mechanism to provide
certificates for medical personnel, medical organizations, vice card certificates, and
process management operations like the generation, issue, and abolishment of server

application certificates containing related medical information.

2.5 Lagrange Interpolation Polynomial

Following is a brief introduction to Lagrange interpolation polynomial, which we
have adopted for encryption and decryption processes. In numerical analysis or other
applications, many. practical problems are represented through functions to express
intrinsic relationships or regularity. However, the precise relationship between variable
x and variable y of many functions are extremely complex, and cannot be determined
through experiments. The method of Lagrange interpolation enables us to obtain a
polynomial which passes through a finite set of points in the x-y plane. The polynomial
obtained by this method is called the Lagrange polynomial. Mathematically, the
Lagrange interpolation polynomial can obtain a polynomial function which passes
through known points of a two-dimensional plane. For example, in a x-y plane, given
are n+l1 known points, (Xo, Yo), (X1, Y1), ..., (Xn, Yn). The method of Lagrange
interpolation provides a formula for constructing a unique polynomial of degree n
which passes through these n+1 points. Among them, the Lagrange fundamental

polynomial, or interpolation basis function is expressed as follows:
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The specific point of ¢, (x) is the derived value 1 from x; . Values from other points X

0, i#]

(i#) equals 0, the expression of which is as follows /,(x) = {1 =

The Lagrange polynomial is
I—(X) = Z ngj(x)
j=0

That is the unique polynomial of degree n which passes through the points (X, Yo),
(X1, Y1), ..., (Xn, Yn). For example, the binomial that passes through (4, 1), (5, 5), and (6,

10) when expressed in Lagrange basic polynomial is as follows:
-l
A=
wo-3)es)

By applying Lagrange interpolation polynomial, a single polynomial L(x) can be

obtained as expressed below:

L(x)= F@)IQ)+ fG)I(2)+ f (6)I(3)

L [X5Y K8 g (X4 K6) g (-8 x5
4-5)\4-6 5-4 \5-6 6-4 \6-5
1, 1

=—X"-=X-5
2 2

It can be inferred that f(4) = 1, f(5) = 5, f(6) = 10. By applying this formula
predicted values can be derived, for example: to derive f(18), substitute x = 18 in L(x),

and L(18)= f(18) =148 is derived.
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Chapter 3 — Proposed Scheme

This study proposes a secure and effectively dynamic access scheme which allows
users manage, access, or share Personal Health Record (PHR) in Cloud computing
environments. In the environment, multi-users can access to the PHR for appending,
revision, deletion, and inquiry. Such multi-users present distinct access authorities that
the access relationship is rather complicated. Patients can append the PHR, such as the
self-measured temperature and blood pressure. However, after appending the
professional diagnosis information of doctors, patients can no longer revise it. In the
medical treatment process, each patient might be diagnosed by various doctors because
of different illnesses. Based on the professional medical field, the access authorities to
patients’ PHR would be distinct. Even the doctors in the same department are restricted
the access to PHR. In addition to patients and doctors being able to manage PHR, other
healthcare personnel could manage it as well. For instance, nurses can update some
physiological information, pharmacists could inspect the past medication, cashiers could
simply examine the drug record on the day, and other users with low-authorization can
merely read some information, such-as friends or researchers. In addition to medical
personnel in general hospitals, PHR could also be accessed by multi-users for home

care, remote care, and health management.

PHR scheme is patient-centered that individuals could maintain and record the
health information. Besides, it is required to integrate personal medical information
from various medical units that it used to access and provide personal health and
medical records through the Internet or portable media. Presently, a lot of online PHR
systems offer patients to manage personal medical records. However, as PHR is
received from different places and patients could not ensure the contents being

instantaneously updated or complete, the application of PHR has gradually transferred
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to store data in Cloud servers because of the emergence of Cloud computing.

Since there are enormous users and complicated access control schemes in PHR
scheme and users cannot ensure the data being immediately updated and complete, this
study proposed to have PHR more efficiently provide numerous multi-users with

dynamic access control scheme in Cloud servers, Figure 4.
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Figure 4: Access environment

Having a fair Certification Authority (CA) authorizes a superkey to each user, the
superkey could be utilized to prove the user having a legal key and to verify the identity
S0 as to ensure the security, authenticity, reliability, and completeness of information
transmission. The Certification Authority (CA) is considered as to build a structure for
access control according to the relationships between the users. The proposed scheme
consists of three phases, namely Initialization, Key generation and Derivation. The

details of these phases are described in the following sub-sections.
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3.1 Initialization

This study applies partially ordered access. A Certification Authority (CA) builds
the set-up for the partially ordered. A partially ordered set is a pair (S, <), where <
appears a reflexive, anti-symmetric, transitive binary relation with the set S. In this
paper, users are divided into disjoint sets S; for i =1, 2, ..., n, which is a subset, called
security classes. Each class presents personal authorization to access to the authorized
files that he/she is authorized to obtain a decryption key for encrypted files. It is
presented as S; = {u: u is the file ID of S; with access authority}, n € Nand ‘< ’is a
binary partial order relation over the set S = {S;, Sy, ..., Sp}. For the set (S, <), §; < S;i (I,
J € N) means that the user in security class S; can read or store the data held by the user
in the security class S;, but the opposite is not allowed. For example, each class has its
own cryptographic key, S; ={1, 2}, Si={1, 2, 3}, {1, 2} < {1, 2, 3}, then S; < S;. For §;

< Si, showing S; could receive the decryption key for the authorized file; and filey in S;.

There are a lot of users with different identities in PHR scheme, such as patients,
doctors, pharmacist, nurses, or researchers and relatives of patients. Each user is
represented the security class S; with _personal superkey H;, for i =1, 2, ..., n. CA
establishes a structure for these users, where there are n users which form two sets S =

{S1, Sz, ..., S} and H = {Hy, Hy, ..., Hq}, as below:

St S .S .5

Hi H, ... H; ... H, <«secret& distinct

This PHR scheme is patient-centered and integrated with various healthcare
records from different healthcare centers and health information established by distinct
users. PHR of users is encrypted with a key to form an encrypted file being stored in

Cloud servers. CA will build a structure that there are m files which form a set file =
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{filey, filey, ..., filen}, and CA generates a corresponding decryption key to each file,, for
u=1 2, .., m. The encrypted files are protected by the key from being randomly

accessed. The decryption key is shown as DK, foru=1, 2, ..., m.

filey, file, ... file, ... filey
1 2 ... u ... m file 1D, public
DK; DK; ... DKy ... DKp decryption keys, secret and distinct

A security class S; presents authorization to access to file,, written as S; ={u: u is
the file ID of S; with access authority}. For example S1 ={1, 2, 3, 4}, S;={1, 2, 3}, {1, 2,
3} < {1, 2, 3, 4}, and then S; < S;. The following adjacency matrix can explain the
access relationship. Assuming that there are six security classes and four files, put the

{security classes}x{files} data in the two-dimensional array.

file, file; file, file,

S, 11 1. 1
s, 1 1 10
S, Y/ W\ 1
S, 1~ _df
S, o 1 1 o0
Ss | 0 o0 1 1 |

The indicate function I(x, y) is defined to present user i with authorization to obtain

DK, for accessing to filey.

1 ,if user x has access tofile y
0 ,otherwise

I(x,y)={

Variable x represents user’s superkey H ID i and variable y represents file ID u. In
each row, user i uses his secret superkey H; to access to row i. Row i, by construction,

contains the set of file ID’s which user i is authorized to visit. For example, 1(3, 2) =1
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because user 3 has access to file,. 1(6, 1) = 0 because user 6 has no access to file;.

Before the proposed method is discussed in detail, the parameters used are defined

as follows as table 1.

Table 1: The defined symbol and parameter

Notation Definition Function
Si Security class, Si = {u: u is the file | To classify the security class of
ID of authorized S}, fori=1, 2, ..., n | users
H; Superkey H; , fori=1,2,...,n To obtain the key authoring file,
DK, Decryption key, foru =1, 2, ..., m To decrypt the key of file,
file, Filey, foru=1,2,...,m The DKy-encrypted file
I ) The indicate function of set {Hi, | To-calculate whether H; is in the
{Hy- o) Ho..., Hh} legal verification list of CA
Ji Ji={u: 1L <u<m,u is the file ID of | The set of files authorized by the
authorized S;} users
1, (x) The indicate function of set J; To calculate whether the user
Ji

presents authorized file set

3.2 Key Generation Phase

Follow the steps.

Stepl: CA refers to the user i in S = {S1, S, ...

, Sp} establishing individual and

non-repeated superkey H;, fori =1, 2, ..., n to keep H; in secret.

Step2: CA manages superkeys H; of all users and sets indices for legal superkey H;,
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4(x)  means the indicate

function of set H = {H;, H,, ..., Hn,}. The legality of H; is verified by

I{H1 ..... Hn}(x)
Step3: CA establishes function Ai(x) for each user I. Let
(x=H)
X X),fori=1,2,...,n,xeR.
A =TTy e 00 c

k¢

Step4: CA selects non-repeated random integers {DKj, DK,, ..., DKn}(supposing
there are m confidential files) as the decryption key for encrypting/decrypting

confidential files. CA keeps DK, in secret and publishes the public parameter u.

Step5: CA sets Ji={u: 1 <u <m, u is the file ID of S; with access authority}. There
arenusersfori=1,2, .., nand mfilesforu=1, 2, ..., m. Jjis the set of file ID

which user i is authorized to visit.

Jaf yeld,

1
Step6: CA sets the index I, (y) :{O o to present user i with authorized

access to DK, and. ‘each user i establishes function Bj(y),

LetB,(y) =1 D_DK, H( _t) x1, (y),y,u,teR

ueld; !
#U

Step7: CA establishes function G(x, y):ZA(x)Bi(y), X,y € R. That is G(x, y) =

i=1

A1(X)B1(y)+A2(X)Ba(y)+...+An(X)Bn(y) for (X, y) € RxR and declares it publicly.

3.3 Key Derivation Phase

Having established the key, user i could obtain DK, by substituting personal
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superkey H; and the ID u of file, with authorized access and further access to PHR by

decrypting file, with DK,,. Such a method follows the following steps.

Stepl:

Step2:

Stepa3:

Step4:

Step5:

User i substitutes personal superkey H; into
1 ,if xeH,..H, :
L, Hn}(x):{o ow i, } When the superkey H; appears in the

legal verification list of CA, H, e{H,,..,H,}, then I, . (H;)=1. When H;

1111111

of user i is not an authorized superkey in the list, 1y,

-------

User i substitutes personal superkey Hi into

H
A(X) = H((|_)|( H)) x Ly y(X) . “When the personal superkey H; of user i

k=i

is legally verified in CA, the user substitutes 1y, 4 1(X)=1 for calculation,

-------

and then Aij(H;) =1 and Aj(Hyx) =0 fork =i

1 if J. .
User i substitutes file, 1D u for IJ_(y)z{0 o e Jiz{url<u<m,uis
: ,0.W.

the file ID of S; with access authority}. When user i presents authorization to

access to DKy, y € Jithen 1, (y) =1.

User i substitutes file, ID u for B,(y) = ZD Hgy t; x 1, (y). When
ueld; -

t=u

user i is authorized to access to DK, then Bj(y) = DKy if y € Ji and Bi(y) =0 if y

Z Ji.

User i calculates G(Xx, y):ZA(x)Bi(y). If x € {Hy, Hp, ..., Hi} and y € Ji,

i=1

G(x, y) = DK,. The user could successfully obtain the decryption key, and G(x, y)

=0, otherwise.

36



3.4 Example

This section would explain the access of PHR scheme in medical environments. In

PHR scheme, PHR records from different sources are appropriately encrypted and

stored in Cloud servers. CA distributes patients, doctors, nurses, medical research units,

health insurance units, and family into various security class S; and distributes the

corresponding superkey H; to each user. Different PHR records, such as blood pressure,

electrocardiogram, major operations, drug allergy, and health insurance records, are

stored in file; ~ files, respectively for encryption and generating the corresponding

decryption keys DK; ~ DKs. The relations between the encrypted file and the access

relationship are shown in Table 2.

Table 2: Example

filey(DKy) | filey(DKy) | files(DK3) | filegy(DKy) | files(DKs)
Blood Electrocardi | Major Drug Health
pressure ogram operation allergy insurance
S1(H,): Patient | 1 1 1 1 1
Sy(Hy): Doctor | 1 1 1 1 0
S3(H3):nurses 1 0 0 1 0
S4(H4): Medical | 0 0 0 1 0
researcher
Ss(Hs):  Health | 0 0 0 0 1
insurance unit
Se(He):Family 1 0 0 0 0
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Indicate function I(x, y) is used for presenting that user i is authorized to obtain
DK, for access to file,. I(3, 4) = 1 presents that the nurse S; is authorized to access to
files Drug allergy, and I(5, 4) = 0 shows that Health insurance unit Ss cannot access to

files Drug allergy.

[ Example 3.1)

The established function G(X,y) =ZA(X)Bi(y) is divided into Aij(x) and Bi(y).

i=1

Table 2 is shown to explain the functions.

(1) Assuming that the nurse Sz has legal superkey Hs, it is substituted for

(X_Hl)(x_Hz)(X_H4)(X_H5)(X_H6) %
(H3 - Hl)(H3 F Hz)(H3 7/ H4)(H3 - H5)(H3 “ He) YYYYY

A(X) ={

obtained by applying Lagrange interpolation to the six points of (Hs, 0), (Hz, 0), (Hs, 1),
(Hs, 0), (Hs, 0), and (He, 0). From the above example, function Aj(x) could verify
whether superkey H; is in the legal verification list of CA and a user uses personal

superkey for verification.

(2) Assuming that a nurse is authorized to access to file; and files, J3= {1, 4} is

substituted for

V=A== =5) 5y  V-DY=2Y==5 |
(1-2)(1-3)(1-4)(1-5) T 4-)(4-2)(4-3)(4-5) | "

Bi(y) = {DKl

to calculate 1, (1)=1andl, (4)=1. Then B3(1) = DKy, B3(2) = 0, B5(3) = 0, Bs(4) =

DK4, Bs(5) = 0. Note that Bs(y) is obtained by applying Lagrange interpolation to the
five points of (1, DKy), (2, 0), (3, 0), (4, DK,), and (5, 0). Accordingly, function Bi(y) is

used for verifying a user being authorized to obtain the decryption key.
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[ Example 3.2]

After  describing function Ai(x) and Bi(y), the major function

G(x,y)= ZA(X)Bi(y) is explained with the situation in Table 2, where the six users

i=1

Si, 1 =1, ..., 6 are patients, doctors, nurses, medical research units, health insurance
units, and family, respectively, and file,, u = 1, ..., 5 presents blood pressure,
electrocardiogram, major operation, drug allergy, and health insurance. In medical
environments, each user is authorized to access to distinct files. Doctors could access to
more files than nurses can, while medical research units, health insurance units, or
family would be restricted the access to different files. Medical research units are
simply authorized to access to Drug allergy for research; family could be authorized to

record the daily blood pressure of patients.

Assuming that a nurse has the legal superkey Hs and is authorized to access to file;
and filey, the nurse has to substitute personal superkey Hz and 1D 4 of file, for function
G(x, y) in order to obtain file, Drug allergy. The nurse could obtain the public function

of CA for the following calculation.

G(H3,4) = A(H3)B,(4) + A, (H;) B, (4) + A (H;)By(4)
+ A, (H3)B, (4) + A (H;) B (4) + A (H3) B, (4)

The required information in file, is concealed in Az(H3)Bs(4).

Az.(Ha) _ {(Hs — H1)(H3 — Hz)(Ha — HA)(HS — Hs)(H3 — He)}x |{H1 ..... i)
(H3 - Hl)(HS - Hz)(Ha - H4)(H3 - Hs)(Hs - HG)

=1x1=1

B3(4):{DK1X(4—2)(4—3)(4—4)(4—5)+DK4X(4—1)(4—2)(4—3)(4-5)}XIJ @
(1-2)(1-3)(1-4)(1-5) (4-1)(4-2)(4-3)4-5)] *
={DK, x0+ DK, x1}x1

= DK,

Other values=0 because of insufficient information, A;(H3)B1(4) = 0, Ax(H3)B2(4) = 0,
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A4(H3)B4(4) = O, A5(H3)Bs(4) = O, As(H3)BG(4) =0:

_ (Hs_Hz)(Hs_H3)(H3_H4)(H3_H5)(H3_H6) %
AI(HS) _{ (Hl - HZ)(Hl - H3)(Hl - H4)(H1 - HS)(H:L - He) } I{Hl YYYY He}(HS)
=0x1

=0
With the following calculation, the nurse could successfully obtain DKa.

G(H;,4) = A(H;)B,(4) + A,(H;)B,(4) + A,(H;)B;(4)
+ A, (H3)B,(4) + A (H3) B, (4) + Ay (H3) B, (4)
=0+0+1xDK,+0+0+0
= DK,

[ Example 3.3]

In consideration of a different situation when a nurse tends to access to files, under
the same situation in Table 2. Nevertheless, nurses are actually not authorized to access

to files. In function G(Hs, 3), A3(H3)B3(3) is first discussed. Az(Hs)=1 but B3(3) does not

contain the decryption key DK; for files, and 1, (3) = 0. After the following calculation,

the value appears 0.

B,(3) = {DKl (-2)B-3B-4B-5) , ) B-DE-2)(3-3(3-5) }X L@
(1-2)(1-3)1-4)(1-5) @-1)(4-2)(4-3)4-5) "
={DK, x0+ DK, x0}x0
=0

Other values also appear 0 because of insufficient information, A;(H3)B1(3) = 0,
Ag(Hg)Bz(?)) =0, A4(H3)B4(3) =0, A5(H3)B5(3) =0, AG(H3)86(3) =0 - then G(Hg, 3) =0.
The nurse therefore could not obtain the decryption key DKj3 through function G(x, y).

Furthermore, adding the indicate functionl, (3)=0 could protect the system from

invalid computation and further reduce loads for the system.
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[ Example 3.4)

Regarding another example, assuming that a nurse randomly utilizes a superkey
“123”, which is not authorized by CA. “123” ¢ {H;, Hz, ..., Hg}, then

G(123,y) = A(123)B,(y) + A (123)B,(Y) +...+ A (123)B,(Y)

A(123) - {(123— H,)(123-H,)(123- H,)(123— H,)(123~ HG)}X o, 029)
(Hl_HZ)(Hl_HS)(Hl_H4)(H1_H5)(H1_H6) e
=1zx0
=0

In this example, an invalid key could obtain z. When obtaining z, unnecessary

could protect the system from invalid computation and reduce loads for the system.
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Chapter 4 — Solution to Key Management of Dynamic
Access Problems

PHR scheme, a patient-centered structure, integrates the medical information of
patients from various ends. Such information is store in Cloud servers to achieve the
purpose of medical information integration and resources share and exchange. Cloud
computing environments show the characteristics of easy expansion and resource share
that it presents several advantages to satisfy the integration, share and exchange of PHR.
In PHR scheme, the requirements of users to rapidly propose access request and receive

permission from Cloud service providers should be satisfied.

The common situation is that different users would need to update the access
authority with the change of events or time. For example, a car-accident patient is sent
to an emergency ward. In addition to doctors proceeding primarily treatment, a
conscious patient could propose his identity or an unconscious patient has documents to
define the identity. When the doctor confirms the identity of the patient and sends
requests to access to the patient’s PHR through CA in cloud center, doctor S; could
successfully obtain the patient’s PHR with private key H; and read the personal
information in PHR, such as hypertension or heart diseases. Such important information
could provide doctors reference for clinical decision-making in emergency. Once the
patient gets better and leaves the emergency ward, the doctor’s authorization to access
to PHR is automatically revoked. Not until the next accident, a different security class S;

could be added to the PHR scheme.

In terms of healthcare, patients would maintain and update PHR, such as blood
pressure and diet habits, in addition to the medical information from hospitals. In other

situations, personal medical records will be appended, revised, and deleted for different
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requirements, such as the authorization change of nurses, relatives, medical research

units, and family doctors.

In this case, dynamic access schemes need to be established completely to ensure
the instant and entire service of PHR. The key is the services provided by the PHR
system being able to support distinct dynamic access demands so as to correspond to the

data change of users and PHR in Cloud computing environments.

The proposed method is flexible that it could deal with all security management
problems of dynamic keys, such as adding a new security class, removing an existing
security class, and updating a user authorized. The involved solutions are simple,
mainly addition and deduction, that it does not require enormous computation and

storage space for parameter update. Regarding the grand formula G(x, y) in Chapter III,
G(x,y) = > A(NB(y)
i=1

Function Ai(x) is related to information verification for verifying the existence of
H; in the legal verification list of CA and the use of personal superkey for verification.
Function B;(y) relates to PHR data verification for verifying the authorization of a user
to obtain the decryption key DK, to further decrypt the encrypted PHR data. The

dynamic access requirements of PHR in Cloud are considered the users and PHR data.

(1) Users are changeable. Unlike static access model which could establish all
user parameters in the beginning of access scheme, the constant increase or
removal of PHR users and doctors, nurses, pharmacists, and various medical
researchers could propose new requests for the patient-centered PHR system.
User parameters need to be continuous updated to the initial access scheme to

correspond to the dynamic users.
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(2) PHR files require appending and revision. PHR integrates a patient’s personal
medical information from different sources, such as the medical history,
insurance message, allergy records, vaccination, past operations, recently
measured blood pressure and blood glucose, and recently used drugs. In
addition to the patient, authorized users with requests should be able to update
the medical records and revise the documents in the PHR system. For this
reason, the parameters in PHR message could be appended and removed with

dynamic requests, after the establishment of access scheme.

In regard to the above considerations, the established grand formula G(x, y) is
nimble and flexible, which could be easily updated and revised the parameters
instantaneously. The following section would explain. grand formula G(x, V)

implementing the dynamic access scheme in the three situations.

(1) Adding a new security class

(2) Removing an existing security class

(3) Updating a user authorized

4.1 Adding a New Security Class

In case that S, is a new security to be inserted into the user hierarchy; CA executes

the procedure below for inserting the new security class S,.
Stepl: CA distributes the secret parameter Superkey H, to a new security class S..

Step2: CA establishes A,(x). Ay(x) is identical to that of Aj(x) except that n is replaced by

oyl _ 1 ,if xe{H;..H,,}
n+tl, A(X)=||——>. The index I, (x):{ "
:\ll;l.[ Hv - Hk {Hl’ ‘Hml} 0 ,OW

vzk
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is updated.

Step3: CA establishes the parameter J;= {u: 1 <u <m, u is the file ID of authorized S;}

for S,

Step4: CA establishes B,(y), B,(y)=4> DK, Hgy_g x 1, (y) . The index
ued, =1 \U— '

t#u

1 ,if J, .
IJv(y)={0 Iowye " is updated.

Step5: CA updates formula G(x, y) in the original scheme that the new formula appears

G'(x,y) = G(x, y) + Al(X)By(y)

""""""

and I, (y) and establishes: Au(x), By(y), Jy for the new security class S,. The

information is updated to formula G(x, y). Few costs are required for computing the new

security class S, and merely addition is required for updating the entire scheme.
[Example 4.1)

In this example, security class S; ~ Sg and file; ~ files have existed in the PHR
scheme. Assume the new security class S; Family doctor being added in the PHR
scheme and authorized to access to blood pressure, major operation, and drug allergy, as

table 3.

First, CA would distribute Superkey H; to the family doctor and updates the

CA defines J; = {1, 3, 4} for S; and establishes
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(- H) HOC YO HY)HYOH) |
(Hy = HL)(H, = H)(H, = H)(H; —H)(H, = Ho)(H, —H) [ !

(-2 =3 -Dy-5 5 , Y=Dy-2)(y-4)(y-5)
(1-2)(1-3)(1-4)(1-5) P (3-1)(3-2)(3-4)(3-5)

A7(x)={

B, (Y) :{DKl X

+DKM(y—l)(y—2)(y—3)(y—5)}X L)
(4-1)(4-2)(4-3)(4-5) |

Finally, all parameters are updated to the new formula G’(x, y)

G'(x,y) = G(x, y) + Az(x)Bz(y)

Table 3: The resulting after adding a new security class

file;(Dki) fileo(DKy) | fileg(DK3) | files(DKy) | files(DKs)
Blood Electrocardi | Major Drug Health
pressure ogram operation allergy insurance

S1(Hy): Patient | 1 1 1 1 1

Sy(Hy): Doctor | 1 1 1 1 0

S3(H3): Nurses |1 0 0 1 0

S4(H4): Medical | 0 0 0 1 0

researcher

Ss(Hs): Health | O 0 0 0 1

insurance unit

Se(Hsg): Family | 1 0 0 0 0

S7(H7): Family | 1 0 1 1 0

doctor
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4.2 Removing an Existing Security Class

Assuming that an existing security class S, is to be removed from the PHR scheme,

CA could precede the following algorithms.

Method 1: CA removes the relevant parameter A,(X)B\(y) in the security class S, from

formula G(x, y).

G'(x,y) = G(X, y) = Al(X)Bu(y)
Method 2: J, is defined as the set of file ID’s which the user v is authorized to visit.
Instinctively, CA updates J, and deletes the authorization of the user.
Jy'= ¢ = empty set

[ Example 4.2]

Table 4: The resulting after revoking the existing current security class

file1(Dky) file;(DK,) | files(DK3) | filey(DKy) | files(DKs)
Blood Electrocardi | Major Drug Health
pressure ogram operation allergy insurance
Si1(H,): Patient |1 1 1 1 1
S,(H2): Doctor | 1 1 1 1 0
S3(Hs): Nurses | 1 0 0 1 0
S4(Hs): Medical | 0 0 0 1 0
researcher
Ss(Hs): Health 0 0 0 0 1
insurance unit
Se(Hs): Family |1 0 0 0 0
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Assuming that S; Family doctor in the original scheme is no longer authorized, CA

tends to remove S; from the scheme, as table 4.

CA could choose one of the following methods to remove S;; one is to update
formula G’(x, y) = G(x, y) — A7(x)B7(y) to remove the relevant parameters in S; and the

other is to update J;'= ¢ so that S; could not pass the authorization verification.

4.3 Updating a User Authorized

In the initial phase of PHR scheme, CA would establish the access authority for the
security class Si. When a user is updated the PHR authorization, CA would proceed the

following steps.

Stepl: CA resets Ji "= {u: 1 < u < m, u is the file ID of authorized S;}. J;’ presents the
new authorization of S; after update. When the authorization to PHR is changed,

CA would re-calculate the adjacency matrix to generate a new set J;.

Step2: CA updates Bi(y) to Bi’(y), as Jiis replaced by J;’ and the information of J; is
relevant with Bj(y). Assuming that a new authorization of set J; is given to user

i, then

G'(x,y) = G(x, y) — Ai(x)Bi(y) + Ai(x)Bi (y)

According to the above steps, the establishment of J; could easily updates the
authorization of user i to access to PHR. When the user i does not present any

authorization, Bj(y) does not need to be updated, but just take J;” = ¢ = empty set.

[ Example 4.3)

Assuming that S, Medical researcher could access to file, drug allergy in the
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original scheme, but no longer could after the research project being changed, a new

authorization allows to access to file, electrocardiogram, as table 5.

Table 5: The resulting after updating of a user authorized

file;(DK4) filea(DKy) file3(DK3) file4(DKy) files(DKs)
Blood Electrocardi | Major Drug Health
pressure ogram operation allergy insurance
S1(H,): Patient | 1 1 1 1 1
Sy(Hy): Doctor | 1 1 1 1 0
S3(H3):nurses 1 0 0 1 0
S4(H4): Medical | O 1 0 0 0
researcher
Ss(Hs):  Health | 0 0 0 0 1
insurance unit
Se(He):Family 1 0 0 0 0

CA updates J,= {4} to J,’= {2} and updates B,"(y).

B4l(y) :{D}<2 x (y_:I')(y_:'%)(y_4)(y_5)}>< IJ (y) . Then

(2-1)(2-3)(2—-4)(2-5)

G(x, y) = G(x, ) — Aa(x)Ba(y) + As(X)Ba(y)

In this dynamic access section, the construction and updating of G(x, y) involve
only simple arithmetic calculations. These can be done on a fly for a system consisting
of millions of servers and millions of files. This scheme is easy to operate as the user i
just enters a pair of valid (Hj, u) to get the correct DK,. The system administrator
calculates and updates G(x, y) in the background in real time. Every server follows

exactly the same operational steps to retrieve the correct decryption key.
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Chapter 5 — Security Analyses and Discussion

In this section, a security analysis is performed to examine whether the proposed
scheme is secure or not for practical applications. The analysis focuses upon four types

of attack that may impact the system security.

5.1 Equation Attack

Equation Attack: Attackers attempt to obtain the decryption key DK, by utilizing

public formula G(-) for mathematical algorithms.

Equation Attack occurs inauthorization updates when a user is removed but others
remain unchanged that any attackers could obtain the decryption key DK, by deducting
the old public G(-) from the new public G’(-), G’(-) — G(-) = 0. The designed scheme
could effectively resist Equation Attack. Three dynamic updates are proposed in

Chapter 5.

1. Addition of a new security class G ’(x, y) = G(X, y) +A,(X)Bu(y)

2. Deletion of a current security class G (X, y) = G(X, y) — Av(X)By(Y)

3. Updating of a user authorized G’(x,y) = G(x,y ) — Ai(X)Bi(y) + Ai(X)Bi’(y)

When deducting the old public parameter G(x, y) from the updated G ’(x, y) in any
dynamic updates, attackers could merely obtain A,(X)By(y) or Ai(X)Bi(y) + Ai(X)Bi’(y).
Ay(x) and By(y) are the polynomial established by Lagrange interpolation, and they are

finally multiplied to form (n-1)(m-1)" order polynomial with 2 unknowns.

A (X) = Qﬁ Iy pa(X) =8 +ax+..+a,,x",neR

u=v
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m

B,(y)=1 > DK, H% x 1y (y)=hy,+bx+..+b _x"" meR

jedy t=1
t=u

n-1, m-1

Ay(X)By(y) = aobo + aibox + agbsy + asbixy ...+ an1bm.ax"y

Let x = 0 or y = 0, the attacker obtains the polynomial A,(x)B.(y), which is just a
series of disordered information. Compromising Attack therefore is ineffective in this

method.

5.2 External Attack

External Attack: Illegally authorized external personnel attempt to obtain the

decryption key DK, or decrypt for private medical information through public

parameters.

Since personal medical records, health records, or physiological information are
recorded in PHR, attackers often tend to steal or sell such information that results in the
loss of hospitals or users. The proposed PHR in Cloud computing environments covers
numerous external users, in addition to the legal multi-users. lllegally authorized
external personnel need to obtain the decryption key with the public parameters for
useful patients’ records or medical information that the encrypted medical files would

become meaningful PHR after the decryption.

When an external attacker has the public parameter, most importantly the public
formula G(x, y), sufficient security should be emphasized, as there is a decryption key
DK, in the formula. In this method, each security class S; could utilize private superkey
H; for obtaining the decryption key DK, through the public function G(x, y). An external

attacker has to obtain the private key with Lagrange interpolation polynomial to acquire
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the decryption key DK,. Since merely the public G(x, y) and file ID u can be acquired,
an external attacker cannot effectively apply mathematical algorithms to obtaining the
private key DK, because of too many unknowns. In this case, attackers cannot acquire

medical information or patient’s records through external attacks.

Moreover, any encryption/decryption methods could be selected by CA to establish
DK,, such as the symmetric key systems DES, 3DES, and AES. Based on diffusion and
confusion, statistical methods would not decrypt the codes that they still present
difficulty in decryption. As a result, attackers could not obtain the contents with the

secret code.

5.3 Collaborative Attack

Collaborative attack: Two or more legally authorized users collaboratively collect

the private superkeys H; and attempt to acquire the decryption key DK; or the superkeys

H; of other users.

In this study, partially ordered relationship appears in security class S;. When S; is

authorized to access to S;, it could be achieved simply by the same formula G(x, y).

G(x, ) = Ai(Xx)Bu(y)+A2(x)Ba(y) +... +An(X)Bn(Y)

Consequently, two or more internal users tending to attack the other legal user is
taken into account. Two cases are presented. Casel, the collaborative attackers appear
partially ordered relationship with the attacked internal user. case2, the collaborative

attackers do not present partially ordered relationship with the attacked internal user.

Casel: The collaborative attackers, who are not authorized, attempt to collect the

private superkeys H; for obtaining the private key of the other authorized user. Based on

52



Example 4.1, the collaborative attackers is authorized Sz = {1, 4}, S4= {4}, while the
attacked user is authorized Sy = {1, 3, 4}. S; presents an additional authorization to
access to files, comparing to Sz and S, that Sz and S4 tend to collaboratively attack Sy to

obtain the decryption key DK3, whose data are stored in Az(X)B(y).

(X_Hl)(x_Hz)(X_Hs)(X_H4)(X_Hs)(X_He) < | (X)
(H, —H)(H, —H(H, —H)(H, —H,)(H, —Hy)(H, —H) [ "7
(=2 ==Y -5) , V=D -2y -4)(y-5)
1-2)(1-3)(1-4)@2-5) 3 (B-D(3-2)(3-4)(3-5)

=Dy =2y =3)(y-9) |, )
(4-1)(4-2)(4-3)(4-5)| ”

Axn={

BAW={D&X

+ DK,

Nevertheless, Sz and S, merely have superkeys Hg, Hs, which cannot pass the
verification of A;(x). With Lagrange interpolation, a null value will be received, and
then A;(X)B7(y) = 0 x By(y) = 0. Collaborative attacks therefore cannot acquire

additional information, same as single attackers.

Case2: Although collaborative attackers do not appear partially ordered
relationship with the attacked internal user, they collect the parameters to enhance the
probability of getting the decryption key DK,. Based on Example 4.1, the collaborative
attackers are authorized Sz = {1, 4}, S, = {4}, while the attacked user is authorized Ss=
{5}. There is no partially ordered relationship between Ss and Ss, S4. In order to obtain
the authorization of Ss to access to files, S; and S, attempt to collaboratively acquire the
decryption key DKs. Nonetheless, Sz and S, simply have the superkeys Hs, Hs, which

cannot pass As(x) verification that a null value will be received.

Despite the partially ordered relationship between the collaborative attackers and
the attacked user or the number of collaborative attackers, they cannot obtain the

non-authorized DK, by collecting the private superkey Hi.

Furthermore, attackers would tend to obtain the superkey H;, in addition to the
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decryption key DK,. However, they cannot succeed. From A;(x) in Case 1, Sz and S,
simply have the superkeys Hs, Hs, but not other useful information to acquired H; from
A;(x) established in Lagrange interpolation. Collaborative attacks therefore cannot be

operated in this method.

5.4 Reverse attack

Reverse attack: A legal internal attacker attempts to obtain other users’superkeys

H; with the public formula G(x, y) and personal parameters.

Based on Example 4.1, legal users Sg and Sy could acquire the decryption key DK;
through G(X, y). Se and S; appear partially ordered relationship, Sg < S;where Sg= {1},
S7={1, 3, 4}. For an attacker Sg tending to obtain the private parameter H; of S; with
personal parameter Hg and the public parameter G(x, y), he has to obtain S; for

accessing to files, files.

In this method, a sole public formula is designed.

G(x, y) = A(x)Ba(y)+... +As(X)Bs(y) +A7(X)B7(Y)

Se replaces (Hg, 1) for the above polynomial point, while S; could compute the
points (Hs, 1), (Hs, 3), (Hsz, 4) to have CA authorize them the key. Nevertheless,
substituting Sg for point (Hg, 3) or point (Hg, 4) will not be able to normally acquire the

decryption keys DK3, DK, of files and file,.

S tends to obtain the decryption keys DKj3;, DK, of authorized Sy, it therefore
attacks H7 in A;(x)B7(y) or DK3, DK, Sg therefore could substitute point (Hg, 1) for

formula G(Hs, 1) = DK; that
G(He, 1) - DK;=0

54



=A1(He)B1(1)+...+As(Hs)Bs(1)+A7(He)B7(1)+...+An(He)Bn(1) — DK =0

= CoUo+ C1doX+ C0d1y+ cldlxy ...+cn-1dm-1x”'1ym'1 -DK;=0

Accordingly, the formula G(x, y) indeed is a (n-1)(m-1)" order polynomial with 2
unknowns. Attackers cannot recognize the items, which are contributed by A7(x)B-(y),
from the polynomial. Besides, the formula G(x, y) is simply that it does not present
abundant parameters for attackers. Even a single A;(x)B;(y) is obtained, there is

individual scheme to protect A;(x) and Bz(y).
The information of superkey Hy is stored in the polynomial A;(x) established by
Lagrange interpolation.

(X_ Hl)(x_ Hz)(x_ H3)(X_ H4)(X_ Hs)(x_ He)
(H7 - Hl)(H7 F Hz)(H7 - Hs)(H7 = H4)(H7 N Hs)(H7 - He) """

A (X) ={
would verify the input superkey H; being in the legal verification list of CA. If it is not a

CA-authorized internal wuser, it could not pass the calculation of indicate

of Lagrange interpolation would be 0.

The data of DK3, DK, are stored in the polynomial B;(y) established by Lagrange

interpolation.

Y= =3Iy -Dy-5) 5 , Y=-Dy-2)(y-4)(y-5)
(1-2)(1-3)1-4)(1-5) P (3-1)(3-2)(3-4)(3-5)

LD =2 =3)(y=9) |, v)
(4-1)(4-2)(4-3)(4-5)| 7~

B, (Y) :{DKl

+ DK,

A user should also be authorized by CA to pass the verification of the indicate function

1, (X), the set of Ji= {u: 1 <u <m, uis the file ID of authorized S;}, or a null value

would be acquired.
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In such an attack, the polynomial cannot be reversed for illegal information that

Equation attack can be effectively stopped.

5.5 Discussion

In this subsection, we want to discuss the computational overheads needed and the

storage required in our scheme. Definition of some notations used in performance

evaluation of the proposed scheme, as Table 6.

Table 6: Notation table

Definition Notation
n Number of the security classes
m Number of the files
Degree of the polynomial f(x)

) (there are N security classes and each of them has v; predecessors)
Ip| The bit-length of an integer p

Tio Time for performing an interpolating polynomial
Tmul Time for performing a multiplication computation

The computation of interpolating polynomial had been quantified in Knuth [44].

Knuth pointed out that the process of interpolating at (n+1) points required (n*+n)/2

divisions and (n®+n) subtractions by Newton’s formula, where n was the degree of the

interpolating polynomial.

As to the evaluation of the polynomial for the derivation of the successor’s secret
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parameters, Knuth [44] also figured out that this scheme needed (2n-1) multiplications

and (2n) additions plus one modular operation by applying Horner’s rule.

Regarding efficient computations, this scheme therefore required 2nT,, +nT_, to

mul

create G(X, y) in the process of key generation, where T,y was the computation for
interpolating polynomial, Tiy = (2n-1) multiplications + (2n) additions + 1 modular

operation, (Zvi +n)T,, +nT,, was required computing in the process, and it totally

mul
1<i<n

spent(Zvi +3n)T,, +2nT_, . In regard to storage, the public parameters G(x, y), u in

1<i<n

this study required (m+1)|p|, and the storage for each security class of a private key H;

was |p|.
Table 7: Analysis of computation complexity
Key Generation/ Storage of Storage of
Derivation public parameters Private keys
The
( ZVi + 3I’1)T|O + 2nTmu, (m+1)|p| |p|
Proposed L=isn
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Chapter 6 — Conclusion

Under the patient-centered Personal Health Records (PHR) in Cloud computing
environments, partial order relationship is applied to managing the users so that they
could dynamically access to PHR with the individual authorization as well as remain the
privacy for legal authorities to precede access control. Based on the key management
scheme with Lagrange interpolation polynomial, it could accurately access to PHR and
is suitable for enormous dynamic multi-users. In this method, the public formula fi(x) is
integrated into a sole G(x, y). Such a key management provides a better management in
Cloud computing environments. The established formula G(x, y) is flexible that it could
instantaneously appending and deleting user .authorization for appending and revising
PHR during dynamic updates. Besides, the effect can be achieved merely by few
additions that it provides faster and easier solutions. The following achievements are

presented in this study.

(1) Patients could remain the right to completely access to PHR. The
Patient-centered PHR allows patients to determine the access users and

remove the outdated authorization.

(2) The access authority for various users could be precisely established. Doctors
could merely access to their own patients. Once the patient is transferred, new

access authority should be correctly transferred to the new doctor.

(3) The scheme could resist internal and external attacks, providing safer, more

private and persistent heal management.

(4) The public parameters are merely G(x, y) and u, and the generation of keys
and the algorithms are simply. Users merely substitute personal parameter H;

and the public parameter u for G(X, y) to obtain the decryption key.
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(5) The solely public formula G(X, y) is convenient for the management of CA.
(6) Dynamic access control problems could be easily overcome.

In face of the threats of Cloud, a safer and more efficient access scheme is
established for enhancing the reliability of PHR encryption, ensuring the security of
users’ medical information, reinforcing the dynamic access policy of each user, and
protecting patients’ privacy. Besides, the flexibly dynamic access control scheme for

multi-users allows PHR being developed in Cloud computing.
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