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Abstract

The main purpose of this paper is to combine the convenience of
network securityand cryptography, applications in the patent
application processes, andconstruct a new patent application

process.
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QK Cancel | Help

Press OK after making selection. |
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File Edit Yiew | Keys Server Groups Help

=% & WA G Gl
[Bem—— — owDefulifer CiliD [Tog (e [Deseripion
Add 4
Eizble
bl
Beusle

Reveritir Steriatites

Cul+N
liare Zoli
Import ... Ctel+M
Eyport GuliE
Froperiies Sl
Ll | »l

kK i csak FA',F Public Key (* [flé ) ™ Private Key (%~

G SRR QR I

In oicer for other people to send pou secure messages. you must
genelate a key pail

‘Your <ey pair will also be used to sign digital documents.

A key pait consists of @ "Public Key," and  "Frivate Kep." The
public kep should be given ta everyone you know (PGP has
facilities o assistin this). The private key should be kept
absoltely secret

IF youmoud liks mare information an what a key pait is and haw
PGP warks, dlick the Help buttan, belaw

Othemize. choose Mext to continue.

38



-l s, Sue

4.‘5"3?" SRS SBhEASAYFull name  »Email address V&0 &

(%71 -

‘hat name and email aceress should be associated with this key
pair?

By listing your name and email address here, you letyour
cotespandents know thatthe key they are using belohgs to you

Eullname

Ikeyﬁ?ﬁ

Email address

ItE @t edu.tuf

cb—#e | [Tfw-]|  mE | El

Full name I} [key???]ﬁj £ OMEVH P 4 AL
key979)

5.B5E [ Diffie-Hellman/DSS ]

[
T
!
#
L
=
[\

W¥hattypes of key would you like to generats? IFyou don't know, its
recommended thatyou generate & Diffie-Heliman/DSS key pair

RSAs the "old-style” PGP key. Mastnew users of PGP will e
expecting a Diffie-Hellman/DSS key.

Ityou'd like more infarmation an the differences between the two key
types. press the Help button, below.

Key Pair Tyr
@ Diffie-Heliman/ DS&;
~ BSA

<b—#@ | [T—%aw- A

6.1 [2048 bits] » 3248 [~ #7]) -

m

il

Howlarge = key pair do you wish to generate? As arule, larger keys
are more secure. but slower.

Formost applications, 1024 - 2048 bit keys are quite sufficient

Key Pair
© 1024 bits

1536 bits (1536 Diffie-Hellman /1024 DSS)
& 2048 bits (2048 Diffie-Hellman/1024 DSS)
© 3072 bits (3072 Diffie-Hellman /1024 DSS)
€ Custom (1024 - 4096 hits)

2048

<t—5@ | [T-Sw- ) Eid)
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7.0 [Key pair never expires] G5 sm e ¥5) » E &

(%71 -

‘rau can setyour key pair to automatically expire within & certain
arnount oftime

When yaur key pair expires, you will na langer be ahle 1o use ftfor
encrypting or signing. However, itwillstill decrypt and verify.

Onee yau generate yaur key pair. yau wil nat be able ta change its
expiration setting

Key Expiratiol

Ry P ey

C Keypairgspireson  [F007/0518

<t—2@ | [FT2w-| @& | 2E |

RIS V8 [ [ 8 [

—

=

B LR 12345678 ) - )M R R

[ 1 o (e P Rel i)

Your artvale keywill be proteced by a passphrase. ftis impartant that
you da natwite this passphrase down.

Your aassphrase should be atlsast 8 characters lang and should
contain non-alphabetic charaders

Passahrase: I™ Hice Typing
12343678 =
Passohrase Cuality:  NANNENNENEN.

Confirmation

[12343678] =

<t—#m | [Totw- e g |
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OB HAT BEE L = ] 2 PR =l

& % PGP key pair(PGP  #ff=%)) » E & [b] -

Congratulations! You have just generated a PGP key pairl

Youwill now be abls to receive secure messages and sign
documents

Ifyou wish to send your key to the senver at a later date. simply right
click on ftin PGPkeys. and use the "Send 10" menu item

Click Finish bielow o add your new key to your keyring]

ol N Eii

(= Rt Public Key(* HHEHE)

139y F’[zéqa;véﬁfg% (Y4 #57Key979 ) -

File Edit WView Keys Server Groups Help

=G AxE R =

Ee Wali... | Trust | Siee Description
) > ; ;
S keyd79 <test@tp.edu. v @ User D
i 2, kev070 <test@ip.edu tw> DS exportable signatore
1 kew(s) selected 4

2%!,‘5’58 [Keys] ™ 4725 » 5V [Export]

File Edit Wiew | Eeys Server Groups Help

= % oFA w2 Sm. Ctrl+3

KE:E et as Default Key  Chil+D T T r s

EE YEcv079 <tos {F-GLE g

E}EI key979 <tec Enahle User ID
iy kw979 < Disable DSS exportable signature

Reveke ...
Reverify Signatures
HNewm Key ... Cel+1
Share Split ...
Import ... Cirl+h

1 keyis) selected A
Properties ... Ctrl+
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[key979.asc) @4 [My Documents] =¥k 1)

b
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Eile Edil Wiew Keys Zerver Groups Help

—lo|x|

E(xdwoxe® =H

Ke [Vali.. | Trust | Size | Descript

=199 key979 <test@ip.edu.iw> Q [ 2043/1024 DH/DSS key pair
£ (T keyd79 <test@1p.edu.tur= User ID
-y key9T9 <test@tp.edu.tw>

DSS exportable signsture

RFEIRD: [ 3 My Documents € ke

1 keyt
TREZRA: [kes979.5 RS
FAEAEAD): [ASCIIKey File (fas) = e

™ Include Frivate Key(s)
I Include §.0 Extensions
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20 B (7 SR SRR ) o 2 [OK] -

CGH B 15 AR S T 1 052 W R

AUSGRES] > I 851 key979 )

FGFtools - Enter P:

Signing key

kw379 <test@tp edute> (DES/1024)

Enter passphrase for shove key:
12345678

¥ Detached Signature j
™ Text Cutput LI

3.5 % ?F[i%ﬁ I%@*H[ﬁ@%% H A0 9.txt.sig (Y14 &

FIAO979.txt.sig )

| BEE® REE BRO BUEEW IAD BE» 7

|QEE~Q~ ¥ OB | = 2

i Rl [T EE

B B 3BKB EE _ _

EI j P [ ACOTO tt sig | KB PGP Detached Signature File
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il L | 2
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