
Mobile Computer System with User Friendly Environment 

and Security Protection 
Chu-Hsing Lin1*, Jung-Chun Liu2, Wen-Chen Wu3, Tsau-Wei You4, Ming-Hung Liu5 

 

1chlin@thu.edu.tw,2 jcliu@thu.edu.tw,3 pootel@gmail.com, 
4s22216532@hotmail.com,5 g98350038@thu.edu.tw 

Department of Computer Science, Tunghai University,Taichung 407, Taiwan
 

 

Abstract － In this paper, motion detection 

with the webcam can determine current 

conditions around mobile computers, which 

act accordingly with a variety of response 

methods. A good balance is achieved between 

sensitivity of machines and experiences of 

users. Many practical applications are 

investigated, and this paper is primarily 

focused on two main points: user-friendly 

operations and security. Our system provides 

dynamic detection features for suspicious 

objects: photos of suspected thieves are taken, 

saved, and uploaded to the Internet, and 

when necessary, warning Short Message 

Service messages are sent to mobile phone 

users. Apart from this application, many 

other applications are feasible, for example, 

connection of alternative current power cords 

of laptops can be used to determine whether 

they are at a risk of being stolen. 

      

Keywords: Motion Detection, Webcam, 

dynamic detection. 

 

 

 

 

 

1. Introduction 

As laptops are expected to surpass desktops in 

worldwide pc shipment in 2011, the security of 

laptops and their ease of use are the two most 

important attributes for laptop users. 

As information security has become an 

important issue, people  often notice software 

and network security, but ignore the risk that 

physical machines may be stolen [1] [2]. In 

addition to physical security, since laptops are 

used in various locations instead of a fixed 

place, an automatic identification feature is 

implemented to detect the environment and 

dynamically adjust the system configuration to 

provide useful and interesting applications [3] 

[4]. 

 

2. Methods and Features for Implementation 

Most image processing programs involve use 

of Open Source Computer Vision Library 

(OpenCV) [5]~[8]. Since laptops are used in a 

variety of environments for different 

applications, in addition to the use of the 

OpenCV engine, algorithms used to 

analyze movement of users are also very 

important, such as motion detection, 



power detection, and sound detection algorithms 

[9] [10]. 
 
2.1 OpenCV 

OpenCV takes advantages of Intel ® 

Integrated Performance Primitives (IPP) library 

and provides a transparent interface for it, which 

means that OpenCV will automatically 

load processor-specific optimized IPP libraries at 

the run-time. 

Pictures taken with the web camera 

using functions provided in OpenCV are 

dynamically analyzed to determine whether 

there are suspicious people around the laptop or 

whether the user is away from it. Pictures 

captured by OpenCV may result in a 

so-called motion blur, which is usually alleviated 

by using high speed cameras to capture images. 

In our implementation, web cameras 

in commercial laptops are used to take pictures, 

and suitable amount of pictures are 

taken continuously to enhance picture quality. 

 

2.2 Instant Messaging software 

Our system will automatically change status 

of the Instance Messaging (IM) software when 

the laptop is idle when the user is on the phone, 

chats with other people, or is away; and the IM 

software will return to its original status when 

the user resumes working on the laptop. 

 

2.3 Audio Streaming 

Our system will automatically stop replaying 

the music or decrease the volume of music when 

it detects that the user is leaving or is on the 

phone; and it will resume replaying or increase 

the volume when the user is back to use the 

laptop [11]. 

 

2.4 FTP 

When the user has left and the system detects 

suspicious people are around the laptop, it will 

automatically capture pictures of the suspects 

and directly upload pictures of them to an FTP 

server to save clues and evidence of events. 

 

2.5 SMSGO message 

If the laptop has being stolen, the system will 

immediately send Short Message Service (SMS) 

messages in Http format provided by SMSGO to 

a phone number specified by the user to notify 

him. 

 

2.6 Theft alarming 

Motion detection method and power cord 

monitoring are used to determine any 

exceptional use or theft of the laptop. In addition 

to uploading pictures via FTP and sending SMS 

messages, when laptop theft events occur the 

system will also immediately start the BIOS 

speaker, which has a high pitched sound and is 

not easy to turn off.  

 

3. System Architecture and Scenarios 

We use dynamic detection methods to 

determine current states of the user [12]. For 

example: if the computer detects that a user 

leaves for some time, it will turns off the screen 

automatically to save power. Fig. 1 shows flow 

charts of the scenarios of applications considered 

in the system implementation.  

 



 

Fig.1 Flow charts of scenarios of applications 

 

When the laptop is used in the library, the 

system will set the computer is in a quiet state 

(less than 20dB), and it will automatically turn 

off the speaker. If the user temporarily leaves, 

the motion detection system detects that user has 

left his seats and automatically closes and locks 

the computer screen to save power and avoid 

others to overlook the computer screen. When 

the user returns to his seat, the system detects 

that the user is back. It will automatically turn on 

the screen, and ask the user to enter passwords to 

determine whether he is the real user. 

 

If the laptop is used in the user’s study room or 

working place, for the convenience of the user 

the system automatically turns on the screen 

when it detects that the user is entering the room. 

If the phone rings, and the user leaves the laptop 

to answer the phone call, it will automatically set 

the computer speaker in a mute mode to avoid 

interfere the user with loud music. When the 

user leaves the room, the system automatically 

saves and closes current working files, and set 

IM status in leaving status. Then the anti-theft 

detection [13] program is automatically triggered, 

and if the alternative current power cord is 

removed, the alarm will sound and captured 

pictures of thieves will be uploaded by FTP. 

 
4. Results of Motion Detection Algorithms 

We implement the motion detection algorithm 

by comparing consecutive frames of pictures and 

identifying their difference in pixels. If the 

difference is greater than a threshold value, the 

alarm is triggered. Frames of the image are 

converted to grayscale images first. To identify 

areas of difference, marked in red as shown in 

Fig. 2, the Difference and Threshold filters in a 

computer vision and artificial intelligence library, 

AForge.Net, are used. However, since technical 

limitations of current Charge-Coupled Device 

(CCD) image sensors have noises even for static 

pictures, misjudgment of motion occurs due to 

noises on the screen [14]. To solve this problem, 

the Erosion filter is also used.  

 

 
Fig.2 Area of difference is marked in red, 

where misjudgment of motion occurs due to 

noises 

 

If a person moves at a very slow rate, each frame 

of pictures will show very little change in pixel 

values, which may be less than the threshold 



value to trigger an alarm, so that thieves can 

exploit this vulnerability and break the system. 

To solve this problem, we use the following 

algorithm: in addition to use the current frame to 

compare with the previous one, the frame of a 

series of actions before is also used. 

By comparing picture frames, the background 

model is built, which is used for the system to 

tell foreground objects from background objects. 

The picture frame captured at the beginning of 

program execution is converted to a grayscale 

frame and defined as the background frame. This 

algorithm is very effective and it can perfectly 

identify moving objects, as shown in Fig.3. 

To optimize performance, the Pixelate filter is 

also used. To the human eyes, the picture quality 

after Pixelate filtering is not very good. This 

drawback does not matter, because the program 

itself can still accurately determine the moving 

object. 

 
Fig. 3 Captured picture if the object moves 

slowly 

 

5. Conclusion 

In the past, emphasis is on data protection, 

including hardware and software encryption, and 

data transmission security, but physical 

protection is neglected. In this paper, a software 

system is implemented to perform laptop theft 

protection. 

The web camera and other standard Laptop 

components are used to implement a theft 

protection system to increase the risk, difficulty, 

and time for stealing, and upload pictures of 

evidence of events to catch the thief and improve 

the probability of recovering the laptop. 

The I/O devices of the laptop are also used to 

detect changes in the external environment. 

According to the detected working conditions of 

the laptop environment, our system can 

automatically switch to work in an appropriate 

mode to establish a friendly environment for 

users. 
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