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Abstract

In nowadays society, we pay much attention to a variety of copyright protection
issues and the emphasis on personal information. Digital watermarking technology is
the most widely used encryption technology in the field of multi-media and medical
information. In this thesis, we redesign a wavelet-based digital watermark to
Electrocardiogram (ECG) signals to achieve the purpose of protection of patient rights.
Certain hidden data for personnel identification are embedded into specified
low-frequency coefficients of its wavelet transform according to different quantization
sizes using the quantization approach.

In addition, since the proposed watermark scheme is not reversible, we evaluate
the impact of watermarking to the PQRST complexes of the ECG signal in which we
conclude that the impact is small and the watermarked data can meet the requirement
of physiological diagnostics. In order to measure the robustness of our scheme, three
attacks including noise, resampling, and low-pass filter are adopted to test the
watermarked ECG data. The experimental result verifies that the proposed scheme is
slightly robust than DCT- and FFT-implemented quantization watermarking
techniques after testing with ECG signals from the MIT-BIH arrhythmia database.
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%31 BB ANk E I ) %S
i~ i - N T
wh | ¥ SNR
% | o | 2| PR | QRS | ST | QT RMSE | rRMSE
posg | WL O 0 0 0 |34.9866 | 75.6763 | 0.4780
w2| o 0 0 0 |355641| 73.3931 | 0.5055
wi| o 0 0 0  |30.8060 | 126.2875 | 0.9734
100 | 4096
w2| 0 0 0 0 | 323495 | 106.,2635 | 0.8181
a10p | WL| 00046 0 0.0015 | 0.0014 |23.2756 | 292.4724 | 2.1789
w2| 0 0 0 0 |26.9884 | 196.9882 | 1.2996
oosg | WL O 0 0.1510 | 0.0120 |35.4048 | 66.2110 | 0.4861
w2| 0 0 0.1510 | 0.0120 |38.4179 | 47.2844 | 0.3228
Wil o 0 0 0 - {28759 | 142.304 | 0.9187
101 | 4096
w2| o 0 0 0 |324174|94.35076 | 0.7686
a10p | WE| 0 0 0 0 | 226958 | 285.5512 | 1.9098
w2 /| o 0 0 0 | 24.4586 | 235.8753 | 1.4608
roag | W | 0.1244 0 0 0 |35.4436 | 79.9954 | 05613
W2 | 0.1244 0 0 0 |38.3019 | 60.6520 | 0.3996
W1 | 03415 0 0 0 | 31.2341| 135444 | 0.9860
102 | 4096
W2 | 0.3329 0 0 0 [31.9169 | 126502 | 05775
a1y | WL | 06392 0 0 0  |24.2358| 301.556 | 2.0424
W2 | 0.5430 0 0 0 {26.4815 | 236.5192 | 1.2919
g LWL 0 0 0 0 |38.0705| 585930 | 0.7949
w2| 0 0 0 0 |38.7436 | 56.4054 | 0.4674
wi| 0 0 0 0 |30.1835 | 150.6876 | 1.6113
103 | 4096
w2| 0 0 0 0 |335756 | 102.2641 | 1.0662
a1 WL O 0 0.0028 0 | 24.1685 | 297.9935 | 2.6764
W2 | 0.0043 0 0 0 |27.2216 | 2125352 | 1.3422
pug | WL | 02444 0 0 0 |37.0621 | 65.8191 | 1.0658
W2 | 0.0042 0 0 0 |382799 | 61.1596 | 1.1760
von | aoog | WL | 01300 0 0.0052 | 0.0040 |30.8211 | 136.5093 | 2.0724
W2 | 0.1258 0 0.0052 | 0.0040 |31.4226 | 134.689 | 2.3642
a1y | W1| 02369 | 00777 | 01202 | 0.0833 | 248312 2817938 | 30913
W2 | 0.0467 | 0.0777 | 0.1202 | 0.0833 |26.8440 | 228.1729 | 5.8576
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Bk e )R BB R ()

kB R T 5 [ og ] ]
%JHEH . 9, LB ER A * T A (rRMSE) SNR P JEtE
. i3 -t
# 1 o | x| ™R | QRS | ST QT RMSE | rRMSE
2048 W1 0 0 0 0 39.3421 | 67.1194 0.2924
W2 0 0 0 0 40.9398 | 57.2664 | 0.2245
w1l 0 0 0 0 33.9430 | 128.0294 | 0.5636
105 4096
W2 0 0 0 0 36.8013 | 92.22064 | 0.3729
8192 W1 | 0.0049 0 0.0066 0.0048 | 26.7288 | 290.5924 | 1.2960
W2 0 0 0 0 29.4254 | 215.5928 | 0.9529
2048 W1 0 0 0 0 37.7137 | 72.6105 0.2149
W2 0 0 0 0 38.1156 | 70.3748 0.1909
W1 0 0 0 0 32.5856 | 125.7021 | 0.3645
106 4096
W2 0 0 0 0 33.0923 | 125.4823 | 0.3901
8102 W1 0 0 0.0028 0.0023 | 26.2130 | 274.5846 | 0.7910
W2 0 0 0 0 27.9805 | 226.0324 | 0.7897
2048 W1 0 0 0 0 46.0921 | 62.9736 | 0.5699
W2 0 0 0 0 46.5007 | 72.3915 | 0.4037
W1 0 0 0 0 41.0440 | 120.3831 | 1.2656
107 4096
W2 | 0.1703 0 0 0 40.7859 | 133.3512 | 0.4908
8192 W1 | 0.1703 0.0053 0.0222 0 34.9537 | 253.4216 | 2.3667
W2 | 0.1703 0.0053 0.0222 0 34.4396 | 276.8947 | 1.2002
2048 W1 0 0 0 0 41.8902 | 72.1606 | 0.2235
W2 0 0 0 0 43.3963 | 64.1706 | 0.2034
W1 0 0 0 0 35.3147 | 152.3843 | 0.5344
109 4096
W2 0 0 0 0 37.1371 | 131.9166 | 0.3402
3192 W1 | 0.0032 0 0.1323 0.0711 | 29.8062 | 280.4755 | 0.8850
W2 0 0 0 0 32.2194 | 232.3733 | 0.4563
2048 W1 0 0 0 0 38.8045 | 70.5568 0.1932
W2 0 0 0 0 40.0004 | 64.1211 0.2312
W1 0 0 0 0 32.9923 | 142.6878 | 0.4196
112 4096
W2 0 0 0 0 34.8392 | 116.1622 | 0.3996
3192 W1 0 0 0 0 26.4540 | 297.9289 | 0.9734
W2 0 0 0 0 26.8832 | 258.7404 | 0.7857
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DCT ~ Engin j#[2] ~ FFT 22 &z5~ 4 Bl4e » = f& 7 o crphdf > 1%
BER s i 4 ir ap PR o BER ®& 40T -

Number of error bits

BER(Bit error rate) = Number of totalbits X 100%

42 ECG #-k& & sim X 2 31
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F.SNR - #pF > 1% DCT ~ FFT ™ 2 A%< /78 2 978 1«0 PR~
QRS~ST~QT % F & B ¥ h4>ECG <« T MFFL ¥ %] o & FFT

% RMSE £ rRMSE sm»x % b > P L o

2041z fEEH R B ok BB R %

% | wE % & R 49 354 ('RMSE) % £ R % H#E4L (RMSE) rRMSE | RMSE
5 i rPR | rQRS | rST | rQT PR QRS ST QT

DWT 0 0 0 0 0 0 0.028 0 0.054 14.907

100 | FFT 0 0 0 0 0 0 0 0 0.153 24.848

DCT 0 0 0 0 0 0 0 0 0.060 15.805

DWT 0 0 0 0 0 0.002 | 0.002 0 0.132 18.197

101 | FFT 0 0 0 0 0 0 0 0 0.207 28.887

DCT 0 0 0 0 0 0 0 0 0.167 19.389

DWT 0 0 0 0 0.035 0 0 0 0.080 14.583

102 | FFT 0 0 0 0 0 0 0 0 0.126 24.181

DCT 0 0 0 0 0 0 0 0 0.085 15.362

DWT 0 0 0 0 0.002 | 0.002 0 0 0.153 22.847

103 | FFT 0 0 0 0 0 0 0 0 0.438 36.416

DCT 0 0 0 0 0 0 0 0 0.233 31.356

DWT 0 0 0 0 0.051 0 0 0 0.450 21.987

104 | FFT | 0.007 0 0 0 0.697 | 0.019 | 0.019 0 0.562 33.911

DCT 0 0 0 0 0 0 0 0 0.348 23.244
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141z far £

ek B R ()

% | wE % & R 49 374 ("RMSE) % £ R % H#E4L (RMSE) rRMSE | RMSE
5 i rPR | rQRS | rQT | rST PR QRS | QT ST
DWT 0 0 0 0 0 0 0 0 0.076 21.130
105 | FFT 0 0 0 0 0 0 0 0 0.1185 33.462
DCT 0 0 0 0 0 0 0 0 0.077 21.170
DWT 0 0 0 0 0 0 0.003 | 0.003 0.024 15.671
106 | FFT 0 0 0 0 0 0 0 0 0.062 25.422
DCT 0 0 0 0 0 0 0 0 0.042 16.2
DWT 0 0 0 0 0 0 0 0 0.087 17.488
107 | FFT 0 0 0 0.001 0 0 0.019 |0.019 0.204 25.519
DCT 0 0 0 0 0 0 0 0 0.124 18.146
DWT 0 0 0 0 0 0 0 0 0.010 16.678
108 | FFT 0 0 0 0 0 0 0 0 0.020 27.348
DCT 0 0 0 0 0 0 0 0 0.015 17.622
DWT 0 0 0 0 0 0 0 0 0.067 24.874
109 | FFT |0.005 0 0 0 0.604 0 0 0 0.114 41.447
DCT 0 0 0 0 0 0 0 0 0.070 25.924
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Amplitude
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Amplitude

x 10" The watermarked ECG through the low pass filter N=10, F=0.5 Amplitude Spectrum of watermarked ECG through the low-pass filter N=10, F=0.5
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Wik Bl i B 2 ey o R k5 0 Engin 2 [2]3 i g
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#0420 TRPEE RS 2 BER

%3 : .
(7% ; R Engin £ [2] FET DCT
150 0 0 21.8750 0
100 200 0 0 21.8750 0
250 0 0 25 0
150 0 0 25 0
101 200 0 0 25 0
250 0 0 31.25 0
150 0 0 15.625 0
102 200 0 3.125 15.625 0
250 0 6.25 18.75 0
150 0 0 21.875 0
103 200 0 3.125 21.875 0
250 0 3.125 25 0
150 0 0 15.6250 0
104 200 0 0 15.6250 0
250 0 0.25 18.75 0

31




F 4.2 0w T MBS E S 2 BER iR (4)

kL i#_;i w2 Engin % [2] FFT DCT
150 0 0 18.75 0
105 200 0 0 25 0
250 0 0 31.25 0
150 0 0 25 0
106 200 0 0 28.125 0
250 0 0 34.375 0
150 0 0 31.25 0
107 200 0 0 34.375 0
250 0 6.25 37.5 0
150 0 0 25 0
108 200 0 0 21.875 0
250 0 0 28.125 0
150 0 0 25 0
109 200 0 0 31.25 0
250 0 0 34.375 0

32




% 4.3 & T MEHLEHE M gt B2 BER v #(N=10)

i | FFH2 rE 2 Engin % [2] FFT DCT
140 0 6.25 21.8750 6.25
100 100 11.76 9.375 21.8750 12.5
90 11.76 9.375 21.8750 18.75
140 0 6.25 28.1250 0
101 100 10.53 12.5 28.1250 6.25
90 15.79 12.5 28.1250 6.25
140 14.29 3.125 15.6250 0
102 100 33.33 125 15.6250 12.5
90 38.10 12.5 15.6250 25
140 10 6.25 21.8750 0
103 100 20 15.625 21.8750 3.125
90 20 21.875 21.8750 3.125
140 13.04 3.125 15.6250 6.25
104 100 39.13 3.125 15.6250 15.625
90 47.83 3.125 15.6250 18.75
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% 4.3 o T AELEE M Rt B2 BER v & (N=10)(4)

i | FFH2 rE 2 Engin % [2] FFT DCT
140 0 0 25 3.125
105 100 48 3.125 25 21.875
90 60 3.125 25 40.625
140 9 6.25 28.1250 3.125
106 100 31.82 9.375 28.1250 12.5
90 31.82 9.375 28.1250 12.5
140 30.43 3.125 34.3750 21.875
107 100 43.48 9.375 40.6250 46.875
90 56.52 9.375 40.6250 59.375
140 375 6.25 21.8750 28.125
108 100 41.67 6.25 21.8750 46.875
90 54.17 9.375 21.8750 50
140 34.62 3.125 28.125 0
109 100 42.31 6.25 31.25 9.375
90 53.85 6.25 31.25 28.125
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%44 s T AFEHEE AT 2 BER W

S$%h | B F < Engin % [2] FFT DCT
1/2 0 0 21.8750 0
100 1/4 0 0 21.8750 0
1/8 0 3.125 21.8750 0
1/2 0 0 28.1250 0
101 1/4 0 0 28.1250 0
1/8 0 3.125 28.1250 0
1/2 0 0 15.6250 0
102 1/4 0 0 15.6250 0
1/8 0 0 15.6250 0
1/2 0 0 21.8750 0
103 1/4 0 0 21.8750 0
1/8 0 3.125 21.8750 0
1/2 0 0 15.6250 0
104 1/4 0 0 15.6250 0
1/8 0 3.125 15.6250 0

35




% 44 o TSR E 375 2 BER ()

S$%h | B F < Engin % [2] FFT DCT
1/2 0 0 25 0
105 1/4 0 0 25 0
1/8 0 0 25 0
1/2 0 0 28.1250 0
106 1/4 0 0 28.1250 0
1/8 0 0 28.1250 0
1/2 0 0 28.1250 0
107 1/4 0 0 28.1250 0
1/8 0 3.125 28.1250 0
1/2 0 0 21.8750 0
108 1/4 0 0 21.8750 0
1/8 0 0 21.8750 0
1/2 0 0 31.25 0
109 1/4 0 0 31.25 0
1/8 0 0 31.25 0
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