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Abstract :

Many enterprise and private organization starts to build their own website because
of internet growing. But each of their websites still has some problem like performance
and security. This situation caused by different design style of different developers.
Besides, the mobile supporting of website becomes the new lesson of website
developer. So this research aims to design a development model combine Codelgniter
PHP framework based on MVC pattern (Model-View-Controller Pattern) and Twitter
Bootstrap CSS framework, and proposes three metrics that are website loading speed,
web security and cross-platform. First, compare another framework with performance,
and using three of top ten security issues from OWASP group to simulate attack
activities. In the end, we conclude the comparison data and defend method to prove

this development model can improve the old websites.
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\

|
Wi

BT ¢ %

7 FE B 5t Network Panel f % e 4 n=

SR TR AE D LE LR e

Audits Console

c e G H FHGNE

"= @ =% ¥ s Path -~ Text ~ Content 2 Latency = & &| 38 P 7&5 AR

Elements Resources | Network | Sources Timeline Profiles
MName 5tart Time 636 ms G54 ms
|| developers.google.com i . .
|| script_head.js

=] css?family=0pen+5ans:. ..

|| jquery.min.js

|| jquery-ui.min.js

|| jsapitkey=AlzaSyCZfHRN...

|| api.js

7| photo.jpg?sz=30 &

&| gplus-32.png -
=, Q = e ® CI | Documents  Stylesheets

13735

Images Scripts

Bl 2-11 *» 3 5 H (7658 > (F 50 Timeline 4 -

L~ PF R b

1505

191s

XHR

215 ¥

Network Panel € #-#t5 HTTP request 1345 8 3R F4e 1 ® ik & o L ps

B gher i g WS B > & = B request ¢ ©— B bar LRI B A M E AL 1A

Fepad »® B bar g P gad oy P R R RE IRA & 4 2% request =0 latency

B B RUEE £ R PCEItA R 4 T F] response data 7 - enpE oo

Elements Resources | Network | Sources Timeline Profiles

Audits Console

Mame
Path
| chrome/
o>
-| script_head.js
_l [_staticfjs
| screen.css
=1 /_static/css
| css?family=0pen+S...
c55| L
= fonts.googleapis.com
| jgquery.min.js
== ajax.gooqleapis.com/a
O Q = @ O

I} | Documents

Timeline

1375 2055

Stylesheets

B 2-12 pFRF ghen k& IR

10

2.73s| 342s

Images Scripts

4.10s

215 3§



7 latency @ 27 #

B PR

Elements Resources | Network | Sources Timeline Profiles

3% B4 2 Network Table 0% - 74 ¢ (2 4.4 ] bar 2

3| response data 1 7-pF F A W] € BT

» 2% request

4 bar ehpE RO Rt

Audits Console

Name
Path

=| network
==I /chrome-developer-tools/docs

Timeline

572 ms | B58 ms | 1145

641 ms @ 1 ms

h

Bl 2-13 latency £ receipt time &%g IR

Elements Resources | Network | Sources Timeline Profiles

Audits Console

Mame

Timeline
Path 572ms) B58ms) 1.145|
=| network - .
) ms @— 1 ms
=| [chrome-developer-tools/docs h
1 script_head.js Proxy 0
—| J_static/js Send |ng 0
CS._ SCrEen.css Waiting 639 ms
-| j_staticfcss Recaiving Ims

Tl e e M mmn il im0 T 300 A

Bl 2-14 2% &0 1 bar t pF > B

SHpE e B TR € 12 popup f07 5C R IR

% DOMContentLoaded()£: load()3 & 3 p=>Timeline ¢ 14 §£d 1 % ‘= d -3 R

SEEERETREY VTt o

ZF chpF I gk A3t document &

FE AR T f ¢ g g (I Ey
Time ) )
Timeline
Latency 098 ms
H 32 ms
i Sms|
i 429 ms
H 422 ms
H 428 ms
H 427 ms
i 407 ms

B 2-15 s~ % DOMContentloaded() ¥ i g 3

% ¥ f§ 3 chps - DOMContentLoaded()

SR G BT

11

Ad ST

)

@ load()fg % <P

PR PR L

1.50s 2.00s 249¢ 2.99¢
DOMContentLoaded
event fired

load event fired —————#|

TR AL load()E g F



Documents
Stylesheets
Images
Scripts
XHR

Fonts

Other

Bl 2-16 Timeline ¥ bar egg ¢ #7 % & e & 3 &

M~ B 2 A R R

# % Network Table #7iz - F-RFMBEF LT ¢ e FH > 0T K¢ 7))
EH P R g IE 2 B a0 d il

1. Openlink in new tab—r4 g* 3R 5 Rk nt B ECATARE » ¥ @ ZEH fx o

2. Copy link address—7g %l % ik e 1t o

3. Copy request headers—4g % HTTP request headers -

4. Copy as curl—3g @] HTTP response headers -

5. Replay XHR—4r% st -+ 2 XMLHTTPRequest » B § & ¥ ot % o

6. Copy all as HAR—#-* 3~ R network record #% 7% = HAR (HTTP Archive

file) #3% o
7. Save as HAR with content—#-p* -+ network record it fr 3 F @ eh

NFLE B F 3202 basebd YnAB 1S sk & HAR #5¢ o
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Open Link in New Tab

Copy Link Address
Copy Request Headers
Copy Response Headers
Copy as cURL

Copy All as HAR

Save as HAR with Content

Clear Browser Cache
Clear Browser Cookies

B 2-17 #riz- Fortpamd e AR ag |
% Z-%¥ Network Table ¢ chiz - FiR & Gt L fE#-¢ I IRd T 7 m& g p o7
HH AT
1. HTTP request and response data
2. Resource preview
3. HTTP response

4. Cookie names and values

5. Resource network timing

- ~ HTTP request and response data

Headers {5 7 #-¢ 71 ) ;}‘;‘—]‘\m URL ~ HTTP Method % Response status
code - p+ *t® 3 HTTP response and request headers % #775 query string
parameters o g 3% “rf L n HTTP headers $RALE # f# 17 2 $a3¢ 1“8 {8 0 4o
.2 &y r & 8L Tviewsource | 2 Tviewparsed | i 2w » pt - g &=
AR R BOIEALS o ¥ CHEP query string parameters shpEiE o 4 T o H

"View decoded ; 2 T View URL encoded | % taasg o {4 chrr f& o
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& ) O Developer Tools - https://devsite.googleplex.com/chrome-developer-tools/#irst=this+is... g"

Elements Resources

l-N:num-k-lSnurces Timeline Profiles Audits Console

Name
Path

* | Headers | Preview Response Cookies Timing

_| chrome-develop...

I'E__? Hirst=this+is+a..

—| script_head.js

== [_static/js

css?family=0Ope...
C58
= | fonts.googleapis.ci

jauery.min.js
ajax.googleapis.co

JS

__| jsapi?key=Alzas...

=2,= Q

Jjquery-ui.min.js
ajax.googleapis.co

® O @ | pocuments

rst=this+is+a+field&second=was+it+clear+(already)%3F
Request Method: GET
Status Code: & 20@ 0K

» Request Headers (10)

¥ Query 5tring Parameters
first: this+is+a+field
second: was+it+clear+(already)%3F

¥ Response Headers view parsed
HTTP/1.1 288 OK
status: 200 DK
version: HTTRF/1.1
cache-control: must_revalidate,
content-encoding: gzip
content-language: en
content-length: 11339

view source view decoded

private, max-age=3600

Stylesheets Images Scripts XHR Fonts

B 2-18 Headers % # F

~ Resource preview

®  Elements

Resources | Network | Sources Timeline Profiles Audits Console

Mame
Path

*  Headers | Preview Response Cookies Timing

_|

staging.tal

rpctkey=AlzaSyAfFICep...

bind?Q5ID=65E52806D0...

¥ {id:getBlockedUsers,
id: "getBlockedUsers"

result: {} h

result:{}}

kgadget.google

clients6.google.com

B 2-19 Preview % # J 44 5184 58 I ¢0JSON T ik (795 7

Elerments Resuurcesl-ﬂemﬂmurces Timeline Profiles Audits Console

MName

®  Headers Preuiew|Respunse Cookies Timing

Request URL: https://devsite.googleplex.com/chrome-developer-tools/?fi

0z 03 ¥

B developers=logo.svg

|| photo.jpg?sz=30

| | search.png

|ﬂ| developers-logo-footer.png
|| netwerk_sort_by.png

|| network_panel.png

|+ | netwerk_size.png

|| netwerk_click_sidebar.png
| | ?label=qio2 CKCPWQMQqP...
|| esitv=3&s=devsite&actio...

=, Q ® ©

Google

Developers

@

developers-logo.svg

448 x 110

233 KB

image/swvg+xmil

https:/ /developers.google.c
logo.svg

All | Documents Stylesheets ([EFED Scripts 3

Dimensions
File size
MIME type

URL

B 2-20 Preview 5 F $t B & TR E 7T

= ~ HTTP Response

14



® Elements Resources | Network | Sources Timeline Profiles Audits Console

Mame
Path * Headers Preview |Response  Cookies Timing
. 1[4
7 =
bind?0SID=65E528060. .. 2| “ig": “getBlockedUsers®,
staging.talkgadget.google 3| "result": {}
4|}
5

rpctikey=AlzaSyAfF]Cep...
clientsé.godle.com
B 2-21 Response ¥4t 7 2 &5 1 A G453 it e JSON

7=~ Cookie names and values

* Headers Preview Response Cnﬂkies.lTiming

Mame A | Value

¥ Request Cookies
APISID Bg_DOglLbAMNuvn LnFC fASwOnlcl5WcGa-Mao
HSID AMADsOnGvAn4dYigb3
NID 67 =5gZt%ijuVIPgEsd4paRChy LIEUZXPiTELY IwltmrxUc0_4. ..
PREF ID=0d5ff7bblc0868c8:U=0ccc29074b425 1de:FF=0:LD...
SAPISID ya5pl_w]FvhWigPr/AqoFGrij_4_k1W9IT
SID DOAAANDAAACPNOMEfV4DpoQp lbtHEOHCH4CgGK2gR. ..
551D ALCCYIPY_kOW3xh5Z

Response Cookies

Bl 2-22 Cookie 154 257 IR iE 42§ ¢ #ri% ) 57 cookie p %

#. 2-2 Cookie t=4 F. & B =2 H 4p M &5 it

Name Cookie =1 & F-

Value Cookie i

Domain Cookie s ¢ i

Path Cookie (7 URL st
Expires/Max-age ~ Cookie e173 »x#p '/ 5 £ pFrl

Size Cookie e+ -]» (12 byte 3+ )
HTTP T4 o7 ot cookie A AR T B K E 0 A A Ak Javascript i B~ e
Secure dod DIt A T 0 cookie Foa A® D el AE P4k (B
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7 ~ Resource network timing

* Headers Preview Response | Timing

Proxy 1]

DMNS Lookup Il ms

Connecting |.Z ms

Sending 1]

Waiting 25ms

Receiving 21 ms

B 2-23Timing 4 F € & 20t Tihend B RpF R T oo g 1 B

4 2-3Timing 48 7 & B =% H 4p b &5 it

Proxy £ proxy server il 7= eripEn

DNS Lookup DNS Lookup 842 #7 = % ép @

Blocking EA R g2 g BT PR

Connecting o a2 B eanpE i o (@ 42 TCP Handshakes/retries ~ DNS

Lookup ~ proxy connection & secure-socket layer)

Sending 2
Waiting Ao o b &,,._”L_ % o
Receiving Bfor B FR AT pEm

b & eRLE D
% ~ SQL Injection

erb e ABNHT R PR EFAE A & 45 4 0 SQL Injection £
Command Injection % sc# & 4& & o F| 5 5% & & R T SR B e 5

PR AR e e < 5 AR

%w%ﬁ’&%gwﬁ& LEE AT TAREFE T
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SELECT
FROM users

WHERE username ", Suser.
AND password ", Spass.™!

%%ﬁ%%uw$m$%&&¢&%§’%%ﬁﬁﬁ%rmﬂ“Jié’ﬁ

§ % 340 B 2-25 47 0 ib T SQL L g RS

FoERMTEE A

TERTBRTHR -
SELECT
FROM users
WHERE wusername ' OR ' P
AND password '" OR "' h
Bl 2-25 @ X 2B AEF AE DT R EE S
RIS R A= S i
I IR EERE T2 28
2. Frl=F Command i 334 »
3. d&RI =%k ~ Table 4L~ SQL A= 4 % 331
4. ZERE» 2R ERE
PR
® ¢ * Prepared Statements » )4 : PHP PDO bindParam()
® & * Stored Procedures
L &%ﬁ%ﬁﬁﬁﬁ%ﬁ
® it iFpF P BB IReE T ~ > H4e @ mysql_real_escape_string ~

addslashes

. &%%%ﬂi??%ﬂ%?”ﬁﬁ
_ﬂ
ﬂ

O Iy FHEA it
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7% ~ Cross-Site Scripting ( XSS)

\

—m

PR RNERSRD R F N TR T ERF 0 @ @R

™
W

#gP~i¢ *  ch Cookie 2 Session ot it B h E#F ~ 5

4. Steal Cookie

‘ Bad Server

Attacker

;gaiﬁo

3. Cookie
5. Control from XSS

2. Cookie

Yo
1. Login Victim

B 2-26 XSS s ¥ i A7 W]

2. r€_Server z3 P8 Cookie

3. fe & Serverz} 3 ¥ XSSs# » # % 3 - Cookie v @ 2 Bad Server
4. Ii%t—ﬁf(f‘f\é ¢ ZE 2% o Bad Server } B~ % 2 ‘ﬁ Cookie

5. cEFEFERlR T T L i

7 SE

® RLT 5kl

® 4 F & i Encoding # &

18



® #*y rHIER A AEREZ LH
® PHP i# * htmlentities & /g F #
® (OWASP Cross Site Scripting Prevention Cheat Sheet

® 148 XSS se#hPattern %%

/é

» Cross-Site Request Forgery (CSRF)

Qﬁﬁﬁﬁﬁﬁﬁﬁﬁgéﬁﬁﬁﬁﬁﬂ&%ﬁHﬂ?%ﬁ’E$$F$$

v

2RI REE LA L AL VG

gi}r}im,m%ﬁdﬁ bk o3y Ll ,ﬁt@&ﬁjHTMLﬁrg]z_z?,gﬁ:g

& 2 BT 2% @’~'9’T§‘i crackme 3 34 4ol R X ERLF 5 -

)

<img src="http://crack.me/buystuff.php?productId=1'>

B 2-27 s “73 & ) CSRF fid
Pk
® EiFierbp il @i ik XSS so 0 gk
® &Input ff ix4c b PriicA F sk E g
® LY BHIUAL G EATHRER T A

GET %-#ic @i 2F Boif 3715
® ¢+ Captcha ¥ iz £ F + ¢ S 3 (F
ﬁ %+ OWASP #r# i 4 CSRF Solution

® OWASP CSRFTester Project

® OWASP CSRFGuard Project

® OWASP CSRF Prevention Cheat Sheet
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¥ BE RN BRRE

MY g g7 - f8% & 7 Codelgniter PHP 1278 2 Bootstrap CSS 1= 2¢ ¥
B v B U a  TRE 22 R G chfer) o ferbata 304
12 Codelgniter #7i& & dienfest 59 %4 % > @ * Google % A B 1 £ - Apache
Benchmark[13] 22 XHProf[9] & fa e zbriciy et &« & F % > = 5 - B|4345 OWASP
(The Open Web Application Security Project) e & 2013 # “r# 11 é010 ~ % 2
MREEY B~d T 52 38 % > 43k 48 SQL Injection ~ Cross-Site Scripting ~ Cross-Site
Request Forgery & ficstsc ¥ 1 3% i 17 47 2 72 o B8 B £ * Bootstrap 1= 7 # i
¢ CSS Style 2 ##75 Responsive Design sriFid » dé-4e xkig * JF'{ o 737§ E %
B ENEE - FEX AN IHRAELEAL - F AT RNT S = B4
=T R ¥

1. 3 sboa

2. Pz 2P

3. BT LR

48 3k 2 HE BEEBE

PSR

WyE

Bl 3-1 B3t 2 B E AR



[Hﬂﬂit{lﬁlﬁliﬁﬁj

‘ i v

MBSO RERTAG BT SR ‘ BraaNsE ‘
ERHE® BRI
Codelgniter SQL Injection -
Zend Framework 2 XSS RN
CakePHP CSRF

Codelgniter
ERETH
HIRAREIR?

[ LSRR A ] [ EAaEFRR }

Bl 3-2 B 5N 2 R E T AR R

% — & e rbaniy

e xbrnay - r;:vﬁf;rs{i% # dﬁét" Re—- BEN o - BRAGE A 4o

BETRARG K- BREE R IR R F AP 07 AR 0 Fla e

Tt gezh o A0 ek chipl B 2% e o

AFT 3 K% Benchmarking 97 3% ig (7 #73) <5 Benchmarking 7\%{;’% * § R
B RFEAG AR L AT K¢ AR ER R S * ch Zend Framework v
CakePHP % #t P ‘= > Codelgniter P 2 F Sk e HiEw 78R > ;3\ K pmdr e b 5 ¢

1. total, onload, DOMContentLoaded

2. microtime(), memory_get_usage()
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3. Apache Benchmark

4. XHProf
% - total, onload, DOMContentLoaded

5 - JEtkp> A2 £ * Google Chrome #r4; EenB g X B 1 £ (T 5 £ipla
£ > # ¢ 5 Network Panel £ 3 B/ & ¥ ¥t3* total, onload, DOMContentLoaded =

TPER Sl iy > T R § ¢ ¥t ~ % 0 ¢ 7 CSSstyle ~ Script ~ Flash ~ Image

N

#3A subframe § @ ShrF R EH LG st e B RARSERF T B

§ A2 Timeline # B & * & 2| %] L i

w
e
bl
o

<R PUER

total g {;‘i,%sz%{&? SRR PR S - BRARER RS- B RF
PR A, 0 REARY Aok g BROTRAR Y B ERY O rF R R
< 7 ~3+5 o @ onload R ¥ = = 3 CSS style ~ Seript » Image % subframe %
TR TR T onload( )¥ ¢ -DOMContentLoaded 7| ¥_#% DOM( Document
Object Model ) #pt;%i;fﬁﬂggﬁ’»&?ﬁﬁfri%éfjﬁg,zéé\%@?ﬁ PR EEEH B R o
7 > microtime(), memory_get_usage()

microtime(), memory_get_usage() = php 733 ;= » microtime()34 715 § = & v
% #) 5 ¥ = Unix Timestamp > @ Unix Timestamp #7 & & g & S8R = 0
B ps i 1970-01-01 00:00:00 %I i & ik cifydic > Fid Hoox ffe 2 dhdedn &
2 ko function k-5 PR L ;g pED LR R RER o F ¢
memory_get_usage()3n mﬁa—s@ ELREEECE)K 10 I S {;gd AT R R 2
o KRR AL B o
% ~ Apache Benchmark

Apache Benchmark g % 2. %’;fr%gjlj * Apache Server % @i g pl1 & > i k¢
% F|- Brifiab gdp 4 0 dp 44+ 5 ¢ “ab -c 100 -n 30000” - f-dicC HE L
5 fysm ¢ fiesbin ) 100 B request > Sficn chE LR ER-€ 22 = 30000 1# i 4

Bl o FE BN B A RS )3 TR L request P ik A reply § 0
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z ~ XHProf

XHProf & - B Sfick enE 1 5 > B & )’j-f'u—ii? 1= 1 function #742 F e
PER R iR A kT P -6 Mt A - =t load page F ¢ R EHNF S
function » A7 3 - 4R H % ik cnlicdy WG R SR S R TRy o
i S T e

frbd 2o v AR LY HEFR LRV - o ] DIRF NG T
RN AR S F AER RO REE Y RIIFTAE > AKX
By #&;‘g 4 OWASP (The Open Web Application Security Project) ‘e % % 2013 & #7

ent % 2 PIRA Y PE T (238 2 =% Codelgniter £_7F izt sc ¥ 5 Ap

)i Maglvd ;’n‘ﬁiﬂi L

1.  SQL Injection

2. Cross-Site Scripting

3. Cross-Site Request Forgery

B A DMRAE P PE N = B L Bl & R FIE_H @ 58 p 4o Broken
Authentication and Session Management ~ Security Misconfiguration & &>+ i, e =t
TR B AhE 2RAME L LRGSR AIF AN FHRIR A SQL
Injection ~ Cross-site Scripting % Cross-Site Request Forgery & %3t % = =  # st

VY BRUCE LA RIEEFE R 2 ERAILT G EY o FlA R g

B

% ~ SQL Injection

SQL Injection a3 5 SQL 4p £ 45 » 5 5c & > Herdt g enp LA MR * H iy
»OF AR R TR~ SQLER Y A o ot - KB E R R
ELHFTRE FAG G HTL R DR FERT LT BEETERL A
B scFanAgd HI BB EREEMA DL -

7% ~ Cross-Site Scripting
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Cross-Site Scripting # 7 £2 Cascading Style Sheets i H CSS % 4~ » #-Cross
RS H AR X TR FmHER 5 XSS RS B b yra st o XSS A - fiit
g ® BVRFOE G 0 ASTFIARN R FIEDR O 2 5 Bl endgst o (78
AP LG R F R DTS ER 0 T R R B AR A R
gé’gn&%ﬁ@*ﬁ#ﬁﬂﬁﬁ&%ﬁﬂ%’%§@£Nﬁ§o
% ~ Cross-Site Request Forgery

Cross-Site Request Forgery éfﬁ’é‘ﬂ, % CSRF:» =+ & éfﬁ’é‘ﬂ, = XSRF - §si¥ 5 B5 e 2b5r
Ffhig o CSRF - fEfI* Pk &2 Y FehiR i@ > 1 EFRY Fenb Mg I

e B FR Y F A e TR - 275

dat

AL EHTNER
Fo o e B EF AT ERAS DR FRHICE - LT FF LG AR
BRSSO P

Sz & BT AT

FRER I P AT TP b E 2 T E R 5 A s

TR ER A kehD B R B AL BE ARRERTRASY EXHBE S
Bod ARl B ESRET R SHF O R LA R
@’%@@W%éﬁﬁﬁﬁﬁﬁﬁﬁ%ﬁﬁiPGM%%&?%Eﬁiﬁﬁﬁﬁ
FEHT AR T A E DG FEP LTS ME 2 G LR ITHTRRET
LEH7RE Vi FResh T c RS BRER S FRFI TS BRSO - 4R

FUEA- A FB o FEEP&ET B oRd o HAFEY AL L g T

-

e

AETY § Fhd 3R Bootstrap ¥ 7 & e T 422 HAp g S REP 20k LG £

%?Fx'r“sf—‘ﬁéﬁo
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BT ARk

FRitR PAR BIRK WF I E
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BDEM QIEMA
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RERIRR
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R
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S d B L BTG
3 41 FSABBHIEERA

OS Windows 7 x64
CPU AMD Athlon 11 X2 250 3.00GHz
RAM 8G

Browser Google Chrome 25.0.1364

P e CakePHP 2.3.1 ~ Zend Framework 2
Pk Codelgniter 2.1.3

*F 3 ¥ 0 % & Codelgniter £2 Bootstrap 2 28 e 28 15758 > T 00 e sh 3Ty
bk 2ot DT 2 BA ARG IR Ry 0 p AR T RN T A
z IE R 5

1. total, onload, DOMContentLoaded

2. microtime(), memory_get usage()

3. Apache Benchmark

4. XHProf
% - total, onload, DOMContentLoaded

% - kIR T Google % 4+ B 1 £ ¢ sNetwork Panel e =k sz i g g
A B Bt VT 7 2 9F dedy -

1. total

2. onload

3. DOMContentLoaded



Elements Resources | Metwork | Sources Timeline Profiles Audits Console
Name Status
Path Method Text

—| CakePHP_2.3.1/ GET gﬁ:{ﬂ

=3

1 requests | 407 B transferred | 40 ms {onload: 44 ms, DOMContentLoaded: 44 ms)

B 4-1 CakePHP ]2 %

Timeline Profiles Audits Console

Elements Resources | Network | Sources
Name Status
Path Method Text
| publcs - 200

1 requests | 413 B transferred | 151 ms (onload: 151 ms, DOMContentLoaded: 152 ms)

Bl 4-2 Zend Framework % ip]. % %

Elements Resources | Metwork | Sources Timeline Profiles Audits Console
Name Status
Path Method Text

—1 Codelgniter_2.1.3/ GET gD:

=3

1 requests | 409 B transferred | 35 ms (onload: 43 ms, DOMContentLoaded: 43 ms)

B 4-3 Codelgniter # ip &%

2A2RFaEER AR (B 2))
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PEFERF&ET

160
140
120

100

30 M total

M onload

60

miliseconds(ZF))

40 - = DOMContentlLoaded

20 -

0 -

CakePHP Zend Codelgniter
Framework

Bl 4-4 P JLpFLBlA

& total % - Codelgniter &+ CakePHP -7 G5 £ =+ £ B3 ~ » v gt
Zend Framework 4p v £ 7 #3577 B2 5 » &t & onload - DOMContentLoaded
e2% 4 Codelgniter i #5¢2 CakePHP % 4p + = » & £ A & } i g 48 £ Zend
Framework » F]p* &% - 35 &Rl % » FH 2@ Nend 57 2 ¥ BB HB e §
RIpI=EnF om g4 F T ek fi o
7~ microtime(), memory_get usage()

¥ = JF kR0 * Chrome F191 % 4 %|4 7= # 1= % o Hello World 3 7 2~ 7

BRFTAI PR EeRU 0L -

Hello, world!

Page rendered in 51.4 ms, taking 1366.94 KB

Assuming you have set up the http based UI for
XHProf at some address, you can view run at
http://localhost/xhprof/xhprof_html/index.php?run=514b0 11d7 =xh

B 4-5 CakePHP 34 7 % #
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Hello, world!

Page rendered in 147.08 ms, taking 2202.88 KB

Assuming you have set up the http based UI for
XHProf at some address, you can view run at

http://localhost/xhprof/xhprof html/index.php?run=>514 =xh
B 4-6 Zend Framework s34 (= & &
Hello, world!
Page rendered in 12.57 ms, taking 313.96 KB
Assuming you have set up the http based UI for
XHProf at some address, you can view run at
http://localhost/xhprof/xhprof_html/index.php?run=514 =xh
B 4-7 Codelgniter s34 7 & &
Da
G H RS
160
140
120
2
1
lllmf 00
(72}
2 80
S
()
2 60
€
40
20
0
CakePHP Zend Framework Codelgniter

B 4-8 | A2 PP SR
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D A D

U IR MR B SE
2500
2000
1500

e
1000
500
0
CakePHP Zend Framework Codelgniter

Bl 4-9 el 2L st W &

Codelgniter 2-7 CakePHP #-ifw 2 ehpF R > 1t 4= Zend Framework § #_12-7

L1

¥

2% 3 e il 424 B > Codelgniter sree i k8 i 454 £4p & > ¢1313KB >

@ CakePHP §2 Zend Framework £ & Fi 0 4z IMB s B F o

&

TP R RELS - AR E ARSI R o
% ~ Apache Benchmark
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4-3 7 5?']&;}7%:.?»‘1;;“" 7

%
DR | ns wm s
_ 8670. 439 3307. 949 664. 238

1957 B Console (&t crfic® (4ot £ 977 ) FHREF NS B HEBE

QI PR G 4 d 17 BaoF S e bR request Fw EpF S B R e

32 e requests B AR EER o
2~ XHProf

$ w3 iR ] % XHProf 1 L £t 3 % e = itk W B 2B
BN AR ERE BB AT R T RE A S (8% 1 function et e
AR R AT R PR 0 LR 65T A2 S HHR RS A SRR Kk ht S ik

1. CPU 72V H ~wdelz g ¥

2. B TRt g

3. et el

Overall Summary
Total Incl. Wall Time ( microsec): 51,454 microsecs
Total Incl. CPU (microsecs): 31,200 microsecs
Total Incl. MemUse (bytes): 1,401,920 bytes
Total Incl. PeakMemUse (bytes): 1,418,200 bytes
Number of Function Calls: 1,736

B 4-16 CakePHP *t XHProf ikt % %

Overall Summary
Total Incl. Wall Time (microsec): 147,128 microsecs
Total Incl. CPU (microsecs): 156,001 microsecs
Total Incl. MemUse (bytes): 2,257,928 bytes
Total Incl. PeakMemUse (bytes): 2,262,416 bytes
Number of Function Calls: 7,810

Bl 4-17 Zend Framework % XHProf steit & %
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Overall Summary
Total Incl. Wall Time (microsec): 12,623 microsecs
Total Incl. CPU (microsecs): 15,600 microsecs
Total Incl. MemUse (bytes): 323,672 bytes
Total Incl. PeakMemUse (bytes): 357,512 bytes
Number of Function Calls: 473

B 4-18 Codelgniter *> XHProf chkiit & %
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fexbx > = 3 & p[3EP ¢ SQL Injection » Cross-Site Scripting # Cross-Site
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FH 0 241 SQL Injection # F & %A TV F ik oo

RSR

lamuser

Bl 4-22 2 EFE ~REEZ ARG HEF ARG
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S

-

$username = $this->db->escape($this->input->post(‘user'));
$password = $this->db->escape($this->input->post('pwd'));

$sql = "select count(*) from users where username = '".$usernam
e."' and password = '".$password.”' limit 1";

B 4-23 o 5 AJL R * H F » gz st

st
$sql = "select count(*) from users where username = 'ia
muser' and password = '\' or \'1\'=\"1" limit 1“;
Bl 4-24 @& * 7 pesng aE (escape) #-7 2 F ~ g d il 3 8

A

$this->db->query("select count(*) from users where user
name = 'iamuser' and password = "\' or \'1\'=\"1" limit

1");

B 4-25 #-% > SQLEZ % 1153

&

$this->db->query("select count(*) from users where user
name = 'iamuser' and password = '\' or \'1\'=\'1' limit
1");

i

e

Bl 426 » 550 2EE 4P S5

¢ ~ Cross-Site Scripting F# &

2

B 2 %4I* Cross-Site Scripting 29 % % ¢ & » 2L ¥ F v E R

Javascript 3% ;= -
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3

lamuser

E-Mail
lam@user.com

BEE

| say...<script>alert("Hello
Worldl");</script>

&t

B 427 TEHE 4 2 E-Mail 2 5 % £ 3 ~chg

7

$name = $this->db->escape($this->input->post('name’, TRUE));
$email = $this->db->escape($this->input->post('email’, TRUE));
$content = $this->db->escape($this->input->post(‘content’, TRUE

));
$sql = "insert into messages(name, email, content) values('".$n
ame."', '".$email."’', '".$content."')";

Bl 4-28 = & #-POST = ;2 ¢ 1% - B 2% =5 TRUE ™ ¢ &k XSS

b
$sql = "insert into messages(name, email, content) values('iamu
ser', "iam@user.com', 'I say...[removed]alert('Hello World!');[
removed]')";

Bl 4-29 ‘i XSS ik SQL E 2

e

$this->db->query("insert into messages(name, email, content) va
lues('iamuser', 'iam@user.com', 'I say...[removed]alert('Hello
World!");[removed]')");
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L)

mERE
%43 : iamuser

E-Mail : iam@user.com
EBEWE : I say...[removed]alert('Hello World!');[removed]

Bl 4-31 23 g EE (alert) T *#p i

% ~ Cross-Site Request Forgery 7 &

2=

application/config/config.php:296-299
$config[ 'csrf_protection’'] = TRUE;
$config['csrf_token _name'] = 'csrf_token';
$config['csrf_cookie _name'] = 'csrf_cookie';
$config['csrf_expire'] = 7200;

B 4-32 B fxp 12 0 CSRF | @48 41 k4% @50 #

L

$input = array(
'name’ => "msgid’,
'value' => 1,
'style' => 'display: none;'
)
$submit = array(
'name" => 'remove',
‘value' => 'flib%',
'class' => 'btn btn-danger’
)
echo form_open('/message/remove").
form_input($input).
form_submit($submit).
form_close();

Bl 4-33 # £ i¢ * GET # € & &2 f|* form_open 2 # 4« ¥ ¥ & * POST
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B’

<form action="/message/remove’ method="post’'>
<div style="display:none'>
<input type='hidden' name='csrf_token' value='¥¥¥¥¥*kkxsx? [
</div>
<input type='text' name='msgid' value='1"' style='display: none;' />
<input type='submit' name='remove' value='fM&' class='btn btn-danger' />
</form>

Bl 434 &3 ch% 8 €41 I # CSRF #token &

g

An Error Was Encountered

The action you have requested is not allowed.

Bl 4-35 2 E % q* GET a1+ f%ié%«ﬁ%;‘ﬁ'ﬁ‘]"ﬁ%%%ﬂ‘i e
& BT AT
Bootstrap =78 i<t fie B %4 #% & 7 Responsive ‘Design i i 0 F & BT
FREE R T dhead> R 2 B b R g R T E R R D )
KPR -

<meta name="viewport™ content="width=device-width, initial-scale=1.8">
<link href="assets/css/bootstrap-responsive.css” rel="stylesheet">

B] 4-36 f<* Bootstrap = %f e p if [HK 3 A

Label Layout width
Large display 1200px and up
Default 980px and up
Portrait tablets 768px and above
Phones to tablets 767px and below
Phones 480px and below

Bl 4-37 A4k aals 18
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