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Abstract:

With development of information technology and medical technology, many
developed countries have been established organizations to develop electronic medical
standards in response to apply the development of technology information and the
changes of new generation, and they gradually develop the emerging patterns of
personal health records "Personal Health Records (PHR)”. PHR can integrate different
kind of health information, with the Internet or portable devices, and offer the integrity
and accuracy personal health and medical records. Through electronic medical records,
we can evaluate the quality of health care, provide continuously care to patients,
promote the medical efficiency and increase the accuracy of medical diagnosis.

Using the cloud computing environment to implement the PHR system; we can
decrease the infrastructure management costs, adjust the dynamic resources
immediately based on the changes of client's demand and other advantages. But it also
brings a new challenge, to assure the security information in cloud computing
environment is important to users, so this thesis provides efficient and safe access
managing mechanism to solve PHR implement on cloud environment’s security
problem, avoiding possibility that the information security being threatened in the
Cloud may lead to the collapse of medical care, patients' data stolen, loss of personal

privacy and financial or other serious consequences.



This thesis presents Bilinear Pairing which constructed in the cloud computing
environment of the new PHR access control mechanism which suited for deploying a
large-scale and multiple identities of users, and users are safe and efficient in accessing
the PHR information. As a result from the research, Access control scheme which
implemented on cloud computing environments can be effectively resist equation attack,

external attack, collaborative attack, and internal attack.

Keywords: Personal Health Records, Cloud Computing, Access Control, Key

Management, Bilinear Pairing
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Chapter 1 - Introduction

1.1 Research Background

The popularity of computers and networks have promoted the implementation of
the electronic medical records. In the past, hospitals used EMR (Electronic Medical
Records) system, which includes past, present or future physical and mental patient
status records, electronic digital format record of the patient status and check the test
results, to replace the medical paper records, the main purpose is to assist the medical
or related services to provide information to-healthcare professionals in clinical use.
After importing the EMR system to the hospital, the paper medical records will be
replaced by electronic medical records, and providing the additional benefits that
cannot be achieved by paper medical records. Such as to solve the problem of paper
medical records storage and-transmission, and directly through the EMR tracking,
medical records can be well managed, not only to improve the medical administrative
efficiency, but also reduce human error. However, the EMR system is LAN-based
systems, the scope of application of the electronic case is still emphasis on electronic
medical records management and data transfer, only part of the electronic medical
record can exchange between medical institutions. Sharing between information is
greatly restricted, real-time monitoring and quick response are difficult to meet the
needs of the modern medical development. But this is from the point of view of the
medical information providers who operates, manages, and non-patient-centered. The
only source of patient's medical information is doctors, the patients does not have
authority to edit the data so that the patient can not immediately grasp their own health
status, which in the future can lead to insufficient medical information for patient's

disease.



The aging society is now a feature of the evolution of the advanced countries
family. [1]According to the World Health Organization (WHO), a national population
over the age of 65 is more than 7%, on behalf of that country is the "aging society";
while the ratio is more than 14%, then it enters the "old-age society"; up to 21% or
more, it can be referred to as "super-aged society”. Many developed countries such as
Japan, the total number of elderly whose age is over 65 is 21.2%, has reached
super-aged society standards (March 2007), other countries such as Germany and Italy,
the elderly population has reached old-aged society standards.

However, old-aged society also caused a rapid increase in the phenomenon of
chronic disease cases, the demand of people to- manage their health and prevent disease
has increased, many medical services began to develop a patient-centered system. M.
Li, S.Yu, et al. [2] proposed a patient-centered personal health information (Personal
Health Record, PHR) switching architecture, PHR integration of medical records came
from various medical institutions, such as drug use, allergies record, health insurance,
patients can access and manage their health information. For example, patients with
active role initiate the request of care, health care workers in the passive role based on
requests do respond and provide services, so the patient will be more easy to grasp
their own health status, to increase the interaction between doctors, and reduce the
repeat testing and treatment medical costs, thus achieve more integrated continuity of
remote care services. Therefore PHR got much national attention.

Such as [3] the U.S. Secretary of Health and Human Services, the National
Coordinator for Health Information Technology, and the Administrator of the Centers

for Medicare and Medicaid Services (CMS) have all identified PHRs as a top priority.

1.2 Research Motivations

Cloud computing can be distributed networks, servers, operating systems, storage,

2



applications etc. IT resources, through centralization, virtualization, forming a unified
management of the resource pool, IT units can immediately service the clients based
on their needs. Cloud computing has a cross-platform and the advantages are saving
space, saving energy and reduce the budget. PHR implement on cloud computing
environment can achieve a variety of flexible services to adjust according to the
required computing power and storage space. The concept of sharing resources and
services, besides it can significantly reduce the cost of IT investment, it also increases
its overall efficiency, enhances system stability, and it can improve the previous level
of service of the IT unit, enhances the hospital's service flexibility and hospital services.
The MarketsandMarkets forecast report [4] pointed out that the Health IT running on
the cloud will bring huge growth market revenue will grow to $ 5.4 billion in health
care by 2017, users from 4% increased to 20.5%. More and more PHR providers are
willing to transfer the application services and data storage to the cloud, such as
Microsoft, IBM, SAP also had the PHR System on the cloud services.

The PHR System implemented on cloud computing environment can reduce
infrastructure management costs, and can service the clients based on their demands,
real time adjustment services, but it also brought new challenges, ensuring the
information security is very important to users on cloud computing environment,
therefore, we propose effective and secure access control mechanisms to solve the
security issues of the PHR implement on cloud computing environment. To avoid the
possibility of suffering security threat, this would lead to interruption, stolen data,

privacy information, or financial loss and other serious consequences.

1.3 Research Objectives

PHR files stored in the cloud server, patients will be unable to control the medical

information. Cloud computing has many security threats and behaviors such as illegal
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access, internal staff malicious behavior, private information is stolen. We cannot fully
ensure that the PHR service provider is safe and can be trusted. PHRs should be
guarded through ownership controlled encryption, enabling secure storage,
transmission, and access. The access and sharing of PHRs should provide end-to-end
source verification through signatures and certification process against blind subpoena
and unauthorized change in healthcare critical data content and user agreements.

While building the “patient-centered” PHR system, we hope that when the
legitimate user logged into the system, he will be able to manage their owned
information. Especially the transfer of personal health information in the network, he
can decide whether to allow other people to access the information. This can be reached
through the authority, and PHR system will follow authentication scheme to ensure that
the legitimate user access, and protect ownership of information, does not allow
unauthorized access. Although an encryption scheme can ensure the confidentiality
within PHRs, We still should strengthen the legitimate users when using the system, due
to accidentally or maliciously operation which would lead to a confidential record to
other illegal parties.

In this thesis, we propose a user identity-based cryptosystems in dynamic access
architecture. In order to ensure that each patient self-management and share their
medical records, we have designed a patient-centered access mechanism, patients can
immediately add, revoke the user access privileges, and update the PHR record. And it
offers multi-user access, reduce the complexity of key management solutions on the

cloud environment.

1.4 Research Findings

This thesis is divided into six chapters: the first chapter is to study the background

and motivation research purposes and the introduction of the paper structure. The
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second chapter is the introduction of the research, including the introduction of the
personal health record (PHR), cloud computing medical services, cryptography and
Identity-Based Cryptography. Then enter the core of this thesis, this thesis uses
Bilinear generate derivation key, which described in Chapter three, how to obtain PHR
access on cloud computing environment, and the use of examples to illustrate the
operation of the process of the function. Chapter four describes the PHR dynamic
access control on cloud computing environment. And in the fifth chapter, the analysis
of safety operation, lists four attacks, the safety authentication method. The final
chapter, Chapter six, describes the conclusions and PHR future development on the

cloud computing environment.



Chapter 2 - Literature Review

2.1 Personal Health Records

Because of Advances in information and communications technology, electrical
health records become a trend around worldwide, however the traditional medical
records of EMR mainly provide information for the professional nurses in clinical
medical use, not the health care and manage on patients’ view. Due to the higher
percentage of self-consciousness and participation on patients, the concept of PHR
continually defined. Now, we don’t have pervasive definition of electrical health
records. As defined by the National Alliance for Health Information Technology in a
report to the National Coordinator for Health Information Technology (NCHIT), “a
PHR is an individual’s electronic record of health-related information that conforms to
nationally recognized interoperability standards and that can be drawn from multiple
sources while being managed, shared and controlled by the individual.” [5].

American Health Information Management Association (AHIMA) considers the
personal health record should be developed under protection. Defined PHR in their
report on the subject as: “The personal health record (PHR) is an electronic, lifelong
resource of health information needed by individuals to make health decisions.
Individuals own and manage the information in the PHR, which comes from healthcare
providers and the individual. The PHR is maintained in a secure and private
environment, with the individual determining rights of access. The PHR does not
replace the legal record of any provider.” [6].

The Markle Foundation’s Connecting for Health Collaborative, a public-private

endeavor working toward an interoperable health information infrastructures defined



PHR in their report on the subject as: “An electronic application through which
individuals can access, manage and share their health information, and that of others
for whom they are authorized, in a private, secure, and confidential environment.”[3].
The purpose of PHR is to help people understand their health information and the
way of managing their health for a lifetime. The value of PHR is accumulative
long-term health records, improving personal health and enough information reference
for nurses to fight for the coming diseases. Most standalone PHRs provide basic tools
that help people collect, organize and store their health information [7]. These include
medical history, medical and emergency contacts, outpatient and hospital visits,
immunization tracking, insurance records, and health-related alerts and reminders.

More advanced PHRs (particularly those with digitally-networked services) offer

additional functions [8]:

1. Accessing medical records with capacity to offer amendments to add information
(such as alternative treatments being pursued by the patient), or correct errors or
incomplete information.

2. Adding information of primary interest to patients rather than providers, such as
patient-relevant decision support.

3. Drug interaction checking (when a complete medication profile is available)

4. Home monitoring with recording or tele-reporting of data to the record.

5. Interactive health risk profiling and patient education resources.

6. Patient-physician secure e-mail.

7. Prevention and wellness reminders.

8. Processing of claims and payment.

9. Refilling of prescriptions.

10. Retrieving of laboratory and other tests.

11. Reviewing of insurance eligibility and benefits.
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12. Scheduling appointments.

In summary, we know PHR is the health record switch model focus on patients
which they manage on their own. An ideal PHR can integrate different personal health
information; we use Internet or portable flash drive to transfer different medical
records, also provide precise personal health record and medical records under the
privacy and safety situation. PHR bring advantages like improving medical service and
continually corporate with medical care service, therefore, professional nurses can
check patients’ medical information at the right moment so that we can decrease

duplicated examination and cure on the cost.

2.2 Health Care Services and Cloud Computing

2.2.1 Introduction to Cloud Computing

According to National Institute of Standards and Technology (NIST), Information
Technology Laboratory [9], the definition of cloud computing include three services,

four models and five characters. As figure 1.



On-demand Broad network 5 s Measured
; Rapid elasticity .
self-service access service
Resource pooling

Essential Characteristics

Software as a service ‘ Platform as a service Infrastructure as a service
(Saas) ‘ (Paas) ! (1aas)

Service Models

Deployment Models

Figure 1: NIST Visual Model of Cloud Computing Definition

Cloud service delivery is divided among three archetypal models and various

derivative combinations, respectively — defined thus:

1.

Infrastructure as a Services (laaS): Consumers with “infrastructure” such as
storage space, network-components and computing power. They can control
storage space and network components (such as firewall and Load balancer, etc.),
but they actually do not control cloud infrastructure. In other words, suppliers can
provide the computing power and data storage space on clients’ demand and then
charging.

Platform as a Service (PaaS): Consumers use the host to operate application;
they usually have a little authority on the host, but not on the operating system,
hardware and the operation of the network infrastructure. Platform offers the
infrastructure of the application, users can arrange their applications or writing
code directly, they do not need to manage or control the cloud equipment
themselves.

Software as a Service (SaaS): Consumers operate application; they do not control

the operating system, hardware or the operation of the network infrastructure. It is
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kind of a web-based software service mode, clients can regard their actual

demand through the Internet to find the service mode and pay to manufacture on

what they ordered and how long it took, and we do not need to the update the

software, the manufacture will do it for you.

There are four deployment models for cloud services, with derivative variations
that address specific requirements:

1. Public Cloud: Public cloud services are free for customers through the Internet or
a third-party, but the public cloud does not mean that users’ information is
available for anyone. Public cloud providers usually take access control
mechanisms on users.

2. Private Cloud: Data and programs on private cloud services are manage through
organization. Unlike public cloud services, private cloud services don’t influenced
by network bandwidth, security concerns and regulations; besides that, private
cloud services providers and users are more likely to understand the cloud
infrastructure and improving security and flexibility problems.

3. Community Cloud: Community cloud operated. by many similar organizations,
such as the specific security requirements, common purposes and so on. Members
share cloud data and application.

4. Hybrid Cloud: Hybrid cloud combined private cloud and public cloud; users
usually do non business-critical information outsourcing and deal with them in the
public cloud so that they can control business-critical services and information at

the same time.

Cloud services exhibit five essential characteristics that demonstrate their relation
to, and differences from, traditional computing approaches:

1. On-demand self-service: Clients can get computing resources on their need (such

10



as server or storage space), and the entire process is one-sided automation without
interaction with resource providers.

. Broad network access: Service is provided by the Internet and there is a standard
mechanisms to clients widely use (such as smart phones and laptop).

. Resource pooling: Services provide computing resources, such as storage space,
network bandwidth, computing power, virtual machines and et cetera, which
compare to a large pool that can redistribute to multiple users in different
platforms anytime.

. Rapid elasticity: Computing resources can not only provide fast and flexible to
clients and the resources are inexhaustible and-easily purchase.

. Measured service: Both providers and users can oversee resource usage
transparently.

. In summary, cloud computing services provide management of software, hardware
and maintenance. Users only need to care about what kind of service they desire
and do not need to realize the principle and achievement. Cloud computing
provides strong Distributed computing power, flexibility and variety of services
base on computing power and storage to do adjustment.

Users save hardware maintenance, software maintenance and upgrade costs and

even cloud services providers can handle the System Fault Tolerance, multi-tasking,

data backup and more professional problems.

2.2.2 Cloud Computing Application in Health Care Services

Cloud computing provides a strong distributed computing power, flexibility, and a

variety of services base on computing power and storage to do adjustment. The

combinations of cloud computing and medical care service bring new possibilities,
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such as easy and ubiquitous access to Personal Health Record, and opportunities for
new business models. Personal health records have been positioned as a tool to
empower consumers to play a larger and more active role in wellness and self-care.
Microsoft HealthVault and ICW Life Sensor use personal health record as medical
application in industry. In these systems patients store their own health-related data on
certain web servers.

Recently, it becomes more common to use cloud technology in medical care
industry, Carlos and others [10] propose a system to automate the process of collecting
patient's vital data via a network of sensors connected to legacy medical devices, and
deliver this information to the medical center’s “cloud” for storage, processing, and
distribution.

With information and communication technology, it automatically get patients’
physiological data and doctors can realize their health condition though remote
monitoring. For chronic disease patients and old people with disabilities in remote
areas, especially patients who need long-term care, they do not need to hospitalize and
go to the hospital frequency. Doctors master patients” health record with remote
medical care system uploading PHR to the Cloud not only re-integrate medical
resources but greatly decrease the medical expenditures.

The U.S. military hospital set telephone-based computer system for chronic
patients; they monitor Blood sugar, blood pressure, heart rate, electrocardiogram and
other physiological data at home, what more, nurses can read data with personal health
record via the Internet, if there is anything unusual, we will give them medical support
on telephone or video. These result in 85% cutting down in the days of hospital, 26%
lower calling for emergency, meanwhile, the visits of nurses also decrease 21%,
although only 47 patients take experiment, it sure save 200 million dollars in medical

costs a year[11].
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When doctors diagnose chronic diseases, they can check long-term and
continuously personal health record as reference. Besides accuracy on medical
treatment, patients can manage their personal health more proactive even through the
history of personal health record to find unusual physiological conditions earlier; this is
a concept of prevention than medication. More ever, we can call for collaboration with
neighbor medical institutions at the time physiological problems coming out in the
Cloud. Doing Health analysis and feedback through Cloud computing we can provide
Prevention, medical, rehabilitation and follow-up services, which not only lower health
care costs, but improving the quality of medical care.

Doan and other experts [12] propose a-Mobile Cloud for Assistive Healthcare
infrastructure. They make use of Cloud computing such as user easy access, elasticity
of resources demands, scalability of infrastructure, and metered usage and accounting
of resources on healthcare systems. Download patients’ data with smart phone from
Cloud bring lots of advantages, for example, when the context-aware module detects
serious anomalous behave that may affect the life of patients, sensible decision must be
made that may compromise the patient’s privacy as a nurse or a doctor requires
immediately authority to access the “private” data to provide appropriate emergency
response. [13] Emergency access to health information has long been held out as a
pivotal expectation of personal health records by patients and clinicians.

However, medical care service on the Cloud also bears new risks and raise
challenges with respect to security and privacy aspects. Access control of data should
be flexible and fine grained depending on the dynamic nature of the health care system
as multiple entities will interact with the data. Access rights to resources must be
granted to users only for the amount of time that is necessary. [14], according to some
researches [15], we abstract threats that PHR now facing under the development as

follow:
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1. Abuse and Nefarious Use of Cloud Computing

2. Insecure Interface and APIs

3. Malicious Insiders

4. Shared Technology Issues

5. Data Loss or Leakage

6. Account or Service Hijacking

7. Unknown Risk Profile

Base on the Cloud’s security reasons, we think we should take reliable encryption

mechanisms and appropriate access control system to protect user's privacy. When
establishing PHR system which “centered on patients”, we hope legitimate users are
able to manage their own information. Especially personal health record on the Internet,
he or she can make decision whether allow others to access or not. So our purpose is to
provide effective and safe access mechanisms to solve security problems with PHR
implement on cloud Environment. So we can prevent threats on information security
that cause interruption of medical care, patients’ information be stolen, loss of personal

privacy information or financial loss and other serious consequences.

2.3 Cryptography and Encryption Systems

Cryptography is mainly used to protect secret communications, the message
through some special methods in order to make the message difficult to interpret, such
as mathematic. So that others cannot read the contents of the message. With encryption,
the message will from proclamation into ciphertext to protect important message, and
someone who has ciphertext can use decryption to reverse it, others who lacks of
interceptors or eavesdroppers cannot read it. Cryptography steps up computer science,

especially the technology use in computer and network security, like access control and
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confidentiality of the information. Cryptography has already widely used in daily life:
including bank account identity, entrance security system, electronic commerce and so
on. This information not only has personal information in our life, but important trade
secrets. Therefore, we need a safe access control mechanisms to store PHR data in the
Cloud that each patient's medical record can be encrypted, and ensure the data be

stored safely in the Cloud server.

2.3.1 Identity-Based Cryptography

In the traditional public key cryptosystem, it is mainly based on the certificate
issued by certificate authority (CA) as to verify the user's identity. In accordance with
each user’s identity and public key, CA issues verifiable identity certificate. Other
users can via this certificate to confirm the identity of users and its corresponding
relationship of public key. Since all user authentication and management key must be
centrally managed through the CA, it must spend a large amount of computing time
and storage space for issuance as well as custody of certificate, which are serious
shortcomings of the traditional public key cryptosystem.

In order to improve the shortcomings of traditional public key cryptosystem,
Shamir [16] proposed the concept of identity-based cryptography in 1984 for the first
time. In the identity-based cryptography, the public key of users can directly use the
sole and representative information of users that is personal information, such as
identity card number, E-mail, etc., as the user's public key. The private key of user is
generated through the private key generator which is responsible for generating its
corresponding private key according to identification code. Based on simple and
straightforward design concept, it’s not necessary for other users to additionally verify

the relationship between the public key and the user that they can directly use. But this
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system has not been an efficient decryption method so it’s not widely used by the
general public.

In 1985, Koblitz and Miller [17] sequentially proposed to build the password
system through the discrete logarithm of elliptic curves. Elliptic curve cryptography
system has the advantages of shorter key length, so it is suitable for use in
resource-limited mobile devices, conducting the work of added decryption or signature
verification. However, in 1993, Menezes, Okamoto, and Vanstone [18] when the three
scholars were analyzing the computing features of Weil Pairing function by
mathematics, they found that the discrete logarithm problem on the elliptic curve or
hyperelliptic curve can be summarized as a discrete logarithm problem which is on
finite field of multiplication group that is discrete logarithm problem already converts
to the discrete logarithm problem on generally known finite field. This also means that
to solve the discrete logarithm problem in finite field is relatively easy and using the
password system designed by some specific elliptic curve is not safe, that is so called
MOV attack. But owing to this finding, the pairing-based cryptosystem had flourishing
development subsequently. Until 2001, Boneh and. Franklin [19] jointly proposed
identity-based encryption system which is secure and efficient, using the identity code
as recognizable base. They use the bilinear pairing (Weil and Tate pairing) on the super
singular elliptic curve as the operation base, prompting an 1D password system to have

rapid development of application.

2.3.2 Bilinear Pairing

Bilinear pairing means the corresponding bilinear map relationship between two
cyclic groups. Since the set formed by all points on the elliptic curve will form the

relationship of group in algebraic geometry, therefore the operation of bilinear pairing
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function just can apply to the operation of elliptic curve. Weil and Tate pairing
associated with supersingular elliptic curves or abelian varieties can be modified to
create such bilinear map. Bilinear has the following features:

Let G; is an additive cyclic group. Its order is a prime number g. Let G, is a
multiplicative cyclic group. Its order is . The bilinear map é :G; xG; —G; has the
following properties:

1. Bilinear: let P, Q, R &Gy, thus

&(P+Q, R)=é(P, R)*é(Q, R)
&P, Q+R)=¢(P, Q)*é(P, R)
&(aP, bQ)=&(bP, aQ)=é(P, Q)*°, where a and be Z;

2. Non-degeneracy: PeG;=é(P,P)#1

3. Computable: if P, Qe G1=>é&(P, Q) can be computed within polynomial time.

A bilinear map satisfying the three properties above is said to be an admissible
bilinear map.

The following is the basic algorithm of identity-based encryption based on Bilinear

pairing:
Setup: Given a security parameter k € z*, the algorithm works as follows:

Stepl: Run g on input k to generate a prime g, two group G3,G; of order g, and an
admissible bilinear map é :G; x G; —G,. Choose a random generator Pe G;.

Step2: Pick arandom s €Z; and set Py, = sP.

Step3: Choose a cryptographic hash function Hj:{0,1}*—G;.Choose a cryptographic
hash H, : G, —{0,1}" for some n. The security analysis will view Hj,H, as
random oracles.

The message space is M = {0,1}". The ciphertext space is C = G;x{0,1}". The

system parameters are params = (q,G1,Gz, &, n, P, Ppuy,H1,Hz) The master-key is seZ;.
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Extract:

For a given string ID €{0,1}* the algorithm does: (1) computes Q,p = Hy(ID) €
Gy, and (2) sets the private key dip to be dip = sQip Where s is the master key.
Encrypt:

To encrypt MeM under the public key ID do the following: (1) compute Qip =
Hi(ID) € G (2) choose a random reZg, and (3) set the ciphertext to be
C=(rP,M @ Hy(gip)) where g;, =&(Qip; Ppu) € G
Decrypt:

Let C = (U,V) €C be a ciphertext encrypted using the public key ID. To decrypt C
using the private key d;,eG; compute:

V@ Hj(&(dp,U)) = M
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Chapter 3 — Proposed Scheme

This thesis presents a safe and efficient access mechanism on cloud computing
environment, also a patient-centered, patient self-management, access or share the
Personal Health Record. PHR is not only for medical records. It included food,
clothing, housing, behavior, and education, daily activities can be documented and be
applied. The different sources of PHR integration of patient health information,
including the record of the patient's own measurements (blood pressure, diet, exercise
habits, etc.), clinic physician records (patient allergic reactions, EMR), hospital records
(ECG medical advice, etc.), health records, drug research center.

On Cloud computing environment, the use of health care PHR will bring many
advantages, besides we can use the cloud computing service to do a cross-platform,
space-saving, energy-saving, reduce the budget, and according to the required
computing power, flexible adjustment storage space, also patients can record their own
physiological records through the cloud computing, active role interactions with the
medical staff. Also the personal health history can be beneficial to the doctors in
judging the basis of chronic diseases and improve the assistance of healthcare in a long
distance term. Especially when emergency conditions occur, under the agreements of
the person who is being cared, the medical staff can immediately access the
information on the cloud computing to increase the medical services response.

In PHRs, personal medical records may come from different medical units, and
the content of the message contains the physical information, medical report, drug
records, and there are patients, physicians, health care professionals, medical research
institutions etc. and other multi-user, with different permission to access the individual
authorized file. The PHR dynamic access mechanism involves multiple users, and

complex access control mechanisms need to ensure real-time updates and
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completeness of the information and verify the true identity of the user to ensure that
the user transfers information in safety and reliable conditions. This thesis presents the
PHR which can be more efficient on the cloud computing server in providing a large

number of multi-user access control mechanisms such as shown in Figure 2.

Cloud Computing Services

PHR

. \ P _— P edical
Clinic o Patient - Centric research
= 5 @
JLZ D D . o

Blood
Exercise ~ Diet  pressure

analysis

! Healthcare G
Hospital \ w ']
B V. S ¢
fdaal® - ’ Major Health -
ECG /' operation insurance Medicine

Figure 2: PHR Services in Cloud Environment

In this research, we use identity-based cryptographic system as the system design

of the core, all parameters defined below:

Table 1 : The Defined Symbols and Parameters

Symbol Definition

Gy A finite cyclic additive group

G, A finite cyclic multiplicative group
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Symbol Definition

D

Abilinear map é :G; x G; —G

H;~H, Hash functions

Po A generator of G;
So The master key
U; User U; fori=1,.2,...,n

r Random value

fj > fk File ID

DK; Decryption key, for j=1,2,...,m

The private key of user U;

Qu, The public key of user U;

IDy, The ID of user U;

Ji Ji={J,A(i,j) =1};the set of subscript j of filename fj to which U;has access.

Let U be a set of the user, D-is a set of the data, assuming there are n users and m
files. Therefore |U|=n, [D|=m. The matrix A is access control matrix of order nxm as

follows:

A [U D] _ {1, user U; can access D;
#7170, otherwise

fori=lton; j=ltom
This access control matrix can be clearly expressed the user and the file access
permissions, the i-th column represents the identity of the user and the j-th row
indicates data; if A[i, j] is equal to 1, which means that user i can access data j, if A[i, j]
is equal to 0, which means that user i cannot access data j. For example, in the health

care , the health care professionals U, want to obtain the patient's physiological
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information filel, then A [U;, D] is equal to 1, which means that health care
professionals can access the file, if A [U,, D4] is equal to O then the health care
professionals cannot access the file. This is the identity-based access control policy
(Identification - Based Access of Control Policy IDBACP), through access control
matrix it filters the user to access the data. Only through a trusted authority (TA) or
Certification authority (CA) users can access the data. That is, each user can only
access the files authorized by him. This can avoid the unexpected events, errors and

unauthorized events which may bring the risk for the user.

3.1 Key Generation Phase

Stepl: CA definds a set D as m confidential files D = {D;, D, ..., Dn} and selects
non-repeated random integers {DKj, DK;,...... , DK} as the decryption key for
decrypting confidential files. Let G, be an additive cyclic group. Its order is a
prime number g. Let G, be a multiplicative cyclic group of the same order q
and chooses a hilinear map € :G; x G; =G, and PoeG;.

Step2: CA generates two hash functions:

H; : {0,1}*>G;

H, : G,—{0,1}", for some |
and randomly selects soeZ; , and calculate Pyu, =s* Po.
Secret parameter (Master key): s,

Public parameters: G1, G, &, Py, Ppup, H1, H2

Step3: CA for each user U; calculates Dy, = so*(Qy,); Qu,=Hi(IDui), where Dy, is
secret, and Qy, is private.

Step4: CA chooses a random value r and calculates V =r* Py, CA based access control

matrix, constructs the function given below for each user U;.
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Fy,(xy) = ;[ZjehDKj X er]%<y_fk)]

H2(91,) k= fi—fk

Where gy, = &(Qu, ,Ppub), X = H2(&(Dy, ,V)), fk as file ID and y is user U;
for access to file identity of the confidential files.
Example:

The PHRs may come from different medical units, and the content of the message
contains the physical information, medical report, drug records, and there are patients,
physicians, health care professionals, medical research institutions etc. and other
multi-user with different permissions to access authorized individual files. Therefore
for each user when accessing PHR, you must make sure that the sources of information
and the integrity of the content, and make sure the user permission to access the PHR,
and then encrypted and stored it on the Cloud computing server.

Assuming each user in_the health care system, such as: patients, health care
professionals, medical research institutions, physicians, etc. are different users U;, U,
Uz Uy The patient's physiological information, major surgery records, medication
records, health insurance are filey, filey, files, files. Because of the different access
permissions for each identity, CA based on access control matrix to the compute
Fy,(x,y) function and make identity encryption. Its corresponding decryption keys are

DK; , DK,, DK3 DKy,

DK, DK, DK; DK,
Up 1 1 1 1
Apa = U, |1 0 1 1
U; o o o 1
u, L1t 1 1 o0

Ala;;] = 1, which means that the patient U; has legal authority to get DK;, and
the patient can decrypts physiological information file;. A[a;3] = 0, the medical
research unit Us is not given the DK3 permissions, file; does not decrypt. Assuming the

health care staff U, granted access as shown in the access control matrix, that is, health
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care staff U, can access physiological information, medication records, health
insurance information DK;, DK3, DK,4. Then the health care professionals U, can

access his own secret key file 1D; using the following public function to get DK,

r
_ x ' y—fr
Fo, (0 y) = _Hz(g{,z)lz,-e,z PRy X ke,g,3,4} (f,- —fk>

k+j

=) —f4)

x -f1)W-1a)
=—|DK =l e
Ha(gy,) [ L2 (h-p) -1

X
+ DK (Fs—f1)(fs—f)

+ DK, X (y—f1)(y—f3)]

(fa=f)(fa=13)
3.2 Key Derivation Phase

Stepl: Under the system environment which this paper proposes, the legal user U;, can
obtain the decryption key DK to solve the corresponding confidential
information.

Step2: A legal user U; takes his own private key Dy, and the public parameters I1Dy;
as input to the function Fyi(x, y) for obtaining the decryption key of the
confidential file. where X = Hx(é(Dy, ,V)), y= user IDyi can access the file

identity of confidential files.

Example:

If the health care professionals U, want to decrypt the medication record
files, then the health care professionals U, must get decryption key DKj to
decrypt files, and need to take his own private key Dy, and public V and files
are substituted into Fy,(X,y), X = Ha(&(Dy, V), ¥y = f3, Its access control

matrix is shown below:
DK, DK, DK, DK,

Uy T1 1 1 1
U, |1 0 1 1
Us |0 0 0 1
U, L1 1 1 0
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U;: patient, U,: health care professionals, Us: Medical Research Unit, Uy:
physicians, Us: pharmacists. DK;: To decrypt file; the decryption key of physiological
information. DK;: To decrypt file, the decryption key of major surgery record. DK3: To
decrypt files the decryption key of the medication record. DK,4: To decrypt files the
decryption key of health insurance.

The health care professionals U, has three decryption key DKj, DK3, DKy. If the
health care professionals U, wants to obtain the medication record then substitutes ID

from files intoy, soy = f5. The health care professionals can be successfully derived

DKj3. The decryption process is shown below:

X
Fy,(x,y) = gty

i
Zjej, DK X er12={1,3.4}<y k)]

] fi=Fk
When x = Ha(&(Dy, V))y = f3.then

x —f2)=fa) =f)=f1) O-fDO-f3)
= DK, X DK5 % DK, x
Ha(g1y,) [ R T e Rat7mrs Ty S (f4—f1)(f4—f3)]

X

(fs=f1)(fs—f1)
= DK, X DK, x -2 7Ja) o pp i
Hz(gzz)[ 1 X O DR X g T DK O]

X (fz =)z =fo)
] vyl
_ Hy(8(Dy, , v X B)) h
 Hy(8(Quz, Poun)”)
_ Hy(&(so X Quz, Po)")

Hy(8(Quz ,So X Py )7)
_ Hy(8(Quz, Po)*x")
Hy(8(Quz , Po)%oxT)

= DK3

DK

X DK3

X DK3
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Chapter 4 - Solution to Key Management of Dynamic

Access Problems

PHR integrates different sources of health information, such as the record of the
patient's own measurements (blood pressure, diet, exercise habits, etc.) the clinic
physician records (patient allergic reactions, EMR, etc.), hospital records (ECG, doctor,
etc.). The personal health information was stored in the appropriate encryption on
cloud computing server, in order to ensure the security, the cloud computing storage
access control mechanisms must be dependent on the encryption algorithm. We believe
that user-transparent encryption mechanism -should ‘minimize the involving in key
generating and key releasing. This research also assumes the CA as a trusted institution,
it can provide a legal mechanism to encrypt data, CA is a trusted space which used to
store access control information, access control information is cipher text plus the form
of a signature stored. In the actual medical environment, when the doctor wants the
patient data access request, the doctor first obtained. the patients access control
information from CA, and then stores the cipher text on cloud computing space, and
finally the doctors use their own- private key and access control information to
calculate the decryption key to decrypt the data, and obtained the information.

The actual PHRs, users often due to changes in events or time, the access rights
need to be updated. For example, the patient Alice goes to the hospital. The doctor Bob
need to access the patient physiological information, such as blood pressure, pulse,
weight information, etc. That is, the patient Alice can add a new authorized user. Then
doctor Bob need to request permissions from CA to access Alice's physiological
information. Through the CA certification, Doctor Bob can own the private key to

decrypt and obtain Alice's physiological information.
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In terms of health care, the blood pressure, pulse, weight record of patients will
change in their daily life, so it will keep maintaining and updating. Personal medical
records may be with the different access requirements to add, modify, and delete, such
as changes in patients, health care professionals, medical research institutions, and
physicians permissions. However, storage on cloud computing environments is
dynamic and easy to expand, sharing and providing a lot of advantages to meet the
PHR integration, which purposes are sharing and exchanging. Therefore, as long as we
build a complete PHR which has dynamic access mechanism, we can surely offer a
real-time and fulltime service. The dynamic access mechanism patterns are described
below:

1. Addinga new authorized user

2. Updating access control matrix

4.1 Adding a New Authorized User

PHR integrate different health information, patients manage and share their own
medical records. So they can authorize PHR to legitimate users on themselves, we
take following steps to add a new authorized user:

Stepl: Let the new authorized user Un.; is added to the new system, Dy . means
who owned the Private Key. CA will adjust access control matrix Anxm into
Agn+1)xm.

Step2: CA generates private Dy, ., for the new user Up.;.

Step3: CA computes the new function as following equation.

_ x Y=k
FUn+1 (XP Y) - Hz(g{].) ZjE]n+1 DI{] X l_[k €Jn+1 (f]_fk>l
l k+]j

The three steps above describe about adding a new authorized user, and the CA

will create a new Fyn+1(X, Y), then add a new row in the access control matrix and give
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the access rights. The access control is based on each row of the matrix to describe the
access control message, other established Fy, ., (X, y) function and not because of the
new user, affecting other users access control or producing an additional amount of
calculation, therefore it is suitable to use on cloud computing environments. New user
Un+1 can use their private key Dy .., and public key Qy . to obtain the legally
authorized DK;.
Example 4.1

Assuming the PHRs already had four users, patients, health care professionals,
medical research institutions and physicians, U; to U;. Now we want to add a new user
pharmacist, Us, and have permissions to access the physiological information DKj,

medication record DK3, health insurance DKy4. The scenario is shown in Figure 3:

- -
R
v

U, Health Care
U, Patient

( file;  file;

Physiologicai Major
Information Operation

- = \Record )

r—’m@

Medication Health
Record Insurance J
\ > \

- ‘\q Add

ocooee ->

Us Pharmacist

-
A

U, Doctor

U; Medical Research

Figure 3: Adding A New User to Access Control Matrix

The relationship of storing its access control matrix is shown below:
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DK, DK, DK; DK,

Ui r1 1 1 1
U, |1 0 1 1|
U; 10 0 0

u, 11 1 1 0|
Us l1 0 1 1

U;: patient, U,: health care professionals, Us: Medical Research Unit, Uy:
physicians, Us: pharmacists. DK;: To decrypt file; the decryption key of physiological
information. DK3: To decrypt file, the decryption key of major surgery record. DK3: To
decrypt files the decryption key of the medication record. DK,4: To decrypt files the
decryption key of health insurance.

First of all, CA will add a new row in access control matrix which will change the
access matrix from Asxs t0 Asxs. Then it will establish-a set which can be accessed for

the user, Js={1,3,4}, and calculate the following function.
When x = Hz(&(Dy, V), y = f1,then

Y=Fk
FUS(XJY) H, ( AT ) ZJEJS DK & er];‘{i134} (fj_fk)]
)

x (fi=)(V—f4) (fi—f)(1—Ta) (fi-)U1—f3)
= x BT L oppes w AT pe i STV
Hy(gp ) L7 L 7 (= fa)(fa—fa) T s X e O (f4—f1)(f4—f3)]

x (f1 [)Y=f1)
= LTSN T4 L DK, X DK, X
Ha(97;) VX g T PHa X 0+ DK, 0]

_ Hy;(é(Dys , v X B))

Hz(e(QUS ) pub) )
_ H,(8(so X Qus, Po)")
H;(&(Qus ,so X Py )7)
| Ha@(Qus, PO
H;(8(Qus , Po)*oxT)

= DK,

When x = H(&(Dy, V), Yy = f3, then

X DK

X DK;

X DK,

_ x y—fk
Fus oY) = sign | Ziers DK erls “0s9 (f fk)]

(fz3—f3)(fz3—f4)

_ x (f3—f1)(fs—fa)
Ha(gp ) L7 7 (A=f) (i fa)

(fs=f1)(f3—fa)

+ DK; X

+ DK, X (fs—fl)(f3—f3)]

(fa=f1)(fa=13)
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(fs—f1)(f3—f4)
= DK, X 0 4+ DK, x 27 4 pg, x 0
HZ( ) [ 1 X0 DR X G T PR ]

_ Hy(é(Dys, 7 X F,))
= X
Hz(8(Qus » Ppup)")
_ Hy(&(so X Qus, Py)")
 Hy(8(Qus ,So X Py D7)
_ Hy(B(Qus, Po)*")
~ Hy(e(Qus, Po)%oT)
= DK,
When x = H(&(Dy, V), Yy = f4, then

DK,

X DK,

X DK,

_ x y—fk
Fy (xy) = Ha(gly) Yjess DK; % nke/s {134}(1“ fk)]

X (fa=13)(fa—f4) (f4 f1)(fa=f4) (f4 f1)(fa—13)
= DK; X —————=+ DK; X —————+ DK, ——
HZ(g‘{JS)I: L ) (o) (fs=f1)(fs—f4) 4 X (fa—f1)(fa— f3)]

(faf)Uam 1)
Hz( 905 [D Ko x Ot DR x 0% Dl X G s

_ Hy(8(so X Qus, Py)")
 H,(8(Qus »So X Po D7)
_ Hy(&(Qus, Po)™")

H,(8(Qus , Po)%oxT)
= DK,

X DK,

X DK,

Finally, Us will get the permissions to access the physiological information DKj, the

medication record DK3, the health insurance DKj.

4.2 Updating Access Control Matrix

During medical care, it might affect by the reasons of staff adjustment, plan
changing or policy, and cause the fact that access permission need to update, so
personal medical records must be amended with different situation, we take these
methods below to update access control matrix:

Stepl:  Assuming the system user U; which accesses the file permissions are subject

to change, and the CA will update the corresponding column in the access
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control matrix Anxm updating to A[U;, Dj], renewing J;’ set.

CA computes the new Fy;,as following.

- _x y—fk
Fo, (09) = g5 | Zien DK X Tlkey (f,-—fk)]
i k#j

Example 4.2

In Example 4.2, we will discuss two kinds of updating access control matrix cases.
Casel is to update general access, such as U,could have access to J, = {1,3,4}, and
now it need to update the permissions such as J, = {1,2,3}. Case2 is a special case of
casel, which is to remove a user. For example, U, was originally able to access the set
J.={1,2,3}, and now we want to remove the access.of the user U, to every file, we can
replace the row in the access control matrix with zeros which will remove U,. The
following we will describe more detail of these two Cases.

Casel: Assuming U, was healthcare professionals, who can access the filey, health
insurance, but because of the change of plan, Ujhealth care professionals can no longer
access the filey, health insurance, but have the new permission to access the filey,

surgery record. This situation is.shown in Figure 4:

Physiological

U, Health Care

Not Allow

Allow

Figure 4 : Updating Access Control Matrix to Access Control Matrix
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Its relation of access control matrix is shown below:

DK, DK, DK, DK,
Up [1 1 1 1

U, |1 1 1 0
U; |0 0 0 1
U, L1 1 1 0

U;: patient, U,: health care professionals, Us: Medical Research Unit, Us:
physicians, Us: pharmacists. DK;: To decrypt file; the decryption key of physiological
information. DK3: To decrypt file, the decryption key of major surgery record. DK3: To
decrypt filez the decryption key of the medication record. DK,4: To decrypt files the
decryption key of health insurance.

First of all, CA will set access control matrix to A[U,, D;] and recalculated for U,.

Yy X Y-k
FUzl(XJ Y) - HZ(QBZ,) ZjEJZI DK’ X Hk E]il={1'2‘3} (f]“fk)
k=+j

When x = Hz(&(Dy,, V)), y = fi, then

X (fi—2)(f1—f3) (f1i—f3)(f1i—f1) (fi=f)(f1—f2)
= DK X —————=—4+ DK, X ——————=+4 DK; X —————=
Hz(90,,) [ L it T2 R G ) T N )

X (f1=12)(f1—f3)
= DK, x 2222005 4 DR, x 0+ DKz % 0
Hz(gzz,)[ L (g 2 X O T Dl ]

_ Hz(é(DUZI T X Po))
= — X
Hz(e(Quzr ) Ppub)r)
_ Hy(&(so X Quz:» Po)")
H,(€(Quzs»So X Py )")
_ Hy(&(Qua:r» Po)¥x")
H(&(Quzs» Po)sox™)
= DK,

DK,

X DK,

X DK,

When x = Hz(&(Dy,, V), y = f,, then

= 2 [k, x LIET) 4 g, o BB | pig, o Bef)Bfe)
Hz(g{/Z,) 1 (fi—f2)(fi—13) 2 (f2=fz)(F2—f1) 3 (f3—=f)(f3—=12)

X (fo—f3)(f2—f1)
=———|DK, X 0+ DK, x 2227 4 pro x
Hz(gf,z,)[ 1 X 04 DR X gy T PR 0]

32



_ Hy;(é(Dyz, , 7 X B,))
= X
Hz(é(Quzr ’ Ppub)r)

_ HZ(é(SO X QUZI ’ PO)T)
Hy(&(Quzs»So X Py )7)
H,(8(Quzr» Pp)*ox")
Hy(&(Quzr» Po)sox™)

== DKZ

DK,

X DK,

X DK,

When x = Hz(&(Dy,, V)), Y = f5, then

x (fz3—1f2)(f3—f3) (fz—f3)(fzs—f1) (fz—f1)(fz—f2)
= DK, x B2RsTls) y p, x 3BTy p, x 3T sTIe)
Hz(97,,) [ X Gt TP X e T P X e

= ;[DIQ % 0+ DK, X 04 DK, x L0/

" Ha(g},) (fa=F)(s—f2)
H,(&(Dy,, , 7t X P
— Z(A ( U2 o)) DK3
HZ(e(QUZI ) Ppub)r)
H,(&(Dy,, , 7t X P
— 2(A ( U2 o)) DK3
H, (e(QUZI ) Ppub)r)
H,(&(Dy,, , vt X P
2( ( U2 o)) DK3

Hy(8(Quzr» Ppup)™)
= DK3

Finally U, will have new DK; ~ DK; » DKaj.
Case 2: Assuming the doctor U4 has left, and-does not have any access anymore.

To do that, we can update the access control matrix. The situation is shown in Figure 5:

Us Health Care
U, Patient

filey ile,
Physiological Major
Information Operation
Record

_____ 3 filey
Medication Health |
Record Insurance

U, Doctor U; Medical Research

Figure 5 : Remove A User Authorization from Access Control Matrix
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U, originally can access the set J, = {1,2,3}, and now we want to remove the
access right of the user Uy to every file. Then we can update the access control matrix
of U, with zeros which means to make J, = {@}, therefore U, is removed. Its final

relation of access control matrix is shown below:

DK, DK, DK, DK,
Up T1 1 1 1

u |1 o 1 1
Us 0 0 0 1
U, 0 0 0 0

U;: patient, U,: health care professionals, Us: Medical Research Unit, Uy:
physicians, Us: pharmacists. DK;: To decrypt file; the decryption key of physiological
information. DK5: To decrypt file; the decryption key of major surgery record. DK3: To
decrypt files the decryption key of the medication record. DK,4: To decrypt files the

decryption key of health insurance.
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Chapter 5 — Analysis of Security

In this section, a security analysis is performed to examine whether the proposed
scheme is secure or not for practical applications. The analysis focuses upon four types

of attack that may impact the system security.

5.1 Equation Attack

Definition: Equation Attack is when the attacker attempts to use public formula
Fy,(*) to crack the polynomial Fy, (¢) to get the decryption key.

Any attacker can take advantage of public information the Fy (<) in attempt to try
to get the decryption key. However, in setting the system, the user must have the

private key to decrypt the corresponding decryption key. The public formula is

Yjej; DKi X Tlkey, (y'—f")],Where gui = &Qu; Ppub), X =

F, (x,y) = _
Ul( y) i Fifr

Hz(g{]i)

Ha(é(Dy,,V), fis file ID " and 'y is user Ui for access to confidential files of File
Identity. x = Ha(&(Dy, ,V) will be private Dy, with an-open V to compute Bilinear
pairing. That is, when the attacker substitutes x with x’, it must unravel the discrete
logarithm problem, and the formula  Fy (¢) is based on the mathematics of the Bilinear
Diffie-Hellman Assumption (BDH). Unless the attacker can break the basis of
mathematical problems (eg, computational Diffie-Hellman problems (Computational
Diffie-Hellman Problem CDHP), bilinear BDH problems (Bilinear Diffie-Hellman
Problem, BDHP), the discrete logarithm problem (Discrete Logarithm Problem, DLP)),

otherwise the formulato Fy (¢) is safe.

35



5.2 External Attack

Definition: External Attack is non-legally authorized external personnel who
attempts to unauthorized access through the open parameters, and trying to obtain the
decryption key DK or to crack cipher text to obtain the private health record.

Since PHRs has huge users, PHR contains a high degree of privacy and sensitive
information. In order to find some benefits in commercial, criminals try a non-legally
authorized external personnel to derive the public parameters. After an external
attacker obtained the public parameters or the public equation Fy. (X, y), because of not
having the secret parameter So, therefore the attacker is unable to know the members
Dy,, involved in the secret communication because x = Hp(€(Dy, ,V)), will be private
Dy, with open V to compute Bilinear pairing, if someone want to get the legal

decryption key, must to solve the discrete logarithm problem firstly.

5.3 Collaborative Attack

Definition: Collaborative attack is two or more internal legally authorized user
collaborate to collect each other's privacy parameters in attempt to derive the
unauthorized decryption key DK.

Assuming in collaborative attack, two or more internal users want to attack
another internal legitimate users. Collusion attacker will try to collect each other's
privacy parameters to obtain another internal user who has permission to access the
private key DK. The explanation is as the situation in example 4.1. Collusion attacker's
permission is J4 = {1, 2, 3}, and Js = {1, 3}, and the victim user rights is J; = {1, 2, 3,
4}}, U; has more access permission of files than U, and Us. Therefore U, and Us want

to do collision attack on U; to obtain the decryption key DK4. Then substituting U; into
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Fy, (X, y), as shown below.

-)-13)—fa)
X
+ DK, G Foto)Gato) T

=2)—=13)y—fa)
(-2 (1-R)U1—f1)

X
Fy,(xy) = R [DK1

-G -2)~f3)
(fa—fD)(fa—2)(Fa—13)

-G =12)V—fa)
(=)= f2)(f3—f4)

DK, + DK, X

Substitutes Uy into Fyy, (x,y), as shown below:

=)y -13)

-f)y-13) -f)-12)
ifUafe) T Dk, % + DKz X ]

Fy,(xy) = ———|DK; X
0, (%) Hz(g54)[ 1 (o= f)(FaF3) s FsF2)

Substitutes Us into Fy, (x,y), as shown below:

5 -1)

DK
+08s Xt

»-13)
Fy,(xy) = - l X e X

Ha (g7 Ha(gy) ~ (fi=fs)

Even if U, and Us exchange their information, the members involved in secret
Dy, cannot be revealed directly, and the Bilinear pairing calculation will still result a
null value. Therefore the collusion attack is the same as a single attacker. The attacker
cannot get the additional information. That is why regardless of the relationship
between the internal collusion attacker and the victim or the number of attackers, the
attackers are still' unable to collect other’s private parameters to derive a

non-authorized DK.

5.4 Internal Attack

Definition: Internal Attack is a legitimate internal attacker who uses the known
publicly formula Fy, (%, y) and the privacy of their own parameters to try and get other
user decryption key.

The explanation is as the situation in example 4.1. Legitimate users U; and U, can
be deduced to Fy,(x,y) and decryption key DK, and U, can access the set J, = {1, 3,
4%, U; can access the set J; = {1, 2, 3, 4}. Assuming U, is an attacker, he hopes to own
his secret parameters Dy, and the public parameters Fy (x,y) to derive the privacy

parameter Dy,, then obtaining access permission file; of Uj. In this method, our
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formula is as shown below:

Fy,(x,y) = (T)[ZJEJEDK X H"E]‘<y_fk)]

kot fi=Fk

Substitutes Uy into Fyy, (X, y), the result is as follows :

-£)-f3)-f4) -)-3)-fa)
F, =—" _|DK, X + DK, X
v, (%) [ L R e ) (Fafa) 2 2 o f) a1 o 1a)

-G -2)-f3)
(fa—f1)(fa—f2) fa—13)

=)@ =2)y—f4)

D (Fs=f)(Fs—f2) (fs—fa)

+ DK, X
Substitutes Uy into Fyy, (X, y), the result is as follows :

0=~ 12) O=f)~f2)
F =—"—|DK, x DK; X DK, X
v (Y =5 (95,) [ L X e R X GG fe T

O-f-f3)
(fa=f)(fa=1f3)

Assuming the attacker U, uses his own privacy Dy, to derive the DK; of Uy, then the

attacker substitutes DKinto Fy; (X, y), as shown below:

— [DK OO f3)=fa)
Hz gU1 2 (f2-f2= )~ f4)

=D @-f)-11)
(=) (=)~ f4)

_ HZ(Aé(DUZ,rxPO)g x DK, X
H>(&(Qu1 ., Ppub) )

The above equation shows that if U,wants to get DKy, it must first obtain U;
secret parameters Sy, but each agreement are required to go through Bilinear pairing
calculation unless you solve the discrete logarithm problem, otherwise it is impossible
to obtain Dy,. User access permissions to the file must also go through the CA
authorized to pass the Fy (X, y) function verification, otherwise it will obtain null
value. This attack cannot be reversed to the polynomial form, illegal messages, so they

can effectively block the attack equation.
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Chapter 6 — Conclusion

In this thesis, we propose a key management based on bilinear pairing which can
work correctly on Cloud computing environment as the center of the Personal Health
Records (PHR) exchange model to construct the relationship between access control
matrix to manage each user. In order to ensure that each patient self-management and
sharing their health records, we have designed a patient-centered access mechanism
and multiuser access which reduces the complexity of key management solutions on
the cloud environment.

In the method, in order to make the PHR suitable for development on Cloud
computing environment, we must make sure that the integrity of the sources of
information and content, and provide a flexible multi-user access control mechanism.
We designed a public formula Fy (x, y), and filter user access to data through the
access control matrix. Only users who pass the trusted authority or certification
authority will obtain access to the encrypted information. This prevents from
unexpected events, errors and unauthorized events that may bring risks to user. Access
control scheme can be constructed through the Cloud computing environment
effectively in order to resist the equation attack, external attack, collaborative attack,

and internal attack.
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