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Abstract
When an ambulance (AMU for short) is going towargoapital or an accident scene, if there is nditraf
control and other guidance supports, due to aid¢rgm or other reasons, the AMU may be unable to
quickly arrive at the destination. Then, the tintenhich the hospital can start medically or surliyca
treating the injured people will be delayed. Thdieathe people can be treated, the lower the atiost
rate will be. To solve this problem, in this papee propose a traffic control scheme, called thelAM
traffic control system (ATCS for short) , by whidefore an AMU passes through a street/road
intersection, the ATCS turns the traffic lightsgreen so that the injured people can be transpooted
nearby hospital as soon as possible. While the drRegiTransportation Authority (RTA) and AMU
communicate with each other, the transmitted message encrypted by random numbers and the RSA
algorithm. According to our analyses, the system eHectively and efficiently protect the messages
delivered through a wireless channel.
Keywor ds-component; ambulance; security; decrypt; encrypt; traffic lights; RSA; ATCS; RTA;; mutual
authentication mechanism
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Chapter 1 Introduction

In Taiwan, due to traffic accidents, more than 2@8d 1900 people died in 2010 and 2011, respeygtivel
When a traffic accident occurs, one of the mostartgnt things to be dealt with is saving humariés. lifo
achieve this goal, an ambulance (AMU for shorthegded to transport the injured people to the kalspi
as soon as possible. However, when the AMU is ®mwdy, it may be stuck in a traffic jam. This will
delay the people to be medically or surgically teda If police can direct traffic or control trafflights
along the streets from the AMU’s current positiorthe destination for the AMU, the AMU can then be
driven in smooth traffic so that the injured peopé be sent to the hospital more rapidly. Bu thi
infeasible, since polices cannot stand on thetstoeeontrol traffic lights all day long.

On the other hand, there is a tight relationshiggvben the AMU response time and the mortality rate
[1]-[5]. The former is defined as the time periodni the moment when an AMU request is received by
the operator to the moment when the AMU arrivethataccident scene [6]-[10]. Some countries have
implemented the standard of the response time,hichwthe AMU should arrive at the accident scene
within a specific time periodzor example, in Montreal, Canada, the implementaddard for AMUS run
by “Urgences Santé” states that 90% of requestsighe served within 7 minutes [11]. The implemente
standard of the United States Emergency Medicali&= Act [12] shows that in urban (rural) areds/9
of AMU requests must be satisfied within 10 (30huates. In U.K., 75% calls must be served within 8
minutes, and 95% category-B (category-C) callspoese time should be less than 14 (19) minutes in
urban (rural) areas [13]. However, in Taiwan, theme still no legal rules concerning the respoirse.t

[14]-[20] proposed different methods to reduce riégponse time of an AMU. For example, in the
AMU location models [14]-[17], AMUs are arrangedsgtecific locations so that they can arrive at the
accident scene in a predefined time period. Howetvexse models cannot solve the problem that the
AMU may be stuck in a traffic jam.

[18]-[20] classified AMUs into two classes, onertand two-tier systems. In [18], a two-tier system
providing basic life support and advanced life supfl8] has better performance than that of antare
system. In [19]-[20], a two-tier system’s cardiaceat survival rates are higher than those of aetmn
system. Therefore, in this study, we propose di¢rabntrol scheme, called the ambulance traffintoa
system (ATCS for short), which as a two-tier systeams the traffic lights of a street intersecttorgreen
before the AMU arrives at the intersection so that patients or injured people can be sent to ggea
hospital as soon as possible.

The scenario is that when an accident occurs, fanniant calls the Regional Transportation Authority
(RTA for short), which, as an institute responsiloleprocessing this type of requests, designiesrtost
suitable AMU to serve the request, plans the reoitthe destination from AMU’s current position, and
controls those traffic lights along the route. Astf, the RTA retrieves the latitude and longituafethe
accident scene based on the informant’s descripod requests the most suitable AMU to go. On
receiving the request, the AMU leaves for the amaidscene, and RTA starts controlling the traffyhts
along the route from the AMU'’s current positiornthe accident scene. RTA does the same when the AMU
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Is going toward a nearby hospital from the accideene.

The rest of this thesis is organized as follows:ti8a 2 describes the background and related wbrk o
this study. Section 3 introduces a secure commtiorcarotocol that AMU employs to interact with RTA
Section 4 analyzes the security of the proposetesysSection 5 concludes this paper and outlines ou

future work.



Chapter 2 Background and Related Work

Many studies have tried to reduce the response ¢imen AMU [14]-[17]. Most of them introduced
specific AMU location models. Brotcorne [14] pretsh two models, deterministic models and
probabilistic models. The former is invoked durthg planning stage of a rescue process for ovarigok
stochastic considerations regarding the usabilftyABlUs. The later simulates the behavior of those
AMUs unable to respond the calls by using a quesysiem. Church [15] and Gendreau [17] proposed
the coverage maximization models that use a limm@aber of AMUs in the demand coverage. Toregas
[16] employed the minimum number of AMUs to covérdg@mands. In summary, these papers introduced
different methods to describe AMU’s location sa@seduce the response time of an AMU. But when the
AMU was stuck in a traffic jam, these methods asehelpful.

Chang [22] presented a model, in which AMUs, h@dgiand a Road-side Transportation Authority
(RSTA for short) were deployed. When a hospitaénaes anrAMU-requesting cajlit communicates with
RSTA. RSTA then sends a session key {&¥) to the hospital. The hospital passes the keli¢oAMU.
After that, RSTA searches the shortest route toatteédent scene from the AMU’s current locationgd an
sends the route to the AMU. When arriving at theident scene, AMU sends the related information to
RSTA. RSTA chooses a hospital, searches for theesgtaoute to the hospital, and delivers the raate
the AMU. On receiving this message, AMU startstfe hospital. But when AMU was stuck in a traffic
jam, it could not rush to the accident scene ohtbpital, either.

In this study, we proposed the ATCS to requestniost suitable AMU to serve the rescue task, and
control traffic lights to make traffic smoother fwat the AMU can go to the accident and the chosen
hospital through smooth traffic.

The IEEE802.16m, as a 4G wireless network, habdatransmission distance and faster transmission
speed than those of a 3G. When we move in a highdsghe signal of IEEE802.16m is still stable. In
other words, the IEEE802.16m is suitable for AMWgs this type of vehicle, due to wishing to arrate
the accident scenes or transporting patients aradjpeople to hospitals as soon as possible, afsmin
a high speed along the streets. The time requarédhhsmit a message is also less than 1 sec et |
size of the message is 100Mb. Therefore, in thidystwe employ the IEEE802.16m with the theoretical
bandwidth of 1 Gbit/s for static and 100 Mbit/s foobile users [21] to transmit those messages elelily
between AMU and RTA.



Chapter 3AMU Traffic Control System

The ATCS has five features. (1) The dispatched AMUndependent from the chosen hospital. The
available AMU closest to the accident scene is gaddirst. Then the most suitable hospital forypding

the medical or surgical operations for the injupetple or patients is chosen. The AMU and the halspi
do not necessarily belong to the same medical agton. (2) The AMU reports its location to RTA
periodically so RTA can precisely control the traffghts to smooth traffic for the AMU. (3) A@P-code
Table is established, through which the functioma @fireless message can be identified and recodynjzg

A double authentication mechanism for wireless caomication is proposed so that the wireless
communication between RTA and AMU currently driviena high speed is more securely ensured and
flexibly protected by the double authentication heeusm. (5) For a rescue task, RTA provides the
dispatched AMU with a private cell phone numberptiygh which the AMU and RTA can effectively
handle unexpected situations through the cell phone

3.1 System Flow Chart

The system flow chart of the ATCS is shown in Feglir We briefly describe it first.

8
AMU
ithT -
h 6
H ]
[] . = 3
b= 2

Informant Hospital

Figure 1 The system flow chart of the ATCS

Sep 1. Informant— RTA: The informant notifies RTA of the informatiaf the accident scene and the
condition of the injured. RTA then implements acresevent according to the information.

Sep 2. RTA — AMU: Based on the position of the accident scengn§formed to the corresponding
longitude and latitude), RTA searches for a su#daAMU and the shortest path/route to the
accident scene. After that, it sends a messagehvdaintains the information of the injured, to the
AMU, and enquires the AMU to see whether it is &lde to perform the rescue task or not.



Sep 3: AMU — RTA: On receiving the task, the AMkésponds witha yes/no of its availability. If no,
RTA repeats step 2. Otherwise the AMU returns & tasponse message to RTA, and starts the
rescue task.

Sep 4: RTA — hospital: Based on the information of the injudegcribed by the informant, RTA selects
the closest hospital that meets the injured’s needlds the information of the injured condition to
the hospital, and enquires its availability.

Sep 5: Hospital— RTA: On receiving the message, the hospital redpavith a yes/no of its availability.
If no, RTA searches for another suitable hospiyaldpeating step 4.

Sep 6: AMU — RTA: On arriving at the accident scene, the AMBngmits an accident-scene-arrival
message and current conditions of the injured t#&.RT

Sep 7: RTA — AMU: RTA sends the name of the chosen hospital thedinformation of the shortest
route to the hospital to the AMU.

Sep 8. AMU — RTA: On arriving at the hospital, the AMU transsné hospital-arrival message to RTA
to notify the completion of the rescue task.

3.2 The Data Connection Core

In the ATCS, the high security level and the rolkest exchange process are, respectively, achieved a
developed by using the Data Connection Core (D@©)format of which is shown in Figure 2. The DCC
consists of five parameters, includidUID, g,d,,N,,and Cellphone Npwhich are stored both in an
AMU and RTA when the AMU registers itself with ti&TA. AMUID is the identity of an AMU and
(e,d;,N,) is the RSA-triple keys in whiclg is the RSA encryption keyy, is the RSA decryption key,
and N, is the RSA individual positive integegCellphone Nas the AMU's cell phone number through
which RTA can communicate with AMU.

(AMUID, ki, ¢ ,d , N, Cellphone No)

Figure 2 The format of the DCC

3.3 The OP-code Table

In the ATCS, theOP-codeas the first field of a message points out thecgge and function of the
message. With th©P-code both sides of the communication can authentiedtether the message
received is really sent by the other side or nahld@ 1 lists definitions of the employ&P-code.



Table 1 Definitions of employe@P-cods

OP-code | Processes and functions

1 Designating the task

Replying the designation

Directing the AMU along the route

Continuously directing the AMU (Accident-scenaibd)
Continuously directing and monitoring the AMU @dent-scene bound)
Arriving at the accident scene

Sending the hospital’s address, the shortes¢ totAMU
Continuously directing the AMU (Hospital bound)
Continuously directing and monitoring the AMU @&ital bound)
Arriving at the hospital

11~15 | Reserved

OO N0 W|IN
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o

3.4 Parameter sand Functions

The parameters and functions utilized by the AT@Sdefined as follows.

3.4.1 The parameters

The parameters used by the ATCS are defined anchadzed below.

(1) AMUID: the identity of an AMU.

(2)(e,d,,N,): the individual RSA-triple keys in whicte is the RSA encryption keyd, is the RSA
decryption key andl; is a positive integer.

(3) Cellphone Nothe AMU’s Cellphone number.

(4) OP-code the operation code which indicates the proceddamction of a wireless message.

(5) Thonce: the timestamp of current time.

(6) R,,j=1~12: the random numbers generated by the RTA.

(7) R,,j=1~12: the random numbers generated by the AMU.

(8) LA: the address of the accident scene expressedgitude and latitude.

(9) Route the route from the AMU’s current location to thecident scene.

(10) RTA-Cellphone-Nothe RTAs cellphone number, through which RTA cammunicate with the
AMU.

(11)DP,DK,,DC 0<i <18: dynamic random keys generated by RTA and AMUgpehdently.

3.4.2 The employed functions

The functions employed by the ATCS are definecbdews.
(1) Exclusive-or operatotd :



operatorc=p @& Kandp=c @& K.

(2) Binary-adder #:
operator: c = p+, K, wherep andK undergo binary addition, and the carry generatethé addition
of the most significant bits is ignored;
operator: p-¢_ g :{ c-K, it czK

c+K+1, if c<K

where —, denotes the binary subtraction, ad is the one’s complement &f

(3) RSA-Em, g): An RSA encryption function defined aBSA-En(m,e) =m® modN,, wherem is a
plaintext.

(4) RSA-Déc,d): An RSA encryption function defined aBSA- De(c,d,) = c* modN,, wherec is a cipher
text.

(5) En(abc): An operator function defined as
En(ab.c)=(alb)+,c, Wherea, b,andc are random parameters generated by the ATCS.

(6) En,(astr): An operator function defined as
En(ast)=als//als/lads,/l../la0s,, wherestr = gss,...s,is a string and “//” denotes concatenation.

(7) HMAC(K) : A Hash-based message authentication code dedeoy performing a hash function on
both the secret kel and the transmitted message to ensure the catiwiic and integrity of this
message.
Example 1: If there is a message,
OP-codeloncdRSA-EN(R,8)|[EM(Rr2,k,R1)|EM(Re3,R1,R2)|ENi(Ri4,R2,R3)
|[Em(Rs,R3,R4)|[Em(Ré,R4,Rs) |Em(RL1, LA /lroute)|HMAC(R @R), transmitted from RTA to an
AMU, thenHMAC(RsD Ry¢) is the authentication code generated by invokitgsh function to
encrypt the plaintext, i.e.,

OP-codeltoncdRSA-EN(R,8)|Em(R2,k,R1)|[EM(R3,R1,R2)[EM(R4,R2,R3)|Em(Ri5,R3,Ra) | ENi(Ree

,Rea,Rs) |[Emx(RL1, LA /lroute
(8) f,(Newpath): An encryption function defined as

f,(Newpath) = En,(DC, 0 DK, Newpath), 0=k,j=18.

3.5 The Communication Process between AMU and RTA

The communication process between an AMU and th& &3 shown in Figure 3 is described as
follows.



AMU RTA

assign the task (message 1
Step2 F g ( ge 1) Step 1

reply the designation {message 2
Step 3 Pl g ( ge 2) ‘ Step 4

direct the AMU along the route

Step6 {message 3; Traffic Light control starts) ‘ Step 5
Step 7 Continuously reply RTA with its current location(messaged) | Step 8
LStep 10 & Continuously direct and monitor the AMU (message5) 1 >tep?
Step 11 Arrive at the accident scene(message6) | Step 12
Send the hospital’s address (LA),route{message?)
Step 14 = Step 13
rStep 15 ‘ Continuously reply RTA with its current location(message8) J‘ Step 16
Step 18 ’ Continuously direct and monitor the AMU {message9) Step 17
Step 19 Arrive at the hospital (messagel0) | Step 20

Figure3 The proposed communication process between AMIURAA.
Sep 1: by RTA
On receiving an AMU-requesting call from by an imfant U, RTA checks U’s nearby AMUs, chooses a
suitable one, and requests the AMU to go. WhenAM$J accepts the task, RTA first retrieves the DCC
of the AMU from its DCC database, and stores theCD& a dynamic record, a record of its dynamic
database used to keep track of the rescue table 8iMU. RTA further
(1) randomly chooses twelve random numbgis-R 12 from its random-number database, and generates
a parameteR ;1 by using four of the chosen random numbers, i.e.,
R.1 =(R2+2 Re) D (Ra+2 Res) (1)
(2) generates message 1, the format of which is shawsigure4, and then sends the message to the
AMU.

OP-codeltoncd RSA-EIfR11,8) [EM(R2,ki, R 1) [EM(Ri3,R1,R2) [EM(Ri4,R2,R3) [EM(Ris,Ri3,Ri4) [EMu(Rs,
Ria,Rs) [Enp(Ri1 ,LAY/route) HMAC(Rs D Ree)

Figure 4 The format of message 1 (This messagmishy RTA to AMU)

In this message&)P-code(=1) is the operation cod@onceiS a timestamp, ang;~R¢ are six chosen
random numbers. AMU

(3) updates its dynamic record, the format of which is

(AMUID, k ,e,d,,N,, Cellphone-No, R~R12, R, LA, route, , , , , ). In this record, the status of
current step is set to 2, and several fields areoseulls. The values of these fields will beddlin in
the following.

Sep 2. by AMU

(1) When receiving message 1, AMU verifies whether @f-codeof this message meets the status

8



recorded in AMU’s dynamic record (=1), af@ceived—TnonceiS Smaller than a pre-defined\T or not.
If at least one is false, indicating that this iseplayed attack or the message has been charged, t
AMU discards this message and stops this procdber@ise, it

(2) decryptsRSA-EfR:1,e) with d; where R, =RAS-En(R, € )" modN,, in which the subscrigtis used

to discriminate the one calculated by itself frotre tone retrieved from a received message.

Currently, it is message 1.
(3) encryptsR by performingEm(R2,ki,R1) where

_{ (y-R)UOk, if y2R,
¢ |(y+R,+1) 0k, if y<R,

in whichy = Em(R2,ki,R1).

Only the AMU can accurately encry@b by usingR; c andk;, i.e., invokingEm(R,,k,R1), sincee, k,

di, andN; are only knows by the AMU and RTA. The encryptiongesses oR 3 ~Re are similar to

that of decryptindR.2 .
(4) verifies whether

HMAC(R5,c® Ris,c)c 2 HMAC(R 5D Rie)r

in which the subscript represents that thdMAC() is retrieved from a received message. If the two

expressions are not equal, AMU discards this mesaad the worker in the AMU calls the RTA to

resend message 1.
(5) generate& 1 cby invoking Eq.(1).
(6) decrypts LA, and the route by usiRg , i.e.,LA//route= R 1 D Em(R 1, LA //route.
Sep 3: byAMU

In this step, AMU produces twelve random numiss-R.12, and
(1) sends a message, denoted by message 2, to RTAorfimat of this message is shown in Figure 5, in

which OP-code(=2) andR,;1~Rss generated by the AMU are protected Ry~R¢s produced by RTA.

CurrentLois the current location of the AMU expressed dlgdongitude and latitude.

(2) updates its dynamic record

(AMUID, k ,e,d;,N,, Cellphone-No, R~Rs, Rui~Ra12, R1, LA, route, CurrentLo, , , , ,) with a part of
the data carried in message 2, atatusis set to 3. Currently, several fields are setultsn They will
be filled in in the following.
OP-code|AMUIDI|ER(Ra1,Rr1,R2)[EM(Ra2,Rr2,Re3) |[ENM(Ras,Rr3,Rea) [EM(Ras, Rea, Res) [EN(Ras, Ris, Res) |
Em(Rag,R6,R1)|[RepyCurrentLdHMAC(R 3D Rag)

Figure 5 The format of message 2 (This messageisby AMU to RTA)

Sep 4: by RTA

When receiving message 2, RTA checks to see white@P-codemeets the RTAs current status (=2) or
not. If not, RTA discards this message and waitsaftegal one. Otherwise, RTA decrypts this message
as to know the AMU'’s decision, i.e., can go or aargo, and starts

(1) descripting the six random numbd®s~Rss carried in message 2 by usify, 1=j=6, with the
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following formula.

_) OmRG)ORy i y2R G 1<,
(y+Rr(j+1)+1)|:|Rrj’ if y<Rr(J‘+1)

aj,c

where y=En(R,,R;,R .y)-

(2) verifying message 2 by checking to see wheth@ot
HMAC(Rs © Rae,c)c; HMAC(R3® Rag)r-
If not, RTA discards this message and waits foggal one. Otherwise, it calls AMU to make sure the
accuracy of the content of message 2 throijiU-Cellphone-NoReplyfield in message 2 has three
possible values, 1~3. If the value is 1 (or 2) nmgrthat AMU can start for the accident scene
immediately (in a few minutes), then the procesesgm step 5. When it is 3, indicating that due to
some reasons AMU cannot go, then the process gméstd step 1 to look for another available AMU.
Sep 5: by RTA
RTA chooses a specific cellphone number, denoteRTA-Cellphone-Noand sends it to the AMU for
urgent needs. When an event unexpectedly occuesAliU can call RTA through the cellphone. RTA
performs this step by
(1) first generating a paramet@r, to protectRTA-Cellphone-NowhereR >=(Ra1+2Rr11) @ (Rast2Rr10)-
(2) sending a message, denoted by message 3, to AMdJofimat of this message is illustrated in Figure
6, in whichOP-code=3 and the six RTA random numbd®s~R, are encrypted by using the six
AMU random number&;1~Rss.

OP-cod4Em(R7,Ra1,Ra2) [EM(Rre, Ra2, Raz) [EM(Rre, Raz, Rag) [EM(Rr10,Ras,Ras) [EM (Rr11,Ras, Ras)
|EMi(Rr12,Ra6,Ra1) [EM(RL2,RTA-Cellphone-NGHMAC(R 12D Rae)
Figure 6 The format of message 3 (This messageisbhy RTA to AMU)

(3) generating dynamicandom number®Py~DP,g, DKy~DKj5, and DCy~DC;yg to protect traffic light
numbers where
DP=Rj, 1=] =12; DPj;12=Ryj, 1=] =6;DKo=R.1P R 2;
DCo=R_1*2R 2; DPo=DK¢+2R >,
DK; =[(DP; b DKi.1)+2(R.1PDCi.1)] (RO DCi.y),
DCi =[(DP;® DKi.1)+2(R2®DCi1)] ® (Ri1©DKjy), 1=i=18.
(4) updating the AMU’s dynamic record, i.e.,
(AMUID, k ,e,d,,N,, Cellphone-Np statug=4), R1~R12, Riu~Rss, Ri1, R2, LA, route, CurrentLo,
RTA-Cellphone-No, DPFDPig, DKo~DKyg, DC~DCyg) with the parameter values newly produced.
Sep 6: by AMU
(1) When receiving message 3, AMU checks to see whetheot theOP-codeof this message meets the
status (=3) recorded in its dynamic record. If ribtliscards this message and waits for a legal one
Otherwise, AMU decrypts thie,~R1, carried in message 3 where

:{ (Y-R5) R  If Y2R , 1=]=12,
(Y*Ry9 *DOR g, If Y<Ryjg

Tj,c
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in which y=En(R,R, . Rys) @NdRa7 =Ra1.

(2) generate® > swhereR 2 ¢= (Rart2Rr11,0) @ (Rast2Rr10,0)-
(3) verifies message 3 by checking to see whether
HMAC(R12,c PRa6)c 2 HMAC(R 12 Rag):.
If not, it discards this message, calls RTA to nesmessage 3, amdpeats step 6. Otherwise, it
(4) decrypts the receiveRTA-Cellphone-Ndy usingR 2 where RTA-Cellphone-NgR2 D Em(R 2,
RTA-Cellphone-Ng.
(5) generate®Py~DP;5, DKy~DK;3 andDCy~DCigby invokingR7 «~ Ri2candR 2 ..(see step5-(3)).
(6) sets count indek=0.
Sep 7: by AMU
(1) sets i=i+1 an®P-code= 4,
AMU periodically sends it€urrentLocarried in message 4 to RTA until arriving at #teident scene.
The format of message 4 is illustrated in Figurenyhich AMU's CurrentLois protected bypP, and
DKj, i indicates the number of times that AMU sends itsesu location to RTAwherej=i mod18 +1 ,
k=i mod 19. Next, AMU
(2) updates its dynamic record, i.e.,
(AMUID, k ,g,d,,N;, Cellphone-Np status R1~R12, Rua~Raiz, Ri1, Ro, LA, route, CurrentLo,
RTA-Cellphone-No, DfDP.g, DKy~DKig, DCy~DCyg, ,), With the new information carried in
message 4, argtatusis set to 5.
OP-cod¢AMUID| i [Em(DK;,DCy)|[Em(CurrentLg DP;, DKy)[HMAC(DP® DC))
Figure 7 The format of message 4 (This messaganishy AMU to RTA)
Sep 8: by RTA
When receiving message 4, RTA
(1) verifies whether theOP-code of this message meets the status (=4) recordethi;mn AMU’s
corresponding dynamic record or not. If not, RTAadirds this message and waits for a legal one.
Otherwise, it
verifies whetheEm(DK;,DCy). 2 Eny(DK;,DCy);, j=i mod18 +1k=i mod 19.
If yes, flagl=true; Otherwise, flagl=false.
(2) verifies whether
HMAC(DPy® DCj); Z HMAC(DP«® DC))..
If yes, flag2=true; Otherwise, flag2=false. If bdthgs 1 and 2 are false, due to poor communication

quality or receiving a falsified message, RTA digsathis message and calls AMU to retransmit
message 4. Otherwise, RTA
(3) decrypts the current location of the AMU from tleeeived message where

CurrentLq=/ (Y-DKJUODR, if y=DK,
(y+DK,+1)0ODP, if y<DK,

in whichy = En (CurrentLoDP,, DK, ) -
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(4) controls traffic lights in front of the AMU on threute immediately.

Sep 9: by RTA

(1) RTA sends message 5 to AMU. The format of this mgsss shown in Figure 8, in whighi mod
18+1, k=i mod 19,0P-code= 5, and TL-Nameis the name of the next traffic light that shoblel
turned to green. If the value Bfeplyfield in message 5 is 1, implying that no new eoist required,
thenf;(New path is set to Null. If the value is 2, implying thiie path has to be changed, tfigNew
path= Eny(DCy® DK;j,New path, and RTA needs to call and warn AMU to follow thew route.
After that, RTA's status is set to 6.

OP-codg¢i [Em(DC;,DKy)|Replyfi(New path] En(DP;® DK, TL-Nam@HMAC(DP; & DCy)

Figure8 The format of message 5 (This message is detiveydRTA to AMU)

(2) RTA updates the AMU’s dynamic record, i.e.,
(AMUID, k ,e,d,,N,, Cellphone-Np status, R1~R12, Rai~Res, R1, R2, LA, route, CurrentLo,
RTA-Cellphone-No, DRDP;g, DKg~DK1g, DCy~DCyg, TL-Name, with the new information carried
in message 5 amgtatusis set to 4 or 6, where 4 and 6 indicate thaigihidance is no longer required
and is required, respectively.

Sep 10: by AMU

On receiving message 5 from RTA, AMU

(1) verifies whether th€®P-codecarried in this message meets #tatus(=5) recorded in its dynamic
record or not. If not, AMU discards this message waaits for a legal one. Otherwise, it

(2) checks to see whethEry(DC;,DK); 2 Enp(DC;,DKy)c, j=i mod18 +1 k=i mod 19.

If yes, flagl=true; Otherwise, flagl=flase.

(3) verifies message 5 by checking to see wheter
HMAC(DP;® DCy), 2 HMAC(DP;&® DCy).
If yes, flag2=true; Otherwise, flag2=flase. If bdtags 1 and 2 are false, AMU discards this message
and calls RTA to enquire the details of messag®tberwise, AMU checks the value Beplyfield
conveyed in message 5. If it isthen go to step 10-(4). If the value is 2, implythgt a new route is
given, then it decrypts the encrypted New path, New path= (DCy® DK;j)©fi(New path, wherej=i
mod 18+1 k=i mod 19.

(4) decryptsTL-NamewhereTL-Name(DP; & DKy) ® Eny(DP;® DKy, TL-Namg

(5) checks current locationf, CurrentLo # LA, meaning that it is now still on its way to thec@ent
scene, AMU updates its dynamic record with parametkies newly generate8tatusis set to 5 and
the process goes to step 7. Otherwise, indicatMtAas arrived at the accident scene, it

(6) updates its dynamic record with the new informatarried in message 5 and goes to step 11.

Sep 11: by AMU

(1) On arriving at the accident scene, AMU sends mes6ag RTA. The format of this message is shown
in Figure 9, in whichOP-codeis 6 andR,~ Rai2are protected bg, k, and recursively byRag~Ra11.
Also, it requires a couple of minutes to move thpired into the AMU. AMU then updates its
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arguments with new values for the trip from thei@ect scene to the hospital. Then, AMU
(2) generates nevR ; and newR ,, denoted byR’\; and R’.», respectively, wher®’'1 =(R1+2Ra7)®
(Ragt2Rag) and Ri2 =(Ri2+2Ra10) @ (Ra1rt2Ra12).
(3) updates its dynamic record with the new informatarried in message 6 whesatusis set to 7.
OP-cod¢AMUID|RSA-E(Ra7.8)|Em(Ras ki, Ra7) |[EMi(Rag, Ra7,Rag) IEM (Ra10,Rag, Rag) [EM (Ra11,Rag, Ra10) |E
M1 (Ra12:Ra10,Ra11) HMAC(Ra9® Ra12)
Figure 9 The format of message 6 (This messagansmitted by AMU to RTA)

Sep 12: by RTA
Upon receiving message 6, RTA
(1) verifies whether th@P-codecarried in message 6 is the same assth&us(=6) recorded in this

AMU's corresponding dynamic record or not. If nBTA discards this message, and waits for a legal
one. Otherwise, it

(2) decrypts the receiveldy,; where the calculateg,y is
Ra7,c = (RSA— En( Ra7’q ))di mOd Ni

(3) decrypts the receiva®,gby usingR,7 candk where
R, :{ (Y-Ry) UKk, i.f yZRa?,c,
© (y+RL DOk, if y<R,,
in which y=En(Ry.k,R,)-
(4) decrypts the receivelthg~ Ra12 WhereRy; =

{ (y- Ra(j—l),c) OR, (-2¢ if y= Ri(-n.c
(y+ Ri(-c +1) 0 Ri(-2).c1 if y< Ri(-1e ,

in which y = En(R; Ry(j-2 Ryjpy ), 95 j <12,

(5) verifies whethetHHMAC(Rag P Ra12,9c 2 HMAC(Rag® Ra12):- If not, AMU discards this message and
calls RTA to enquire the details of message 6. Qtise, RTA

(6) generates neR’ ; and newR’ ; where

R’L1,c =(R1+2Ra7,9 © (Ras,¢+2Rag,d and

R’12,c =(R2+2Ra10,0 @ (Rai1,¢t2Ra12,9-

OP-cod4En(R’, 1, hospital nam#phone numbéfiocation and addre3fEm(R’ 2 ,route |HMAC(Ra10

@ Ra11)

Figure 10 The format of message 7 (This messaggnisby RTA to AMU)

Sep 13: by RTA

(1) In this step, RTA sends message 7, which carresdme, phone number, location and address of the
designate hospital, to AMU. The format of messageshown in Figure 10, whef@P-codeis 7. RTA
then

(2) generates newPy~DP;5, DKo~DK;15 and DCy~DCy5, Which are calculated by using AMU’s random
13



numbersR,7~ Ru12, 0ld DPg~DP;yg, 0ld DKo~DK;3g and oldDCy~DChg, i.e.,DP;i ¢ =(DP;® Ra7)+2(Ras®
DKj),
DK c =(DKi® Rag)*+2(Ra10P DCi),
DCi ¢ =(DCi® Ra11)+2(Ra12PDPy), 0= =18,

(3) updates this AMU's dynamic record with the parametdues conveyed in message 7 in wistditus
Is set to 8.

Sep 14: by AMU

(1) When transporting the injured toward the hospital seceiving message 7, AMU verifies the message
by checking to see whether ttd°-codecarried in this message is equal to skegus(=7) kept in its
dynamic record, and verifies wheth¢MAC(R,10P Ra11)r 2 HMAC(Ra10P Ra1t)inside
If the message cannot pass both verifications, Adildards this message and calls RTA to enquire the
details of message 7. Otherwise, AMU

(2) decrypts the receivebspital information by employing’.; andEmny() function, i.e. hospital
name/phone numbéfocationandaddress= R’ 1D Emy(R’ 1 ,hospital nam&phone numbéfiocation
and addresp

(3) retrieves the route, and follows the route to gthhospital whereoute= R’ 2D Emp(R’ 2 ,route).

(4) generates ne®WPy~DP;g, DKo~DK1g andDCy~DCyg, all of which are calculated by using AMU’s new
random numberB,7~ Rz, 0ld DPy~DP;g, DKo~DK;53 andDCy~DCyg, i €.,
DP; ¢ =(DP;® Ra7)+2(Ras® DKj),
DK c =(DKi® Rag)+2(Ra10P DCi),
DCic =(DCi® Ra11)+2(Ra12P DPy), 0 =i =18.

(5) updates its dynamic record with the new parameatres. After that, Routd)Py~DP:g, DKo~DKjg
andDCy~DC,gare all new values, ardP-codeis set to 8.

(6) resets to 0.

Sep 15: by AMU

(1) AMU periodically sends message 8, which carries Adtuirrent location, i.eCurrentLq to RTA
until it arrives at the hospital. The format ofsmessage is shown in Figure 11, wieRecodess 8.

OP-cod¢ AMUID| i |[Eny(DK;,DCy)| Eny(CurrentLaDP;,DK)[HMAC(DP« & DC;)

Figure 11 The format of message 8 (This messaggenisto RTA by AMU)
CurrentLois protected bypP; andDKjy, andi represents thigh time that AMU sends its current
location to RTA, wherg=i mod18 +1k=i mod 19.
(2) updates its dynamic record with the new informatarried in message 8 in whistatusis set to 9.
Sep 16: by RTA
When receiving current location of AMU, RTA immetdily controls traffic lights to support AMU’s
driving on the route. RTA
(1) first verifies whether th©P-codeof message 8 is the same asdtatus(=8) recorded in this AMU’s
correspondinglynamic record or not. If they are not equal, RT#cdrds this message and waits for a
legal message 8. Otherwise, it
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(2) verifies whether
Enz(DKj,DCk)c; Enz(DKj,DCk)r
where the subscrigt(orr) indicates the value of the parameter is obtalmedalculation (by
retrieving it from message 8). If they are equalgi=true. Otherwise, flagl=false.
(3) verifies whether
HMAC(DP«® DC;); 2 HMAC(DP & DC)).
If yes, flag2=true. Otherwise, flag2=false.
(4) If both the two flags are false, RTA discards thisssage and calls AMU to retransmit message 8.
Otherwise, RTA
(5) decrypts the current location of AMU carried in s&ge 8, i.eCurrentLo=
{ (y-DK,)ODP, if y=DK,
(y+DK,+1)0DP, if y<DK,

where y = En (CurrentLqDP,, DK, ) -

(6) starts controlling those traffic lights on the m@@itom the AMU’s current location to the hospital.

Sep 17: by RTA

(1) RTA sends message 9 to AMU. The format of this mgsss illustrated in Figure 12, in whigh
mod 18+1k=i mod 19,0P-codes 9, andTL-Namelis the name of the next traffic light that had&
turned to green.

OP-cod¢i [Eny(DC;,DKy)|Replyfi(New path [En(DP;® DK, TL-Nam@HMAC(DP;® DCy)

Figure 12 The format of message 9 (This messaggnisto AMU by RTA)

(2) If the value of thkeplyfield carried in message 9 is 1, implying that thete is still fine f;(New path
is set to Null. If the value is 2, implying thahaw path is requiredi(New path= Emn(DCy&® DK;,New
path), andstatusis set to 8 or 10, where 8 and 10 indicate thagtiindance is still is required and no
longer required, respectively.

(3) updates this AMU’s dynamic record with the paramegtues conveyed in message 9.

Sep 18: by AMU

On receiving message 9, AMU

(1) verifies message 9 received from RTA by checkinget® whether it®P-codeis the same as the status
(=9) recorded in its dynamic record. If not, AMUWsdards this message and waits for a legal message
9. Otherwise, it

(2) checks to see whether
Enz(DCj,DKk)r 2 Enz(DCj,DKk)C.
If yes, then flagl=true. Otherwise, flagl=false.

(3) verifies whether
HMAC(DP;® DCy); 2 HMAC(DP; & DCy)..
If yes then flag2=true. Otherwise, flag2=false.
If both the two flags are false, AMU discards timessage and calls RTA to enquire the details of
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message 9. Otherwise, the process continues.

(4) If the value of the parametBeplyfield is 1, meaning that AMU does not need a nemtepthe
process goes to next substep, i.e., step 18-(B)e Walue of is 2, implying that a new route iguieed,
then it decrypts the encrypted New path, New pathe (DCy® DK;) D fi(New path, wherej=i mod
18+1 ,k=i mod 19.

(5) AMU decrypsTL-NamewhereTL-Name(DP;® DKy) ® Em(DP; & DK,RG-Namg

(6) updates its dynamic record with the new informattanried in message 9. Note that if the value of
Replyis 2, that means the route has been substitutadieyv one.

(7) AMU checks its current location, @urrentLo #* HospitalLq meaning that AMU is now still on the
way to the hospital, AMU updates its dynamic reowitth the parameter values newly generated,
statusis set to 9 and the process goes to step15. Geeenmplying that AMU arrives at the designate
hospital, the process goes to step 19.

Sep 19: by AMU

(1) On arriving at the hospital, AMU sends messageoIRTA to inform RTA of the arrival. The format of
Messagel0 is shown in Figure 13 in whi@R-codeis 10.

OP-cod¢AMUID|En(Ra12 Rr10,Ri11) [HMAC(R 10D Ra12)

Figure 13 The format of message 10 (This messaggnisto RTA by AMU)

(2) AMU updates its dynamic record,

(AMUID, k ,g,d,,N,, Cellphone-Ng status, R~R12, Riu~Ra12, R'l1, Rz, LA, route, HospitalLo,
hospital name, hospital phone number, Current LPAR ellphone-No,TL-Name,[gPDP;sg,
DKo~DKyg, DC~DC;g), with the new information, anstatusis set to 1. At last, AMU stores all the
information of the dynamic record in its own dynardatabase.

Sep 20: by RTA

(1) On receiving message 10, RTA verifies whether@Recodecarried in this message is the same as the
status(=10) kept in this AMU’s corresponding dynamicaedt or not. If not, AMU discards this
message, calls RTA to enquire the details of thesage and waits for a legal message 10. Otherwise,

(2) RTA further verifies whetheEn (Ra12,Ri10,Rr11)r 2 Em(Rai2,Ri0,Rr11)ec.

If yes, flagl=true. Otherwise, flagl=false. Als@Acontinues verifyingHMAC(R10,cP Ra12,0c =
HMAC(R 10 Ra12)r-
If yes, flag2=true. Otherwise, flag2=false.

(3) If both the two flags are false, illustrating thtad falsified message generated by hackers or the
transmitted message is seriously interfered, RT& éaMU to enquire the content of message 10, and
the process goes to step 19. Otherwise, implyiagAMU has arrived at the hospital, RTA calls AMU
to confirm the arrival.

RTA updates this AMU'’s corresponding dynamic regord

(AMUID, e¢,d,,N, Cellphone-Nostatus, R~R12, Ruu~Ra12, R’L1, R'L2, LA, route, hospital LA,
hospital name, hospital phone number, CurrentLAREllphone-No,TL-Name,RPDP;g,
DKo~DKjg, DC~DC;g), with the new information. At last, RTA storesiaformation in its own
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database, and the rescue task ends.
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Chapter 4 Security Analyses

In this section, we analyze the security of (1) kbg exchange process, i.e., steps 1 ~ 6 and $1lepdl 2;
(2) the transmitted data which is protected by(Efunction; (3) the wireless messages; (4) thebtou
authentication mechanism. Wso describe how the ATCS effectively defends foommon attacks,
including eavesdropping, forgery, replay, and nathie-middle attacks.

4.1 Security of the Key Exchange Process

Two operators, i.e., exclusive-ad and binary-adder+are employed by the ATCS. LétandY be two
keys, each of which is bits in length. The probability of recovering the value oX( Y) from illegally

interceptedX®Y (X+.Y) on one trial isP:?ln[ZB]. What is the security level of random numbers
R,~R..R,~R,, When they are transmitted between AMU and RTA.

Lemma 1:
Assume that the random numii&ras a key is-bits in length. The probability of recovering the value

of R, from illegally interceptedRSA-EKR;, ) on one trial is , - 1
2

Proof: According to the definition ofRSA-E(R., ) shown in section 3.4.2RSA-E(R;,, g) =

R% modN, (see messagel). However, the RSA-triple keys,N,) of an AMU are only known by the
AMU and RTA before the wireless communication begiHence, hackers cannot obtain the RSA-triple
keys(e ,d.,N,) from the messages delivered through the wireleasretls.

Moreover, since different AMU’s are given differggid,N,)s, hackers cannot acquire information
concerning the(g,d,,N,) from other AMU’s wirelessly delivered messagese Téck of values oé, d,
andN; makes hackers uncable to br&28A-ElR;, ) to obtainR.. The only possible method to obtdn

is by blind guessing. Hence, the probabilityof recovering the value d® from illegally intercepted

RSA-E(R;, @) on one trial is p - 1
2

In steps 1 ~ 6 and steps 11 ~ 12, the transmigtedom numbens, 2< j<12, and R, 1< j=7<12, are

protected by a security scheme, called the keytegtion-key chain mechanism. Since some keys are
known only by the AMU and RTA before the wirelegsmenunication starts (we call them connection
keys), a transmitted key can be well protected hgrypting it with the connection keys. In fact, the
keys-protection-key mechanism is a protection ghainwvhich the first protected transmitted key sed

to encrypt/protect the second transmitted key, Wwhisgether with the first transmitted key is then
employed to encrypt the third transmitted key, anan.
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Lemma 2:

The transmitted random numbers2< j<12, and R, 1< j#7<12, employed by the ATCS are protected

by a keys-protection-key chain mechanism. Let eddhe transmitted random numberand keys< and
y ben-bits in length. The probability of recovering the value affrom illegally intercepteden (r,x,y)

on one trial is p:i.
2n

Proof: First:
Decryptingr fromen,(r,x, y) = (r 0 x) +, yby using x and y, then
_J] En(nxy)-y)Ox if En(rxy)zy (2)
(En(rxy)+y+D0Ox if En(r,xy)<y

Eq.(2) shows that if hackers wish to acquire thecexalue of from the illegally intercepteden (r,x,y),

they need the exact valuesxoindy. However,x andy are only known by AMU and RTA, hackers do not
know their values. Hence, the probabiliyof recovering r, xandy from En(r,xy) by invoking Eq.(2)

IS [ijz which is very smaller thanl , the probability of blind guessing the valuerafn one trial when
2" 2"

En (r,xy)is known, showing that, no matter whether Eq.(2pmsployed or not, the probability of

recovering the value affrom a known En (r,x y)is p -1,

on
Second:

Message 1 and Lemma 1 indicate that the transmit@dom numbelR;; is well protected by
employing RAS-EffR1, §). The keyr,as a connection key is only known by the AMU andARTnh
message 1R, together with the individual characteristic kéy is used to protect the transmitted
random numbeR,. ThenR is well protected by employingm(R2,k,R1), and the key&; andR., are
now new connection keys which are only known by AU and RTA. They in message 1 are used to
protect the transmitted random numikey by employingEm(Ri3,R1,R2), andRy4, Rs, andR are each
protected by the similar method.

Hence, the transmitted random numbes2<j<6 , in message 1 are protected by a
keys-protection-key chain mechanism. Similarly, t#nensmitted random numbegs,7<j<12, and

R,.1< j #7<12, appearing in messages 2, 3 and 6 are also pedtbygta the mechanism. Q.E.D.

Lemma 3:

In message 1HMAC(Rs® Re) is an authentication code with two security fumes, including
authentication and integrity.

Proof:

(Proof of authentication)
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Lemma 1 and Lemma 2 show that the transmitted randombersr. 1< j<6, in message 1 were well

protected. Hence, the only mechanism that can cityrgenerate the authentication cddlRIAC(R5® Ri)
should be the one with the DCC of the AMU. HoweVegckers cannot acquire the correct DCC of the
AMU so that they cannot correctly generti®IAC(Rs® Rs). Only the legitimate AMU who has the
correct DCC can makeIMAC(Rs®Re)c = HMAC(Rs®Re): where the subscripts andr stand for
calculation and received, respectively. Those illete hackers who have no DCC of the AMU cannot
achieve this.

(Proof of the integrity)

HMAC(Rs® Re) is the authentication code generated by involkangash function performed on the
plaintext,

OP-codgThoncdRSA-EIlR 1,68) [Em(R2,ki,R1) [EM(Ri3,R1,R2) [EM (R4, Rr2,R3) EMi(Ris,Ri3,Ria) Em(R6, R4, R

) |[En(RL1 ,LA/Iroute), with the keyRs® Re. If either the plaintext or the key has been dligtampered
with, thenHMAC(Rs® R). # HMAC(Rs P Rs): since the value diIMAC(Rs® R) cannot be correctly
calculated by those hackers who have no correct @€the AMU. Hence, ifHMAC(Rs®Re¢)c =
HMAC(Rs® Re)r, it means that message 1 has not been illegafipeésaed with, and the integrity has been
maintained. Q.E.D.

4.2 Security of the Data Protected by En,() Function

En(asthn=als//aOs//ads,/l../lads, indicates thatstr is protected by keya. But, it is a fixed key
encryption mode. Somedayr snay be cracked by Violence Act attacks, even &eg unknown by
hackers. For message 1, the AMU may arrive at teelant scene befofen,(R 1, LA//route) is cracked

by hackers. However, evdfii, LA, androute are known by hackers, the ATCS is still securessithey
are only used once. In the next rescue task, thikybe/ regenerated and, of courses are differemnfr
those produced in the underlying task. In fact, tine sets of data of two rescue tasks are unrelated
Further,R 1 =(R2+2 Rs) @ (Rs+2 Rs) indicates thaR, Rs, Rs, andRs are still secure, even throug,

is known by hackers.

4.3 Security of the Delivered M essages

In message 1, random numbers andr, are protected by the keys-protection-key mechanisemce,

Rs O Re is unknown to hackers. The delivered messages g@mpldHMAC(K) have two security
functions, including authentication and integriB3]. Furthermore, if the messages delivered between
RTA and AMU employ the combination @P-code Thonce aNdHMAC(R, 5 0 R;g), they can effectively

defend the replay attack [23]. Hence, the secuewgls of the messages delivered in and protecyed b
ATCS are high.

4.4 Security of the Double Authentication Mechanism

In order to have a more secure, flexible, and fanléirant authentication mechanism to protect @ssl
messages delivered between AMU and RTA, ATCS adoptsitual authentication mechanism to transmit
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messages 4, 5, 8, and 9.

In message 4, botimy(DK;,DC,) andHMAC(DP&@DC;) are authentication codes, in which (1) if the
two communication parties, i.e. AMU and RTA, hawnmonly shared dynamic random numbbfs,
andDC,, then AMU can correctly produce an authenticatode,En(DK;,DCy), on its side, and RTA can
perform authentication on the other side; (2) nuy aynamic random numbef3P, and DC; should be
commonly shared by the two communication parties,aiso the whole message of message 4 cannot be
altered in the situation where the authenticatiotleGHMAC(DP&® DC;), produced on the AMU side can
be correctly authenticated by the RTA. Obvioudtys tfauthentication mechanism may be affected by the
unstable transmission of message 4. For examptlee iignal is interfered, the authentication regul
be incorrect.

To increase the security level, flexibility, andilatolerant capabilities of the authentication imegism

for the wireless messages, we adopt the doublentithtion mechanism, in which if both authenticati
codes, Emy(DK;,DC) and HMAC(DP. ® DC;j), pass the authentication, this indicates that the
communication is valid and the communication sigaatable. But if only one of the two authentioati
codes,Em(DK;,DCy) or HMAC(DP«® DC;), passes the authentication, the communicatictilisvalid.

But the communication signal is unstable. In tlaseg AMU and RTA can communicate with each other
through cell phones to confirm the information #amtted between them. If both authentication codes,
En(DK;,DCy) andHMAC(DP DC;), fail, either the delivered message is invalidie communication
quality is poor. In this case, AMU and RTA showdntact each other also through cell phones to
confirm the information delivered between them.

4.5 Security of the M utual Authentication

When RTA or the AMU receives a message, it chelsksmessageBIMAC() to see whethegdMAC().=
HMAC(), or not. Although the hacker can grab the messadaamper with it, both RTA and AMU were
the DCC. They can generate correidlAC(). on both sideAfter verifying HMAC(), RTA or AMU wiill
know whether the other side is a legal one or hetmma 3 shows that the ATCS provides a mutual
authentication mechanism, implying that only thee aomho has the DCC can correctly generate the
dynamic authentication cod#MAC(). Figure 14 summarizes the authentication peréarimy the ATCS.
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Step Sender Authentication Authenticaor
Step2 RTA HMAC(Rs,c © ReccZ HMAC(Rs®Re): AMU
Step4 AMU HMAC(R3 © Ras.dc2 HMAC(R:3® Rag)r RTA
Step6 RTA HMAC(R12,c ® Rag)cZ2 HMAC(R12P Rag)r AMU
Step8 AMU Eny(DK;,DCy)c 2 Emy(DK;,DCy), RTA
Step8 AMU HMAC(DPx & DCj).2 HMAC(DP«®DC)), RTA
Step10 RTA Eny(DC;,DKy)c 2 Enp(DCj, DKy AMU
Step10 RTA HMAC(DP; & DCy).2 HMAC(DP;&DCy); AMU
Step12 AMU HMAC(Rag,c ® Ra12,9c 2 HMAC(Rag® Raz2)r RTA
Step14 RTA HMAC(Ra10 © Ra11)r 2 HMAC(Ra10P Rat1)c AMU
Stepl6 AMU Enp(DK;,DCy). 2 Eny(DK;,DCy), RTA
Step16 AMU HMAC(DPx & DCj);2 HMAC(DP®DC)). RTA
Step18 RTA Eny(DC;,DKy)r 2 Em(DC;,DKy)c AMU
Step18 RTA HMAC(DP; © DCy): 2 HMAC(DP;©DCy)c AMU
Step20 AMU Em(Ra12R10,R11)r 2 Em(Ra12,R10,R11)c RTA
Step20 AMU HMAC(R10,c ©Ra12,9cZ HMAC(R10D Ra12)r RTA

Figure 14 The summary of the authentication peréatim all the steps of the ATCS

4.6 Cryptanalysis of Attacks

The ATCS can effectively defend eavesdropping,dorgreplay, and man-in-the-middle attacks.

4.6.1 Preventing eavesdropping attacks

Eavesdropping due to the wireless nature is a tfp&ttack not easily to be discovered. Hackers may
maliciously intercept the messages sent by AMU ©A,Rand analyze the messages to acquire useful
information.

In the ATCS, hackers can only acquire random numler~R, from the illegally intercepted
message 1. However, from Lemma 1 and Lemma 2, weaaprehend that the probability of recovering

the value of R, from knownRSA-E(R,8) is 1 | the probability of recovering the value ef, from
2n

known Em(R,k,R1) is also -1, and the probability of recovering each of theueabf R;,3<j<6,
2n

from known Em(R;,R¢-2,R¢-1), 3<j<6, is 1 as well, showing thair, ~R, are well protected.
2n

Furthermore, since the encryption KRy R in HMAC() is unknown by hackers, they cannot produce

the correct authentication coMAC(Rs® Ri), implying that hackers cannot easily crack thivdesd
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random numbers and the authentication code, sblvdransmitted messages and acquire the plaintext,
meaning the plaintext is secure.

4.6.2 Preventing forgery attacks

Hackers often masquerade themselves as legitimit&lsAor the RTA to acquire the authentication
information. Namely, if a system does not providetunal authentication, a hacker may be considered as
legitimate AMU (or RTA), and then the messages setite RTA (or AMU) will be treated as legal ones.
Lemma 3 shows that the key exchange mechanisme&TRS preserves mutual authentication, implying
that only the one who has the DCC can correctlyegge the dynamic authentication catlAC(RsD

Rs). The forged messages generated by hackers whotdmave the DCC cannot pass the authentication
and will be discarded by AMU or RTA. That meansAi€S can defend forgery attacks effectively.

4.6.3 Preventing replay attacks

When intercepting an authentication message, haakdirtamper with it and send it to AMU or RTA to
gain the trust. Hackers may also send duplicatesages two or more times to AMU or RTA to confuse
the receiver which messages are the legal ones.

In message 1, botfonce and HMAC(Rs @ Re) provide with the security functions which can
effectively defend the replay attacks.

If hackers illegally duplicate message 1, and rdsgnthenT,once CONtained in this message is very
different from current time so th@feceived- Thonce= AT Where AT is a predefined short time period. The
message will be discarded by the AMU. If hackerslifyoT,once to current time, the value of calculated
HMAC(Rs® Re) will change, and also without the correct DCCcleas cannot calculate the correct
value of HMAC(Rs® Rs). Hence,HMAC(Rs® Ry)c will not be equal taAHMAC(Rs® R);, indicating
that the security function provided Bhonce and HMAC(Rs® Ris) can effectively defend the replay
attacks.

Furthermore, sending the duplicated message 2 £ifRalso useless since the time point of sending
the duplicated one is very later than the time puwihen the original one was delivered. When the RTA
receives message 2 from the legitimate AMU, andsagss 2 passes the authentication test, the internal
state of the RTA will be set to the next state. Bwe state carried in th@P-codeof the duplicated
message 2 remains in its original state, which da¢sneet the state of the receiver. The othericaield
messages have the similar phenomenon. Hence, (B8 &&n effectively defend the replay attack.

4.6.4 Preventing man-in-the-middle attacks

Each message has its oWMAC(). If the hackers grab the message and tamperityitie calculated and
receivedHMAC()s will be different. Also, even though the hackgrab the message, they cannot decrypt
the message because all delivered random numberpratected by the RSA algorithm. Without the
random numbers, i.e., the encryption keys, haat@maot decrypt the protected parameters.
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Chapter 5 Simulation

The simulation was performed in a personal compafecifications of which are listed in Table 2blEa
3 lists all parameters used in this simulation sl operation times where the length of a ke356 bits.
In Table 3, we can see that RSA encryption or gamy operation is longer than the other operations
Table 4 lists the numbers of operations for eaep ef the ATCS and the time required to generate a
message in this step.

Table 2 The pc specifications of the simulation.

ltem Description

CPU Intel i7-3770 3.40GHz
RAM 16GB

PLATFORM Windows 7

Table 3 The operation times of different operatlusctions and algorithms used in this simulation

Parameter | Description Operation time (us)

Thmac the required time of generatingtee hash-based message 0.811
authentication code

Trsa the required time to perform a RSA encryption/dption | 106
operation

Te the required time to perform an exclusive-or operat 0.205

T4, the required time to perform a binary-adder 0.633

To the required time to perform an exclusive-and 0.633
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Table 4 The operations and their operation timgsired for each step

Sep Sum of operations M essage gener ation time ()
Step 1: by RTA 1Trsat7 To ,+14T o+ 1Thmac 114.112
Step 2: by AMU 1Tisat10 T ,+14T o+ 1Thmac 116.011
Step 3: by AMU 6 Ti,+6 Tt 1Thmac 5.839
Step 4: by RTA 12T, ,#6 Te+1Thmac 9.637
Step 5: by RTA 46 T, +153To+1Thmac 61.294
Step 6: by AMU 52T, +153To+1Thmac 65.092
Step 7: by AMU 1Ts+2 Tet+1Thmac 1.854
Step 8: by RTA 2T, 2T e+ 1Thmac 2.487
Step 9: by RTA 9T o+ 1Thmac 2.656
Step 10: by AMU | 3Te+1Thmac 1.426
Step 11: by AMU | 1Tisa*9 T, + 7T+ 1Thmac 113.943
Step 12: by RTA | 1Tisa +14 T, +7Te+1Thmac 117.108
Step 13: by RTA 38 T, ,+153T+1Thmac 56.23
Step 14: by AMU | 38 T, ,+153T o+ 1Thmac 56.23
Step 15: by AMU | 1 Ts +2To+1Thmac 1.854
Step 16: by RTA | 2 T+ #2To+1Thmac 2.487
Step 17: by RTA 9T o+ 1Thmac 2.656
Step 18: by AMU | 3Te+1Thmac 1.426
Step 19: by AMU 1T +1Te+1Thmac 1.649
Step 20: by RTA 1T +1Te+1Thmac 1.649
Total time ATisat240r, +700T5+20Thmac | 2855 (2.855ms)
Average time 142.782

As illustrated in Table 3, the time required tofpan the RSA algorithm on a message was longer than
those of other operations. As shown in Table 4,niessage generation time of step 12 was the langest
Because it invoked the RSA algorithm one time, ihm@ary-adder fourteen times, the exclusive-or seven
times and the hash-based message authenticatiotioflurone time. The message generation times of
step 19 and 20 were the shortest. Due to invokiegRSA algorithm, the message generation times 2f 1
11 and 12 were each longer than those of othes sTdye total message generation time consumed by al
the 20 steps was 2.855 msec. The average timenefrgiing a message was 142.782 (2.855 msec/20)
psec.

We assume that the network bandwidth of the wisetdsmnnel between RTA and AMU is 75 Mbps. The
name of traffic light is 50 Chinese characters. fidwige contains one-hundred Chinese characterge Bab
lists all parameters used in the following simuatand their sizes. Table 6 lists the sizes ofmaésages
delivered between RTA and AMU and their transmisgimes.

25



Table 5 The parameters used in the following sitiutaand their sizes

Parameter | Description Size (bits)

Lop the length of alp_code 4

LRre the length of &keplymessage 4

L; the length of the wherei indicates the number of times that AMU | 4
has sent its current location to RTA

Lip the length of the AMUID 24

Lep the length of a Cellphone 40

Lha the length of the name of a hospital 48

L¢ the length of &nonce 56

En; the length of Eg() the encryption function 256

HMAC the length oHMAC () function 256

Lpc the length oa DCC 25€

LRrsa the length of th&SAEN() encryption function 256

L, the length of a random number 256

Lia the length of d.ocationandAddress 140

Ltna the length of the name of a Traffic light 800 (528p

Lo the length of a path from th@urrentLoto the accident scene or from1600 (100x2x8)
the accident scene to the designated hospital

Table 6 The sizes of the messages delivered bet®&&mand AMU and their transmission times

Sep Sum of operations Total Size | Transmission time
(bits) (ms)

Step 1: by RTA Lopt1L; +1Lrsat5EM+1L,+1IHMAC 3452 0.0438 (3452/75M)
Step 3: by AMU | Lop+1Lip+6Em+1Lget1L a+1IHMAC 1964 0.0249 (1964/75M)
Step 5: by RTA Lopt6EM+1 Lt IHMAC 1836 0.0233 (1836/75M)
Step 7: by AMU | Lop+1Li+1Em+1L a+1HMAC 660 0.0083 (660/75M)
Step 9: by RTA | [Lopt1Li+1Em+1lgetllo+1lmnatIHMAC | 2924 0.0371 (2924/75M)
Step 11: by AMU | 1Logt1Lgsat5 Em+1HMAC 1796 0.0228 (1796/75M)
Step 13: by RTA | opt1lnat1lcptlliatll+IHMAC 2088 0.0265 (2088/75M)
Step 15: by AMU| 1Lgp+1L; +1Em+1L a+IHMAC 660 0.0083 (660/75M)
Step 17: by RTA | Lopt1Li+1Em+1Lget 1l o+1LnatIHMAC | 2924 0.0371 (2924/75M)
Step 19: by AMU| 1Lop+1Lp+1Em+IHMAC 540 0.0068 (540/75M)
Total 18844 0.239 (18844/75M)

Table 6 shows that a total of 10 messages is sehthe size of message 1 delivered in Step 1 is the
longest since it carried the generated random ntsrded the route. Message 10 sent in Step 19 is the

shortest. Now we can conclude that the total tietriired to complete a task is about 3.094 (0.23855).
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ms, implying the proposed scheme is feasible. Teeage time of transmitting a message ig23=0.239
msec/10) which is very short.
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Chapter 6 Conclusions and Future Research

In this study, we propose the ATCS, in which wharaecident occurs, RTA searches for the most daitab
AMU, computes the shortest path from the AMU’s ealrposition to the accident scene, and controls
traffic lights on the path so that the AMU can rustthe accident scene without being delayed Wiidra
jam. When the AMU is now on the way to the desigraispital, the RTA does the same.

We use RSA algorithm and keys-protection-key chamechanism to protect the random numbers
delivered through wireless channels. Without detwoyp keys, hackers cannot solve the encrypted
parameters. Also, time stamps aHMAC() are deployed so that the transmitted messages elte w
protected to avoid Replay and Man-in-the-middleacks. Figure 14 summarizes the authentications
performed in the 20 steps of the ATCS.

In the future, we would like to develop the propbsgstem’s formal behavior and reliability models
so that users can know the behavior and reliabidéfore using it. We also like to change the rdle o
controlling the traffic lights from the RTA to AMUTlhe reason is that once some exception handling is
required by the AMU, e.qg., if there is anotherficaéiccident in front of the AMU, then the AMU h&s
change its path. In this situation, even thoughtthfic lights of the original path are under caht the
AMU cannot go ahead. If traffic lights are undee thMU’s control, the problem can be solved. Those
constitute our future research.
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