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中文摘要 

當救護車(AMU)前往事故現場或是醫院的途中遇到交通壅塞或是其他因素，導致救護

車被困住，此時如果沒有人去控制紅綠燈或是指揮交通，救護車就無法順利前往目的

地。 然後病患接受藥物或是手術的治療時間就會因此被延遲。越快接受治療的病患，

死亡的機率就越低。為了解決這個問題，在本論文中，我們提出為救護車控制交通號

誌，這系統是替救護車在前往目的地途中設定前方交通號誌為綠燈，讓病患可以盡快

到達醫院。然而區域交通管理局(Regional Transportation Authority)和救護車可

以互相通訊，而傳遞的訊息則是由 RSA 演算法和隨機亂數來加密。根據我們的分析，

該系統可以有效的而且高效率的保護透過無線通到傳送的訊息。 

關鍵詞:救護車，安全，解密，加密，交通號誌，RSA，區域交通管理局，救護車控制

系統，雙向認證 
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Abstract 
When an ambulance (AMU for short) is going toward a hospital or an accident scene, if there is no traffic 

control and other guidance supports, due to a traffic jam or other reasons, the AMU may be unable to 

quickly arrive at the destination. Then, the time at which the hospital can start medically or surgically 

treating the injured people will be delayed. The earlier the people can be treated, the lower the mortality 

rate will be. To solve this problem, in this paper, we propose a traffic control scheme, called the AMU 

traffic control system (ATCS for short) , by which before an AMU passes through a street/road 

intersection, the ATCS turns the traffic lights to green so that the injured people can be transported to a 

nearby hospital as soon as possible. While the Regional Transportation Authority (RTA) and AMU 

communicate with each other, the transmitted messages are encrypted by random numbers and the RSA 

algorithm. According to our analyses, the system can effectively and efficiently protect the messages 

delivered through a wireless channel. 

Keywords-component; ambulance; security; decrypt; encrypt; traffic lights; RSA; ATCS; RTA;; mutual 

authentication mechanism 
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Chapter 1 Introduction 

In Taiwan, due to traffic accidents, more than 2000 and 1900 people died in 2010 and 2011, respectively. 

When a traffic accident occurs, one of the most important things to be dealt with is saving human’s life. To 

achieve this goal, an ambulance (AMU for short) is needed to transport the injured people to the hospital 

as soon as possible. However, when the AMU is on its way, it may be stuck in a traffic jam. This will 

delay the people to be medically or surgically treated. If police can direct traffic or control traffic lights 

along the streets from the AMU’s current position to the destination for the AMU, the AMU can then be 

driven in smooth traffic so that the injured people can be sent to the hospital more rapidly.  But this is 

infeasible, since polices cannot stand on the street to control traffic lights all day long. 

On the other hand, there is a tight relationship between the AMU response time and the mortality rate 

[1]–[5]. The former is defined as the time period from the moment when an AMU request is received by 

the operator to the moment when the AMU arrives at the accident scene [6]–[10]. Some countries have 

implemented the standard of the response time, in which the AMU should arrive at the accident scene 

within a specific time period. For example, in Montreal, Canada, the implemented standard for AMUs run 

by “Urgences Santé” states that 90% of requests should be served within 7 minutes [11]. The implemented 

standard of the United States Emergency Medical Services Act [12] shows that in urban (rural) areas, 95% 

of AMU requests must be satisfied within 10 (30) minutes. In U.K., 75% calls must be served within 8 

minutes, and 95% category-B (category-C) calls’ response time should be less than 14 (19) minutes in 

urban (rural) areas [13]. However, in Taiwan, there are still no legal rules concerning the response time.  

 [14]–[20] proposed different methods to reduce the response time of an AMU. For example, in the 

AMU location models [14]–[17], AMUs are arranged at specific locations so that they can arrive at the 

accident scene in a predefined time period. However, these models cannot solve the problem that the 

AMU may be stuck in a traffic jam.  

 [18]–[20] classified AMUs into two classes, one-tier and two-tier systems. In [18], a two-tier system 

providing basic life support and advanced life support [18] has better performance than that of an one-tier 

system. In [19]-[20], a two-tier system’s cardiac arrest survival rates are higher than those of an one-tier 

system. Therefore, in this study, we propose a traffic control scheme, called the ambulance traffic control 

system (ATCS for short), which as a two-tier system turns the traffic lights of a street intersection to green 

before the AMU arrives at the intersection so that the patients or injured people can be sent to a nearby 

hospital as soon as possible.  

The scenario is that when an accident occurs, an informant calls the Regional Transportation Authority 

(RTA for short), which, as an institute responsible for processing this type of requests, designates the most 

suitable AMU to serve the request, plans the route to the destination from AMU’s current position, and 

controls those traffic lights along the route. At first, the RTA retrieves the latitude and longitude of the 

accident scene based on the informant’s description, and requests the most suitable AMU to go. On 

receiving the request, the AMU leaves for the accident scene, and RTA starts controlling the traffic lights 

along the route from the AMU’s current position to the accident scene. RTA does the same when the AMU 
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is going toward a nearby hospital from the accident scene. 

The rest of this thesis is organized as follows. Section 2 describes the background and related work of 

this study. Section 3 introduces a secure communication protocol that AMU employs to interact with RTA. 

Section 4 analyzes the security of the proposed system. Section 5 concludes this paper and outlines our 

future work. 
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Chapter 2 Background and Related Work 

Many studies have tried to reduce the response time of an AMU [14]-[17]. Most of them introduced 

specific AMU location models. Brotcorne [14] presented two models, deterministic models and 

probabilistic models. The former is invoked during the planning stage of a rescue process for overlooking 

stochastic considerations regarding the usability of AMUs. The later simulates the behavior of those 

AMUs unable to respond the calls by using a queuing system. Church [15] and Gendreau [17] proposed 

the coverage maximization models that use a limited number of AMUs in the demand coverage. Toregas 

[16] employed the minimum number of AMUs to cover all demands. In summary, these papers introduced 

different methods to describe AMU’s location so as to reduce the response time of an AMU. But when the 

AMU was stuck in a traffic jam, these methods are not helpful.  

Chang [22] presented a model, in which AMUs, hospitals and a Road-side Transportation Authority 

(RSTA for short) were deployed. When a hospital receives an AMU-requesting call, it communicates with 

RSTA. RSTA then sends a session key (SKA-RTA) to the hospital. The hospital passes the key to the AMU. 

After that, RSTA searches the shortest route to the accident scene from the AMU’s current location, and 

sends the route to the AMU. When arriving at the accident scene, AMU sends the related information to 

RSTA. RSTA chooses a hospital, searches for the shortest route to the hospital, and delivers the route to 

the AMU. On receiving this message, AMU starts for the hospital. But when AMU was stuck in a traffic 

jam, it could not rush to the accident scene or the hospital, either.  

In this study, we proposed the ATCS to request the most suitable AMU to serve the rescue task, and 

control traffic lights to make traffic smoother so that the AMU can go to the accident and the chosen 

hospital through smooth traffic. 

The IEEE802.16m, as a 4G wireless network, has farther transmission distance and faster transmission 

speed than those of a 3G. When we move in a high speed, the signal of IEEE802.16m is still stable. In 

other words, the IEEE802.16m is suitable for AMUs since this type of vehicle, due to wishing to arrive at 

the accident scenes or transporting patients or injured people to hospitals as soon as possible, often rush in 

a high speed along the streets. The time required to transmit a message is also less than 1 sec even if the 

size of the message is 100Mb. Therefore, in this study, we employ the IEEE802.16m with the theoretical 

bandwidth of 1 Gbit/s for static and 100 Mbit/s for mobile users [21] to transmit those messages delivered 

between AMU and RTA. 
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Chapter 3 AMU Traffic Control System 

The ATCS has five features. (1) The dispatched AMU is independent from the chosen hospital. The 

available AMU closest to the accident scene is enquired first. Then the most suitable hospital for providing 

the medical or surgical operations for the injured people or patients is chosen. The AMU and the hospital 

do not necessarily belong to the same medical organization. (2) The AMU reports its location to RTA 

periodically so RTA can precisely control the traffic lights to smooth traffic for the AMU. (3) An OP-code 

Table is established, through which the function of a wireless message can be identified and recognized. (4) 

A double authentication mechanism for wireless communication is proposed so that the wireless 

communication between RTA and AMU currently driven in a high speed is more securely ensured and 

flexibly protected by the double authentication mechanism. (5) For a rescue task, RTA provides the 

dispatched AMU with a private cell phone number, through which the AMU and RTA can effectively 

handle unexpected situations through the cell phone. 

 

3.1 System Flow Chart 

The system flow chart of the ATCS is shown in Figure 1. We briefly describe it first. 

 

Figure 1 The system flow chart of the ATCS 

Step 1: Informant → RTA: The informant notifies RTA of the information of the accident scene and the 

condition of the injured. RTA then implements a rescue event according to the information. 

 

Step 2: RTA → AMU: Based on the position of the accident scene (transformed to the corresponding 

longitude and latitude), RTA searches for a suitable AMU and the shortest path/route to the 

accident scene. After that, it sends a message, which contains the information of the injured, to the 

AMU, and enquires the AMU to see whether it is available to perform the rescue task or not. 
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Step 3: AMU → RTA: On receiving the task, the AMU responds with a yes/no of its availability. If no, 

RTA repeats step 2. Otherwise the AMU returns a task response message to RTA, and starts the 

rescue task. 

 

Step 4: RTA → hospital: Based on the information of the injured described by the informant, RTA selects 

the closest hospital that meets the injured’s need, sends the information of the injured condition to 

the hospital, and enquires its availability. 

 

Step 5: Hospital → RTA: On receiving the message, the hospital responds with a yes/no of its availability. 

If no, RTA searches for another suitable hospital by repeating step 4. 

 

Step 6: AMU → RTA: On arriving at the accident scene, the AMU transmits an accident-scene-arrival 

message and current conditions of the injured to RTA. 

 

Step 7: RTA → AMU: RTA sends the name of the chosen hospital and the information of the shortest 

route to the hospital to the AMU. 

 

Step 8: AMU → RTA: On arriving at the hospital, the AMU transmits a hospital-arrival message to RTA 

to notify the completion of the rescue task. 

3.2 The Data Connection Core  

In the ATCS, the high security level and the robust key exchange process are, respectively, achieved and 

developed by using the Data Connection Core (DCC), the format of which is shown in Figure 2. The DCC 

consists of five parameters, including AMUID, ,,, iii Nde and Cellphone No, which are stored both in an 

AMU and RTA when the AMU registers itself with the RTA. AMUID is the identity of an AMU and 

),,( iii Nde  is the RSA-triple keys in which ie  is the RSA encryption key, id is the RSA decryption key, 

and iN  is the RSA individual positive integer. Cellphone No is the AMU’s cell phone number through 

which RTA can communicate with AMU. 

 

Figure 2 The format of the DCC 

3.3 The OP-code Table 

In the ATCS, the OP-code as the first field of a message points out the process and function of the 

message. With the OP-code, both sides of the communication can authenticate whether the message 

received is really sent by the other side or not. Table 1 lists definitions of the employed OP-codes. 

 

 

 

( AMUID, k i, ei ,di , Ni, Cellphone No) 
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Table 1 Definitions of employed OP-codes 

OP-code Processes and functions 

1 Designating the task 

2 Replying the designation 

3 Directing the AMU along the route  

4 Continuously directing the AMU (Accident-scene bound) 

5 Continuously directing and monitoring the AMU (Accident-scene bound) 

6 Arriving at the accident scene 

7 Sending the hospital’s address, the shortest route to AMU 

8 Continuously directing the AMU (Hospital bound) 

9 Continuously directing and monitoring the AMU (Hospital bound) 

10 Arriving at the hospital 

11~15 Reserved 

3.4 Parameters and Functions 

The parameters and functions utilized by the ATCS are defined as follows. 

3.4.1 The parameters 

The parameters used by the ATCS are defined and summarized below. 

(1) AMUID: the identity of an AMU. 

(2) ),,( iii Nde : the individual RSA-triple keys in which ie  is the RSA encryption key, id is the RSA 

decryption key and Ni is a positive integer. 

(3) Cellphone No: the AMU’s Cellphone number. 

(4) OP-code: the operation code which indicates the process and function of a wireless message. 

(5) Tnonce : the timestamp of current time. 

(6) 12~1, =jRrj
: the random numbers generated by the RTA. 

(7) 12~1, =jRaj
: the random numbers generated by the AMU. 

(8) LA: the address of the accident scene expressed in longitude and latitude. 

(9) Route: the route from the AMU’s current location to the accident scene. 

(10) RTA-Cellphone-No: the RTA’s cellphone number, through which RTA can communicate with the 

AMU. 
(11) 180,,, ≤≤ iDCDKDP iii : dynamic random keys generated by RTA and AMU, independently. 

3.4.2 The employed functions 

The functions employed by the ATCS are defined as follows. 

(1) Exclusive-or operator ⊕ : 



7 

 

operator: c = p ⊕ K and p = c ⊕ K. 

(2) Binary-adder +2 : 

operator: Kpc 2+= , where p and K undergo binary addition, and the carry generated by the addition 

of the most significant bits is ignored; 

operator: 




<++
≥−

=−=
KcifKc

KcifKc
Kcp

  ,1

  ,
2

 , 

where 2−  denotes the binary subtraction, and K  is the one’s complement of K. 

(3) RSA-En(m, ei): An RSA encryption function defined as i
e

i NmemEnRSA i mod),( =− , where m is a 

plaintext. 
(4) RSA-De(c,di): An RSA encryption function defined as i

d
i NcdcDeRSA i mod),( =− , where c is a cipher 

text. 

(5) ),,(1 cbaEn : An operator function defined as  

cbacbaEn 21 )(),,( +⊕= , where a, b, and c are random parameters generated by the ATCS. 

(6) ),(2 straEn : An operator function defined as 

nsasasasastraEn ⊕⊕⊕⊕= //...//////),( 3212 , where nssssstr ...321= is a string and “//” denotes concatenation.  

(7) HMAC(k) : A Hash-based message authentication code generated by performing a hash function on 

both the secret key k and the transmitted message to ensure the certification and integrity of this 

message. 

Example 1: If there is a message, 

OP-code|tnonce|RSA-En(Rr1,ei)|En1(Rr2,ki,Rr1)|En1(Rr3,Rr1,Rr2)|En1(Rr4,Rr2,Rr3) 

|En1(Rr5,Rr3,Rr4)|En1(Rr6,Rr4,Rr5) |En2(RL1, LA //route)|HMAC(Rr5⊕Rr6), transmitted from RTA to an 

AMU, then HMAC(Rr5⊕Rr6) is the authentication code generated by invoking a hash function to 

encrypt the plaintext, i.e., 

OP-code|tnonce|RSA-En(Rr1,ei)|En1(Rr2,ki,Rr1)|En1(Rr3,Rr1,Rr2)|En1(Rr4,Rr2,Rr3)|En1(Rr5,Rr3,Rr4)|En1(Rr6

,Rr4,Rr5) |En2(RL1, LA //route 

(8) ) (1 pathNewf : An encryption function defined as  

) ,() ( 21 pathNewDKDCEnpathNewf jk ⊕= , 0≦k,j≦18. 

3.5 The Communication Process between AMU and RTA  

The communication process between an AMU and the RTA as shown in Figure 3 is described as 

follows. 
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Figure 3 The proposed communication process between AMU and RTA. 

Step 1: by RTA 

On receiving an AMU-requesting call from by an informant U, RTA checks U’s nearby AMUs, chooses a 

suitable one, and requests the AMU to go. When this AMU accepts the task, RTA first retrieves the DCC 

of the AMU from its DCC database, and stores the DCC in a dynamic record, a record of its dynamic 

database used to keep track of the rescue task of the AMU. RTA further 

(1) randomly chooses twelve random numbers Rr1~Rr12 from its random-number database, and generates 

a parameter RL1 by using four of the chosen random numbers, i.e.,  

RL1 =(Rr2+2 Rr6)⊕(Rr3+2 Rr5)            (1) 

(2) generates message 1, the format of which is shown in Figure 4, and then sends the message to the 

AMU. 

OP-code|tnonce|RSA-En(Rr1,ei)|En1(Rr2,ki,Rr1)|En1(Rr3,Rr1,Rr2)|En1(Rr4,Rr2,Rr3)|En1(Rr5,Rr3,Rr4)|En1(Rr6,

Rr4,Rr5) |En2(RL1 ,LA//route)|HMAC(Rr5⊕Rr6) 

Figure 4 The format of message 1 (This message is sent by RTA to AMU) 

In this message, OP-code (=1) is the operation code, Tnonce is a timestamp, and Rr1~Rr6 are six chosen 

random numbers. AMU 

(3) updates its dynamic record, the format of which is  

(AMUID, ,,,, iiii Ndek Cellphone-No, Rr1~Rr12, RL1, LA, route, , , , , , ). In this record, the status of 

current step is set to 2, and several fields are set to nulls. The values of these fields will be filled in in 

the following. 

Step 2: by AMU 

(1) When receiving message 1, AMU verifies whether the OP-code of this message meets the status 
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recorded in AMU’s dynamic record (=1), and Treceived –Tnonce is smaller than a pre-defined △T or not. 

If at least one is false, indicating that this is a replayed attack or the message has been changed, the 

AMU discards this message and stops this process. Otherwise, it 

(2) decrypts RSA-En(Rr1,ei) with di where 
i

d
icr NeR i  mod ),En(R-RAS r1,1 = , in which the subscript c is used 

to discriminate the one calculated by itself from the one retrieved from a received message.  

Currently, it is message 1. 

(3) encrypts Rr2 by performing En1(Rr2,ki,Rr1) where  





<⊕++
≥⊕−

=
11

11
,2   ,)1(

  ,)(

rir

rir
cr RyifkRy

RyifkRy
R , 

in which y = En1(Rr2,ki,Rr1). 

Only the AMU can accurately encrypt Rr2 by using Rr1,c and ki, i.e., invoking En1(Rr2,ki,Rr1), since ei, ki, 

di, and Ni are only knows by the AMU and RTA. The encryption processes of Rr3,c~Rr6,c are similar to 

that of decrypting Rr2,c. 

(4) verifies whether  

HMAC(Rr5,c⊕Rr6,c)c HMAC(Rr5⊕Rr6)r 

in which the subscript r represents that the HMAC() is retrieved from a received message. If the two 

expressions are not equal, AMU discards this message and the worker in the AMU calls the RTA to 

resend message 1. 

(5) generates RL1,c by invoking Eq.(1). 

(6) decrypts LA, and the route by using RL1,c, i.e., LA//route = RL1,c⊕En2(RL1, LA //route).  

Step 3: by AMU  

In this step, AMU produces twelve random numbers Ra1~Ra12, and 

(1) sends a message, denoted by message 2, to RTA. The format of this message is shown in Figure 5, in 

which OP-code (=2) and Ra1~Ra6 generated by the AMU are protected by Rr1~Rr6 produced by RTA. 

CurrentLo is the current location of the AMU expressed also by longitude and latitude. 

(2) updates its dynamic record 

(AMUID, ,,,, iiii Ndek Cellphone-No, Rr1~Rr6, Ra1~Ra12, RL1, LA, route, CurrentLo, , , , , ,) with a part of 

the data carried in message 2, and status is set to 3. Currently, several fields are set to nulls. They will 

be filled in in the following. 

OP-code|AMUID|En1(Ra1,Rr1,Rr2)|En1(Ra2,Rr2,Rr3)|En1(Ra3,Rr3,Rr4)|En1(Ra4,Rr4,Rr5)|En1(Ra5,Rr5,Rr6)| 

En1(Ra6,Rr6,Rr1)|Reply|CurrentLo|HMAC(Rr3⊕Ra6) 

Figure 5 The format of message 2 (This message is sent by AMU to RTA) 

Step 4: by RTA 

When receiving message 2, RTA checks to see whether the OP-code meets the RTA’s current status (=2) or 

not. If not, RTA discards this message and waits for a legal one. Otherwise, RTA decrypts this message so 

as to know the AMU’s decision, i.e., can go or cannot go, and starts 

(1) descripting the six random numbers Ra1~Ra6 carried in message 2 by using Rrj, 1≦j≦6, with the 
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following formula.  





<⊕++
≥⊕−

=
++

++

)1()1(

)1()1(
, ,)1(

,)(

jrrjjr

jrrjjr

caj Ry  ifRRy

Ry  ifRRy
R , 1≦j≦6,  

where ),,( )1(1 += jrrjaj RRREny . 

(2) verifying message 2 by checking to see whether or not 

HMAC(Rr3 ⊕ Ra6,c)c HMAC(Rr3⊕Ra6)r. 

If not, RTA discards this message and waits for a legal one. Otherwise, it calls AMU to make sure the 

accuracy of the content of message 2 through AMU-Cellphone-No. Reply field in message 2 has three 

possible values, 1~3. If the value is 1 (or 2) meaning that AMU can start for the accident scene 

immediately (in a few minutes), then the process goes to step 5. When it is 3, indicating that due to 

some reasons AMU cannot go, then the process goes back to step 1 to look for another available AMU. 

Step 5: by RTA  

RTA chooses a specific cellphone number, denoted by RTA-Cellphone-No, and sends it to the AMU for 

urgent needs. When an event unexpectedly occurs, the AMU can call RTA through the cellphone. RTA 

performs this step by 

(1) first generating a parameter RL2 to protect RTA-Cellphone-No, where RL2=(Ra1+2Rr11)⊕(Ra5+2Rr10). 

(2) sending a message, denoted by message 3, to AMU. The format of this message is illustrated in Figure 

6, in which OP-code =3 and the six RTA random numbers Rr7~Rr12 are encrypted by using the six 

AMU random numbers Ra1~Ra6. 

OP-code|En1(Rr7,Ra1,Ra2)|En1(Rr8,Ra2,Ra3)|En1(Rr9,Ra3,Ra4)|En1(Rr10,Ra4,Ra5)|En1(Rr11,Ra5,Ra6) 

|En1(Rr12,Ra6,Ra1)|En2(RL2,RTA-Cellphone-No)|HMAC(Rr12⊕Ra6) 

Figure 6 The format of message 3 (This message is sent by RTA to AMU) 

(3) generating dynamic random numbers DP0~DP18, DK0~DK18, and DC0~DC18 to protect traffic light 

numbers where 

DPj=Rrj, 1≦j≦12; DPj+12=Raj, 1≦j≦6;DK0=RL1⊕RL2;  

DC0=RL1+2RL2; DP0=DK0+2RL2 , 

DKi =[(DPi⊕DKi-1)+2(RL1⊕DCi-1)]⊕(RL2⊙DCi-1), 

DCi =[(DPi⊕DKi-1)+2(RL2⊕DCi-1)]⊕(RL1⊙DKi-1), 1≦i≦18. 

(4) updating the AMU’s dynamic record, i.e., 

(AMUID, ,,,, iiii Ndek Cellphone-No, status(=4), Rr1~Rr12, Ra1~Ra6, RL1, RL2, LA, route, CurrentLo, 

RTA-Cellphone-No, DP0~DP18, DK0~DK18, DC0~DC18) with the parameter values newly produced. 

Step 6: by AMU 

(1) When receiving message 3, AMU checks to see whether or not the OP-code of this message meets the 

status (=3) recorded in its dynamic record. If not, it discards this message and waits for a legal one. 

Otherwise, AMU decrypts the Rr7~Rr12 carried in message 3 where  
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   in which ),,( )5()6(1 −−= jajarj RRREny  and Ra7 =Ra1. 

(2) generates RL2,c where RL2,c = (Ra1+2Rr11,c)⊕(Ra5+2Rr10,c). 

(3) verifies message 3 by checking to see whether  

HMAC(Rr12,c⊕Ra6)c HMAC(Rr12⊕Ra6)r. 

If not, it discards this message, calls RTA to resend message 3, and repeats step 6. Otherwise, it 

(4) decrypts the received RTA-Cellphone-No by using RL2,c where RTA-Cellphone-Noc=RL2,c⊕En2(RL2, 

RTA-Cellphone-No)r. 

(5) generates DP0~DP18, DK0~DK18 and DC0~DC18 by invoking Rr7,c~ Rr12,c and RL2,c.(see step5-(3)). 

(6) sets count index i=0.  

Step 7: by AMU 

(1) sets i=i+1 and OP-code = 4, 

AMU periodically sends its CurrentLo carried in message 4 to RTA until arriving at the accident scene. 

The format of message 4 is illustrated in Figure 7, in which AMU’s CurrentLo is protected by DPj and 

DKk, i indicates the number of times that AMU sends its current location to RTA, where j=i mod18 +1 , 

k=i mod 19. Next, AMU 

(2) updates its dynamic record, i.e., 

(AMUID, ,,,, iiii Ndek Cellphone-No, status, Rr1~Rr12, Ra1~Ra12, RL1, RL2, LA, route, CurrentLo, 

RTA-Cellphone-No, DP0~DP18, DK0~DK18, DC0~DC18, ,), with the new information carried in 

message 4, and status is set to 5. 

OP-code|AMUID| i |En2(DKj,DCk)|En1(CurrentLo, DPj, DKk)|HMAC(DPk⊕DCj) 

Figure 7 The format of message 4 (This message is sent by AMU to RTA) 

Step 8: by RTA 

When receiving message 4, RTA  

(1) verifies whether the OP-code of this message meets the status (=4) recorded in this AMU’s 

corresponding dynamic record or not. If not, RTA discards this message and waits for a legal one. 

Otherwise, it 

verifies whether En2(DKj,DCk)c En2(DKj,DCk)r, j=i mod18 +1, k=i mod 19.  

If yes, flag1=true; Otherwise, flag1=false. 

(2) verifies whether 

HMAC(DPk⊕DCj)r HMAC(DPk⊕DCj)c. 

If yes, flag2=true; Otherwise, flag2=false. If both flags 1 and 2 are false, due to poor communication 

quality or receiving a falsified message, RTA discards this message and calls AMU to retransmit 

message 4. Otherwise, RTA 

(3) decrypts the current location of the AMU from the received message where  

CurrentLoc =




<⊕++
≥⊕−
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in which ),,(1 kj DKDPCurrentLoEny = . 
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(4) controls traffic lights in front of the AMU on the route immediately. 

Step 9: by RTA 

(1) RTA sends message 5 to AMU. The format of this message is shown in Figure 8, in which j=i mod 

18+1, k=i mod 19, OP-code = 5, and TL-Name is the name of the next traffic light that should be 

turned to green. If the value of Reply field in message 5 is 1, implying that no new route is required, 

then f1(New path) is set to Null. If the value is 2, implying that the path has to be changed, then f1(New 

path)= En2(DCk⊕DKj,New path), and RTA needs to call and warn AMU to follow the new route. 

After that, RTA’s status is set to 6. 

Figure 8 The format of message 5 (This message is delivered by RTA to AMU) 

(2) RTA updates the AMU’s dynamic record, i.e.,  

(AMUID, ,,,, iiii Ndek Cellphone-No, status, Rr1~Rr12, Ra1~Ra6, RL1, RL2, LA, route, CurrentLo, 

RTA-Cellphone-No, DP0~DP18, DK0~DK18, DC0~DC18, TL-Name), with the new information carried 

in message 5 and status is set to 4 or 6, where 4 and 6 indicate that the guidance is no longer required 

and is required, respectively. 

Step 10: by AMU 

On receiving message 5 from RTA, AMU  

(1) verifies whether the OP-code carried in this message meets the status (=5) recorded in its dynamic 

record or not. If not, AMU discards this message and waits for a legal one. Otherwise, it 

(2) checks to see whether En2(DCj,DKk)r En2(DCj,DKk)c, j=i mod18 +1 , k=i mod 19. 
If yes, flag1=true; Otherwise, flag1=flase. 

(3) verifies message 5 by checking to see wheter 

HMAC(DPj⊕DCk)r HMAC(DPj⊕DCk)c 

If yes, flag2=true; Otherwise, flag2=flase. If both flags 1 and 2 are false, AMU discards this message 

and calls RTA to enquire the details of message 5. Otherwise, AMU checks the value of Reply field 

conveyed in message 5. If it is 1, then go to step 10-(4). If the value is 2, implying that a new route is 

given, then it decrypts the encrypted New path, i.e., New path = (DCk⊕DKj)⊕f1(New path), where j=i 

mod 18+1 , k=i mod 19. 

(4) decrypts TL-Name where TL-Name=(DPj⊕DKk)⊕En2(DPj⊕DKk, TL-Name)    

(5) checks current location, if CurrentLo ≠ LA, meaning that it is now still on its way to the accident 

scene, AMU updates its dynamic record with parameter values newly generated. Status is set to 5 and 

the process goes to step 7. Otherwise, indicating AMU has arrived at the accident scene, it 

(6) updates its dynamic record with the new information carried in message 5 and goes to step 11. 

 

Step 11: by AMU 

(1) On arriving at the accident scene, AMU sends message 6 to RTA. The format of this message is shown 

in Figure 9, in which OP-code is 6 and Ra7~ Ra12 are protected by ei, ki, and recursively by Ra9~Ra11. 

Also, it requires a couple of minutes to move the injured into the AMU. AMU then updates its 

OP-code| i |En2(DCj,DKk)|Reply|f1(New path)| En2(DPj⊕DKk,TL-Name)|HMAC(DPj⊕DCk) 
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arguments with new values for the trip from the accident scene to the hospital. Then, AMU 

(2) generates new RL1 and new RL2, denoted by R’L1 and R’L2, respectively, where R’L1 =(Rr1+2Ra7)⊕

(Ra8+2Ra9) and R’L2 =(Rr2+2Ra10)⊕(Ra11+2Ra12). 

(3) updates its dynamic record with the new information carried in message 6 where status is set to 7. 

OP-code|AMUID|RSA-En(Ra7,ei)|En1(Ra8,ki,Ra7)|En1(Ra9,Ra7,Ra8)|En1(Ra10,Ra8,Ra9)|En1(Ra11,Ra9,Ra10)|E

n1(Ra12,Ra10,Ra11) |HMAC(Ra9⊕Ra12) 

Figure 9 The format of message 6 (This message is transmitted by AMU to RTA) 

Step 12: by RTA 

Upon receiving message 6, RTA 

(1) verifies whether the OP-code carried in message 6 is the same as the status (=6) recorded in this 

AMU’s corresponding dynamic record or not. If not, RTA discards this message, and waits for a legal 

one. Otherwise, it 

(2) decrypts the received Ra7 where the calculated Ra7 is 

i
d

iaca NeREnRSAR i  mod  )),(( 7,7 −=  

(3) decrypts the received Ra8 by using Ra7,c and ki where 
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(4) decrypts the received Ra9~ Ra12 where Raj,c= 
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(5) verifies whether HMAC(Ra9,c⊕Ra12,c)c HMAC(Ra9⊕Ra12)r. If not, AMU discards this message and 

calls RTA to enquire the details of message 6. Otherwise, RTA 

(6) generates new R’L1 and new R’L2 where 

R’L1,c =(Rr1+2Ra7,c)⊕(Ra8,c+2Ra9,c) and 

R’L2,c =(Rr2+2Ra10,c)⊕(Ra11,c+2Ra12,c). 

OP-code|En2(R’L1, hospital name//phone number//location and address)|En2(R’L2 ,route)|HMAC(Ra10

⊕Ra11) 

Figure 10 The format of message 7 (This message is sent by RTA to AMU) 

Step 13: by RTA 

(1) In this step, RTA sends message 7, which carries the name, phone number, location and address of the 

designate hospital, to AMU. The format of message 7 is shown in Figure 10, where OP-code is 7. RTA 

then  

(2) generates new DP0~DP18, DK0~DK18 and DC0~DC18, which are calculated by using AMU’s random 
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numbers Ra7~ Ra12, old DP0~DP18, old DK0~DK18 and old DC0~DC18, i.e., DPi,c =(DPi⊕Ra7)+2(Ra8⊕

DKi), 

DKi,c =(DKi⊕Ra9)+2(Ra10⊕DCi), 

DCi,c =(DCi⊕Ra11)+2(Ra12⊕DPi), 0≦i≦18, 

(3) updates this AMU’s dynamic record with the parameter values conveyed in message 7 in which status 

is set to 8. 

Step 14: by AMU 

(1) When transporting the injured toward the hospital and receiving message 7, AMU verifies the message 

by checking to see whether the OP-code carried in this message is equal to the status (=7) kept in its 

dynamic record, and verifies whether HMAC(Ra10⊕Ra11)r HMAC(Ra10⊕Ra11)inside. 

If the message cannot pass both verifications, AMU discards this message and calls RTA to enquire the 

details of message 7. Otherwise, AMU 

(2) decrypts the received hospital information by employing R’L1 and En2() function, i.e., hospital 

name//phone number//location and address = R’L1⊕En2(R’L1 ,hospital name//phone number//location 

and address). 

(3) retrieves the route, and follows the route to go to the hospital where route= R’L2⊕En2(R’L2 ,route). 

(4) generates new DP0~DP18, DK0~DK18 and DC0~DC18, all of which are calculated by using AMU’s new 

random numbers Ra7~ Ra12, old DP0~DP18, DK0~DK18 and DC0~DC18, i.e., 

DPi,c =(DPi⊕Ra7)+2(Ra8⊕DKi), 

DKi,c =(DKi⊕Ra9)+2(Ra10⊕DCi), 

DCi,c =(DCi⊕Ra11)+2(Ra12⊕DPi), 0≦i≦18. 

(5) updates its dynamic record with the new parameter values. After that, Route, DP0~DP18, DK0~DK18 

and DC0~DC18 are all new values, and OP-code is set to 8. 

(6) resets i to 0. 

Step 15: by AMU 

(1) AMU periodically sends message 8, which carries AMU’s current location, i.e., CurrentLo, to RTA 

until it arrives at the hospital. The format of this message is shown in Figure 11, where OP-code is 8. 

 
Figure 11 The format of message 8 (This message is sent to RTA by AMU) 

CurrentLo is protected by DPj and DKk, and i represents the ith time that AMU sends its current 

location to RTA, where j=i mod18 +1, k=i mod 19.  

(2) updates its dynamic record with the new information carried in message 8 in which status is set to 9. 

Step 16: by RTA 

When receiving current location of AMU, RTA immediately controls traffic lights to support AMU’s 

driving on the route. RTA 

(1) first verifies whether the OP-code of message 8 is the same as the status (=8) recorded in this AMU’s 

corresponding dynamic record or not. If they are not equal, RTA discards this message and waits for a 

legal message 8. Otherwise, it 

OP-code| AMUID| i |En2(DKj,DCk)| En1(CurrentLo,DPj,DKk)|HMAC(DPk⊕DCj) 
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(2) verifies whether 

En2(DKj,DCk)c En2(DKj,DCk)r 

where the subscript c (or r) indicates the value of the parameter is obtained by calculation (by 

retrieving it from message 8). If they are equal, flag1=true. Otherwise, flag1=false. 

(3) verifies whether 

HMAC(DPk⊕DCj)r HMAC(DPk⊕DCj)c 

If yes, flag2=true. Otherwise, flag2=false. 

(4) If both the two flags are false, RTA discards this message and calls AMU to retransmit message 8. 

Otherwise, RTA 

(5) decrypts the current location of AMU carried in message 8, i.e., CurrentLo= 





<⊕++
≥⊕−

kjk

kjk

DKyifDPDKy

DKyifDPDKy

  ,)1(

  ,)( , 

where ),,(1 kj DKDPCurrentLoEny = . 

(6) starts controlling those traffic lights on the route from the AMU’s current location to the hospital. 

Step 17: by RTA 

(1) RTA sends message 9 to AMU. The format of this message is illustrated in Figure 12, in which j=i 

mod 18+1, k=i mod 19, OP-code is 9, and TL-Name is the name of the next traffic light that has to be 

turned to green. 

 

Figure 12 The format of message 9 (This message is sent to AMU by RTA) 

(2) If the value of the Reply field carried in message 9 is 1, implying that the route is still fine, f1(New path) 

is set to Null. If the value is 2, implying that a new path is required, f1(New path)= En2(DCk⊕DKj,New 

path), and status is set to 8 or 10, where 8 and 10 indicate that the guidance is still is required and no 

longer required, respectively. 

(3) updates this AMU’s dynamic record with the parameter values conveyed in message 9. 

Step 18: by AMU 

On receiving message 9, AMU  

(1) verifies message 9 received from RTA by checking to see whether its OP-code is the same as the status 

(=9) recorded in its dynamic record. If not, AMU discards this message and waits for a legal message 

9. Otherwise, it 

(2) checks to see whether 

En2(DCj,DKk)r En2(DCj,DKk)c. 

If yes, then flag1=true. Otherwise, flag1=false. 

(3) verifies whether 

HMAC(DPj⊕DCk)r HMAC(DPj⊕DCk)c. 

If yes then flag2=true. Otherwise, flag2=false. 

If both the two flags are false, AMU discards this message and calls RTA to enquire the details of 

OP-code| i |En2(DCj,DKk)|Reply|f1(New path) |En2(DPj⊕DKk,TL-Name)|HMAC(DPj⊕DCk) 
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message 9. Otherwise, the process continues. 

(4) If the value of the parameter Reply field is 1, meaning that AMU does not need a new route, the 

process goes to next substep, i.e., step 18-(5). If the value of is 2, implying that a new route is required, 

then it decrypts the encrypted New path, i.e., New path = (DCk⊕DKj)⊕f1(New path), where j=i mod 

18+1 , k=i mod 19. 

(5) AMU decryps TL-Name where TL-Name=(DPj⊕DKk)⊕En2(DPj⊕DKk,RG-Name). 

(6) updates its dynamic record with the new information carried in message 9. Note that if the value of 

Reply is 2, that means the route has been substituted by a new one. 

(7) AMU checks its current location, if CurrentLo ≠ HospitalLo, meaning that AMU is now still on the 

way to the hospital, AMU updates its dynamic record with the parameter values newly generated, 

status is set to 9 and the process goes to step15. Otherwise, implying that AMU arrives at the designate 

hospital, the process goes to step 19. 

Step 19: by AMU 

(1) On arriving at the hospital, AMU sends message 10 to RTA to inform RTA of the arrival. The format of 

Message10 is shown in Figure 13 in which OP-code is 10. 

 

Figure 13 The format of message 10 (This message is sent to RTA by AMU) 

(2) AMU updates its dynamic record, 

(AMUID, ,,,, iiii Ndek Cellphone-No,, status, Rr1~Rr12, Ra1~Ra12, R’L1, R’L2, LA, route, HospitalLo, 

hospital name, hospital phone number, Current Lo, RTA-Cellphone-No,TL-Name,DP0~DP18, 

DK0~DK18, DC0~DC18), with the new information, and status is set to 1. At last, AMU stores all the 

information of the dynamic record in its own dynamic database. 

Step 20: by RTA 

(1) On receiving message 10, RTA verifies whether the OP-code carried in this message is the same as the 

status (=10) kept in this AMU’s corresponding dynamic record or not. If not, AMU discards this 

message, calls RTA to enquire the details of the message and waits for a legal message 10. Otherwise, 

(2) RTA further verifies whether En1(Ra12,Rr10,Rr11)r En1(Ra12,Rr10,Rr11)c. 

If yes, flag1=true. Otherwise, flag1=false. Also, RTA continues verifying HMAC(Rr10,c⊕Ra12,c)c  

HMAC(Rr10⊕Ra12)r. 

If yes, flag2=true. Otherwise, flag2=false. 

(3) If both the two flags are false, illustrating that it a falsified message generated by hackers or the 

transmitted message is seriously interfered, RTA calls AMU to enquire the content of message 10, and 

the process goes to step 19. Otherwise, implying that AMU has arrived at the hospital, RTA calls AMU 

to confirm the arrival. 

RTA updates this AMU’s corresponding dynamic record, 
(AMUID, iii Nde ,, ,Cellphone-No, status, Rr1~Rr12, Ra1~Ra12, R’L1, R’L2, LA, route, hospital LA, 

hospital name, hospital phone number, CurrentLo, RTA-Cellphone-No,TL-Name,DP0~DP18, 

DK0~DK18, DC0~DC18), with the new information. At last, RTA stores all information in its own 

OP-code|AMUID|En1(Ra12,Rr10,Rr11)|HMAC(Rr10⊕Ra12) 
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database, and the rescue task ends. 
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Chapter 4 Security Analyses 

In this section, we analyze the security of (1) the key exchange process, i.e., steps 1 ~ 6 and steps 11 ~ 12; 

(2) the transmitted data which is protected by En2() function; (3) the wireless messages; (4) the double 

authentication mechanism. We also describe how the ATCS effectively defends four common attacks, 

including eavesdropping, forgery, replay, and man-in-the-middle attacks. 

4.1 Security of the Key Exchange Process 

Two operators, i.e., exclusive-or ⊕ and binary-adder +2, are employed by the ATCS. Let X and Y be two 

keys, each of which is n bits in length. The probability p of recovering the value of (X, Y) from illegally 

intercepted X⊕Y (X+2Y) on one trial is 
n

P
2
1= [23]. What is the security level of random numbers 

121121 ~ ,~ aarr RRRR  when they are transmitted between AMU and RTA. 

Lemma 1: 

Assume that the random number Rr as a key is n-bits in length. The probability p of recovering the value 

of Rr from illegally intercepted RSA-En(Rr, ei) on one trial is 
n

p
2

1= . 

Proof: According to the definition of RSA-En(Rr, ei) shown in section 3.4.2, RSA-En(Rr, ei) = 

i
e

r NR i  mod (see message1). However, the RSA-triple keys ),,( iii Nde  of an AMU are only known by the 

AMU and RTA before the wireless communication begins. Hence, hackers cannot obtain the RSA-triple 
keys ),,( iii Nde from the messages delivered through the wireless channels.  

Moreover, since different AMU’s are given different ),,( iii Nde s, hackers cannot acquire information 

concerning the ),,( iii Nde  from other AMU’s wirelessly delivered messages. The lack of values of ei, di, 

and Ni makes hackers uncable to break RSA-En(Rr, ei) to obtain Rr. The only possible method to obtain Rr 

is by blind guessing. Hence, the probability p of recovering the value of Rr from illegally intercepted 

RSA-En(Rr, ei) on one trial is 
n

p
2

1= . 

In steps 1 ~ 6 and steps 11 ~ 12, the transmitted random numbers 122 , ≤≤ jRrj
, and 1271 , ≤≠≤ jRaj

, are 

protected by a security scheme, called the keys-protection-key chain mechanism. Since some keys are 

known only by the AMU and RTA before the wireless communication starts (we call them connection 

keys), a transmitted key can be well protected by encrypting it with the connection keys. In fact, the 

keys-protection-key mechanism is a protection chain, in which the first protected transmitted key is used 

to encrypt/protect the second transmitted key, which together with the first transmitted key is then 

employed to encrypt the third transmitted key, and so on. 
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Lemma 2: 

The transmitted random numbers 122 , ≤≤ jRrj
, and 1271 , ≤≠≤ jRaj

, employed by the ATCS are protected 

by a keys-protection-key chain mechanism. Let each of the transmitted random numbers r and keys x and 

y be n-bits in length. The probability p of recovering the value of r from illegally intercepted ),,(1 yxrEn  

on one trial is 
n

p
2

1= .   

Proof: First: 

Decrypting r from yxryxrEn 21 )(),,( +⊕= by using x and y, then 





<⊕++
≥⊕−

=
yyxrEnifxyyxrEn

yyxrEnifxyyxrEn
r

),,(  ,)1),,((

),,(  ,)),,((

11

11      (2) 

Eq.(2) shows that if hackers wish to acquire the exact value of r from the illegally intercepted ),,(1 yxrEn , 

they need the exact values of x and y. However, x and y are only known by AMU and RTA, hackers do not 

know their values. Hence, the probability p of recovering y and xr,  from ),,(1 yxrEn  by invoking Eq.(2) 

is 2

2

1








n

 which is very smaller than 
n2

1 , the probability of blind guessing the value of r on one trial when 

),,(1 yxrEn is known, showing that, no matter whether Eq.(2) is employed or not, the probability p of 

recovering the value of r from a known ),,(1 yxrEn is 
n

p
2

1= .  

Second:  

Message 1 and Lemma 1 indicate that the transmitted random number Rr1 is well protected by 

employing RAS-En(Rr1, ei). The key 1rR as a connection key is only known by the AMU and RTA. In 

message 1, 1rR  together with the individual characteristic key ik  is used to protect the transmitted 

random number Rr2. Then Rr2 is well protected by employing En1(Rr2,ki,Rr1), and the keys Rr1 and Rr2 are 

now new connection keys which are only known by the AMU and RTA. They in message 1 are used to 

protect the transmitted random number Rr3 by employing En1(Rr3,Rr1,Rr2), and Rr4, Rr5, and Rr6 are each 

protected by the similar method.  

Hence, the transmitted random numbers 62 , ≤≤ jRrj
, in message 1 are protected by a 

keys-protection-key chain mechanism. Similarly, the transmitted random numbers 127 , ≤≤ jRrj
, and 

1271 , ≤≠≤ jRaj
, appearing in messages 2, 3 and 6 are also protected by a the mechanism.  Q.E.D. 

 

Lemma 3: 
In message 1, HMAC(Rr5 ⊕Rr6) is an authentication code with two security functions, including 

authentication and integrity. 

Proof: 

(Proof of authentication) 
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Lemma 1 and Lemma 2 show that the transmitted random numbers 61 , ≤≤ jRrj
, in message 1 were well 

protected. Hence, the only mechanism that can correctly generate the authentication code HMAC(Rr5⊕Rr6) 

should be the one with the DCC of the AMU. However, hackers cannot acquire the correct DCC of the 

AMU so that they cannot correctly generate HMAC(Rr5⊕Rr6). Only the legitimate AMU who has the 

correct DCC can make HMAC(Rr5⊕Rr6)c = HMAC(Rr5⊕Rr6)r where the subscripts c and r stand for 

calculation and received, respectively. Those illegitimate hackers who have no DCC of the AMU cannot 

achieve this. 

(Proof of the integrity) 

HMAC(Rr5⊕Rr6) is the authentication code generated by invoking a hash function performed on the 

plaintext, 

OP-code|Tnonce|RSA-En(Rr1,ei)|En1(Rr2,ki,Rr1)|En1(Rr3,Rr1,Rr2)|En1(Rr4,Rr2,Rr3)|En1(Rr5,Rr3,Rr4)|En1(Rr6,Rr4,R

r5)|En2(RL1 ,LA//route), with the key, Rr5⊕Rr6. If either the plaintext or the key has been illegally tampered 

with, then HMAC(Rr5⊕Rr6)c ≠ HMAC(Rr5⊕Rr6)r since the value of HMAC(Rr5⊕Rr6) cannot be correctly 

calculated by those hackers who have no correct DCC of the AMU. Hence, if HMAC(Rr5⊕Rr6)c = 

HMAC(Rr5⊕Rr6)r, it means that message 1 has not been illegally tampered with, and the integrity has been 

maintained.   Q.E.D. 

4.2 Security of the Data Protected by En2() Function  

nsasasasastraEn ⊕⊕⊕⊕= //...//////),( 3212  indicates that str is protected by key a. But, it is a fixed key 

encryption mode. Someday str may be cracked by Violence Act attacks, even key a is unknown by 

hackers. For message 1, the AMU may arrive at the accident scene before En2(RL1, LA//route) is cracked 

by hackers. However, even RL1, LA, and route are known by hackers, the ATCS is still secure since they 

are only used once. In the next rescue task, they will be regenerated and, of courses are different from 

those produced in the underlying task. In fact, the two sets of data of two rescue tasks are unrelated. 

Further, RL1 =(Rr2+2 Rr6)⊕(Rr3+2 Rr5) indicates that Rr2, Rr6, Rr3, and Rr5 are still secure, even through RL1 

is known by hackers. 

4.3 Security of the Delivered Messages 

In message 1, random numbers 65  and rr RR  are protected by the keys-protection-key mechanism. Hence, 

Rr5 ⊕ Rr6 is unknown to hackers. The delivered messages employing HMAC(K) have two security 

functions, including authentication and integrity [23]. Furthermore, if the messages delivered between 
RTA and AMU employ the combination of OP-code, Tnonce and HMAC( 65 rRrR ⊕ ), they can effectively 

defend the replay attack [23]. Hence, the security levels of the messages delivered in and protected by 

ATCS are high. 

4.4 Security of the Double Authentication Mechanism 

In order to have a more secure, flexible, and fault-tolerant authentication mechanism to protect wireless 

messages delivered between AMU and RTA, ATCS adopts a mutual authentication mechanism to transmit 
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messages 4, 5, 8, and 9. 

In message 4, both En2(DKj,DCk) and HMAC(DPk⊕DCj) are authentication codes, in which (1) if the 

two communication parties, i.e. AMU and RTA, have commonly shared dynamic random numbers DKj, 

and DCk, then AMU can correctly produce an authentication code, En2(DKj,DCk), on its side, and RTA can 

perform authentication on the other side; (2) not only dynamic random numbers DPk and DCj should be 

commonly shared by the two communication parties, but also the whole message of message 4 cannot be 

altered in the situation where the authentication code, HMAC(DPk⊕DCj), produced on the AMU side can 

be correctly authenticated by the RTA. Obviously, this authentication mechanism may be affected by the 

unstable transmission of message 4. For example, if the signal is interfered, the authentication result will 

be incorrect. 

To increase the security level, flexibility, and fault-tolerant capabilities of the authentication mechanism 

for the wireless messages, we adopt the double authentication mechanism, in which if both authentication 

codes, En2(DKj,DCk) and HMAC(DPk ⊕ DCj), pass the authentication, this indicates that the 

communication is valid and the communication signal is stable. But if only one of the two authentication 

codes, En2(DKj,DCk) or HMAC(DPk⊕DCj), passes the authentication, the communication is still valid. 

But the communication signal is unstable. In this case, AMU and RTA can communicate with each other 

through cell phones to confirm the information transmitted between them. If both authentication codes, 

En2(DKj,DCk) and HMAC(DPk⊕DCj), fail, either the delivered message is invalid or the communication 

quality is poor.  In this case, AMU and RTA should contact each other also through cell phones to 

confirm the information delivered between them. 

4.5 Security of the Mutual Authentication 

When RTA or the AMU receives a message, it checks the message’s HMAC() to see whether HMAC()c = 

HMAC()r or not. Although the hacker can grab the message and tamper with it, both RTA and AMU were 

the DCC. They can generate correct HMAC()c on both side. After verifying HMAC(), RTA or AMU will 

know whether the other side is a legal one or not. Lemma 3 shows that the ATCS provides a mutual 

authentication mechanism, implying that only the one who has the DCC can correctly generate the 

dynamic authentication code HMAC(). Figure 14 summarizes the authentication performed by the ATCS. 

 

 

 

 

 

 

 

 

 

 



22 

 

Figure 14 The summary of the authentication performed in all the steps of the ATCS 

4.6 Cryptanalysis of Attacks 

The ATCS can effectively defend eavesdropping, forgery, replay, and man-in-the-middle attacks. 

4.6.1 Preventing eavesdropping attacks 

Eavesdropping due to the wireless nature is a type of attack not easily to be discovered. Hackers may 

maliciously intercept the messages sent by AMU or RTA, and analyze the messages to acquire useful 

information. 
In the ATCS, hackers can only acquire random numbers 61 ~ rr RR  from the illegally intercepted 

message 1. However, from Lemma 1 and Lemma 2, we can comprehend that the probability of recovering 

the value of 1rR  from known RSA-En(Rr1,ei) is 
n2

1 , the probability of recovering the value of 2rR  from 

known En1(Rr2,ki,Rr1) is also 
n2

1 , and the probability of recovering each of the value of 63 , ≤≤ jRrj
, 

from known En1(Rrj,Rr(j-2),Rr(j-1)), 63 ≤≤ j , is 
n2

1 as well, showing that 61 ~ rr RR  are well protected. 

Furthermore, since the encryption key Rr5⊕Rr6 in HMAC() is unknown by hackers, they cannot produce 

the correct authentication code HMAC(Rr5⊕Rr6), implying that hackers cannot easily crack the delivered 

Step Sender Authentication Authenticator 

Step2 RTA HMAC(Rr5,c ⊕ Rr6,c)c  HMAC(Rr5⊕Rr6)r AMU 

Step4 AMU HMAC(Rr3 ⊕ Ra6,c)c HMAC(Rr3⊕Ra6)r RTA 

Step6 RTA HMAC(Rr12,c ⊕ Ra6)c HMAC(Rr12⊕Ra6)r AMU 

Step8 AMU En2(DKj,DCk)c En2(DKj,DCk)r RTA 

Step8 AMU HMAC(DPk ⊕ DCj)c HMAC(DPk⊕DCj)r RTA 

Step10 RTA En2(DCj,DKk)c En2(DCj,DKk)r AMU 

Step10 RTA HMAC(DPj ⊕ DCk)c HMAC(DPj⊕DCk)r AMU 

Step12 AMU HMAC(Ra9,c ⊕Ra12,c)c HMAC(Ra9⊕Ra12)r RTA 

Step14 RTA HMAC(Ra10 ⊕Ra11)r HMAC(Ra10⊕Ra11)c AMU 

Step16 AMU En2(DKj,DCk)c En2(DKj,DCk)r RTA 

Step16 AMU HMAC(DPk ⊕ DCj)r  HMAC(DPk⊕DCj)c RTA 

Step18 RTA En2(DCj,DKk)r En2(DCj,DKk)c AMU 

Step18 RTA HMAC(DPj ⊕ DCk)r HMAC(DPj⊕DCk)c AMU 

Step20 AMU En1(Ra12,Rr10,Rr11)r En1(Ra12,Rr10,Rr11)c RTA 

Step20 AMU HMAC(Rr10,c ⊕Ra12,c)c HMAC(Rr10⊕Ra12)r RTA 
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random numbers and the authentication code, solve the transmitted messages and acquire the plaintext, 

meaning the plaintext is secure. 

4.6.2 Preventing forgery attacks 

Hackers often masquerade themselves as legitimate AMUs or the RTA to acquire the authentication 

information. Namely, if a system does not provide mutual authentication, a hacker may be considered as a 

legitimate AMU (or RTA), and then the messages sent to the RTA (or AMU) will be treated as legal ones. 

Lemma 3 shows that the key exchange mechanism of the ATCS preserves mutual authentication, implying 

that only the one who has the DCC can correctly generate the dynamic authentication code HMAC(Rr5⊕

Rr6). The forged messages generated by hackers who do not have the DCC cannot pass the authentication 

and will be discarded by AMU or RTA. That means the ATCS can defend forgery attacks effectively. 

4.6.3 Preventing replay attacks 

When intercepting an authentication message, hackers will tamper with it and send it to AMU or RTA to 

gain the trust. Hackers may also send duplicate messages two or more times to AMU or RTA to confuse 

the receiver which messages are the legal ones. 

In message 1, both Tnonce and HMAC(Rr5⊕Rr6) provide with the security functions which can 

effectively defend the replay attacks.  

If hackers illegally duplicate message 1, and resend it, then Tnonce contained in this message is very 

different from current time so that Treceived - Tnonce ≥ T∆  where T∆  is a predefined short time period. The 

message will be discarded by the AMU. If hackers modify Tnonce to current time, the value of calculated 

HMAC(Rr5⊕Rr6) will change, and also without the correct DCC, hackers cannot calculate the correct 

value of HMAC(Rr5⊕Rr6). Hence, HMAC(Rr5⊕Rr6)c will not be equal to HMAC(Rr5⊕Rr6)r, indicating 

that the security function provided by Tnonce and HMAC(Rr5⊕Rr6) can effectively defend the replay 

attacks. 

Furthermore, sending the duplicated message 2 to RTA is also useless since the time point of sending 

the duplicated one is very later than the time point when the original one was delivered. When the RTA 

receives message 2 from the legitimate AMU, and message 2 passes the authentication test, the internal 

state of the RTA will be set to the next state. But the state carried in the OP-code of the duplicated 

message 2 remains in its original state, which does not meet the state of the receiver. The other duplicated 

messages have the similar phenomenon. Hence, the ATCS can effectively defend the replay attack. 

4.6.4 Preventing man-in-the-middle attacks 

Each message has its own HMAC(). If the hackers grab the message and tamper with it, the calculated and 

received HMAC()s will be different. Also, even though the hackers grab the message, they cannot decrypt 

the message because all delivered random numbers are protected by the RSA algorithm. Without the 

random numbers, i.e., the encryption keys, hackers cannot decrypt the protected parameters. 
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Chapter 5 Simulation 

The simulation was performed in a personal computer, specifications of which are listed in Table 2. Table 

3 lists all parameters used in this simulation and their operation times where the length of a key is 256 bits. 

In Table 3, we can see that RSA encryption or decryption operation is longer than the other operations. 

Table 4 lists the numbers of operations for each step of the ATCS and the time required to generate a 

message in this step. 

Table 2 The pc specifications of the simulation. 

Item Description 

CPU Intel i7-3770 3.40GHz 

RAM 16GB 

PLATFORM Windows 7 

 

Table 3 The operation times of different operators, functions and algorithms used in this simulation 

Parameter Description Operation time (µµµµs) 

Thmac the required time of generating a the hash-based message 

authentication code 

0.811 

Trsa the required time to perform a RSA encryption/decryption 

operation 

106 

T⊕ the required time to perform an exclusive-or operation 0.205  

T+
2
 the required time to perform a binary-adder 0.633 

T⊙ the required time to perform an exclusive-and 0.633 
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Table 4 The operations and their operation times required for each step 

Step Sum of operations Message generation time (µµµµs) 

Step 1: by RTA 1Trsa+7 T+
2
+14T⊕+1Thmac 114.112 

Step 2: by AMU 1Trsa+10 T+
2
+14T⊕+1Thmac 116.011 

Step 3: by AMU 6 T+
2
+6 T⊕+1Thmac 5.839 

Step 4: by RTA 12 T+
2
+6 T⊕+1Thmac 9.637 

Step 5: by RTA 46 T+
2
+153T⊕+1Thmac 61.294 

Step 6: by AMU 52 T+
2
+153T⊕+1Thmac 65.092 

Step 7: by AMU 1 T+
2
+2 T⊕+1Thmac 1.854 

Step 8: by RTA 2 T+
2
+2T⊕+1Thmac 2.487 

Step 9: by RTA 9T⊕+1Thmac 2.656 

Step 10: by AMU 3T⊕+1Thmac 1.426 

Step 11: by AMU 1Trsa+9 T+
2
+7T⊕+1Thmac 113.943 

Step 12: by RTA 1Trsa +14 T+
2
+7T⊕+1Thmac 117.108 

Step 13: by RTA 38 T+
2
+153T⊕+1Thmac 56.23 

Step 14: by AMU 38 T+
2
+153T⊕+1Thmac 56.23 

Step 15: by AMU 1 T+
2
+2T⊕+1Thmac 1.854 

Step 16: by RTA 2 T+
2
+2T⊕+1Thmac 2.487 

Step 17: by RTA 9T⊕+1Thmac 2.656 

Step 18: by AMU 3T⊕+1Thmac 1.426 

Step 19: by AMU 1 T+
2
+1T⊕+1Thmac 1.649 

Step 20: by RTA 1 T+
2
+1T⊕+1Thmac 1.649 

Total time 4Trsa+240 +700T⊕+20Thmac 2855 (2.855ms) 

Average time  142.782 

As illustrated in Table 3, the time required to perform the RSA algorithm on a message was longer than 

those of other operations. As shown in Table 4, the message generation time of step 12 was the longest. 

Because it invoked the RSA algorithm one time, the binary-adder fourteen times, the exclusive-or seven 

times and the hash-based message authentication function one time.  The message generation times of 

step 19 and 20 were the shortest. Due to invoking the RSA algorithm, the message generation times of 1, 2, 

11 and 12 were each longer than those of other steps. The total message generation time consumed by all 

the 20 steps was 2.855 msec. The average time of generating a message was 142.782 (2.855 msec/20) 

µsec.  

We assume that the network bandwidth of the wireless channel between RTA and AMU is 75 Mbps. The 

name of traffic light is 50 Chinese characters. The route contains one-hundred Chinese characters. Table 5 

lists all parameters used in the following simulation and their sizes. Table 6 lists the sizes of all messages 

delivered between RTA and AMU and their transmission times.  

 

 



26 

 

Table 5 The parameters used in the following simulation and their sizes  

Parameter Description Size (bits) 

Lop the length of an op_code 4 

LRe the length of a Reply message 4 

Li the length of the i where i indicates the number of times that AMU 

has sent its current location to RTA 

4 

LID the length of the AMUID 24 

LCp the length of a Cellphone 40 

Lna the length of the name of a hospital 48 

Lt the length of a Tnonce 56 

En1 the length of En1() the encryption function 256 

HMAC the length of HMAC () function 256 

LDC the length of a DCC 256 
LRSA the length of the RSA-En() encryption function 256 

Lr the length of a random number 256 

LLA the length of a Location and Address 140 
LTNA the length of the name of a Traffic light 800 (50x2x8) 

Lro the length of a path from the CurrentLo to the accident scene or from 

the accident scene to the designated hospital 

1600 (100x2x8) 

 

Table 6 The sizes of the messages delivered between RTA and AMU and their transmission times 

 

Table 6 shows that a total of 10 messages is sent and the size of message 1 delivered in Step 1 is the 

longest since it carried the generated random numbers and the route. Message 10 sent in Step 19 is the 

shortest. Now we can conclude that the total time required to complete a task is about 3.094 (0.239+2.855) 

Step Sum of operations Total Size 

(bits) 

Transmission time 

(ms) 

Step 1: by RTA 1Lop+1Lt +1LRSA +5En1+1Lro+1HMAC 3452 0.0438 (3452/75M) 

Step 3: by AMU 1Lop+1LID+6En1+1LRe+1LLA+1HMAC 1964  0.0249 (1964/75M) 

Step 5: by RTA 1Lop+6En1+1 LCp+1HMAC 1836  0.0233 (1836/75M) 

Step 7: by AMU 1Lop+1Li+1En1+1LLA+1HMAC 660  0.0083 (660/75M) 

Step 9: by RTA 1Lop+1Li+1En1+1LRe+1Lro+1LTNA+1HMAC 2924  0.0371 (2924/75M) 

Step 11: by AMU 1Lop+1LRSA +5 En1+1HMAC 1796  0.0228 (1796/75M) 

Step 13: by RTA 1Lop+1Lna+1LCp+1LLA+1Lro+1HMAC 2088  0.0265 (2088/75M) 

Step 15: by AMU 1Lop+1Li +1En1+1LLA+1HMAC 660  0.0083 (660/75M) 

Step 17: by RTA 1Lop+1Li+1En1+1LRe+1Lro+1LTNA+1HMAC 2924  0.0371 (2924/75M) 

Step 19: by AMU 1Lop+1LID+1En1+1HMAC 540  0.0068 (540/75M) 

Total   18844  0.239 (18844/75M) 
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ms, implying the proposed scheme is feasible. The average time of transmitting a message is 23µs (=0.239 

msec/10) which is very short. 
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Chapter 6 Conclusions and Future Research 

In this study, we propose the ATCS, in which when an accident occurs, RTA searches for the most suitable 

AMU, computes the shortest path from the AMU’s current position to the accident scene, and controls 

traffic lights on the path so that the AMU can rush to the accident scene without being delayed by traffic 

jam. When the AMU is now on the way to the designate hospital, the RTA does the same. 

We use RSA algorithm and keys-protection-key chain mechanism to protect the random numbers 

delivered through wireless channels. Without decryption keys, hackers cannot solve the encrypted 

parameters. Also, time stamps and HMAC() are deployed so that the transmitted messages are well 

protected to avoid Replay and Man-in-the-middle attacks. Figure 14 summarizes the authentications 

performed in the 20 steps of the ATCS. 

In the future, we would like to develop the proposed system’s formal behavior and reliability models 

so that users can know the behavior and reliability before using it. We also like to change the role of 

controlling the traffic lights from the RTA to AMU. The reason is that once some exception handling is 

required by the AMU, e.g., if there is another traffic accident in front of the AMU, then the AMU has to 

change its path. In this situation, even though the traffic lights of the original path are under control, the 

AMU cannot go ahead. If traffic lights are under the AMU’s control, the problem can be solved. Those 

constitute our future research.  
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