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ABSTRACT

Along with the development of modern information technologies,
people more and more rely on computers. Due to the ever-growing
circulation of information, security problems have become important
issues. If important personal information and confidential documents
have not been taken good care, they might be accessed by unlawful
persons and used improperly. As the major role in providing effective
protection of information, encryption algorithm becomes the most
important part of the IT industry.

In this thesis, we used Graphic Processing Unit with the Chinese
Remainder Theorem, and Montgomery reduction acceleration for the
RSA algorithm. Furthermore, a general CPU was also used to compute
RSA algorithms. We compared the performance of RSA algorithms in
various environments, for which the data generated from the
implementation to confirm the efficiencies among these different
algorithms.

We got some results from the experiments, in conjunction with the
Montgomery and the Chinese Remainder Theorem on the RSA
algorithm, the GPU compatibility of the best. Its performance may be

higher than using the Chinese Remainder Theorem or the Montgomery



algorithm only. So based on the GPU parallel architecture, by using
cooperatively the Montgomery algorithm and the Chinese Remainder
Theorem, RSA algorithm will get the maximum performance yield.

Keywords: RSA, CUDA, Chinese Remainder Theorem, Montgomery

reduction
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%32 5B 5 i85 +eif 2 RSA

RSA_Montgomery(M,e,n){

K=22k (mod n);

X[0]=MontMul(K,M,n);

Y[0]=MontMul(K,1,n);

For i=0to k—1 loop
X[i+1]=MontMul(X[i], X[i],n):
if e[i]=1 then

Y[i+1]=MontMul(Y[i],X[i],n);
if e[i]=0 then
Y[i+1]=YI[il;
end if;
end loop
C=MontMul(1,Y[K],n);

return C;}
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3.1.2 ¢ B4dcRIL 4 i 2. RSA[15]

RSAQ?‘TDAE’W%ﬁt{ﬁ"\”b/’?\‘én_}'%,g}/] A/_—_ﬂJFLE‘:@'_;E_;—j—»‘?:—%
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L

o

¥ 5 CoRTE NP2 H([C,C ) C,=C (modp) =
Cq=C(modq) > @ F5d 11T P8 B ¥ r1 g sichipt > g i@ & bit
Booa Py MP 288 B dew LR HERGE B R bit oo i
F ootk B EE o

C, = C (mod p) = (M¢ (mod N))(mod p) = M¢(mod p)

= M (modp=1)(mod p) = M° (mod p)

M, = M (mod p)

C, = M,,*?(mod p)

Cot FEd b2 BE @avs B ¥ FAKITIZA TN Co

by =Choby=Ciomy=p my=q m=my Xm, =pXq=N~

,r 4 m N m N -1
bﬁ-]‘l?]‘lfﬂfjr = —=—-=Qq’rT, =—=—=D’S: =T modm =
1= T q:72 M g p’ s 1

g 1 (modp) > s, =r;'modm =p~! (modq)R|#-12 + & 2152 #k

CESE RN TR
2

C= (Z b;ir;s; ) mod m = (byrys; + b,rys, ) mod m
i=1

= (Cp x qx q~t (mod p)) + (Cq X pxp~*(mod q)) (mod N)

(Cp X q X q°72 (mod p)) + (Cq x p X p972 (mod q)) (mod N)

(Cp x qP~t (mod p)) + (Cq x p9~1 (mod N)) (mod N)
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111 RSA 4 ¢ FARRULAR 0 d LT el B EC =

Me(mod n)¥ 453 & BRA » £ 7 T E ¥ RpBTILFE 2 o

% 34 ¢ RépbBcr Il f 2 RSAFE

crt_operator(M,e){
M, = M (mod p);
My = M (mod q);
ep = e(modp — 1)
eq = e(modq—1)
Cp = M,°?(mod p);
Cq = Mg“4(mod q);

C=[Cp x (@P"* mod N) + Cq X (p97* mod N)] mod N;}

e, Beq dfcy i hAe B P MEM By YR
A2 CRRpow d MFHTHE P F ] RADME e 7 R

R (7 5it 2 o
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# RSA ¢ Rz IZcBis > LREEFFHEJIE

Ja

BOERIIR LR IFE 2Rk 35 AT o

%35 ¢ FAETIZEFH S {1E Y 4eid 2 RSA

crt_mont(M,e){

M, = M (mod p);

My = M (mod q);

ep = e(modp — 1)

eq = e(mod q — 1)

Cp = RSA_Montgomery (My,ep,,p);

Cq = RSA_Montgomery (Mg,eq,9);

C = [Cp x (@P"* mod N) + Cq X (p97* mod N)] mod N;}
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3.2 CPU % %

A CPU ®%E " » e 957 * 2 CPU % Intel® Core™2 Quad
Processor Q8200 = @ RSA #%.3% * G » 2\ % #- RSA 2L 44 filid i B 2
g 3 CPU # (7 -
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P g £ R R A 32-bit 5 — H = 32-bit iR 3 1024-bit > ¥
TRBE YL E R Aot B AT k> ¥ TN ITAE

LR A B R

48



yr i AT RSE
AR R L5 R 1024-bit & 2048-bit < f& > F ¥ - GPU &
CPUhfti (R R A B 4™ ko fmrad v P plEi * 3
ARG URAEREE s o a P v ik RS 32-bit 5 - B R
32-bit P32 1 1024-bit - A FAN & > A @A u @ * CPUH A
Ron Rivest ~ Adi Shamir ¥ Leonard Adleman % 1978 & #7473 J& &
iz RSAZEgHfE B2 2 g% GPURE T 78X 2 7 [
BEcTITEF R B AW E 2a B2 RSA 2N - 46 - BlE 20k
LB R RS LTAY c HEMBE AL g IR 41 2R 42
HA%F P 42 B 4-32H 44

BHEFER G 0 B 4-18 75 4% & 5 1024-bit & - GPU
AT Er@* CPUN AR R ket v 3% 5 om B 4-2 Pl L
Bom % E4k+ & 5 2048-bit pF - GPU 4 7 F AP R ¢ v+ i * CPU
FRERFEY o vk BEERAS

AOERERFEL I CPUBE @ LB A A4 L]
HFE sin ' A tp e oy i > 28 % CPU rJ2 ) £38 5 &2
BEEPFE S FA0R 0@ GPU § 3L L8 5] Poxii & CPU 2 2
ZB7 4 e A AT M AP st A E g P FMLE A

P GPU AUTscs it CPU % eh® § » (e 84 3030 L B A8 &
0L RS b AR
BRAR Y £ RFURAE Y PEo 0 A0 2 B M A P BiE T

GPU ® iy » L #3885 {52 4

‘UH-
-5!

B34 WAl e & 24 HuE

HRERA LT TR Bk R CPU L T

49



LT GPU R E i R ke o i AFEEFHREA

PR RER Y AR FEL L BRPERF AT L

G @D GPU (T (T8 5 - A3 {7o0il g0t F 4k » CPU iFig
BEEL{EF o
%41 M#LERP
W2 A LES B
RSA on CPU - 4 CPU #4 17 RSA & % ik i

CRT mont on cpu | GPUC2075 117 §8 5 118 5 i & @ M4k

I 4 i

50



09

08

07

A7 8% Ml (secH

Fh

= =
= ~

=

# AT BF Pd] (sec)

28k E1024-bit

=&=R5A on CPU

=é=(RT_mont on
GPUC2075

1234567 891011121314151617181920212223 24252627 2829303132

RERA(RLDbIL)

Bl 4-1 %45 B 1024-bit # (7

2R A 2048-bit

1234567 891011121314151617181920212223242526272829303132
RERA(KIDIL)

1 4-2 & 45 & 2048-bit 44 7 ot

=f=RS5A on CPU
=== (RT_mont on GPUc2075



AT % F (msg/ sec)

AT 2 % (msg// sec)

A& E1024-bit

4500

4000
3500 ~B-RSA 0n CPU
3000
2500
2000
1500
H-HHHHHHHHH
1000 == CRT_mont on

500 GPUC2075

12345678 91011121314151617181920212223242526272829303132
HERA(B2bit)

Bl 4-3 £46E & 1024-bit 4 752

aik E2048-bit

1200

1000

=3=RSA on CPU

800
600

400

20 HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHE  c RT monton
GPUc2075

1234567 891011121314151617181920212223242526272829303132

HARE(KILDbit)

B 4-4 %45 B 2048-bit 4 7

52



»
S

4
¥

x\:

g

AT hE BEAREG TR ¥ RSA B2 2 0ky > 1Y Tk
B¢ 31 -4 CPUEEHRH 2 GPU ﬁﬁ@éﬁiﬁﬁt%fﬂ;@_’jf

BERT L E EE R LR T PR L iR ALK
RP AR PRS- o f R S T E s ATHER
LpE S B3RP CPU A RSA S E B¢t @ % GPU iTT (78 5 &

N

KiFEm 3 FRERIRAME > 7 GPU AT FE L Mgt
* CPU ERMENFREAEF - a s PHFE BT eE
b2 BT EARRAR S TR R IE A R L B
GPU fate i 8 #-¢ B3 @1 % CPU fide i ¥ e 34 o

<E

BARw Y P A RSA SRS R 2R 0 e TR 8
JIEE z P B3 ol RSA gz » nFmT

WA Bisz RSAFEZ Y wifHEfFra £E L & R
Fﬁ@ﬁ—&CH@MﬁJ&AEﬁ&{?
ERE ERERARE A F R THMERIRL ® Y GPU

TrpEFEBEZRSAFE FERETFEE R 7o &2 CPU

)
g
(-
>
fo
b
‘4‘
@
(54
tor
[

53



S b BT R B R T R ] Al

N
5

IEERL O TRAR AL VNEE R LR

=

=
=
R

m @ PR EE L LGB &'iiw’.“%&
i g HE R GPU A 4 RIREH B L& K@ {4 o

@

54



&
V2
%~

74

[1]

[2]

[3]

[4]

[5]

[6]

42

Sung-Ming Yen, Seung-Joo Kim, Seon-Gan Lim, and Sang-Jae
Moon, "RSA speedup with Chinese remainder theorem immune
against hardware fault cryptanalysis,” IEEE Trasaction on
Computers, Vol. 52, No. 4, pp. 461-472, April, 2003.

Ron Rivest, Adi Shamir, and Leonard Adleman, “A method for
obtaining digital signature and public key cryptosystems,”
Communications of the ACM, Vol. 21, No. 2, pp. 120-126, Feb,
1978.

Chung-Hsien Wu, Jin-Hua Hong, and Cheng-Wen Wu, "RSA
cryptosystem design based on the Chinese remainder
theorem,"” Proceedings of the 2001 ACM Asia and South Pacific
Design Automation Conference, pp. 391-395, Feb, 2001.

Wen-Jun Fan, Xu-Dong Chen, and Xue-Feng Li, "Parallelization
of RSA algorithm based on compute unified device
architecture,” 9th IEEE International Conference on Grid and
Cooperative Computing (GCC), pp. 174-178, Nov, 2010.

Keon Jang, Sang-Jin Han, Seung-Yeop Han, Sue Moon, and
Kyoung-Soo Park, "SSL shader: cheap SSL acceleration with
commodity processors,” Proceedings of the 8th USENIX
Conference on Networked Systems Design and Implementation,
pp. 1-13, 2011.

C. Mclvor, M. McLoone and J.V. McCanny, "Modified
Montgomery modular multiplication and RSA exponentiation
techniques,” IEE Proceedings- Computers and Digital
Techniques, Vol. 151, No. 6, pp. 402-408, Nov, 2004.

55



[7]

[8]

[9]

Chin-Chen Chang, Ying-Tse Kuo and Chu-Hsing Lin, "Fast
algorithms ~ for  common-multiplicand  multiplication  and
exponentiation by performing complements,” 17th  IEEE
International Conference on Advanced Information Networking
and Applications, pp. 807-811, Mar, 2003.

Daniel Page and Nigel P. Smart, "Parallel cryptographic arithmetic
using a redundant  Montgomery  representation,” IEEE
Transactions on Computers, Vol. 53, No. 11, pp. 1474-1482, Nov,
2004.

E Savas, and CK Koc, " The Montgomery modular inverse —
revisited,"” 1EEE Transactions on Computers, Vol. 49, No. 7, pp.
763-766, Jul, 2000.

[10] Sung-Ming Yen, "Improved common-multiplicand multiplication

and fast exponentiation by exponent decomposition,” IEICE
Transactions on Fundamentals of Electronics, Communications
and Computer Sciences, Vol. 80, No. 6, pp. 1160-1163, Jun, 1997.

[11] Duo-Li Zhang, Ming-Lun Gao, Li Li, Zuo-Ren Cheng, and

Xiao-Lei Wang, "An implementation method of a RSA crypto
processor based on modified Montgomery
algorithm,” Proceedings. 5th International Conference on ASIC,
Vol. 2, pp. 1332-1336, Oct, 2003.

[12] Zhu Yao, Cheng-Hua Yan, Yu-Wei Chen, and Wei Liao,

"Efficient acceleration of RSA algorithm on GPU,", 2012 IEEE
International Conference on Oxide Materials for Electronic
Engineering (OMEE), pp. 531-534, Sep, 2012.

56



[13] Sung-Ming Yen, Seung-joo Kim, and Seon-gan Lim, Sang-Jae
Moon, "RSA speedup with Chinese remainder theorem immune
against hardware fault cryptanalysis,” IEEE Transactions on
Computers,, Vol. 52, No 4, pp. 461-472, Apr, 2003.

[14] Werner Schindler, "A timing attack against RSA with the Chinese
remainder theorem," Cryptographic Hardware and Embedded
Systems Conference—CHES 2000, Vol. 1965, pp. 109-124, Aug,
2000.

[15] Grossschadl Johann, "The Chinese remainder theorem and its
application in a high-speed RSA crypto chip,” 16th Annual
Computer Security Applications Conference, pp. 384-393, Dec,
2000.

[16] David Pearson, "A parallel implementation of RSA,” The
Conference on Selected Areas in Cryptography (SAC96), pp.
107-116, Jul, 1996.

[17] Xue-Wen Tan, and Yun-Fei Li, "Parallel analysis of an improved
RSA algorithm,"” 2012 International Conference on Computer
Science and Electronics Engineering (ICCSEE), Vol. 1, pp.
318-320, Mar, 2012.

[18] Chung-Hsien Wu, Jin-Hua Hong, and Cheng-Wen Wu, " VLSI design
of RSA cryptosystem based on the Chinese remainder theorem,"
Journal of Information Science and Engineering, pp. 967-980, Jul,
2001.

[19] Michael J Flynn, Computer Architecture, John Wiley & Sons, Inc.
1995.

57



[20] J. Nickolls, I. Buck, M. Garland, and K. Skadron, "Scalable
parallel programming with CUDA," Queue - GPU Computing,
Vol. 6, No. 2, pp. 40-53, Mar, 2008.

[21] NVIDIA Corporation. NVIDIA Compute Unified Device
Architecture Programming Guide Version 2, 20009.

[22] Guang Zhao, and Hen-Bo Li, "An efficient variant of the batch
RSA cryptosystem,” Proceedings of the 2012 International
Conference on Communication, Electronics and Automation
Engineering , Vol. 181, pp. 947-954, 2011.

[23] Debra L. Cook, John loannidis, Angelos D. Keromytis and Jake
Luck, " CryptoGraphics: secret key cryptography using graphics
cards,” The Cryptographers’ Track at the RSA Conference 2005,
San Francisco, CA, USA, February 14-18, 2005. Proceedings, Vol.
3376, pp. 334-350, 2002.

[24] J-J. Quisquater, and C. Couvreur, "Fast decipherment algorithm
for RSA public-key cryptosystem," Electronics Letters, Vol 18,
No. 21, pp. 905-907, Oct, 1982.

[25] L. C. K. Hui and K.Y. Lam, "Fast square-and-multiply
exponentiation for RSA," Electronics Letters, Vol. 30, No. 7, pp.
1396-1397, Aug, 1994,

[26] Chris J. Mitchell, Another improvement to square-and-multiply
exponentiation, Royal Holloway University of London,
Department of Computer Science, 1993.

[27] K. Fatahalian, J. Sugerman, and P. Hanrahan, "Understanding the
efficiency of GPU algorithms for matrix multiplication,” HWWS

58



'04 Proceedings of the ACM SIGGRAPH/EUROGRAPHICS
conference on Graphics hardware, pp. 133-137, 2004.

[28] Yun-Fei Li, Qing Liu, and Tong Li, "Two efficient methods to
speed up the batch RSA decryption,” Advanced Computational
Intelligence (IWACI), 2010 Third International Workshop, pp.
469-473, Aug, 2010.

[29] Qing Liu, Yun-Fei Li, Tong Li, and Lin Hao, "The research of the
batch RSA decryption performance,” Journal of Computational
Information Systems, pp. 948-955, Mar, 2011.

[30] Timothy G. Mattson, Beverly A. Sanders and Berna L. Massingill,
Patterns for Parallel Programming, M. Addison-Wesley
Professional, Sep, 2004.

59





