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Abstract

The transmission of information is getting more frequently because of the rapid
development of the Internet and cloud. Thus information security protection
mechanisms are important. DES and AES are currently the most widely used
encryption mechanism. The two encryption methods for logical formula have been
suffering froma variety of attacks. A fewyears ago DES was cracked open. Computer
processing speed and computing capability are improving, and AES may not be safe
in the future.

A wrapping feedback encryption method based on password is proposed. We use
a password or input key channel as an encrypted key, and dynamic rotary
displacement box (Dynamic Rotating S-Box, DRS-Box) encryption technology to
produce the required subsystem encryption key group. Current time parameters and
random number keys are wrapped feedback encryption as dynamic parameters. This
password and ciphertext length of the current content and file of time keep
changing, so intruder cannot effectively collect the secret plaintext and
ciphertext files. Each plaintext block are subject to internal feedback streaming
and two-dimensional code encryption operations, which ensures the security of
the ciphertext block and enhances the performance. Through theory and analysis,
the WFBPW and AES are up to the actual security to cloud communications. The WFBPW
has better performance than AES; thus WFBPW is more suitable for the protection
of cloud file transmission.

M4t . DES ~ AES ~ block encryption > system security codes ~ dynamic rotary
displacement box (Dynamic Rotating S-Box, DRS-Box) encryption
technology ~ wrapping feedback encryption
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d (& # :ﬁgigl)\ (PR A2 2 &40 T 2 £ & 1 %> ?]lﬁﬁ%‘u{,fi Fdz s
ok EPFETEFFRE IR LRhT 2R A o d PFHALASL fnd i
iﬁi"" Pz R %F REk PN F (2) RK PPN F 5 RBEFH LB DA

4 (3) BREAPFHNF? FAARTAEE NP RHEIAR T B LB E A AR o
IPRRIST S A N W RS (P) Fldis A2 BAE &4 (M) AR o

Algorithm1: 4 @ * A ke BA (PN L FEd k@A e S-Box KA 2 %Ak £ 4% (UUn)
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- Bdnd @ —'F‘ﬁﬁ]% 8316 i=F ~ e g » f&i@t&r%@?]% BEa 16 =F ~ 0 R %S £
i&%ﬁﬂﬁﬁii’¥%“ﬁﬁﬁﬁﬁﬁﬁH6&3£1@’Miiﬁﬁﬁﬁﬁ&iﬁ
PR 5d Shox P F BT A BN R T E 2 REI BT HE LK

716 =% ~

(1) Input PV

(2) Find /; 7 is the length of PF with byte unit.
(3) If 71 <8 or 7/ >16 then call re-input.

(4) If 7/ =16 then A» = PF, END.

(5) n=16 - 1.
ct = 1.
K = Null.
SS = Null.

(6) For 1 =1 ton
SS = Mid(PV, 1,1)
ct = ct + Fet(SS)

Generate SB; (&% S-Box, #H #IH R SSF ~enf s ~ > F 1wt 3 A S 4
o #ctF 282 SBox PHEFATE SBE )
Kev = Kev //SS//SB
Next 7
(T) Kew = Kew //Right(PW, 1 - 1)
(8) END.
3.2.3 4h R
Stepl :
(1)d 8 » o0 Pl(password)sd i & i2 = @ & 2 % 4% & 4 £n
D e R AL W 24 dn
(3) Kerr =Kr® K > Keez = Kowbolinw (D
(4)d SSC Kk, &2 KA 2 Ah 3 <Ah < 1024
AR [ (ssc(1 )Vekem) B (ssc(2)takez) [+:(s5¢(3)P ssc(4))] mod 1022+3 (2)
Step2:
(DA 2 - 445818 £ 4% Ko
(2): 2~ CPU time, A2 P o PR &4k Ko )% P £ 4% Kor
(A 2T 24 RE=(Rother) ® (Rro @ Kecr) (3)
CRE=[ (REKD ssc(5)) +ekrri 1+ (Kme® s5C(6))+255¢(7)] (4)

18



Stepd:#& B <~ (Plaintext)=PP»--P.» % < (Ciphertext)=CCr--C

b= Kerz
For i =1 ton
b=[(P® b:i-1) +2 RE)+:[ (Rhk+255¢(6))D bi1] (H)
C=[(P® bi-1) +: RK1D [ (REk+255¢(6))D bi-1] (6)
Next 1
Step4d:
(DAt =[(ssc(I)rRN)D ssc(8)+:(ssc(2)D RK) Imod 1022+3 (7)

(2) % ssc(5), Kerr, oy Ah, A tﬁs?] »~ PRNG #2 # PRNS1|[PRNS2 > 4=®] 5 #771

ssc(5) —>

Kerr —3

PRNG —> PRNSI||PRNS2
b E

Ah ~ At >

B 5 PRNSI ~ PRNS2 # # 2 7 & R

(3) A2 ¢ BB ERS ST

8A h 128 1o8n 8At  EEf:bit

PRNS1 CRK Ciphertext PRNS2

Blb6eRh%vtms

W
=
E‘\*
=

3.3 fam s 4

YRS R AAH e R w R Rz iR AR A - S ‘1’»:'14\/7."1-%%% PRNSI > &
KRR YK o ﬁ*ﬁrﬂ%- L FHRCCRE e 4f = A2 f ) RO K RS At 0085 % PRNSZ
BB ANEY B REMP > T iREe AT RLREZSERH
%Lﬂﬁ%mﬁﬁ

2

1

O

%
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3.3.1 f2 =

Stepl © 4} Ah 1245 % PRNSI

(D » PV > 238 - iﬁ?iﬁ’ﬁ ZRE A2 B &R L
Q)P4 -~ b & A2 A

(145> 425 (1) »*ﬁr /(mfr Koz

(D145 4254(2) » 3+ 8 Ah

(5)ie |5 %< Mh% ¥ 4% PRNSI

Step2 : B~ §14®% > %% - L FTE(CRD » 13457 712 #2441 RK

RE=[ CRE— 2| (Kpz® ssC(6))+285¢(7)] —2:krri ] B 55C(5H) (8)
Step3 : £ At # “,f PRNS2
(1) /4= 2557 3+ 5 At

(2) HFIpR 2 & # "t PRNSZ

Stepd : {35 FFEY » fEH BT o KEFP 2

b= Kerez
For i1 =1 ton
P=[C:D ((Ri¥255c(6)) D bi-1) —2RK) B brs (9)
b=[ (P.® bisr) o REV B (RiF:55¢(6))@ bi-1] (10)
Next 1

3.3.2 f2%pinA2H

MRS & e \Wx%ﬂzz R R AT ST B AT @A B s R AR
ARy PRNST > g M [ % 2 Ak e - LRA(CRD) » 2B R RE> 1% RE % 437
At 11# ‘*f PRNSZ > .15 12 J}f;%ﬂ;“‘ Eofpagme oo FEAp2 o
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H ~:bit

8Ah _ 128n 8At
PRNS1 CRK Ciphertext PRNS2
Stepl : - % Ah, #'f LRSSI At
~ n N\
CRK Ciphertext PRNS2

Step2 : B~ f14 R < fh X 0

#- 27 58k RK

128n At

RK

Ciphertext PRNS2

Step3-(2) : M FIB T > K E ¢ 455 PRNS?

CRK

Step3-(1)::+ & At

128n 128n
Step4d © j# %
Ciphertext Plaintext
BT ¢ BRI L BT R

21




Y E ZT2RAFEVR

ipi%#474%3’@%<é*fkﬁ%?%iiﬁ$ﬁﬁ’?%:ﬂ)%“
fﬁ@ﬁﬁ*é/ﬁ@«% Fz%ﬁ% (D) FOREE RS R LA E
G 2R aE R mod EE KA A B2 AHORC Sl AL NEREFE AL DT 2 o
@)H@%%Wﬁﬁﬁﬁéﬂﬁm_% @@ P~ REFER-P 2 TR R
RS €73 R HREER i X R FER S SR () R Pg
%ﬁ%ﬁ’@@E%ﬁlﬁ%?mgLL%ﬁ’ﬂﬁﬂ%%@mv/ﬁvﬁ’ﬂﬂﬁﬁ

@ﬁﬂﬁ&%@ﬁ@méaﬁﬂﬁﬂp%?ﬁgﬁpﬁ:ﬁﬁﬁﬁﬁ%%ﬁ’@@
B RHOE 2REUREE 0 PR T o

BRI PR /R R R R Y 8 (THOY G SR PRGSO T Al
PEooh S A SN E s Bl TR e R o pph s S
2 A2 rh2 B il W A Aok R F PF il TR T 4 /R o 3F (TN
B F,y,,t!fv‘ ARG R T A R RE o P f%’*i’(ﬁi%]% PassWord(PW) -
g~ NP E - REE AR A A 2 RS A A R T A R T e/
A% o BITHNZ ¢ A H A S A TN B RS /ER R o A AR — f
F R de e T B4 A ¥F S AR FRAR R R T A/ R

é*“ﬁm’ﬁ seind B AR EY 0 BT R A 0 2 G PR - 2 P
S eha fERBE P i 7 WFBPW e 2 A s 0 T (RN kBT 0 T - H R
ket B A e HF A R TR ERE S /AR 7 BT BN S
AL 2 RARBEKZLI R FIFI R A G AR EMGES gL FRBAT A
B Er R AT SRS R PR FIFNL 2REMR S X
B e 4 ESTE AR T R RA AT 0 A TR - BE IS
Z el FREY 27 WBPW ez 2150 ¢ 32(1) AR % 2B A ()P L"EH 4
RN E 2R 2470 ()8 BB MEDZE 2EAT (DB FHROZE 2R A7
(5) &&= 3 = ;2 (WFBPW)£2 AES = 2 B W ¥ -

‘-L‘.E

4.1 Ah% 2B A4

A EerA S e BB bR R AR OMEL Aol £7 A0 TN G R
NEFNARAT G RS RA R R AR F RO REE R HETH
KiEFAR T AL BB L 2R PR Jo F WFBPW A8 (PN - &8 (PN = o
TR TR AhS R AR R A 0 R ARE DT EX 2R L HEhE R

& ¥r 7 P 8% Theorem 1 .
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Theorem 1

WFBPW 438 (tHo\ - @ (THN - cha (TR BT o d 4 B %582 25(SSC(1)-85C(4)) ¢
T LA A A2 2 £1§2}ﬁ£ Ah> PEFHEIRE -

<Proof>

K?‘ﬁéﬁ&?l]‘».g Ahz 8 "f”) B iz sk %i?i" Z Bk Ak
pARARY B (DerFAg ERESEL177 A% *év%“*f#éi’%” ERLS ALY : 8
% WEBPW i@ ie 8 - pF > B 5 % P b afle DF Akt

SR TR
Wt fok e # WEBPY B i - B B S HHEF T PE AL
B N L G K h I TR AT R R e S L

FTS RSB E 2R L ER A BMHRET 0B 'FE‘FKKI}F;@%'} R L
WA Ed -k S E YR T LA TR EL > A RET
BE 2 B A 4Bk Ak > &4k SSC(1)-SSC(4)T & * Eq. (2) » Ab=[[(ssc(Itoke)
D (ssc(2)tohrrz) 14:(s5c(3)D ssc(4)) ] mod 1022+3 » ke 7R %E~1T AhH 7
T FlG R P RE Ah § & Foif BB £ A2 4 B 5 5% 228 SSC(1)-S5C(4)
Kl ok B E4GeE RS 128bit e H Eeng Bl A 0 ~ 2710 g Rl 4 0 1022
Wil T FERAS £ 4 K Fok R 2 A8 SSCCL-SSC(DFRT > \ilf = i 5 (S eh 4 4
L mod 1022 + 3 #1# AL 2 EEBEET FEfiipl 2] e AT g iz g R oo
Ffﬂi?i‘”’ NEEAYT R RTRERREE A /‘Hﬁts&m&% s FR @ ] hiE
R AE R L PR T BRI AP 2 A E AP 2 R
Fed sT o LR A ARk Bl e ?ﬁi‘%éﬁa‘**ﬁ‘ﬂ%ﬁﬁ/ﬂ‘rﬂ? P X FR AR
TR E e &3 PRNSI & PRNS2 22 7 > 2 CREK~ %= T4 ~ PRNST & PR/VSZ*K@“ R E S
d hEEELAYT o P ERe BB ELE R G (8AA 128 +128n +8A4¢) bits
HP 128bits % CRAE & > @ 128n bits 5P = & B » At 5 PRNSZ2 0k & > {HB %
= Ah-neE At %= 1!33%&“"37’?@ P FM s Bd ST E R %;\ﬁvﬁﬁ,ﬁéf#
Ahz B> H B fEsple o 10 A v E %% 2 -
ARG ET R el R T B R Rl L B LR
H o Rmd e ,ﬁ;‘%?‘%;’%.éﬁ—f#ﬁﬂ%éﬁ ) 8 .f:'ﬁi?:'*ﬁ P FIAMAteniE o Ra Ah
2 g FH s L BIR L e At Ex ¢ FE LTS 4k RE 0T @ REs
Bodrpt Az BEimARK J“'iu—ml-"r-‘:ﬁ’arkpfu A/YE'”L#B?fr_‘gﬁ”ﬁz’}:)if’

7 ke e
. 34

4.2 B R'TIB 4 R % 2R~ 47

S EMG M E 2 e B R A RES ¥ H.d Bq. (3) » RE=(Rotker) ® (Rro
B hecr) P B RAenA 2 Ed S{84 4084 ROLE 5 v R 24 A8 Ker 59 = MFEY
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A2 e LWFBPW ¢ » @ 417 kel 2 i Ap e Ao de % £ 4G AnT 0 FEP 2 AT
g et 2 R OrE W EG RAHE S m 5 ¢ Fon B P L%~ B FIP R eh
[(/W’ml%—lzi&"‘f@i’f FIRK - 238 hee % 5 - B LN &4 #3875 18 0
B > T Theorem 2 7@ P & WFBPW » g4 £4% RA £ 5 5 B8 R 0% 2o

‘1‘

zH
Iz

Theorem?2:

WFBPW 438 it Hist — N8 (el = che (FIRBT 0 2 A A 2 B E A4 RFE B 2

: Ve : , L T |
nbit > PIBKZ BN R EY 0 RM2 B afs X *n

n °

<Proof>

FRGHE A R RE L e Koy ERIRERERLEY S (i & NEN bt %Eﬁ;"s’f}?l(’
- FH bR Eg (e £ i\n&p #Hi¢* Eq. (b)¥ Eq. (6)i& 7/ > {57
A ER* Eq. (e s 17e 5 W3 PR AR RS AT R

R B N - R E RN S o d B A e R 0 AhT ER R
2o rAwE ALFET OB B ERERZ LR ¢ B RIHFIEN RO B B A
ErFECRAEET »Eq (D22 Hf@psa » ik » F&d Eq. (4) K E K REEAp
2t g2 o iR o BLRF R CRE e ¥ A 7 B (4) 0 CREE[(RED
ssc(5))+eKeri [+ (Krro® ssc(b’))+zssc(7)] s RN RS EG RO R o BB
Frindl b X FPEE RN (N2 B30 G - BRI b LT £ 4G RE e
FReREE - L OREFTAH5 7 -+ S8 £ 4 RE> 2 = 18 3 (CRE RO 32 202 5
MBS e B2 Feip SSC(5)-SSC(7 )2 eenfin™ » & d — & CRAFH RN H K2 /A&

AR KABRET S

2n

P Fle@ it - A8 FHN 1 PR T DR RE R EGFE op e A F
R NRES F P AR RS R ENS SR B AR F Y ¢
PR ,;Pi.%—gz;rr{g’ Ah~ B2 ERBE Atz & > #7114 %&.Z TR A
R HEY IR BaE Il ¢ RN R HEENR Y TG 12/
m AR o Eg. (5)8 Eq. (6)#-4 2 Hjame it > 7% > & d Eq. (5)% Eq. (6)F +
RE #Apfe 0 iz > it > LR R R TG 1=/ n) o #F 247 B (5)#
Eq. (6) » #2 ¥] Eq. (6) » '=[(P1'EB bi-1) +: RK1® [ (REtessc(6))® bii] 2 @ 20 p 30w 42

A b 1=7=< n &4 Eq.(5) > b=[(P® bi1) +: RK)+2[ (Rh+2s5¢(6))P bi-1] A
20 bBREFATE P b G REE SSC(6)2 E ™ :j‘*uﬁ/é R b R g Pos
bi~ RE & SSC(6)2 EfFimT™ > i]*uﬂ E R FERE Do 2 FE P b~ REE SSC(6)2- T
- )’I‘uﬁ/é KB Dyoveer RPFRTE P Do 0=/= p BB FRZ FFD X 20
PR LR AR SRS » Bq. (6)F PR AT AHE-B 8T RARBRY
g G G, 27 5 P~ b~ BE$E SSC(6)2- BT > B #7 o [(PO

B %

K

B

L

Pil
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bi-1) +: RK1E [ (RKk+2ssc(6))® bi1]2- & » 2 d Gz @ REBr w2 [(PDB bi1) +: R
21 [ (Rht2s5c(6))® bi1]2 LE'_PE’E B [20] 0 A SEEYH P B AL NES £ A RE AL

Z peno Aprid A3k R RO 5

Bots o R dvig SSC(1) ~ SCO2) ~ SSC(8)% RE siin™ » g% #-& i d Eq. (T)
éiéiﬁt“‘ﬁlﬁiﬁh?%?éﬁﬁﬁT’ﬂﬁﬁﬁﬁéﬁé L%
BkFEFH Atz @® > 7*FEhF AtIZ% 20 PRAZHFF Ar2E > £
Eq. (7) » At =[(ssc(I)+:R0) D ssc(8)+:(ssc(2)P® RK) Imod 102243 * i ¢
W RN R EG R R RS BB A2 A2 o R
FRER R mﬁvﬂn"zi’}}ﬁfﬁll’/(mﬁ‘f% R - T ArFHEERE- B S KL
P FI=Ar=1025> Atz E% @%@EHijw‘*ﬁwﬂiﬁ$%ﬁf%%%%Km<
RE<2"-1) » & 2 B % & 77 soif (ssc(DHRE) > sse(8)% (ssc(2)® RE) 2 & » #71
LUHRTRY ALTARIEHRE R85 5 2 ik [25] -

2

4.3 ¢ BB /HENE2RLAH

AP EOR Y RE T AR R 6 TE Y B MR TR RAL R AL
nvmmﬁéﬁﬁtﬁHW%\@’aﬁﬁéﬁﬁﬁﬁuHWﬂﬁﬂwyﬁ{ﬁm’%u
S P F koA e F AR e TR 0 iR B PRNST &1 PRNSZ ik % K 2 R
ﬁiL FEPAR® A ® 4 2ndifalt ¢ R R I NENEEAR 2 ETH
R e g AT AR B AT HRR T R iR “”K?ﬂ%#7¥%£ﬁ§&%%’
AR AR T I ORE S RER R EEFBFR R H S S H e
L OFELR o

‘;&.r

4.4 B* FTHNT 2RAF

AL EOR2AAETHF TS '[ﬂ‘*zi%‘—ﬁ'l“rr%i—a‘ BAELR Y E TR
% > ¢ F b PRNSI A- PRNS2 2. 7Y > ¢ 18 /T:i?ﬁé‘mé"‘ F“*?/?Q‘ﬁ”ﬁﬁi&?m

1iEs TRARFREITE /R o e kg B (Q)Qﬂ (P, CHF T»;.;#uﬁaﬁ
S RE~ssc(6) &2 b BT A 27w dda A FLIPLER G M s p 2
Pk s SEE GRS 0 B v IR B A b § TP R A S o
WP hmy 2 2 AN THEFAAF LT 2R -

BAF TN - RNF TR g f%i%\.i—,?:'f%i@i B3 f hiwme ;}%ﬁs
ooRE- TR, %%p#’%%ﬂ@iﬂu%ﬂﬁ LR
m % > Theorem 3 #38F WFBPW » PP 2 %k Tl en® 2 & o

9
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Theorem 3 :

i GGG GI’J‘HBF‘Q??‘:&%R B RH
iF 1 ﬁ‘_‘;‘— FiEH N - cha (TR B T > P4
- 1\
HE TR : ARA-Res % 5 (5)

EP R ETHE AR B bR
Gtk B aniz~1=7/=m> % WFBPW
R REFTHR GGG--GR TR RE T EP

=
F'.
2
<2

<Proof>:

tEBq. (¥ » P=[COD ((Rhr2s5c(6))D bi-1) — kK] Db tbd B~ Reb CFEM

< T P sk d b AR & B F AR E GG SSCB) s bife REE FAL
d Theorem 1 M fE A% » %#Ea > d Theorem 3 FF A EA % > RE > & & P
8 bis m?;}iﬂ'] Z & %46 Bq. (10) » b=[(P® b: 1)+ RE)+:[ (Rhkt255¢(6))DB b:i 1] » 7= 7
ZEE Pii~ bz~ SSC(6)E REK % T4 » P = FHe s Pom % % A A2 Feag o @ D Koo BE
ik e w12 b= (PO o) 42 RE1+=[ (RErossc(6))® by] Tk % 2 i > FHEE > &
E‘; B F' &3 P Pos D82 RE iR ™ o b= (P br) 42 RA]+2[ (RAYessc(6))D b ]
mEARE DR F o R PR B (Dn o IS A E 2 REE o K
prEEF  Bg (OAPTE > PeOP ((REt:s5c(6))D bo) — 2B P b B ZF >0 Fl i

3 i O SSCCO)~bost RE i 67 > = a8 B pen PR mid & 5 2[25]81 7 o
koo x P[0 ((Rh+t2s5c(6))D br)—RE| Db E.% > 0> F| A IVLE SSC(6) > bi¥3

REERT > 5- a8l WE PRABGHHF 20512 7 itk > et iide & B
v WH P lSisn ARG > e B B BRSS9 5= =45 Rule of Product

BEEP 2 TR RAR - PaR GBS 5 (D™,

4.5 #&= % * 2 (WFBPW) £ AES % 2 & " #&

M A - PR A it vk B E s Bt A% WFBPW 2 AES 2 % > R v d

'éf_'p’} o
#.— AES 22 WFBPW ¢4t 2 *rsz 2 & > BV
=
AE WFBPW L
2 SN S P
Parallel WFBPW & - j& 75 7 B 4c % > 3¢ - AES 2 0 &8
' Yes No .
decryption AR N
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Brute force

F)WFBPW = # ik 8 A B4B4e 3 2 5% > 97 s

Middle High ZITET 5 e S BEA RS VA AES ) F 5 AR
attack
FLfiZ o
Known ’ﬂWFBPWiP"<"'/"5’ﬁQ HeETFrd i £40%
laintext/ i) e /B > TR E
panmer Viddle | High "3 * FRAR
ciphertext EcBE WFBPW 2 PP~ /%~ %> @ B“L?ﬁ‘ﬁ? 15
attack rfc b AES 2 PP~ /%~ 4t o
WFBPW & ft cndfpl <~ /B2 e > @ - P 2
Linear . : THAD PR S 6173 PR %
Middle High i L. y ) ‘
attack RGN o S S H e BLR OTFELR O APIR
>t AES K3 ¥ 2B HE -
d 11 b S s »Lm7\~ > d %t WFBPW &_
i ,&fﬁ-&:ﬁﬁ@," Ao PP/ B e B R
FRETAd BB Ea g 2 FehpP 2 /B i
Security Middle High FR-Pc FHAd RFEFEAR > €37 F

v AR R R SRS RO ARS Rl
JEA RN B /R Y R N
4+ 0t WEBPW it » -
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IR maAHEVR

5.1 AES 2 »xjy & 47

#H > W SubBytes ~ ShiftRows ~ MixColumns £ AddRoundKey :& & » & {4 — wi& & 4 1%
MixColumns i & - T 2 5 SubBytes ~ ShiftRows = AddRoundKey °

5.1.1 4r % okat 2 & 47

CE R LR L SR R S RS N
717 AES $43% 128 2 2 % B > fie /R REARY hE fAE L Bl -

F = AES #3128 AP = Fdh v pie/fRRiEARY DEFHE Y T

= FEHEGe B) YT (2 %)
AES (AddRoundKey) ddRoundKey ~ SubBytes -
(128-bit > 10 [ 176 &s (8 bits) ShiftRows = i I £ 4R e % 4e
¥ & 2 TERCES) SubBytes) P orE ol - R e
160 Substitutions (8 bits)
(ShiftRows) (MixColumns)
30 ShiftRows(128 bits)[27] 36 Rijndael columns
mixing[15](128 bits) o (i
(MixColumns) ¥ o JR BB AT PR (7L p
36 Rijndael columns mixing[15J(128 | m cose i 247 set )
bits)

5.1.2 + &4jA 2 i 2 £ 47

4

>

&

(B4

(=

Sk

o

%

o
l_.

A

.

3 \4
A

jd

4

>

&

(B4

|
T

8

\
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2= AES 3 &4gA 4 1 ivehi 88 T dc

s Eh i

AES (50 ®s) + (10 SubWords) + (10 RotWords) | #+ &4 A& 2 1 iF

5.1.3 AES 4c/j& % 2% & 45

AES 4c/faocic #4978 3 - B+ £4FPA LN 9w in1 ITH > 3 (RS —*Ff
2Bk o AP LB A TR e BT S H AR L CPU: Intel 17-3770 3. 40GHz » RAM :
16GB » Platform : Windows 7, 64-bit » i& {7 Bktipif o

2o AES #- B 128 = AP 2 T te/fR % pFRT

Operation Time consumed (us)
Method Encryption Decryption
AES 10. 492 10. 667
AES(Key-Expansion) 3.211 3.211

5.2 WFBPW Z 2% 4 #5

WEBPW z_2cic 2453 & § & 2 4o/f32 % A2 o § g2 (@ 2 3.3.2 Initial
process, 3.3.3 Encryption process-Step 2 and the generation of A 7)#£ {8 &K eJd2
(# % PRNS1 22 PRNS2 72 2 ) o

D.2.1 4 Raxat 24 %

R TR RS Fav AR AT /fERERY R RSN E 0 AT ¢ 3E
717 WFBPW $+3% 128 = A = F B o fude/fR BB i B g -

# 7 WFBPW #% 128 =~ P = ®e sl » Bt /f2RiEARY D i AF Y Tk

S FE (s ®) EE = (jE B
WEBPW (3 ®s) + (3 +2s) (4 &s) + (3 +2s) + (1 —2)
(128-bit)
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5.2.2 % ¥ RIZrci 2 A5

O IR AT a0 L R AR T R AJTEAEY PR PSR &2 ¢ 50 WFBPW
A 28 AP 2 HH o AW E IR HEAE L KT -

% WFBPW #0128 =P < ®¥ » o § 21 (7L B3 8 Stk

> S R
WEBPW A 24 &4&: KPW, KFN, RKO, KCT, KRCT EC 5 A N 3
(10 @©s) + (10 +2s) + (2 mods) + (2 +s) +
(1 PRNG)

5.2.3 WFBPW *c/j& % scac & 47

WEBPW 2_ #icay A 453 & £ & 5 4 /fi# % cni 425370 % Aa2( s 7 3.3.2 Initial
process, 3.3.3 Encryption process-Step 2 and the generation of A¢)#£ 18 £ /a2
(¢ 7 PRNSI £ PRNSZ ch& 2 ) 5 { & R IhA H 2 F dhscic » AP0 R A T % 5 R
5o B4 % CPU: Intel 17-3770 3. 40GHz > RAM: 16GB» Platform: Windows 7, 64-bit -
T HHURIGE

7 = WFBPW 443t 128 ==~ pl 2 Fe sl o i /f2REAP 0L AT 5 pr iy

Operation Time consumed (us)
Method Encryption Decryption
WEBPW 0. 336 0.447
WFBPW( = ¥ ed® £ 12 L JT) 25. 774 17.472

5.3 WFBPW & AES 2 2zit v &

WFBPW £2 AES 2 sy & 47+¢ gied 5. 1AES 22w &~ 4782 5. 2WFBPW 2 2%ac 4 7 ) %
T B R T/ fRR AL 0 AR AR/ B RERY E RSP R AN

3707 WFBPW &2 AES #2% 128 =~ P 2 %M > fte/fRREARY HE AT L IE -

# ~ VWFBPW & AES =t 128 =~ P 2 ¥ > B4 /f3RiEARY i AT H ik

E: FEEE G B) FHHE(GE B)
AES (AddRoundKey ) AddRoundKey ~ SubBytes ~
(128-bit, 10w | 176 @s (8 bits) ShiftRows = i FgFF4p Fp 3040 B
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&1 TR (SubBytes) PEAT R e -tk oo
160 Substitutions (8 bits)
(ShiftRows) (MixColumns)
30 ShiftRows(128 bits)[27] 36 Rijndael columns
(MixColumns) mixing[15](128 bits) o (& ¥ -
36 Rijndael columns 3 B AR A 1T LA AR i e
mixing[15](128 bits) DB AL AR SR L)

‘gligl;‘ilblt) (3 Bs) + (3 +28) (4 Bs) + (3 +8) + (1 —2)

d 4~ TR o WEBPW 445 — P~ %k (128'bits) e /2 %8 5 £ 1% -5 % AES 0
fo/fRRE Y > Hoci i BV AES 0 L U HE RS A Bt o AP ok o
L S

# 4 AES &2 WFBPW ro4c /f2 % pF P

Operation Time consumed (us)
Method Encryption Decryption
AES 10. 492 10. 667
WEBPW 0.336 0. 447

%\' ’i, /?—*{#% 51‘5’?‘1_" ]/E;F'Q < ?Fﬁu“\f %EEFE'F 1WFBPW {AES 5731. 26 f%  a ﬁ;-’%%ﬁg& WFBPW
HAES 5223.88 % > f5@ 0 AES BiE 7R MA BT > {117 - = Key-Expansion » <
Parent-Key * & # 4c @ pFen3 £ 45 (Sub-Keys) » e $:3 » WFBPW A8 {7 B H 4B w0 » F
PfF- = v d2(# 3 3.3.2 Initial process; 3.3. 3Encryption process-Step 2
and the generation of A #)# {8 £ @ (& % PRNS1 22 PRNS2 cnd # ) > i&3 58 Flen
PR PR 4ok L 9o o

# -+ AES(Key-Expansion)#2 WEBPW( & ¥ jad® ¥7 {8 B R d® ) ei4e /3 5 P&

Operation Time consumed (us)
Method | Encryption Decryption
AES(Key-Expansion) 3. 211 3.211
WFBPW (0 B Red® &2 15 B L) 25. 774 17. 472

# @ S WFBPW f2 % pF > H i /18 B 2 pF o) %5 WFBPW 4c % pFE o0 /18 B g2 P
AR EFfRREEF2 F & A2 PRNSI &2 PRNS2 2 # -

B P nik 128 bitseh = RHFTHE /2% > PliFE T 24 24 LFTH
i 8 5] WFBPW & AES et 7 4o ™ -
31



AES*c?;ﬁ’Jﬁ#EF’F’?
= (FEBAL PR + (FBP 2 RSN JHEIRFF) X 1
= (¢ AEBSerfigg g PF) + (&4 ¢ AES 4 B eig ¥ PF) X n

= 3.211 + 10.492 * n (us) (1D)
AES ﬁi%mﬁﬁ? = 3.211 + 10.667 * 1 (us) (12)
WFBPW +: % cHiiit ¥

= (MR ARJRE LR RIEHIRF ) + (F BP 2 RRSZEIRFF) X 1
(% -+ ¢ WFBPW mﬁ—‘%ﬁ?" ) + (%4 ¢ WFBPW ‘E%ﬁj?gﬁ:ﬁﬁ PF) X n
25.774 + 0.336% n (us) (13)

WFBPW f2 % erfiCie % B¥= 17.472 + 0.447 * 1 (us) (14)

PR 1024 bits o Plpn=8-4d Eq(1D&E (137 # :

AES 4v % 7 PF _87.147

= = 3.062~ 3
WFBPW 4 % % & 28.462
d Eq(12)& (14)+ #
AES 3% % P 88.574
= = 4.208~4

WFBPW iz % p& 21.048

B2 FML 128Kb PE o Bl n o= 1000 5 4 Eq(11)£& (13)# & :

AES 4v % 7 P _10495.211

= = 29.010~29
WFBPW 4 % % g 361.774
d Eq(12)&(14)7 # ¢
AES iz 3 p¥ 10670.211
= = 22.973~23

WFBPW 2% p5 464.472

e o Ae oosy WEBPW Z_AES 93 ~ 29 & > @ % % »cae WFBPW 2_AES 4 ~ 23 & > #
343 128Kb 0P < fhk T > WEBPW + & 23 % AES sy o AP Bg iR AES e o
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