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A Study of NFC Mobile Payment Authentication Protocol on LTE
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Abstract

As mobile payment technology matures, and NFC-enabled smart phones becoming
more popular, both of which drive the development of relevant market and application
platforms, mobile payment service is becoming more acceptable in commercial use,
while bringing in unlimited business opportunities. No matter how diversified mobile
payment development is, transaction security is still the most important key to success
for the mobile payment model. Hence, this thesis proposes a secure authentication
mechanism that, is compatible with the LTE mobile telecommunication network, and
provides mobile payment transaction service while supporting the direct carrier/operator
billing model and mobile payment service. Unlike previous research, the scheme
proposed in this study can resolve the issues derived from using NFC mobile devices,
mobile Apps, and the two different payment collection platforms used by
telecommunication operators on the merchant side: point of sale (POS) device platform
used by conventional stores, and the emerging mobile point of sale (mPQOS) device
platform, and provide consumers with a secure environment for making mobile
payment transactions on LTE networks. Both platforms are authenticated by the internal
authentication system of the LTE network and Authentication and Key Agreement
(AKA). Elliptic Curve Cryptography (ECC) is also integrated to make the transaction
system even more secure. In addition, further-improvements made on issues concerning
parameter processing, system functions, and security of the relevant authentication
mechanism on GSM and 3G mobile communications networks, is reducing the
probability of failure in the transaction process. These improvements enable customers
using NFC mobile devices to have a fast-and-secure mobile payment transaction,
whether they are using the conventional POS adopted by a majority of merchants, or

using the emerging mPQOS, giving consumers better protection and experience.

Keywords : LTE, Mobile Payment, NFC, Authentication and Key Agreement, Point of
Sale, Mobile Point of Sale, Elliptic Curve Cryptography
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Sefic kg er POS Ji * 25 ki# 7 o POS k%% 2 WBhE 2~ T AJE > #7103 Z &
WA hE S A B AR R A B R FRE T ARG L E RS 0 ST
PRk CPRFEA R FRORE RS O FRA Fap Lot L B AR

G1POS %% > 4r PDA & £ 8 s kit n® A% E o

0

EBRA&HK

CLE

FHE |
PR B : '
)

Internet 47 & 575

i+ ADSL
28

SR ¥ 4
(PO

Bl 2-3 POS ¥
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FALBERF B RIFRPSEB R AP HF ST FE S TR
WP E R £ £ 7 AL POS ASMME S BRI FEE RE R R
FREm o B AT AR F g RF IR RPIARE T A B R
SR A MG ER RE R POS R BEL S TREE A EERN
FEATITE AR SR FIFHIBZ T NET AR T F TR ARERE R
EEX LA R LR R RR B2 A FEHSMT 75 A B ¥

Mobile POS (MPOS) %) 7 2000 & {5 @4de » %7 45§ & chim b fc 8 4 8 % 8 5
WAk THLET FRPL 2R DR B 0 PR B A POS § L 4

2l

ST B B R R kR (R 2-1) - mPOS Ap i 4% ds g el

’

Bt de (7 ey s R B BER R > TR AFRIHBE PN RE 0 4ot B

L VA A FEBRE A NERPL L o FRIFFEIPS TR R B4
AT R R R L A YL B R AR TR G
B Fir- S mPOS &% > 4ol 2-4 ¢ #o7 o

def RME G RF LA R Y- > AARHDPOS kit 4 o 2
WoEEFHB L dend 2 o mPOS 4 AR K ARY ek et 0 F 3 S R 4L~ K
BHGY o T REN R mPOS #F& R E QR code 1B iT R S i A
2% QA s EX s S B4 F ] mPOS # & g
WAL AR R RIFL v T F A F G BPp AT RRELE LT

2y

S
ER s Y WG IE AR Th L AR Y d ) TmPOS (7 é T H

o
[
‘ch \
f‘m
=
o
F_\.
)h-
>_L
= »
oo
e
=)
T
S
F_\.

fr P fe s 300 @ % mMPOS &7 % o
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% 2-1 POS & mPOS =iip B 45100 2

P g p POS mPOS
¥z R % wE Y
N N ® s
G kR at %
R E N 3 A
%3 NFC # #% v B
ik Sl EN LAY B
MR S A B %

I
|
|
|
| Internet 7 &2
|
|
|
|
| ADSL
FHRE o E—
: i : £ &
| |
I I P&
l I (PC)
\ I
" _ /

B 2-4 mPOS @& * Bsitigfugf+ 2 H kAl

¥w & LTE

POBH R BT DER B ST DT do B2 K 6 TR 5§ (3rd

Generation Partnership Project, 3GPP ) #1377 £ #p ;& i& 3 #7(Long Term Evolution,

LTE)# 5 ™ - S & @ Uit o LTE eh ko B3k3h e 70 R ahieit ~ % >
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ﬂﬁﬁ$?ﬁﬁﬁﬁiﬁﬁiﬁﬁ’iﬁ%%ﬁﬁﬁﬁﬁiﬁﬁﬁﬁﬁﬁé’%
S

HUGE 1k o el 2[34]
%~ LTE fsuse g

LTE 95 Su28 4 A d & 04§35 &> (Evolved-Universal Terrestrial Radio Access
Network, E-UTRAN) £ 4% < % g % {» (Evolved Packet Core, EPC) #1 % = >
E-UTRAN ¢ 7 7 & = (Evolved Node B, eNB)#? 34 = (Home eNode B, HeNB)
kez i * K2k i (User Equipment, UE) i :d > m EPC &_d all-IP 22 Packet-switched
Eb S E S b’ﬁ#%“ [20],> # p 3% ¢ 2 5 5 é§2 # 12 & 2 (Mobility Management Entity,
MME) ~ FR#* R if (Serving Gateway, SGW) ~ #c¥y 3+ ¢ % Bt F i % (Packet Data
Network Gateway, PGW)## Ep: = % JR % (Home Subscriber Server, HSS) » % 7%
KEWEI EP > MME #-¢ * % EPC & 7 X8 &7 % £330 W R
9§ 2-5 1T 44 EPC 4r E-UTRAN £ 2% # - men /i [21]
® Home Subscriber Server (HSS) « H p FHE & 2 % P X w4 7% = &

AEREERAE S o 2 TR E 3T A iuE(Authentication) 2 £ 4t TR

FxrMHHa e
® Mobility Management Entity(MME) = # & g3 fyflsus - 2 ¢ @ 775 KL

(bearer)iz = g2 a3z g3 17> 10 % FIMUEL HITEZ > g prenait ~ 7

Ll LRI Y i) S
o Servmg Gateway (S-GW) : { 7 B d (Routes)fri# i% (Forwards) * = #75 IP4f

» T‘u*«uﬁu“ = AT —mlpia‘s g AL KA B oom TR B

(Idle Mode)z’v’v’# # 0 S-GW g BT R SR AR R 2 0T A

T|ES-GW (5 > 1 ¢ £ A7/ v ¢ (Paging) e (¥ o

® Packet Data Network Gateway (PGW) : £ :ESGi /i h #& #-£7 #F 385 L e B e
FoHAun e FUESN IP i afe » P2 B* 22 40 7Bt T -

® User Equipment (UE) : % it & (F*LTE * #+#]w (Control plane) % i * —‘ﬁ & (User
plane) fé 143k £ (Protocol Stack) {7 §-38 3 eni % & » ¥ & 5 ' LTE} ek

I s g TR G AR Y .
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® Evolved NodeB (eNB) : % LTE # » %+ (Access Network) & #UE 2 % & >
AR FRATHEEL > L0 pIRR Y FFRREGE R UBERRPFLTER
BREMMEZ £ ~ BB 3 7T 2 15 UE#T 4k B eh siipl £ T3 w 45
(Measurement Report) » #+ F 13 kg 7 £ 42(Scheduling) » r {47 kg is
Handover:fé f& 3%

® HomeeNB (HeNB) : % - B is
AFEBEP ERORBEFEICR
(Radio Access Network) 4 %, 27 % &

ek~ 8o L EeNBex 3R g 0
ﬁsz@nwmﬁﬁﬁvﬁkﬂﬁﬁﬁﬁﬁ
o 4§ (Core Network) -

/ =-=EmEms s \\ I/' ------------------ - \
: E-UTRAN o ERC HSS '
| o / :
| eNB L MME/SGW |
UE , I \ |
I
: | PDN-GW :
| HeNB +—{ HeNB-GW :
I
. / \\ __________________ J/

Bl 2-5 LTE #55% B

R 5 LTE 3t 5 0% 2

a LTE % 2747 &€& ch¥ 2 L UE & EPC 2 F ehdp 3 33 » LTE &
LB R BT B R (Authentication and Key Agreement, AKA) 2 = 4 % %
#(CK)2 2 B R ak(K) kg 1 UE & EPC B eh3 4pin#[22] ) 4 UE 4048
E-UTRAN i 4% 3] EPC p¥ » MME #-1% & EPC 24 7 AKA 3% 40T B 2-6 -

B4 AKA 5 A2 £ MME % UE 3% &2 s 4 @t UE #p & 2
ke~ FpF 528 (Globally Unique Temporary Identity, GUTI) & i% &5 MME > 4% i 5
g 3% RE A4S # * 2 2% (International Mobile Subscriber Identity, IMSI) » MME
T3] GUTI i > 5245 7] UE e1 IMSI > & % 15 2 HSS % B~ing»r § “oin b TR 8
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w| # & (Authentication vectors, AV)(s) > # ¢ ¢ 7 7 % # §* #ic(Random Number,
RAND) ~ g #f e Ji; 8 (Expected Response, XRES) ~ :2.3% * #5 (Authentication Token,
AUTN) % 4 Kasve’ ¥ MME 42 3] AV(s)i4 "MME #-@ i 2 # - @2 AV ¢ cHRAND -

AUTN -~ KSIASME 45 UE & UE BB 4538 (7 3038 4250 o

UE 4o 3] ¢ it $o8cts > 7 L ¢ 5 AUTN po e 4 333878 (Message Authentication
Code, MAC)i& 72k » H @ ;% o 3G & seernf1~f5 % & /2 I $34[22]4 3GPP z_
FXLTE 43 fl o f2 5@ Sdkc > @ 314~ 15 - KDF & %452 = Sndic
7| 575 (Sequence Number, SOQN) 5 — 3+ #c % » AL * K& § NIF P o L REAB
(Expected Message Authentication Code, XMAC)% # #1343 MAC 2% kp &
T ¥ K o F AR A 2 11* RAND %4 K A * v J& & (Response, RES) ¥ i# &

MME % % 3042 50 2 ok @4 7 o 0 18 UE 7 838 23R #T A 2 g affe

UE MME HSS

1. User Identity request

<
2. User Identity response (IMSI or GUTI)
> 3. Authentication data request (TMST, SNID, Network Type)
>
4. Generate AV = (Rand,
AUTN, XRES, KASME)
5. Authentication data response AV(s)
> .
-
P 6. User Identity request(Rand, AUTN, KSIASME)
L e — - - ——— "

I AUTN = (SQN @ AK || MAC)

I XMAC = fI(K, SQN || RAND)

' RES = f2(K, RAND)

| I'cK = f3(K, RAND), IK = f4(K, RAND)
| AK =f5(K, RAND) |

I Ktxsm KDF(SND, CK || IK) |

7. Verify AUTN and compute RES.

I
I
Compute CK and IK, and KasME |
I
I

8. User authentication response(RES)\
~

9. Compare RES and XRES.
CEPE g s SR

B 2-6 LTE (78 %% ingindg

P PEATENR AR A S MARS] xR 4 B R # SF AL @ﬁi%]&m B 2-7[22] -

K 555 & 23k * = @w]+ (Universal Subscriber Identity Module, USIM){-# ¢
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¥ % ui ¢ o (Authentication Centre, AUC) ¥ hEI 2§ F &4 2577 £4K2 Fix E
i A o Kasve £.— B9 ¥ 44k > & AKA 427 d CK fo IK & $o 4T 4 & >
Keng v & - B¢ B %dg > d UE fr MME 1395 Kasve 2 = » ¥ eNB 2 7 2 8T R
##1(Radio Resource Control, RRC)£ # * 3 & (User Plane, UP)3t & @@?Jr'ﬂrg X e
40 m Bfs 50 i v MME 22 UE 22 /F 2455 B~ & (Non-access Stratum, NAS)z 4 ~
eNB £ UE 2 /¥ 5 P~ & (Access Stratum, AS)3t & {ri# * & 6 Tl i 7 = Frit ke
WRBEE - BFAL T 5B L4407 B 2-4-3:

Knasenc : UE f= MME 1335 KasMme 2 = > # 3t 4F g ende g 5 72 R iRE NAS 2 4 -

Knasint : UE v MME 1395 Kasme # & > % 308 7 2 B F 8 % &k i3 NAS L4 -
Kupenc : UE = eNB ¢ Kens §o — #* % 443> #ic B (Next Hop Chaining Counters, NCC)i& &
AP 2 iRk UE fr eNB B & % 5 6 anif i f2ie o

Krrcint : UE §= eNB ¢ Keng {-NCC i  #1% » % +5 5.2 UE {o eNB ¥ & 5L 7 iy
FRUL R R o

Krrecene : UE fr eNB ¢ Keng f= NCC 18 5 =78 > * »>if:f UE fr eNB &' & R T R

BAIRL L PR R R

USIM/AuC K
'
CK IK
UE/HSS
'
KASME
LE-"W
KNASenc KNASint
KeNB/NH
LE.-‘"ENB‘/’,V \
KUPenc KRRCint KRRCenc

W27 LTE %4k fk 5
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3GPP #** LTE #% ' 7 % 12 L GSM %2 3G =3 + (Handover) /= 42[22] » &
P28 E-UTRAN p e £ iz e > LTE S ek * — BATA QRS 24> ¢ 57 &
B R B anagde o doR) 2-8[22] 0 5 7 i D] UE &2 eNB 0% > 751 > MME &
UE & Jf & j&_KasME 3+ 5 314~ 4500 — i 2 4&(Next Hop key, NH) - NCC p|¥_KeNB
2 NH - 3B » & e (7 £ 475818 0 T4 4 ehdTen- B Bk - 5 KeNB* > #-

g UEfop 1eNB ¢ # - = s KeNB & NH 2.2

NAS uplink PCI,

.. PCI,
count [Initial EARFCN-DL  EARFCN-DL
Kexg™ Keng™
NCC=1
PCL PCI, PCI,
EARFCN-DL EARFCN-DL EARFCN-DL
NCC=2
Kenpg® Kenp™ Kexg™
PCI, PCI, PCI,
| EARFCN-DL EARFCN-DL EARFCN-DL
: Kexg* Kexp™® Kenp™

28 4 < kA 28§ L

% - LTE i chd $

Jin & & ehgh v [23]7 & 3] 0 4 3 3GPP LTE R FH 5 T it chst
IP(IP-based) 57728 4 » ]t % * 1;;&&%1 Jepecnv] A A sk HeNB > s 5 7 £l -
BA»p e HeNB 12 3 2 e HeNB v 31— S &2 enfmde E 8 i 3 > B2 2R

‘1

3GPP £ f ¢ = g4 4t 304 & 17 4p B eh% > & - (Security Requirements) fe % § 3%

SR e LTE g do 0§ 1242 58 fodk £ 4841 ¢ 3 m[23]
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Cao[26]% * % 7n LTE# S 84]7 2 L v tsehd 2 AR50 5 Bigd 4 T 49
sk ¥ eNB P E N A8 5 B P RePiThdg B S HHFRE 2 eNB e
FTAREZ 2EFISP o ¥ S FET R EL S HeNB ¢ #7178 X ¥ 7 NCC

AT FAREEEFAH LI P RSeNBE MME £ 4 NCC ik # > i =

LA7 i
FEE R A TR R R T K R R T 2

I8 R RABH LR

Rl e & %75 & Su(Elliptic Curve Cryptography, ECC)d Miller £ Koblitz **
1980 & ¢ Hpk o s PORHFRIY B ERBEF Y 0 K - BB LI ¥R
WA AE K SLAP RO H e Ak AL 0T RO G| R4 I G 4 BIRGE hE 2

FlEi B @ TR AR AR LR AREEY c AR EFE R

G e G ARk [27][28] 2 B St i B [20] S0 A o
i WY Mok

R 40 S BB ) = 425N de oo -t 2 e N 42 B35 F 4o ) 2-9 22 ] 2-10

§ o
E: y2 =x3+ax+b
4 4
—2 — 2
{ {
4 2 o 2 4 -4 2 0 2 4
1 1
— ) S 2
4 _4
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W29 ¥Rd ME: y? =x3—2x+3 @210 R RE: y? =x® —5x+1

AN Y a2 bV iiEed 5 AREFWRY AL £ IR s

e
e

#2350 ¢ cha gt b f & £4a% 4 27b% # 042RRA] > @ 91 A 2 DRl SLE A H-§

R RS S e
b B A PR S € BRI U E T X R R BELP # Q)
£P = (%, y1) ~Q = (X ¥2) »P+Q = (X3,y3) HHF N EFE
X3 = m — Xl 'y XZ

y3= m(X; — X3) — y;

if P£Q m=222

X2—Xq

3x%+a

2y1

ifP=Q m=

FARTA BAP B E o K R A R P L E R R = BhAp e ¥

oo ¥oo= —oo’JJ;T‘&{E;ﬁ P+Q+R=w-

PRI S SR ddcehde 2 8 A L 00T B4

® MPEQAEF »HFlY AP FHLEN2ZE O SFEENPEQS B
2 R BRI X fhengh R 4 ¥ A P+ Q=—R> 4o B 2-11 #FF ¥
cise % (a) ©

@ FPEQAZIR-EBP=QF » Rl RY FHSE N2 E 545§ EN
P2 Qn ghipid 2 REEHFS X heng -Ro> & ¥ U A P+Q=—R> 47

Bl 2-12 #FIFl o &2 ch4e 2 (D) ©
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FPREQEF x4 LQ= PRI HRPHQLEEN 0 >4 T 1
ZP+Q=P+ (=P)= w0 > 4T { 2-13 #Fl & & chr4e 2 (C) ©
FA-P B oo qpde 0 SBEH G HME I PB ORI P2 TR A

P+owo=—R=P s 4F g]Z-l‘]-ﬁ‘?fF]\fb%ﬁlE‘f”‘cé‘(d) °

Pl R S AN Y D S |

Bl 2-11 PR ¥ 4% (a) Bl 2-12 #rF] ¢ & chse i (D)
o0 o0 |
4 i | | 4 L1/
K’I' P AP(=- R)
/o ‘,-" 1
/ | / 1
—2 / —_—2
yAuh Nz ! v ‘\______// !
I 1
I [
I| | |I 1
2| 0 2 4 4 2| 0 2 4
I'.. 1 I'-I 1
II". — I I.‘I‘-. — !
NP . N\ !
\\‘ I ‘\‘. 1
\ 1 \ :
"\'. Q " R
-4 I\-,_I 1 -4 It
B 2-13 R & s 2 (C) B 2-14 Rl W & ehse i (d)

A YRS S sk b deik e 0 4 R R2P =P 4P 3P=P+P+P>
Yp A4 P B G n B P Apte o
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Z‘"f']’*’}f?mﬂ"?ﬂﬁﬁ'iﬁ,ﬁ.‘bﬁﬁﬂiﬁﬁﬁ%
EFREEY SR - BA e mod EE S ;I.%{E: y2=x3 +ax+
b(mod p) » BI7 #-iFFl 6 AN UF] - B E T P o 4 2 R A
# RS LR - G PR B P R RE R =P ARG
beho e 2w P RERT N € 2LF FIEE 0 00 5 1% R S B A o

2 ik Ally ~ Blue @ = ziid = Bag i (7 T8 4 > 4o B 2-15 977

Ally Blue
1.E(a.b,p). G
3B 2.B=BG
4 KaB=oB=0pG <
C=M+KaB 6. A C
5.A=0G : > 7.KaB=BA=0pG

M=C-Kas

B 2-15 Rl & &k 2

HIL LS AR Y ST g ER, b, p)E TS A

- ,%L'G()Q y) °

%2231 4t Ally ™ @i e %30 L 4 Blue o Blue & 5~ j i B 3 (EF 4k3 2

G iagid » XM E T E BB v s 24 diE Ally o

#H 34 fci| Blue Bixi§ kgL P {8 Bjidcd 2 il okt BB T E R %
Kag >+ 32 Ally &2 Blue = § shf % &£ 46 o 5 & 4e it LRJHu L 0L1E 5 R o

A egh M4 b Ka 7 F 3[4 meant i Co

HIEET D 50 NEBELER B L CoAlly & FR M8 G % 4o

23



B EE A T EEEAfrde R i C - A2 #3% X Blue > Blue Je 3]z 4 {8 T+ i@ * 2k
AfpLrpgkpEneAly £ 4 5% L4 KB 4ot - k7 &3 C 4 Kas

e BRAL M AP e

AR H @ BB ke ¥ L0 RSA SRR W R RS kLT ] Rk
B B R % 2 Ao & 2-20 A WERIY B L Aend - BRIV TR
2 WO RpEps P FRERMAREEY @ s EFkY o bAoA R
chte o @ HAABER)E S B ofd Hdk TR RRE B 47 R & o

422 RSA S Fl6 AR F ARG S 2R T 245 B 2 L [34]

RSA & #FFld SR/ A SLaiple X 2R T hg4pE RV R
RSA 512 1024 2024 3072 7680
ECC 112 163 224 256 384
Key 1:5 1:6 1:9 1:12 1:20
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$=% NFC-LTE ## £3 & POS } th¥ 2 g4

Bt E Y o AR AT 6 POS BT T L bk
d IR G5t POS e Rt E LR T AR G Bl B A PG R
#-HF e POS kg AT® i NFC (76 & fIRIEME LTE (A8 il & > 1 i
ZXF ARSI BRBLAEL o

e 5 i%é—*ﬁ N Ap B < > Chen % 4 5 L3t h4ei® & GSM ~ 3G & 5t

il

+ R R DCB 7 & epe 4 % H[10][30] » & - AKA g = i 4o » (78 4 H AL
BA ARG L BEPOS KfRADCB T L i 2 b 2 FA GG Lk 2R AL
v [12)#% 21 % * 137 NFC W i (Gateway):# POS 516 * = =44 #93% & @420 1
AR A (18]S 7 BAEE L F TR AR I ST AR NP
2B P ins A [31]F P 3G RRLhfTH L A o
e pan 3k o v @ A LTE (T8l SRR 5352 6 GRRA &7 7 3
W Tt ARG R T A LTE Fdid sk s 6 NFC &g 5L POS 1 g i+

FE A w2 & UREMELE P b ERB o Fin kBB aeT o

mLTE 7o it b B & POSEE FAINFC B 4 7é KB o0k S BlAc B 3-1

Lo o0 e AR R Bt AR e e 6 3 e B

f‘f‘«“
e
ke
<
Z
o
—x
(s
=
w

T

41
3

# ¥ (User Equipment, UE) 2 POS & & & % Ap I ch{7 & it 1 i 7300 0 &
A (7h R R ko kLen— IRA o

2. % =2 FE KXY 2 POS ¥ P NFC # it » T2 - RAFT IR 2 (76
FERFIAIHT ‘}'m*&% ISO/ICE18092 i& {7 /&: » H ¢ POS % & 7 75

TN R L VAP S REID R8-S X AR T30 0 4
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o
,O«

B ARG PR

w
il
ki
“‘w

EE T S LTE Fd i 2 % 2 (78 % & - HSS
i T KERgD LB 2 > U KRS A2 e f2ahiphl b o

4. POS &2 HRF g PR EY SR AT * [ 22590
if (Secure Channel) -

5. & it W i (Payment Gateway, PG)#t #_& fo#h < [6]¢ - &f?ﬁé.%,ﬂéﬁﬁ;;‘cj—g R
B dEi- B SUD-MME - H1 fEi F458% » 56 X3 ApH B MME > e
WerG LAY Kk POS (nF A B2 juE 0 4 MME 51 (T

6. LTE & 3 & = etk 3¢ < (Billing Centre, BC) 2 ﬁﬁrvﬁkﬁ)‘;é‘piﬁ fsxh ke » f

1 T o

s

EETF LR BAE AR L MR Bk

&

MNO Backend System
(Secure Channel)

Internet#& B 25

l eNxB | | exB | | exB | | exB |

ISO/ICE 18092 \\ / LTE - Uu

B 3-1 LTE kit g & POS eh i Ssu28

Fo&  ALTE ##7 hivd  dEREBINE

Ay R AEHA R Z BB B3RS BHILF SAERER R
BRAERE,IAEF S REVARE Y OREAFSERLT I L2 AR AT
BFEEILE BRFARF O 20 5T RBERE P AR K LSRR R

POS i i74p 3 i o Befeh 21 3 34 2 X 5 17 A& S A FNA T o
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Unsecure Secure MNO Backend System (Secure Channel)
(K, IMSL, GUTL, Cis) Channel Channel (Cex) (IMSL, GUTT) (IMSL, K)
UE POS PG MNME HSS/BC
1. Scanning product barcodes(or RFID tags).
OI=(ON, TP, DT)
2 If agree with the OL place Display OI
phone onto the POS.
3. MP requirement »
< 4. 0L MP request
5. Display TP
Toput PTN to pay 6. GUTL, TAI
> >
7. Find MME from TAI
8. GUTI
>
9. Identify customer with GUTL
10.IMSI, AVre= (R, XRES, KASME, AUTNME)
<
11. Save IMSIL, AVMP
12. R, AUTNME = (SQN & AK || MAC)
< <
13. Compute XMAC and verify if MAC =XMAC.
Use K.R and AUTNwe to compute KasvE and RES.
KnP=h(R, KASME)
14. RES
> >
15. Verify RES = XRES
KnP=h(R, KASME)
16. Select a random number b, and compute P =bG.
17. Knp, PIREQ.P.G
«
18. Save K
19. Exam (PIREQ. P. G)
<
20 Decrypt Exam(PIREQ. P, G )
Display verify success
21. Select arandom number a, and compute U =aG.
PI=(0L TS1)
M = (IMSL. PI, CUE)
Compute E =M + aP
22 Exue(PL, U, E)
Ll
23. Decrypt Exae (PL U E)
Verify PIand check OI from PI are correct.
24.PLU.E
>
25 Compute M=E —bU
Verify IMSI & PIand CUE
Check if OI from Pl are correct.
26. PI, IMSI o
27.(Te BC)
BC verify IMSI and check user
account /credit lmitation.
Complete payment procedures and
update transaction record.
28 HSS create EIAK(TSN | TS2)
29 TSN. TS2. EIAK(TSN || TS2)
>a
-

30. CuE= CUE+]
31. TSN, TS2, EIAK(TSN || TS2)

<

32 Keepand display OI, TSN, TS2
33. Ex.. (TSN, TS2, EIAK(TSN || TS2)

-
<
34. Decrypt EX..(TSN, TS2, EIAK(TSN || TS2))
Verify EIAK(TSN || TS2)
Keep and display OL TSN, TS2
CUE = CUE+1

B 3-2 NFC-LTE % * POS #k# T ¢7DCB {78 X i} i 42 §]
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BRI GBEEAD FRE PR BT EEEMRT B A £ T
oSt BrmEx>8d1 84t aByy 2 5 F R POS 2 4f
EUEA A @ik o
i’ﬁﬂ;‘f 1-2: & ® RPOS #F 4 kg £ #7iE $# 0 & ehik 5 (Barcode) s dz RFID %

F(Tag)x = +* B pHF B 2% d pLT %3 ON)~ 244 (TP) &= p H (DT
SRR FTONET A FIRIEE A RSP ST IR BRI G T g

THEEP O FALEALRET KAR -

%335 : AF G POS VPR TR AR AR BT JERY 4 A
wEE Y hEd L GERFE TR 2 Fh R Al N POS F W E 4L NFC i B &
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B LTE (7 fepe b B £ mPOSEE FAINFC B 4 (783K # ok SLE R 40
Bl 4-1° 9750 > it dg &5 BaFa ¥ X
1L 973 o MERL E R i 8 e 25 (MNO) » » A3 = 7

E(UE)2 mPOS Tk & ¥ v fhwipk i i Fyieimap » 49 1

i W (PG) B>t (78 el 3 18 5k sudh— 304 o
2. % AR ER S mPOS ¥ idet NFC# il ¥ - SRAFT IR 2
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Pej BtEF i o PHPEBS RFIDRR M H ) £ 727 T o
3.0 M A EREE LR 5B LTE (Fh BB ¢ (FH R 2 o HSS

TG AR PR KEREE X FEE 0 RGBT AL R RAPM TG

5. AHMF(PO) Lo rrEH bah  BBIRY » (AT SR EE S

MPOS ¢hi & & & » H ik 2 & b [6]7 o

6. HE?%&&%ﬁ%ﬁﬂu@@;ﬁﬁ$&%ﬁ@%£%ﬂ’é%éﬁwj
T HME AR AR A MRS E Bk e 1T e
MNO Backend System

(Secure Channel)

Internet4d &5 493 - -~ PDG

\ / \Secure channel

eNB | - | eNB| | eNB| - | eNB |

LTE - Uu / \LTE-Uu

[aros | — [ ]

ISO/ICE 18092

B 4-1 LTE i st¥ & £ mPOS &h )k SL3 4
$o & ALTEXHY thrd i d R mEne

R WS BHEA S 2 BIEE AoB 427 Srw 0 B 5 BAH ML B AL

Fh o BRAERASNAEFT BETARY DR SR RAT G T8

AT A FHFEFLS  BRFFOIIBABJMIPINERE P FRKE LG
PEEIF RmPOS & (FAR T Sk o B feH 219 1 36 S BT 0 AR DL B
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MNO Backend System (Secure Channel)

(CID, KuE, IMSIVE, CUE, . (Empos, IMSIzpos, . (IMSTUE, IMSTepO2, GUTIVE (KUE, Kmpos, IMSIUE,
GUTIUE, Kases: UE, Unsecwre | GUTLazos, Cezos Unsecure GUTImpos, Kivasene UE, Kupenc U2 (Cu=, Capos, CID)
KUPerc_UE) Channel KNASenc, KUPenc) Channel KNASenc_mP0S, KUPenc mPOS) IMSImpos)

UE mPOS eNB/MNME HSS PG/BC

1. Scanning product barcodes(or RFID tags)
OI=(ON.TP.DT)
2.1f agree with the OI, place Display OI
phone onto the mPOS.

3. MP requirement

.
>

4. OL MP request

<
5. Display TP
Input PIN to pay.
6. sig_ UE =h(IMSIUE ¢ CUE)
7. GUTIue, EKnNaseac (sig UE)

8. sig mPOS =h(IMSImPOs BCmPOS)
Encrypt (GUTIue, sig UE, sig mPOS)

9. GUTImP0S, EKUPenc (BKNAsene (GUTIUE, EKNAS=ne (sig_UE))
5
>

10. Decrypt EKuzenc (EXnasenc (GUTIve, EKNASene (sig_UE). sig_mPOS))
Find IMSIve from GUTIve and IMSImPOS from GUTImPOS.

11. IMSIUE, IMSIzPOS, AVUE, sig UE, sig mPOS
3
>

>
12. Verify both sig_UE and sig_mPOS,

and save IMSIUE and IMSImPOS.
13. Select a random number b, and

14.R | AUTNUE, P.G compute P =bG.
,
<

<
15. Encrypt (R | AUTNUE, P, G)
16. EKUPenc(EXNAsenc(EKNAsenc_UE(R || AUTNUE, P, G)))

<
<

17. Decrypt to retrieve (EKnNasenc UE(R || AUTNUE, P, G))

18. EKnasenc UE(R || AUTNUE, P, G)

19. Decrypt EKnasenc_UE(R || AUTNUE, P, G)
Compute XMAC and verify f MAC =XMAC.
Use K. R and AUTNUE to compute RESUE.

20. Select a random number a. and compute U= aG.
M = (IMSIug, OI, TS1, CID, RESuE)

Compute E =M + aP

21.E.U
>

22 sig_OI =h(OT)
Encrypt (E. U, sig OI )

23. GUTImeos. EKUPenc(EKNAsenc(E. Ul sig_OI )
>

24. Decrypt to retrieve (E. U. sig_OI)
25.E, U, sig OI, IMSImPOS
> >
26. Compute M=E - bU
27 Verify IMSIUE and RESMP_UE.
Check TS1, and use OI from UE to
check if sig_ Ol from mPOS is correct.
28 PG sends OI, IMSIUE and CID to BC.
BC verify CID and IMSIUE, and check
user account /credit limitation.
29. Complete payment procedures and
update transaction record.
Cie=Cue+1
Cmpos= Cmpos +1
30. TSN, TSz, IMSItE, IMSIxros, RESUE
-—

31. Create BIAX_UE(TSN || TS2) and EIAK xeos(TSN || TS2)), RESUE

32. TSN, TSz, EIAx_UE(TSN || TS2), EIAX_mros(TSN || TS2). RESUE
<
<

33. Encrypt (TSN, TSz, EIAK_UE(TSN || TS2)) and TSN, TS2, EIAX_n20s(TSN | TS2))
34, BXUPenc(EKNASenc(TSN, TS2, EIAK_=20s(TSN || TS2))

<
<
35. Decrypt to retrieve (TSN, TS2, EIAK mros(TSN || TS2))
Verify EIAK mpos(TSN || TS2)
Keep and display OL TSN, TSz
Cmpos= Campos +1

36. EXurenc_UE(EKNasenc_UE(TSN, TS2, EIAK_UE(TSN || TS2))

<
<
37. Decrypt to retrieve (TSN, TSz, EIAK_Ue(TSN || TS2))
Verify EIAx_Uve(TSN | TS2).
Keep and display OI, TSN, TS2.
Cre=Cure+1

Bl 4-2 NFC-LTE @ * mPOS % ™ ch DCB 7 & £ i} /i 421
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Tk LA Rd PEREFFBET ML IBEFELIE] O TR TSR

2 & pro

HFL2 L G F Ad Rt 2GR KE 2 mPOS  IMSI &2 p & iRty e
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