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Abstract

Medical institutions or healthcare facilities apply the use of wireless sensor
networks technology for health care services, but if the technology lacks
comprehensive security architecture, it would not be able to get the users’ trust. In the
meantime, it also reduces the quality of medical care services. However, in the
wireless sensor network environment, in order to allow the patients ease in carrying
the device, the system needs a miniature device for retrieving and transmitting
physiological information; therefore, its computing capacity and storage space is
extremely limited. In addition, the structure of wireless sensor network topology can
be changed with the users’ movement. All these factors above make the security
architecture and network security protocols of traditional network services and
network security protocol unable to be applied to the wireless medical care system.
The physiological data that have been collected by the use of wireless sensors are all
involved in the patients’ personal privacy, because of the openness of the wireless
sensor networks; therefore, the process of transmitting the patients’ information, the
issues of how to protect the security and privacy of users’ information, how to prevent
malicious networks’ attacks, and how to provide secure authentication between
devices have become important issues for the use of wireless sensor networks in
medical care. A secure authentication mechanism ensures that only legitimate users
can log into the system, after the confirmation of users’ identification, and access the
system’s resources. This article is-aimed to address the use of wireless sensor
networks for medical monitoring in the environment of medical institutions and health
care facilities, with security and privacy protection for user authentication
mechanisms and data transmission. These allow medical staff to have immediate
access to the condition of the patients. This authentication mechanism uses a smart
card and a user-password as dual authentication, ensuring that only legitimate medical
staff can retrieve patients’ information. This scheme can resist common attacks. It also
construct a cryptosystem based on bilinear pairing to provide a secure data

transmission in order to prevent illegal invasion and eavesdropping.

Keywords: wireless sensor network, authentication scheme, secure data transmission,

healthcare system, privacy preservation
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Chapter 1 — Introduction

1.1 Research Motivations

Because of the improvement in health care and medical technology, the ranking
of the most common diseases in Taiwan has changed to chronic and degenerative
diseases being the most common. A low average income among younger adults, high
price levels, increasing stress in daily living, late marriage, decreasing birth rate, and
the increasing national average life expectancy have all contributed to the increase in
the aging population in Taiwan. The population.aging of Taiwan and Japan is the most
severe in Asia, and medical expenditure in these countries continues to increase.
Emerging aging societies, changes in the living habits of people, and improvement in
medical technology have caused mortality from chronic and degenerative diseases,
such as diabetes, cardiovascular diseases, and dementia, to gradually outnumber
mortality from infectious diseases in the global population. Consequently, demands
for medical assistance have increased continually. Furthermore, multigenerational
extended families have gradually been outnumbered by -nuclear families, in which the
family population is decreasing continually. When the younger members of a family
leave for work, the older members who require long-term care are forced to live
solitarily. Subsequently, the needs for -medical care of older people have increased
substantially, causing a consequent increase in healthcare demands and rapid
development of hospitals.

Recently, wireless networks have rapidly become widespread and commonly
applied in various fields. Wireless sensor network (WSN) technology is used to
supplement physiological measurement technology and healthcare devices, enabling
patients to manage their health autonomously in hospitals and healthcare institutions.
In addition, WSNs provide long-term care to patients and collect the physiological
parameters of patients, enabling medical personnel to provide patients with
appropriate medical care and monitor their physiological conditions according to the
acquired information. Moreover, WSNs reduce the time required for adjusting

diagnostic prescriptions, helping medical personnel adequately grasp the
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physiological conditions of patients. Thus, medical expenditure decrease, and patients
receive favorable medical and healthcare services. Therefore, numerous hospitals
have adopted healthcare systems based on WSNs, which involve employing
physiological sensors, dynamic medical analyses, and data transmission technology.
These healthcare systems substitute expensive professional caregivers and enable the

health conditions of patients to be monitored at all times.

1.2 Research Purpose

In hospitals and healthcare institutions, applying WSNs for medical monitoring
typically involves using remote monitoring technology for diagnoses, monitoring,
treatment, and education. Remote monitoring technology facilitates collecting and
transmitting daily physiological data between user ends and caregiver ends. Because
of the development of WSN technology, wireless sensors enable sensing and detecting
targets, collecting relevant valid data, and transmitting data remotely to data centers at
the rear end through self-organization networks. Therefore, wireless sensors are

suitable for medical monitoring.

Using WSN technology for medical care requires a comprehensive security
structure to establish trust.among users and maintain high-quality medical services.
However, in a WSN environment, to enable patients to conveniently carry the devices
used to collect and transmit physiological data, these devices must be microdevices,
which limit their computational abilities and storage space. Moreover, the WSN
topology might change as users move, rendering the security structure and network
security protocols of conventional network services unsuitable for wireless medical
care. In addition, collecting physiological data by using WSNs concerns the personal
privacy of patients. Because WSNs are open, when patient data are transmitted,
protecting the security and privacy of user data, preventing malicious network
intrusion, and providing secure authentication to the devices are crucial concerns for
WSNs applied for medical care. A secure authentication system enables only legal

users to log in. Users must be authenticated to access the system resources.

Regarding the use of WSNs for medical monitoring in hospitals and healthcare
institutions, this paper presents an authentication system that facilitates security and
privacy protection and enables medical personnel to instantly monitor patient
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conditions and provide patients with prompt and comprehensive health care. In
addition, when the system transmits physiological data and information, it safeguards
the personal privacy of patients. The authentication system stores information to be
authenticated in a smart card and performs authentication through a cryptosystem
based on bilinear pairing. In addition, a secure data transmission approach is

employed to prevent illegal intrusion and eavesdropping.

1.3 Thesis Organization

This thesis can be divided into five parts. The first chapter is about introduction,
motivation and purpose. The second chapter contains about relevant research,
including Wireless sensor network and the example of application of telemedicine
care, then having a detailed description of sensor nodes that are used in the Wireless
sensor network environment, the communication protocol as well as bilinear pairing.
In chapter three, first there is a clear definition of the operating environment, and how
to use the Wireless sensor network in medical environment. Next, there is an
introduction of how to effectively verify the identification while the user access for
data. Only medical personnel and families which have permission can ask for related
medical data. Finally, in the last part of this chapter, an example is proposed to derive.
The main content of chapter four is to make safety analysis, and discuss for methods
to prevent from being invaded after listing five ways of attack. And the last chapter is

the conclusion.



Chapter 2— Literature Review

2.1 Application and Development of Medical Care

Technological development and communication technology advancement have
gradually diversified conventional medical services. Telemedicine is a type of
medical approach that enables clinical work to be performed using information and
communication technology (ICT). Specifically, medical information of the patient is
transmitted to medical personnel remotely by using specific communication
technology, and medical personnel then diagnose and treat patients according to the
information [1-5]. The evolution of information and communication, physiological
measurement, and assistive technologies, and care equipment has facilitated the rapid
development of global health care industries and markets. Adopting technology
reduces exorbitant medical expenditure and time for making hospital trips. Thus,
hospital resources can be reorganized, excessive use of medical resources can be
reduced, and medical production and operations can be continually improved,

promoting the quality of medical services.

Wireless telecare involves using wireless ICT to perform remote care in hospitals
and health care institutions. Remote monitoring technology facilitates collecting and
transmitting daily physiological data between user ends and caregiver ends. For
example, by employing transmission technology, wireless communication, and
physiological sensors for transmitting physiological signals, the physiological statuses
of patients can be monitored. Thus, patients can enjoy comfortable daily living and
receive comprehensive medical care without hospitalization [33]. In an aging society,
enabling self-care and self-management at home or in healthcare institutions is

imperative [29-30].

Telecare differs from remote medical treatment in that it does not frequently
involve medical practices. Consequently, senders and receivers of health information
might be caregivers, patients, family members, nurses, or other medical professionals
instead of medical personnel. Therefore, using telecare to satisfy the home health care
needs of older people and patients with chronic diseases has become crucial for the
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medical care development [6-7]. Accordingly, telecare can be defined as employing
ICT to effectively provide and manage health care services for patients in hospitals, in

healthcare institutions, and at home [8].

I

Health care provider 4 8 (

Health telecare service center i m
Nurse Physician
Internet Hospital
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ﬁ Family
PR % Family and friends
Patient PC 3

Figure 2.1 : A Telecare System

Figure 2.1 illustrates a telecare system [9]. To provide comprehensive care
services remotely, telecare involves using ICT to enable monitoring, transmitting, and
analyzing data and emergency service management. Users measure their blood
pressure, blood glucose, weight, heart rate, and activities of daily living at home.
Alternatively, various wireless sensors and cameras are installed at their homes to
record their physiological information [31-32]. The data are then transmitted to data
receivers wirelessly. Subsequently, the data are transmitted to external networks
through wireless routers and sent to the main servers in specified healthcare centers or
hospitals through the Internet [19]. Families or caregivers can examine these data
remotely on the Internet, thereby determining the physiological conditions of the
patients. If anomalies in the monitored physiological signals are detected or if
emergency call signals from patients are received, home telecare systems immediately
transmit warning signals to families or caregivers. When diagnosing patients, medical
personnel can reference long-term physiological data for highly accurate diagnoses,
improving the quality of medical services [37-39].
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Typically, telecare systems involve using wireless networks to transmit data, and
wireless sensors are employed to collect data. The sensors are equipped with wireless
transceivers, forming a WSN. Thus, users of such telecare systems can enjoy
comfortable and convenient daily living and move freely without needing to carry
wired sensors [34-36]. In addition, using wireless communication networks
considerably reduces wiring costs. Currently, numerous studies have sought to
improve the transmission effectiveness of WSNs in telecare [40-41]. For example,
cluster architectures have been adopted for power-efficient transmission [10], and
smart proxies have been applied to improve resource management [11]. Moreover,
studies have considered establishing home telecare systems in various locations, such
as remote home care service M-Care in Taiwan, the Finnish-Japanese collaborative
Finnish Wellbeing Center (FWBC), and MobiHealth in the European Union, which

are detailed individually as follows:

1. M-Care [12]: Hualien, which is located in the mountainous area of Taiwan,
encompasses numerous remote indigenous tribes. Young people typically leave
for metropolitan areas for work, resulting in numerous older people to live in
Hualien solitarily. Because traffic was inconvenient and medical resources were
deficient in Hualien, the M-Care remote home care service was developed to
provide older people living in Hualien with medical monitoring at all times. By
using this service, medical personnel could monitor and determine the health
condition of each patient at all times (Figure 2.2). This service enabled patients
to autonomously measure their physiological information such as weight, heart
rate, blood pressure, and blood glucose. The information was transmitted to
WiMax base stations and then to remote care management platforms through
wireless devices. In the areas not encompassed by WiMax service, the long-term
physiological data were transmitted to healthcare center platforms through
asymmetric digital subscriber lines at home. Medical personnel in clinics and
community hospitals could then establish the health condition of each patient
through the platforms. Thus, patients could immediately receive appropriate
medication and treatment according to the physiological data that medical
personnel receive, and medical personnel could promptly remind patients and
families to pay attention to their health conditions when abnormalities occurred,
thereby achieving preventive care. However, this service structure exhibited the
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following problems: using the system was complex and difficult for older people;
establishing WiMAX networks was expensive; and most critically, this service
structure did not include a security and privacy protection mechanism in

transmitting personal information.

M-Care Database
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Figure 2.2 : M-Care Remote Home Care Service

Finnish Wellbeing Center: The Finnish-Japanese collaborative FWBC [13],
initiated in 2003 (Figure 2.3), was an attempt to include information
technology industries to develop hardware and software suitable for various
healthcare services of older people in daily living. Advanced digital products
from Japan and ICT from Finland were integrated and applied to establish
digital families and their service industries, providing and developing services,
products, and equipment with high added value, such as home security,
environmental control, and health care, thereby advancing industries. This
service structure primarily provided homecare services, daily care services,
rehabilitation, assistive technology, and general services. However, no
corresponding security systems were developed to protect the security and
privacy of the physiological data of users during transmission in this project.
Furthermore, patients had to measure their physiological data autonomously
and upload them to home care centers. No responsive measures were

established for situations in which patients were unable to seek help
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autonomously during emergency.
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Figure 2.3 : Finnish Wellbeing Center

MobiHealth: A multinational healthcare project by the United Kingdom,
Germany, the Netherlands, Sweden, and Spain [23, 26], MobiHealth is
promoted collaboratively by 14 units such as medical services, academic
researchers, health care suppliers, mobile communication industries, and
communication equipment suppliers. This project involved attaching wireless
sensors, which consisted of body area networks and 2.5G / 3G wireless
communication technology, to the bodies of users [24-25], enabling
physiological data to be automatically transmitted. These sensors could be
applied for remote medical diagnoses, disease prevention, home care, and
long-term physiological data recording of patients with chronic diseases
(Figure 2.4). The objective of this project was to combine wireless mobile
value-added services with healthcare services to provide patients with
increasingly comprehensive home telecare and health management,
subsequently reducing medical costs. Because this project was multinational,
the transmission routes for physiological data might have been long. During
transmission, stability must be safeguarded. The infrastructure of this project

involved the integration of complex heterogeneous systems, resulting in high
8



difficulty and costs in establishing the project. In addition, a corresponding

secure access module was required to ensure the privacy of users.
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Figure 2.4 : Mobihealth Architecture

2.2 Wireless Sensor Network Technology

1. Wireless Sensor Networks: WSNSs, which originated from the Smart Dust

research project of the University of California, Berkley, are a type of
technology that combines sensors, calculation, and wireless networks. Figure
2.5 illustrates the general structure of a WSN [14], in which numerous sensor
nodes are distributed in areas for sensing to collect data on the external
environment such  as temperature, humidity, and lighting levels. The
self-organization protocols then connect the nodes to the communication
network. Through one-hop or multihop transmission approaches, the data are

transmitted to data receivers and forwarded to management personnel or users.

Data col:cctor

Figure 2.5 : A General Structure of AWSN
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WSNs exhibit the following characteristics: low costs, low power
consumption, small size, short wireless transmission distances, fault tolerance,
and self-configuration [14]. The development of microdevices and imbedding
technology enabled accurate sensing, calculation, and communication to be
imbedded in microelectronics. This type of wireless sensor nodes facilitates
detecting and collecting data on the external environment as well as analyzing
and processing the collected data. Generally, the hardware structure of a
sensor node consists of four major units: the sensing unit, processing unit,
transceiver unit, and power unit.

(1) Sensing Unit: This unit consists of a sensor, which collects data on the
external environment, and an analog-to-digital converter, which converts
the analog signals of data collected by the sensor to digital signals.

(2) Processing Unit: This unit consists of a processor, which calculates
digital signals according to preset commands, and a storage subunit,
which stores collected data.

(3) Transceiver Unit: This unit enables data to be received from other sensor
nodes and transmits them to wireless data collectors through infrared and
wireless fibers.

(4) Power Unit: This unit monitors the power supply of each component of

the sensor nodes, which is typically provided by batteries.

. Wireless Network Security Protocols: Ina wireless sensor network, data are

transmitted between sensor nodes through wireless communication. Currently,

applied wireless transmission technology includes microchip-based MiWi,

Radio Frequency Identification, Bluetooth, Simple Media Access Controllers,

ZigBee, and Z-Wave. Each type of protocol exhibits its own advantages and

disadvantages and is applied in different fields. The following are comparisons

of the current commonly applied wireless transmission technology [15-8]:

(1) Radio Frequency ldentification: Enables identifying specific targets and
reading their data through radio signals without requiring mechanical
contacts between the identification system and the targets. The basic
components of Radio Frequency Identification are electronic tags,

antennas and readers, and frequency [27-28].
10



@)

3)

Bluetooth: A type of short-distance, low-power consumption wireless
transmission technology designed to replace the wired cables among
existing personal computers, printers, fax machines, and mobile phones.
The primary advantage of Bluetooth is that it can replace the existing
wired connection with a wireless interface at all times, enabling
interconnection among laptop computers, mobile phones, and personal
digital assistants (PDAs) through Bluetooth [15-16]. Bluetooth is a type
of open standard for wireless data and voice communication, which was
created to solve compatibility problems among electronic devices
worldwide. Bluetooth protocols work in the 2.45-GHz Industrial
Scientific Medical frequency band that does not require a license, and the
data transmission speed of Bluetooth is approximately 2—3 Mbps.
ZigBee: A wireless communication standard developed collaboratively by
the Institute of Electrical and Electronics Engineers 802.15.4 and ZigBee
Alliance [16], ZigBee enables two-way communication, is inexpensive,
consumes little power, enables short transmission distances and a low
transmission speed, and supports numerous network nodes and various
network topologies. Because ZigBee can support numerous network
nodes and is easy to expand, it is currently used for remote monitoring,
home care, and safety care of older people. However, because ZigBee is a
wireless communication technology, it is vulnerable to eavesdropping,
intrusion, and even denial of services. Therefore, data transmission
security becomes increasingly crucial. Generally, the requirements for
data transmission security consist of four levels, according to which
protection is performed to increase the security of ZigBee.
A. Confidentiality: Regarding data transmission, Advanced Encryption
Standard 128 is applied for encrypting data in ZigBee.
B. \erifiability: Serial numbers are added into transmitted packets in
ZigBee to enable data receivers to identify packet loss or tampering.
C. Integrity: To ensure data integrity, data must be protected from
malicious tampering, which causes irreversible damage to data.
During transmission, verification codes are used to verify the

integrity of data in ZigBee.
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D. Nonrepudiation: Machine coding is used in ZigBee to track data
transmission records, preventing users from repudiating having

transmitted signals.

2.3 WSN Security

1. WSN Security Threats: Because there are no infrastructures in WSNs, causing

limitations in resources, multihop approaches must be used for communication.

Because network topology is dynamic, WSNs are divided into three layers,

namely physical, link, and network layers, each of which exhibits security risks.

(1)

(@)

3)

Physical Layer: An effective data encryption system is established in this

layer for selecting frequencies, detecting signals, and encrypting data. If a

malicious network node transmits numerous spam packets, normal

communication would be blocked.

Link Layer: This layer provides a reliable channel. A sensor node listens to

the communication channel and transmits data through the channel only if no

neighboring nodes are transmitting data through the channel. If an attacker
transmits data continuously through the channel by using a transmitter, the
other nodes would not be able to transmit data through the channel.

Network Layer: This is the riskiest layer, which primarily encounters the

following attacks:

A. Sybil Attacks: Involves illegally - counterfeiting nonexistent node
coordinates through a malicious node to deceive or confuse its
neighboring nodes, which misidentify the counterfeit nodes as their
neighboring nodes. Thus, the entire network is disrupted and fails to
operate normally. These nonexistent nodes are collectively termed Sybil
nodes.

B. HELLO Flood Attacks: Numerous protocols require nodes to transmit
HELLO signals to their neighboring nodes. Nodes that receive the
HELLO signals identify the senders as one-hop neighbors. If an attacker
transmits numerous HELLO signals to other sensor nodes according to
this characteristic, within the range of the signal of the attacker, nodes
that receive the signals would misidentify the attacker as a one-hop

neighbor.
12



C. Replay Attacks: If a node records the legal control message of another

node and retransmits the message, the other nodes would record their old
routes, forming a routing table. During transmission, the message of the
nodes may be intercepted by an attacker and counterfeited using false
messages before arriving at their target node with neither the sender nor

the receiver identifying the attack.

. Denial of Service: An attacker transmits and transfers counterfeit

messages to the sensor nodes in an entire network, causing loaded
buffers and power wastage in the nodes. Alternatively, in a system with
limited power, an attacker infiltrates the power management mechanism
of the system, preventing its sensor nodes from switching to a low power
mode and causing the power of the nodes to be depleted.

. Node Replication Attacks: An attacker might steal the data of nodes. If

successful, the attacker might replicate the nodes and replace them in

their original locations for attacking.

2. WSN Security Mechanisms: To ensure the data transmission security in WSNSs,

routing protocols must include corresponding security-mechanisms [42], such as

identity authentication, mutual authentication, restrictions on topology structures,

decentralization, and multiroute transmission, to prevent various attacks. In

addition, the wireless transmission characteristic in WSNs causes the personal

data of patients to be vulnerable to illegal retrieval during transmission. The

secure transmission mechanisms of WSNs include the following:

(1) Full pair-wise key: A unique key exist between each pair of sensor nodes as

(2)

encryption keys for data transmission. Because connections might occur
between any pair of nodes, each node must store the keys of other nodes to
guarantee data transmission security. Accordingly, n-1 keys must be
distributed and stored in each node, resulting a high total number of keys to
be stored. Therefore, although this pair-wise key mechanism can provide
sufficient security and flexibility, it requires a large amount of memory
space.

Single Master Key: A single master key is shared among all the sensor nodes
in an entire WSN. Although this mechanism is easy to implement, if a

malicious attacker captures any sensor node, the confidential data of the
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entire system would be leaked.

(3) Random Key Pre-distribution: Each sensor node selects k keys randomly
from the key pool p as its key ring. If two sensor nodes share the same key,
the two sensor nodes share a secure link. Consequently, a large key pool
increases the probability of shared keys and connectivity rate. However, it
also requires large memory space for storage.

(4) Group-Based Key: An entire WSN system is divided into several unique
groups. Each sensor node includes an internally shared group key for secured
transmission between any pair of nodes within the group. The group-based
key mechanism is more effective and scalable and has more storage capacity
than the three aforementioned key mechanisms. However, because sensor
nodes may switch to different groups, implementing this key mechanism

exhibits a certain difficulty.

2.4 User Authentication

The development and increasingly widespread use of wireless networks and
mobile communication devices have enabled an increasing number of users to acquire
resources and services through networks at all times. Typically, before users can
receive services in a network environment, they must be authenticated. Authentication
is the first and most critical data protection measure. User authentication involves
identifying whether users are legal users of a system, preventing illegal users from
intruding the system for critical information [46-48].

Unlike conventional methods, network services do not enable face-to-face
authentication. Consequently, identity theft might occur. Therefore, an effective and
secure authentication technology is required to strengthen information security. The
most commonly used and convenient authentication mechanism in networks is
password authentication, which requires users to be authenticated using account
names and passwords. When users enter their account numbers and passwords to log
into a system, the system verifies whether the data are correct. When the data are
verified to be correct, the users are identified as authorized users of the system;
otherwise, the users’ login requests are denied. Although using passwords for
authentication is easy, if the passwords of users are too simple, they risk being

compromised. To improve this flaw, smart card and password authentication methods
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are typically combined to complement the flaws of each other. Because password

authentication is simple, convenient, and highly adaptable, the authentication method

is the most widely used [49]. Generally, a user authentication system is divided into
three phases [50], as shown in the Figure 2.6, namely the registration phase, login
phase, and authentication phase, which are detailed as follows:

1. Registration Phase: Before users use a system, they must apply for approval
from an administrator. After verification, the administrator provides users with
data for authentication, such as smart cards or passwords. Only then are users
authorized to access the information in the system.

2. Login Phase: When users log into the system, they must present the
authentication data provided by the administrator for authentication.

3. Authentication Phase: The administrator then verifies whether the users are legal
users by examining the user data such-as account names, passwords, or smart

cards. If the users are legal users, then they would be allowed to access

&

User

v

{Registration Phase}

v

[ Login Phase }

v

[ Verification Phase ]

information in the system.

lData Transmission

)

Server

Figure 2.6 : Authentication Process
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2.5 Smart Card

Smart cards enable controlling data security and data authentication, are
rewritable or deletable, and performs logic algorithms and data processing. They are
small and highly portable and can reduce communication costs through offline
operations. In addition, the encryption and decryption functions provide smart cards

with high security, preventing easy counterfeiting and duplication.

2.6 Basic concepts of bilinear pairing

In 1984, an identity-based cryptosystem has been proposed by Shmair [52]. The
conception is to utilize the personal information of a user as the public key of the user.
For lack of an efficient cryptosystem, Boneh and Franklin [53] use pairings function
to develop an efficient identity-based encryption (IBE) system.

Weil pairing associated with supersingular elliptic curves can be modified to
construct such bilinear map. They also contain the same characters of bilinear pairings.
First, they let p be a prime such that g | p-1 for some great prime g and let G and G;
indicate two cyclic groups of the same prime order g, where G: will be an additive
cyclic group of points on an-elliptic curve E over Fp,, and G2 will be a multiplicative
cyclic group of a finite field F'p2. The bilinear map function is & G1xG1—G; has the
following properties:

1. Bilinear: Let P, Q, ReGy, thus

(1). é(P+Q,R)=é(P,R)-€(Q,R)

(2. é(P,Q+R)=¢é(P,Q)-€(P,R)

(3). é&(aP,bQ)=2&(bP, aQ)=¢& (P, Q)®

wherea,b € Zg".
2. Non-degenerate:
If P is a generator of group Gy, then &(P, P) is a generator of group Gz. There
exists é(P, P) #1.
3. Computable:
There exist efficient algorithms such that &P, Q)= G2 can be computed within
polynomial time for all P, Q=Gs.
Note that the Weil pairing associated with supersingular elliptic curves can be

modified to create such bilinear map. We use the bilinear Diffie-Hellman Problem
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(BDHP) for a bilinear pairing [54] in this paper. Let &:G1xG1—G; is defined as
follows: Given P, aP, bP, cP =G, W= G, where a, b, ¢ are random numbers from Z,
it is infeasible to compute the group element W=&(P, P)3° < G, without knowing a, b

orC.
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Chapter 3— Methodology

In recent years, with the rapid development of wireless technology, more and
more hospitals and medical institutions to use the wireless sensor networks for
medical and health care services. These applications provide physiological monitoring
services between the patient and the care provider to collect and transmit data daily.
However, it requires secure and reliable user authentication mechanisms to ensure the
safety and privacy of wireless medical sensor networks. This paper proposes a reliable
authentication mechanism that uses a smart card and a user-password as dual
authentication, ensuring that only legitimate medical staff can retrieve patients’
information. This scheme can resist common attacks, such as impersonation attacks,
replay attacks, on/off-line password guessing attack, and stolen-verifier attack. There
are three phases composed of this scheme; they are the registration phase, the login
phase, and the verification phase. The main entities include caregiver and the remote
trust authority server (TA). Before the hospital's physicians access the patient
information, they should register to TA. In the registration phase, all users would be
issued their exclusive smart cards and the login passwords. After the TA has verified
user’s identities, passwords, and the transmitted parameters, they would be allow to
login to the remote server through smart cards to acquire the medical information of

patients.

3.1 The System Architecture

To establish a medical care system that enables security and privacy protection,
this study developed a reliable and secure authentication and data transmission system
based on WSN technology. This system is used to provide patients with favorable
medical care and enables professional caregivers to determine the health conditions of
patients at all times as well as provide them with appropriate health care. In addition,
this system safeguards the privacy and security of its users, preventing malicious
intrusion and eavesdropping during the transmission of physiological data. The
targeted users of home telecare systems in this study were patients in hospitals and
healthcare institutions or older people who require medical care. Figure 3.1 illustrates

the comprehensive structure of the telecare system, which could be established in a
18



hospital or healthcare institution.

Sick Room / Sanitarium
(Wireless Sensor Network)

Internet

f
Al

Family

§ |
r\?%gt\;}/?hysician

. o b e e e o e o e o — — — I

Hospital / Long-Term Care Facility

Figure 3.1 : System Architecture

When patients live in hospitals or healthcare institutions, the system stores their
physiological data instantly and continually. The data are then transmitted to the
servers of care centers, enabling caregivers and families to monitor the physiological
conditions of patients remotely. Appropriate monitoring instruments enable
physiological monitoring by measuring and capturing the physiological data of
patients and transmitting them to the servers of care centers. Figure 3.2 shows the

typical processes of physiological monitoring.

——»  Abnormal |[—*» Warning

Blood Glucose

Temperature - _— X g
¢ ' Wireless Transmission Phy}‘“"g'“'
| - —— » Information
Database
Blood Pressure S

Heartbeat

S Normal —»-  Data analysis

Figure 3.2 : The Processes of Physiological Monitoring.
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Patients wear mobile-care devices for this system to capture their physiological
data. Base stations transmit requests to the sensors on patients, which then transmit
physiological data to the base stations. Data are transmitted to the wireless routers
installed in the hospitals or healthcare institutions via wireless sensors. Data are
transferred to data transmitters station-to-station through the multihop approach.
Subsequently, physiological data are uploaded to the servers in care centers, enabling
professional caregivers to examine and analyze the data and assess whether patients
need help or a health reminder. Regarding the security threat and privacy problem of
data transmission in WSNSs, this study developed a reliable authentication system and
secures data transmission method for WSNSs.

When physicians, nurses, or other medical personnel in hospitals or healthcare
institutions wish to inquire information on patients, they must register with the trust
authority. After successful registration, the trust authority provides users with secure
smart cards. Users can then use the smart cards and mobile devices, such as PDAs or
notebooks, to log into the telecare system. After successful authentication, users can
inquire and use the data of patients in hospitals or healthcare institutions installed with
sensor nodes within a limited time, thereby legally acquiring the physiological data
and medical information on patients. As shown in Figure 3.3, physicians can examine
the physiological information on patients, such as body temperature, heart rates, blood
pressure, and ward information, such as room temperature and lighting levels, by

combining smart cards and PDAs.

Sick Room / Sanitarium
(Wireless Sensor Network)

Patient D @
+

Mobile Device Smart Card
SB O4 ———————— - - E

Patient B Patient C
Physician

_ Wireless
Transmit

- OSN: Sensor Node

Figure 3.3 : Access Data from Wireless Sensor Node
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3.2 Reliable Authentication Method
3.2.1 Initial phase
Step 1: TA selects a bilinear map é : Gi1x G1—G; and Poe G1.

Step 2: TA generates two one way hash functions Hi, Ho.
H; : {0,1}*—>G1

H, : Gz—>{0,1}*

Step 3: TA seletcs a random number so€ Z*,, and then computes a public parameter

Ppub= So™ Po
Step 4: TA computes W=r">* Py.
1. Registration Phase:

Step 1: User Ui registers an authentication 1D; with the trust authority (TA) and sets
password PWi.

Step 2: The TA calculates Upriv= So*Upub.

Step 3: The TA personalizes the smart card of the user, and includes the parameters <
h, Upiv, ID, PW, @ >, where h represents a one-way hash function, and a
represents a private parameter generated by the TA and is stored in the smart
card. The user cannot retrieve a directly or indirectly, and all the sensor nodes
of the TA include a.

Step 4: The TA sends the smart card to user U securely and privately.

”‘:” ! . < ID;, PW; >=—p»
? | | (g @
-4—Smart Card—— @

< h( . ), Upriv; ID;, PW;, a >

a\\

Trust Authority

Figure 3.4 : Registration Phase
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2. Login Phase:

The user inserts the smart card into the device and enters the ID and PW. The

smart card then executes the following steps:

Step 1:

Step 2:

Step 3:

Examine whether the ID and PW entered by the user matches those stored in
the smart card. If yes, execute Step 2.

Calculate Sig = r* Upriv, where r =h (ID || PW || a || TL) , where T. represents

the login time.
Transmit <Sig, r, ID> to the TA.

— Sig) v, ID=>=—pp (g '

Trust Authority

Figure 3.5 : Login Phase

3. \erification Phase:

When the TA receives the request and parameters <Sig, r, ID> from the user, the

TA authenticates the user through the following steps:

Step 1:

Step 2:

Step 3:

Step 4:

If the user ID matches that recorded by the TA and é( Po, Sig) = & ( Ppu, I'*
Upuw), then the TA approves the request of the user.

If Thow — TL < AT, where Trow represents the current time and AT represents
the transmission delay, execute Step 3. If the login time exceeds the
transmission delay, the login request is denied by the system.

Calculate E=h(b®Upuw), where b represents a random number. The TA
transmits E to the user.

The TA transmits <Ty,b,ID> to all the sensor nodes and notifies them that the
user is legal. Ty represents the time limit on the legal acess to sensor node data

by the user.

iy, o
L1} ()
@ —< ID, PW>- % —< Sig, r, ID>=—9>

Smart card Trust Authority

User
Figure 3.6 : Verification Phase
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3.3 Access Control and Encryption Method

After the user is authenticated as legal, the user can access data in the sensor
nodes legally within a limited time and transmit data securely through the following

steps:

Step 1: Insert the smart card into the device and enter the ID and PW. The smart card
verifies whether the ID and PW entered matches the data stored in the card. If

yes, execute Step 2.

Step 2: The smart card calculates C= h( al ID) ®E and transmits <C, ID, T'> to

sensor node S. T’ represents a time interval.
Step 3: S examines the time. If (Tnow — T"< AT).and Tnhow = Tu, €Xecute Step 4.

Step 4: S calculates C'=h(al/D)®@h(b@Upuw) by using the b transmitted by the TA and
public Upub of the user to examine whether (C = C’). If yes, then the data are

transmitted; if not, the algorithm ends.

e

Trust Authority

User

Figure 3.7 : Data Transfer Phase

Step 5: S transmits the data M required by the user to the user through the following

calculation method:
M= mo® H2( é( Upub, Ppub) )
Step 6: S transmits M to user U.

Step 7: U uses the private key Upriv, M, and the public W to perform the following

calculation to obtain m:
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M= m&® H2( é( Upriv, W) )

3.4 Application Examples

This section describes the application of the method proposed in this paper to an

application environment. First, the current structure and application of the system

environment is described. Second, the authentication approach proposed in this paper

is detailed. In a telecare system, data transmitted by sensor nodes are encrypted,

stored on a cloud server, and managed collectively by an administrator. The

administrator assigns varying access rights to patients, physicians, nurses, and

families. Each user registers to acquire a personal smart card, which is used to log into

the system. The user can then extract or use data in areas installed with sensors nodes

within a limited time.

1. Example 1:

(1)

)

3)

Assume a caregiver registers with the TA for a legal account ID; and sets the
password PWi, and TA calculates Uprivi = So*Upuand personalizes the smart
card for the user.

The user inserts the smart card into a device, such as a laptop or PDA, and
enters ID1 and PW3, using the key to calculate Sig = r*Upriv, Where r = h
(ID || PW || a || TL). A message < Sig, r, ID:> is returned to the TA. T_
represents the login time.

When the request and <Sig, r, ID1> from the user are received, the TA
authenticates the user by using é(Po, Sig) = é(Ppub, r* Upu). E=h(b @Upuwb) is
calculated and transmitted to the user, with b representing a random number.
Thus, the authentication of the user is complete, and the user can now access

and transmit data.

2. Example 2:

1)

The smart card calculates C=h( al ID) ©E and transmits <C, ID, T">, where

T’ represents a time interval, to sensor node S. The sensor node then uses the
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b transmitted by the TA and the public Upu, by the user to calculate C'= h( al
ID) @ h( b® Upuw) and verify whether (C= C’). Subsequently, the system
begins transmitting data to the user.
E=h( b® Upu)
C=h(al ID)®E
=h(al ID) ®h(b® Upub)
=C
(2) S transmits the requested data M to the user through the following
calculation:
M = m@® Ha( é( Upub, Ppub) )
The user uses the private key Upriva, M, and the public W to perform the
following calculation to obtain m:
M =m@ Ha( &( Upub, Ppub) ) & Ha( &( Uprivs, W) )
=M@ Ha( &( Upub, Ppun)”) & Ha( €( s0* Upup, r*Po) )
=me® Hz(&( Upub, Ppub) ") & Ha( &( Upu, r*Po)>)

=mo Ha( §( Upubs Ppub) r’) @ Ha( &( Upub, SO*PO)r')
=mod H2( é( Upub, Ppub) r’) %) HZ( é( Upub, Ppub) r’)

=m&® 0

=m
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Chapter 4 — Security Analysis

4.1 Password Protection

Guaranteeing users of all levels in the telecare system proposed in this paper,

namely physicians, nurses, caregivers, and patients, that using passwords to log into

the system is reliable and secure from malicious hacking is imperative. The ability of

the system to prevent password leaks must be confirmed.

1.

Stolen-Verifier Attacks:

This type of attacks involves stealing confidential information of users, such as ID
numbers and passwords, from verification tables in servers. If servers are not

required to store verification tables, then this type of attacks is avoided.
Online Password Guessing Attacks:

This type of attacks involves linking to a target computer directly and acquiring
legal access to an account through password guessing and trail and error.

During the login phase, the signature Sig and private parameter Upriv are calculated.
An attacker must crack the Uprivto obtain the password. However, this parameter
is used in the bilinear map &, which is based on eliptic curve cryptography. Thus,
the attacker must solve the bilinear Diffie-Hellman problem (BDHP) to crack the
parameter, which is extremely difficult to achieve. In addition, the attacker must
crack the password within a limited time before being denied access. Therefore,
online password guessing attacks are inapplicable.

Offline Password Guessing Attacks:

This type of attacks involves obtaining the password of a target user by
intercepting data or through other security flaws. A specific program is employed
to guess the password continuously until the correct password is obtained or the
cracking attempt fails.

In the proposed system, even if an attacker intercepts Sig, because of the difficulty
of the BDHP, the attacker would be unable to crack Upriv. Moreover, the attacker
must solve the one-way hash function and guess the secret parameter a to obtain
the password. Therefore, this system is safe from offline password guessing

attacks.
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4.2 Data Transmission Security

When a user, such as a caregiver, physician, nurse, or family member, is
successfully authenticated by the TA of the telecare system, the user can legally
transmit data to sensor nodes. Safeguarding confidential data from identification,
tampering, and deletion during transmission is critical.

During the data acquisition phase in this study, the T’ from the session key <C,
ID, T'> was used to ensure that data transmission was executed only within a legal
time. C and ID were used by sensor nodes to transmit data to the user after
authentication. During transmission, bilinear mapping was used to encrypt data.
Because bilinear pairing renders cracking data difficult, thus the data can be

transmitted securely.

4.3 Legal User Impersonation Attacks

Impersonating a legal user is a typical method used to attack a system. After
intercepting the request message <Sig, r, ID>, an attacker may use the message to
request to log into the system. However, in the proposed system, the time interval of
the user is verified, rendering this set of message invalid and preventing the attacker
from logging in. In addition, the attacker cannot impersonate a legal user because of
the lack of the password and a of the legal user. Cracking the password from a login
signal or obtaining the a from a smart card is difficult, and the registration data of a
legal user from Upriv cannot be counterfeited. The attacker must solve the BDHP to
crack Upriv Or steal the smart card of the user to obtain Upriv. Therefore, impersonation

attacks are inapplicable against the system proposed in this paper.

4.4 Replay Attacks

Intercepting a message for replay attacks on the proposed system is impossible.
After receiving a login request, the system verifies whether the time interval is within
the legal delay; if not, the system denies the request. An intercepted and replayed
login request cannot pass the time interval verification, rendering replay attack

inapplicable.
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Chapter 5— Conclusion

Using WSN technology to establish wireless healthcare systems requires a
comprehensive security mechanism to safeguard the privacy of users and obtain their
trust, improving the quality of health care. However, the security mechanisms and
network security protocols of conventional network services are inadequate for use in
telecare systems. The physiological data collected using wireless sensors concerns the
personal privacy of care receivers. Because WSNs are open, during patient data
transmission, protecting the security and privacy of user data, preventing malicious
attacks on networks, and providing secure authentication to devices are critical for
applying WSNs to healthcare systems. A secure authentication system ensures that
only legal users can log into the system and access the system resources after their
identities are authenticated. Therefore, on the basis of using WSN technology to
establish healthcare systems that enable protecting security and privacy, this paper
proposes a reliable user  authentication system and secure data transmission
mechanism. When patients live in hospitals or long-term care institutions, the system
can access and store their physiological data instantly and continuously. The obtained
physiological data are then transmitted to the servers of care centers through the
Internet, enabling caregivers and families to determine the physiological conditions of
care receivers remotely. Appropriate monitoring instruments can be adopted to
measure and extract the physiological data of care receivers and transmit them to the
servers of care centers.

The proposed user authentication system enables medical personnel to instantly
determine the health conditions of patients. In addition, the system protects the
privacy of its users. Smart cards are used to store authentication data, and the
cryptosystem based on bilinear pairing was designed for authentication. Furthermore,
a secure data transmission approach is proposed to enable caregivers to obtain data,
safeguarding the privacy and security of both caregivers and care receivers
simultaneously. Passwords used to log into the telecare system are guaranteed to be
secure, reliable, and free from the threat of malicious hacking, and attacks on security
are prevented. The security analysis verified that the proposed system can resist
common attacks such as impersonation attacks, replay attacks, online and offline

password guessing attacks, and stolen-verifier attacks.
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