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This study aims to discuss the basic computation and
protocol of Secure Multiparty Computation, design the
high-performance protocol, evaluate the complexity,
and construct the generalized application model based
on module computation and secret sharing protocol.
Aiming at Public Module Reduction and Private Module
Exponentiation, analyses are proceeded for knowledge
acquisition and expanding Bit Decomposition in the
protocol to Digital Decomposition Protocol and
Digital Bit Decomposition Protocol so that the
complexity of present protocol reduces from O(nlog n)
to linear time. The high-performance Secret Bit
Computation Protocol is developed, and the
application of Secure Multiparty Computation becomes
multiple. With Verifier Secret Sharing (VSS)
protocol, low complexity VSS protocol is proposed.
Furthermore, the necessity and sufficiency of Secure
Multiparty Computation in Universally Compostable
Model is discussed. The selection of attacking mode
1s critical for the establishment of security theory.
In this case, having the Cut-and-Choose attacking



mode of internal malicious participants be the
primary consideration for the secure design, the
secure computation protocol for both parties is
designed. To test the consistency of the parameters
input by malicious participants, simple mapping
protocol is utilized for enhancing the efficiency.

Secure Multiparty Computation, Bit Decomposition,
Secret Sharing, Universally Compostable Model.
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Abstract

This study aims to discuss the basic computation and protocol of Secure
Multiparty Computation, design the high-performance protocol, evaluate the
complexity, and construct the generalized application model based on module
computation and secret sharing protocol. Aiming at Public Module Reduction and
Private Module Exponentiation, analyses are proceeded for knowledge acquisition
and expanding Bit Decomposition in the protocol to Digital Decomposition Protocol
and Digital Bit Decomposition Protocol so that the complexity of present protocol
reduces from O(nlog n) to linear time. The high-performance Secret Bit Computation
Protocol is developed, and the application of Secure Multiparty Computation becomes
multiple. With Verifier Secret Sharing (VSS) protocol, low complexity VSS protocol
is proposed. Furthermore, the necessity and sufficiency of Secure Multiparty
Computation in Universally Compostable Model is discussed. The selection of
attacking mode is critical for the establishment of security theory. In this case, having
the Cut-and-Choose attacking mode of internal malicious participants be the primary
consideration for the secure design, the secure computation protocol for both parties is
designed. To test the consistency of the parameters input by malicious participants,

simple mapping protocol is utilized for enhancing the efficiency.

Keywords: Secure Multiparty Computation, Bit Decomposition, Secret Sharing,

Universally Compostable Model.
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. [R™], < Sec-Inver([R],)
12. [>~<]P <—Sec—MuIt([E]P, [R’l]P)
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Abstract—Protocols of user authentication are able to ensure
the security of data transmission and users’ communication
over insecure networks. Among various authenticated
mechanisms run currently, the password-based user
authentication, because of its efficiency, is the most widely
employed in different areas, such as computer networks,
wireless networks, remote login, operation systems, and
database management systems. Even as password is endowed
with the property of simple and human memorable, for which
causes such an attack of brute force; for example, the previous

works often suffer off-line password guessing attack. Therefore,

an ameliorative password-based authentication scheme is
proposed in this paper, achieving to resist off-line password
guessing attacks, replay attacks, on-line password guessing
attacks, and ID-theft attacks. In light of security, the proposed
scheme is provided with good practicability, even over insecure
network.

Off-line

Keywords-Authentication; Password;

guessing attack; ID-theft attack;

password

I. INTRODUCTION

Under more intricate network environments than before,
the question of how to ensure the security of data
transmission and users’ communication in such insecure
channels has become much more important. To solve this
kind of problem, some relevant user authentication schemes
and some secret-key distribution protocols are proposed and
have become the most significant security services in
communication networks nowadays. Note that the protocols
of user authentication and secret-key distribution are both the
primary safeguards in network electronic applications.
Among these protocols, Password-based mechanism is the
most widely employed method because of its efficiency.
Under such mechanism, each user is allowed to select a
password and keep in mind himself without any additional
assistant device for user authentication. The first remote user
authentication scheme based on the concept of the password-
based technology was proposed by Lamport in 1981 [4]. Yet,
some security flaws were pointed out in [2], and these flaws
would cause the whole authentication system to be insecure;
therefore, many improved schemes were proposed in terms
of security considerations or authentication practicability [3,
5-8, 10].

Also based on the password-based technology, Das et al.
proposed a dynamic ID-based remote user authentication
scheme in 2004 [1]. In their scheme, each user can choose or
change his password anytime and anywhere and there is no
business with the server, which means that the server does
not have to keep maintaining any password verifier tables.
Though Das et al.’s scheme showed its security against ID-
theft attacks, replay attacks, and other malicious attacks,
Wang et al. indicated recently that their scheme was
completely insecure because of its independence of the
password [9]. Besides, Wang et al. also pointed out some
weaknesses in their scheme would make their scheme
vulnerable. Thus, Wang et al. proposed an improved solution.
An overview of Wang et al.” s scheme is done in the next
section. Unfortunately, Wang et al.’s scheme is shown not
able to withstand the off-line password guessing attack, and
furthermore, the real IDs are transmitted in insecure channels
in their scheme, which makes the property of dynamic
identity ineffective.

The rest of this paper is organized as follows. In Section
2, we first review Wang et al.’s authentication scheme. Their
security weaknesses are discussed in Section 3. In Section 4,
we will present our enhanced remote password-based
authentication scheme. Following, Security analyses are
done in Section 5, and conclusions are drawn in Section 6.

II. REVIEW OF WANGET AL.’S SCHEME

Wang et al.’s scheme is basically composed of four
phases; they are the registration phase, the login phase, the
verification phase, and the password-change phase. The
notation defined and used in their scheme is shown in Table I.

TABLE I. NOTATION DEFINED AND USED IN WANG ET AL.’S SCHEME
U the user
pw the password of user U
1D the identity of user U
S the remote server
h(.) a public one-way hash function
() a bit-wise XOR operation




A. Registration phase

Suppose user U; wants to register to a remote server S.
Then he proposes a registration request so as to get his
password and his smart card from the server as follows.

Step 1: U; sends his own identification ID; to S.

Step 2: S computes N; = h(pw;) € h(x) € ID;, where x
is the secret of the remote server, pw; is the
password of U; chosen by S.

Step 3: S personalizes the U;’s smart card included with
the parameters [h(. ), N;, y], where y is a secret
number chosen by the remote server and
unknown to any other users.

Step 4: S returns pw; and the smart card to U; through a
secure channel.
B. Login phase

When user U; wants to log into the remote server S, he
firstly inserts his smart card into a terminal and then keys in
his identification 1D; along with his password pw;. The
smart card will execute the following steps automatically:

Step 1: Compute a dynamic ID for user U; at time T.

CID; = h(pw;) D h(N; D yD T) D ID;, where T
is the time stamp according to U;’s computer.

Step 2: Send ID;, CID;, N;, and T to server S through the
common channel.
C. Verification phase
When server S receives a login request (ID;, CID;, N;, T)
at time T', server S does the verification as follows:

Step 1: Check the validity of the time interval. If T* - T
< AT holds, S will accept the login request;
otherwise, the login request is rejected.

Step 2: Compute h'(pw;) = CID; D h(N; Dy D T) D
ID;.

Step 3: Compute ID'; = N; D h(x) D h'(pw)).

Step 4: Verify whether ID'; is equivalent to ID;. If it is,
the login request is accepted; otherwise, the
login request is rejected. Then S computes
a' =h(h'(pw,) DyD T".

Step5: Send (a', T') to user
authentication processing.

U; for a mutual

When user U; receives the reply message (a', T') at time
T", he does the verification as follows:

Step 1: Check whether T* - T < AT holds. If it does,

user U; will accept the reply message and go on
the next step; otherwise, he refuses the reply
message.

Step 2: Compute a = h(h'(pw;)) Dy D T").

Step 3: Verify whether a is equivalent to a'. If they are
equivalent, user U; confirms that server S is
valid.

D. Password-change phase

When user U; wants to change his password, he inserts
his smart card into a terminal device. He firstly keys in his
old password pw; and then follows his new password pwyey.
The smart card will execute the following steps:

Step 1: Compute N;” = N; © h(pw;) D h(pWiew).

Step 2: Replace the original N; with this new one, N;’,
and then the password is changed.

. WEAKNESSES IN WANG ET AL.’s SCHEME

In this section, we would like to point out the weaknesses
in Wang et al.’s scheme. As we mentioned above, Wang et
al.’s scheme is vulnerable to the off-line password guessing
attack. Suppose an adversary A is one of the legitimate users
in their proposal. He can make use of the parameters in hand
to compare them with those intercepted information to guess
the password of a certain user. The guessing procedure can
be done in four steps iteratively shown in the following.

Step 1: Adversary A guesses a possible password pw';
of user U;, and calculates its corresponding
hashing value h(pw") through the hash function

h(.).

Step 2: Adversary A uses the grabbed parameters N;
and 1D;, which have been intercepted from user
U;, to compute h(x") = N; D ID; D h(pw").

Step 3: Adversary A takes his own password pw, and
identification ID, to XOR the hashing value
h(x"); that is, he does the computation of h(pws,)
@ ID, D h(x), and then compares the
calculated value with the parameter N, of A to
see whether they are equivalent.

Step 4: If they are equivalent, then the guessed pw'; will

be the valid password of user U;.

If the value of h(pw,) D ID, €D h(x') is not equivalent to
the parameter N, of A, Adversary A will do the procedure
from Step 1 to Step 4 again till the valid password of the
eavesdropped user is gotten. Besides, their scheme employs
user’s real 1D to convey in the login phase, which makes the
property of dynamic identity meaningless, and also exposes
the user to the risks of ID-theft attacks.



IV. THEIMPROVED REMOTE AUTHENTICATION
SCHEME

In this section, we would like to propose an improved
remote authentication scheme to Wang et al.’s. We will
modify some system parameters and procedural steps in
Wang et al.’s scheme so as to withstand the off-line
password guessing attacks, and to resist other attacks such as
on-line password guessing attacks, and replay attacks. At the
same time, our method reaches the characteristics of
dynamic identity which lacked in Wang et al.’s. Our scheme
is also composed of four phases. They are the registration
phase, the login phase, the verification phase, and the
password-change phase. Below is the detailed description of
our proposal.

A. Registration phase

Suppose user U; wants to register to a remote server S.
Then he proposes a registration request so as to get his
password and his smart card from the server as follows.

Step 1: U, sends his own identification ID; to S.

Step 2: S computes N; = h(pw;) @ h(x || h(y || 1D;)) D
ID;, where || is a bit concatenation operator, x is
the secret of the remote server, pw; is the
password of U; chosen by S, and y is a secret
number selected by the remote server and
stored into each registered user’s smart card.
The number y is well protected by the device of
smart card, and no user, even the smartcard
holder, can catch the value of y.

Step 3: S personalizes U;’s smart card included with the
parameters [h(. ), N;, y].

Step 4: S returns pw; and the smart card to U; through a
secure channel.
B. Login phase

When user U; wants to log into the remote server S, he
firstly inserts his smart card into a terminal and then keys in
his identification ID; along with his password pw;. The
smart card will execute the following steps automatically:

Step 1: Compute a dynamic ID for user U; at time T.
CID; = h(pw) @ h(NByYDT) D hy || D),

where T is the time stamp according to U;’s
computer.

Step 2: Send h(y || ID;), CID;, N;, and T to server S
through the common channel.

C. Verification phase

When server S receives the login request (h(y || ID;),
CID;, N;, T) at time T, server S does the verification as
follows:

Step 1: Check the validity of the time interval. If T* - T
< AT holds, S accepts the login request of U;;
otherwise, the login request is rejected.

Compute h'(pw;) = CID; D h(N;DyD T) D
h(y [ 1Dy).

Compute ID'; = N; € h(x || h(y || 1D})) € h'(pw;),
and then hash the value with y to form h(y ||
ID%).

Verify whether h(y || ID") is equivalent to h(y ||
ID;). If it is, S accepts the login request of U;;
otherwise, the login request is rejected. Then S
computes a' = h(h'(pw,) ByDBT").

Step 2:

Step 3:

Step 4:

Step 5: Send (a', T') to U; for a mutual authentication

processing.

When user U; receives the reply message (a', T') from
server S at time T", U; does the verification as follows:

Step 1: Check whether T* - T' < AT holds. If it does,

user U; will accept the reply message and go on
the next step; otherwise, he refuses the reply
message.

Step 2: Compute a = h(h'(pw;)) Dy D T").

Step 3: Verify whether a is equivalent to a'. If they are
equivalent, user U; confirms that server S is
valid.

D. Password change phase

When user U; wants to change his password, he inserts
his smart card into a terminal device. He firstly keys in his
old password pw; and then follows his new password pwyey.
The smart card will execute the following steps:

Step 1: Compute N;" = N; € h(pw;) D h(pwiey).
Step 2: Replace the original N; with this new one, N;’,
and then the password is changed.
V. SECURITY ANALYSES

In this section, we would like to examine the security of
our proposed scheme in terms of the following possible
attacks: Replay attacks, On-line password guessing attacks,
Off-line password guessing attacks, and I1D-theft attacks.



A. Replay attacks

A replay attack is a kind of network attack in which a
valid data transmission is repeated maliciously. This kind of
attack is generally done by some machinated adversary, who
intercepts the data and transmits it repeatedly. In our scheme,
we employ the concept of a time stamp to avoid such attacks.
When server S or user U; receives a message, he firstly
calculates the difference between the current time T* and
transmitted time T. And then he will check whether the
difference is smaller than AT . If it is, then the message is
valid; otherwise, the message may be re-sent. Therefore, the
replay attack is fruitless.

B. On-line password guessing attacks

An on-line password guessing attack means that an
attacker continuously guesses a possible password and tries
to log into a remote server until he is successful. In our
scheme, such attacks can be detectable. If an adversary
attempts to identify the password of U;, he is supposed to
use every guessed password to obtain the corresponding
CID; in the login phase. However, the probability of
guessing the correct password is only 2* where k is the
length of the selected password. Generally, if a guess is
wrong, server S can detect easily that there is an adversary
trying to acquire services illegally. Therefore, on-line
password guessing attacks cannot succeed.

C. Off-line password guessing attacks

An off-line password guessing attack means that an
attacker can employ some intercepted information to guess
the password of a specific user by brute force attacks. Take
a glance on our scheme. The secret parameters such as x and
y are protected by the cryptographic hash function and are
not revealed to anyone; thus, this kind of attack will not
work. Now, assume that an adversary has obtained the
following parameters (h(y || 1D;), CID;, N;, T) in the login
phase. However, without y, he cannot compute h'(pw;) =
CID; D h(N;Dy D T) D h(y || ID). Similarly, it is also
unable for him to calculate h*'(pw;) = N; €D h(x || h(y || 1Dy))
€ DY without x and ID;. Therefore, off-line password
guessing attacks can be withstood.

D. ID-theft attacks

An ID-theft attack means that a user’s real identification is
stolen and misappropriated for illegal crimes. In our proposal,
user’s real ID is concatenated with the secret number y under
the protection of a cryptographic hash function in all
common exchanged messages. Therefore, it is a very
difficult task for an adversary to identify or thieve a user’s

ID. Moreover, the property of dynamic identity issued by
Das et al. can be kept in our scheme.

VI. CONCLUSIONS

In this paper, we analyze the security weaknesses in the
dynamic ID-based remote user authentication scheme
proposed by Wang et al., and consequently propose an
improved scheme. Compared to their scheme, our scheme
makes their advantages kept and improves much more on
resisting the replay attacks, on-line password guessing
attacks, off-line password guessing attacks, and ID-theft
attacks. This shows that our scheme is more secure and
efficient to be implemented.
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