I EERE e 2L
Dr. Chu-Hsing Lin

DR R EPR TR e (L2 T Y
A Study on the Robustness of Full-Band

Watermarking Technologies

> DRt 3 =
s e

(Pei-Chen Han)

i
gL

K 4+ + - =& = 7



BAELAXEFRELEEREE

ABRMEMBRHEIGXAHAREALE REBERE FRIEZEHE R

w96 2FEE — BT AL BB -

W E ¢ RSRIRFKET AT IR I A R

FHHKL T WA BRE

BEERREABR ZFHILIRXEX (2HE) k2B - &
BREREZBEBRAAAZESRE T4 FIMRMbIR -~ 05 SR
DAPHE ~ AR R E S E b A LM XEH » 45K E a1t
Z P X B X E T E BB X R E R NMEAIE R A

HEXZEERE - ME - TR -

® JHAEBAMEIRKEKRE -ME - TRRFIEP LR  BIKE/EMRE
A8 Bf] 3 E I o

RHEA TR
. 5. BAE

FERER 97 &£ 07 A 16 B




AR BHELLEMHXERELE

REXZERIAZAHER FRIA

MRAE 8 3% R FRZIWX

IS H T b b2 B

BAZBGEL  HEHRLTREMWRE -

S

| * S
T !

S B ¥
5 o AF I
MGz

bR

A /L":‘/f—-;-
15 ﬁﬂ:ﬁéﬁf>v6~w> %5

%fﬁ%ﬁ-ﬁ-ﬁ @ 7 i : (”

Q)

PERBE 97T $ 6 A 27 H



Abstract

Internet has become indispensable of our lives; most of multimedia materials are
digitally stored. Multimedia images, video and audio are digitalized and distributed
expediently through the Internet. Unauthorized reproduction and distribution of digital
multimedia files infringe the intellectual rights of art creators. Therefore, in the
opening Internet world, protection of copyrights of digital content is getting more and
more important. Digital world needs a good watermarking scheme which is immune
to all kinds of attacks. Full-Band Image Watermarking (FBIW) scheme transforms
original image data from the spatial domain into the frequency domain by using
multi-scale Distributed Discrete Wavelet Transformation (DDWT), and then embeds
watermarks in the four sub-bands: LL3 & HH3 by the DDWT watermarking method,
LH3, HL3 by the Singular Value Decomposition (SVD) watermarking method. In this
thesis, we investigate the security of the FBIW scheme by launching a variety of
attacks and demonstrate experimentally that the FBIW technique is robust against
image attacks. Experimental results show that FBIW is not only robust against most
image attacks, such as rotation, cropping, the ripple, and the whirlpool attacks, but
also robust against creative and multiple image attacks, such as the kaleidoscope plus
tile, the kaleidoscope plus puzzle, and the kaleidoscope plus tile and puzzle attacks.
We also investigate the influence of embedding watermark information in different
layers of color image, i.e. the RGB layers. A second form of FBIW that embeds
watermarks in sub-bands LH; & HL3 by the DDWT, and LL3, HH3 by the SVD
methods is studied, too. Stego-images processed by the second form of the FBIW

method are shown to be slightly more robust than the first form.

Keywords: SVD, DDWT, Full-band image watermarking, Information hiding, Digital
watermark, Copyright protection, Image attack
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Chapter 1
Introduction

Internet has become indispensable of our lives; it has been used for
communications, file transfer, e-shopping, and entertainments, etc. Multimedia
images, video and audio are digitalized and distributed expediently through the
Internet. Unauthorized reproduction and distribution of digital multimedia files
infringe the intellectual rights of art creators. For protection of rightful owners, many
digital watermarking schemes as well as digital fingerprinting techniques have been
developed.

Violations of intellectual property rights are rampant nowadays. Protection of
copyrights of digital content is getting more and more important. Digital
watermarking can effectively protect the rightful owners’ intellectual property rights.
Watermark information is embedded into digital media by their owners, and if the
digital media are duplicated or used without suitable authorization, the watermark
information can be extracted from the digital media by the owners as evidences of the
ownership [13, 23].

Digital watermark techniques are divided into two types: visible and invisible
watermarks. The visible watermark jeopardizes the image quality and is easily
recovered by image processing; therefore, it is seldom applied in commercials. The
invisible watermark has advantage of hiding copyright information without causing
vast changes in the cover image. Compared with the visible watermarking technique,
invisible watermarking technique is more valuable in protecting digital intellectual
rights.

Effective watermarking schemes embed watermarks invisibly in original cover

images and must be robust against image processing attacks [4, 14]. New techniques



of image attacks evolve along with the development of image processing tools and
they present great menace to digital watermarking schemes [11]. In 2006, Lin et al.
proposed a Full-Band Image Watermarking (FBIW) scheme [2, 12] that is robust
against most geometric and non-geometric attacks. In this thesis, we investigate the
security of the FBIW scheme by launching a variety of attacks; some of them modify
or distort the watermark images, or the stego-images, the others creatively manipulate
the stego-images to produce new pieces of artwork. The experimental results show
that the FBIW scheme is robust against all of the above mentioned attacks.

Digital world needs a good watermarking scheme which is immune to all kinds
of attacks. Many related articles propose watermarking techniques without
demonstrations of their robustness under variety of attacks. This thesis demonstrates
experimentally that the Full-band image watermarking technique is robust against
image attacks [9].

The rest of this thesis is organized as follows. In Chapter 2, the background of
related techniques is briefly reviewed and the multi-scale FBIW scheme is described.
Experimental results are shown in Chapter 3. In Chapter 4, we improve our
watermarking method by considering a second form of FBIW. We then conclude the

thesis in Chapter 5.



Chapter 2
PRELIMINARIES

The FBIW watermarking scheme combines the Distributed Discrete Wavelet
Transformation (DDWT) watermarking scheme and the Singular Value

Decomposition (SVD) watermarking scheme.

2.1 Lin’s Distributed Discrete Wavelet Transformation

Scheme (DDWT)

We will address the DDWT watermarking scheme in this section.

The DDWT watermarking scheme belongs to frequency domain watermarking
techniques, which first transform data of the original image or media from the time
domain into the frequency domain, and then embed the watermark information into
the image or media in the transformed domain. Comparing with spatial domain
watermarking techniques, frequency domain watermarking techniques are more
capable to resist image attacks, that is, they are more robust.

The DDWT watermarking scheme is derived from the well-known Discrete
Wavelet Transform (DWT). Based on the Continuous Wavelet Transform (CWT),
there are many wavelet watermarking technologies. CWT spends too much of time
and resources in the transforming process, DWT is preferred to solve this problem. In
1976, DWT was first proposed. According to the sub-band coding method, DWT is
shown to be able to do wavelet transform with fast operations. After that, the wavelet
technology is proven to be a new fundamental way on signal processing and is also
called as sub-band coding technique. The advantage of DWT is that it can decrease

the consumption of time and resources easily. Some researchers have used DWT to



solve multi-resolution analysis or related problems. DWT is the most used in digital
watermarking technology for intellectual property protection in recent year.

DWT has a variety of classes. Harr DWT is one of them; its scheme performs
fast and is easy to implement. DDWT adopts the Harr DWT and improves its
performance against attacks by means of a watermark embedding procedure proposed
by Lin et al in 2006. DDWT watermarking can distribute watermark information
uniformly in the spatial domain, whereas the watermark information is localized by
using the DWT method. The aim of distributing information is to reduce the malicious
depredations on the particular part of the image where the watermark information is
centered. Imperceptibility and distribution of information are characteristics of
DDWT watermarking; therefore this method is very robust against the cropping attack
[10]. But this watermarking technology is not very robust against other geometric
attacks such as rotation, scaling, and transposition or non-geometric attacks such as

sharpening, blurring, and Gaussian noises.

2.2 Full-Band Image Watermarking (FBIW)

Based on the Discrete Wavelet Transform [1, 7, 15, 20, 25], Lin et al. proposed a
Distributed Discrete Wavelet Transformation (DDWT) watermarking scheme [3] in
2006. The DDWT watermark scheme distributes hidden information in the spatial
domain, so it works against localized destruction and improves the robustness of
watermark. This technique is effective against many malicious attacks, especially the
cropping attacks; but it is not good enough in the other geometric attacks, such as
rotation, and resizing attacks.

The multi-scale DDWT transfers data in the spatial domain to the frequency

domain, consisting of horizontal and vertical processes as follows [1, 6, 14]:



The horizontal process:

Step 1: Separate the original image along horizontal direction into two equal blocks.
Step 2: Add and subtract corresponding pixels on the two sub-blocks, then replace
pixels on the left sub-block with the result of the addition and pixels on the right
sub-block with the result of the subtraction. Denote the processed left sub-block as L
and the right sub-block as H.

The vertical process:

Step 3: Separate the horizontally processed image along vertical direction into two
equal blocks.

Step 4: Add and Subtract corresponding pixels on the two sub-blocks and replace
pixels on the upper sub block with the result of the addition and pixels on the lower
sub-block with the result of the subtraction. Thus, we generate four sub-blocks and
denote them LL1, HL1, LH1 and HH1, which are the four band of the 1-scale DDWT.
Repeat above horizontal and vertical processes on LL1 to obtain four band of the
2-scale DDWT and so on.

Fig. 1 shows the 1-scale DDWT. After applying the horizontal process on the
original image S, sub-band L and H are obtained, and after applying the vertical
process on L and H, the four sub-bands LL1, HL1, LHI and HHI are obtained. In
order to get the 2-scale DDWT, we could take the sub-band LL1 and repeat step 1 to
step 4. The original image generates seven bands from the result of the 2-scale DDWT.

In the same way, the result of 3-scaled DDWT is obtained and shown in Fig. 2.

: horizontal vertical | LLy | Ly
:I)- Process ) _L_ | —H- B Process
, — .

Figure 1. Block diagram of the 1-scale DDWT.
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Figure 2. The result of the 3-scale DDWT

SVD was invented by Beltrami in 1873 to solve the square matrix problem.
Eckart and Young improved it in 1930 and showed that a matrix can be approximated
by another matrix of lower rank. Gene Golub proposed an algorithm that makes the
computation of SVD feasible in 1970. Many researchers have since applied SVD at
image compression [8, 9, 13, 21, 22, 24], watermarking [5, 6, 16, 25] and other signal
processing fields [17, 18, 19, 23, 24].

SVD is a technique to unitarily diagonalize normal matrices by using a basis of

eigenvectors. An image can be seen as a matrix composed of non-negative values.

X
RM N’

For an image matrix 4e where R is the real number and M > N, then

A=UzV" =Zogu,.v,7 (1)
i=1
Where Uyxy and Vyx n are both orthogonal matrices and Yy« is a diagonal
matrix and m = min{M,N}. The scalars o;, 0y,..., 0, are the singular values of A. The

vector u; 1S the i column vector of matrix U. The vector v; is the i column vector of

matrix V. Each u,xv/ is the basis matrix of matrix A.

2.3 Embedding and Extracting algorithm of FBIW

2.3.1 Embedding algorithm

Step 1: Input the original image X (MxM) and the watermark W (NxN).

Step 2: Perform the K-scale DDWT transform on X to obtain X', where K is the



number of scale.
(Step 3 to Step 6 embedding the watermark in HL and LH sub-bands utilizing the
SVD method)
Step 3: Set initial values of the stego-image in the frequency domain Y’ to be equal to
X', and apply SVD on sub-bands HL and LH of the last scale:

XMt =UltEtvit

XU = sy @
Where X' and X"*' represent X' in sub-bands HL and LH, and the diagonal
elements (oy; and oY) of Xx-and X" are the singular values on sub-bands
HL and LH. The singular values on sub-bands HL and LH must satisfy

HL HL HL LH LH LH
Oy 20y 220y, 20 O'X,lzo'X'22~--20'X,M20‘

and

Step 4: Apply SVD to the watermark:
w=U,%,V, 3)

Where the diagonal elements (o) of £, are the singular values of the watermark,

and 7 =[O'W,,O'W2,-~',O'W],O'Wl 20,220y, 20

Step 5: Process the singular values of X’ in the frequency domain with the singular

values of the watermark:

HL _ __HL
oy =0y +Q,0y

(4)

LH _ __LH
oy =0y +a,0y

Where i=1, 2, ..., N and setting the value of a;, a is a scaling factor. It will affect the
quality of embedded watermark and o, is the singular values of the singular matrix

XY

Step 6: Obtain ¥ """ and ¥ """’ embedded with watermarks on sub-bands HL and LH:



Y'*t =uysyvet

YU Sy ®

Step 7: Take Y " and Y """ of the last scale of ¥ ' and perform inverse DDWT to
obtain spatial domain Yy that has been embedded with watermarks in
sub-bands HL and LH.

(Step 8 embedding the watermark in sub-bands LL and HH utilizing the DDWT

method)

Step 8: Take Y’ data in the sub-bands LL and HH of the last scale and embed

watermark information according to the following formula:

If W, =0 then Y,* =Y,* +(2%)* xa
A HH HH KN\2 (6)
If W, =1then ¥, =YV," +(2" ) x«
Step 9: Apply the inverse DDWT to Y’to produce the stego-image Y, which has been
embedded with watermark information on the four sub-bands of the last scale.

Subtract Yy, from Y to obtain Yy, which gives difference of pixel values of

Yy and Y in the spatial domain.

2.3.2 Extracting algorithm

(Step 1 to Step 2 extracting the watermark from sub-bands LL and HH)

Step 1: Input the stego-image Y, the original image X, the spatial domain data Yy .p,
and the watermark W.

Step 2: Subtract Yyz n from Y to obtain Y ny, and apply formula (7) on Y uy to
extract the embedded watermark W

(7)

y

J LLHH =0 if By <0
=1 otherwise

(Step 3 to Step 6 extracting the watermark from sub-bands HL and LH)

8



Step 3: Subtract Yp;y from Y to obtain F, and then apply the multi-scale DDWT on F
to obtain F".
Step 4: Apply SVD to F’ on sub-bands HL and LH of the last scale:
Ft=ulsnvie
Fri gy (8)
Where F""* and F"*"' represent F” in the sub-bands HL and LH of the last scale,
and the diagonal elements (o7 and o7') of 2 and X.;" are the singular values
of F"" and F"*.

Step 5: Extract the singular values of watermarks by processing the diagonal elements

of X with X5 and X with X1, respectively.

HL HL
m 9% ~O%x
Oy =
Q,
LH _ _IH )
LH Oy, Ox;
(TWl =
a

Wherei=1,2...N. o, ando,” is extracting SVD from HL and LH.

Step 6: Obtain the two watermarks embedded in sub-bands HL and LH by the
following equations:

Wi =utsityl

(10)
wH = UHSHyT

2.4 Comparisons of FBIW, DDWT and DWT-SVD Methods

This research is a continuation of previous works in our laboratory. The related
major historical results will be narrated in this section. Comparisons of the FBIW, the
DDWT and the DWT-SVD method were made by Lin et al. In Kuo’s thesis: A Robust

Full-band Watermarking Scheme, experimental results of above three methods are



summarized and are shown in Figure 5. It shows that the FBIW method is in general

more robust than the DDWT and the DWT-SVD methods under all tested attacks.

PSNR values of FBIW, DDWT and DWT-SVD methods

Attacks B FBIW @ DDWT [E DWT-SVD

30.379
m30.770

Gaussian Blur

i L

Histogram equalization
Rescaling

Sharpening

30.199
m30.258

Pixelate

Gaussian noise

. S S S SE AN SSSNNA NN RNEAEEE SN
Gamma correction

Rotate45

Rotate 20

Contrast 80 10.782
Contrast 60

Contrast 40 [77

Contrast -20

Crop 87

Crop 75

7.324
m7.782

71 9.778
[ 9.496

- 9933

Seassnsasassazassazasass| @ 9.537
2 9856
@9.861
0.000 5.000 10.000 15.000 20.000 25.000 30.000 35.000 40.000

Crop 50

Crop on both sides

PSNR Values

Fig. 3 PSNR values of the FBIW, DDWT and DWT-SVD methods
(Reprinted from “A Robust DDWT-SVD Image Watermarking Scheme”)
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Chapter 3
The experimental result of FBIW

The original cover image Lena (512 x 512) is shown in Fig. 3(a), and the
watermark (64 x 64), in Fig. 3(b). The watermark, Tunghai Univerisy, is a
masterpiece of calligraphy by the famous modern Chinese calligrapher Yu, You-ren
(1879-1964). We embedded watermarks in the full band of the cover image after
performing 3-scale DDWT on it. The scaling factor o of the watermark used in each
sub-band is 1. The stego-image Lena is shown in fig. 4(a). The watermark is extracted
from HH sub-band and LL sub-band in fig. 4(c) and fig. 4(d). The PSNR of FBIW
method is 39.2793. If the image size is 1024*1024, the PSNR will be 43.3015. In the
image attacks experiment, we adopt cover image with size of 512*512, which is more
vulnerable to image attacks.

All the programs are implemented on a personal computer with Intel® Pentium
M 735 CPU 1.70GHz, and 1.5 GB RAM, running Microsoft Windows XP® operating
system. The programs are written in Visual C# programming language and MATLAB

7.0 programming language.

d
=

(a) (b)

Fig. 4 (a) The original cover image of Lena (512x512) (b) The watermark (64x64).

11
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Fig. 5 (a) The stego-image of Lena (PSNR = 39.2793)

(b) Extracted watermarks embedded in sub-bands LL and HH
(c) The extracted watermark embedded in the sub-band HL
(d) The extracted watermark embedded in the sub-band LH.

To evaluate the robustness of watermarks, we use the Pearson Correlation
Coefficient, which is a similarity measurement tool that judges the closeness between
extracted watermark (/) and original watermark ().

Pearson’s Correlation Coefficient is used for measurement of correlation or
association between the original watermark (W) and the extracted watermark (W’).
The correlation coefficient ranges from —1 to 1. A value of 1 means that a linear
equation describes the relationship perfectly and positively; a value of 0 indicate no
correlation at all; a value of -1 indicates perfect negative correlation. We use the

formula defined below:

Z (VV(I N I/I_/)(VV(; ) W
CO]"”'(W, W!) - n-1 n—llzo = n-1 n-1 (11)
\/ (VV(LJ) o W)2 \/ (W(;',.n a W')z
i=0 j=0 i=0 j=0

WhereW and W', the average value of pixels of the original watermark and the
extracted watermark respectively, are defined as follows:

n—1 n-1 n—1 n-1
i
2.2V Wi "
77 i=0 j=0 T7! i=0 j=0 ( )
W= W =
nxn nxn

The watermarked image, or the stego-image, is somewhat different from the
cover image. To evaluate the fidelity of the stego-image, the peak signal-to-noise ratio

(PSNR) was calculated as follows:

12



2
PSNR =10log 255 (13)
MSE

Where the mean square error (MSE) of the cover image (mxm) and the

stego-image (mxm) is:

1 m—1m—1

MSE = ZZ (a; - B;) (14)

m Jj=0

Where «; s the pixel value of the cover image, and J; is the pixel value of the

stego-image. The typical value of PSNR for lossy image is between 30 to 50 dB, and
the higher, the better.

MSE is the Mean Square Error of the mxm images; o; 1s the pixel value at (i,))
before the encoding; B; is the pixel value at (i,/) after the encoding.

We launched varieties of attacks on the stego-image to investigate the robustness
of the FBIW scheme. For the sake of space, we just list part of the experimental

results with the most common attacks in the following sections.

3.1.1 Gaussian Noise Attack

We launched Gaussian attacks on the stego-image to investigate the robustness of
the FBIW scheme which combines Distributed Discrete Wavelet Transformation and
Singular Value Decomposition. For the sake of space, we just list part of the
experimental results with the Gaussian noise attacks in Table 1.

Column 1 shows the sabotaged stego-images. Some of them are slightly
modified by Gaussian noises with different parameter settings. Columns 2 to 4 show
the extracted watermarks and their correlation coefficients. Since we have embedded
watermarks in the full band: LH, HL, and LL&HH of the 3-scale DDWT, we can
extract all of them from the attacked stego-image and use the best one for copyrights

protections. The Pearson’s correlation coefficients for the best extracted watermarks

13



are greater than 0.5032 in Table 1. Considering the best extracted watermark of each

attacking test, we find that the FBIW method is robust against Gaussian attacks.

Table 1  The best extracted watermarks and their Pearson’s Correlation Coefficients

after Gaussian Noise Attack

Gaussian Noise Attack FBIW

% HL LH LL&HH

Tk | Tk
g

0.6125 0.6039 0.0620

0.5032 0.4930 0.0435

3.1.2 Contrast Attack

We investigated the robustness of the FBIW scheme against contrast attacks. The
experimental results are listed in Table 2. The Pearson’s correlation coefficients for
the best extracted watermarks are greater than 0.7563. We find that the FBIW method

is robust against contrast attacks.

14



Table 2 The best extracted watermarks and their Pearson’s Correlation Coefficients
after Contrast Attacks

Contrast Attack FBIW

Parameters

(pixel) HL LH LL&HH

0.1894

0.1939

i

0.1982

15



3.1.3 Gaussian Blur Attack

We launched Gaussian blur attack on the stego-image to investigate the
robustness of the FBIW scheme. The application software of Gaussian blur attack is
Photolmpact. The experimental results with the Gaussian blur attack are listed in
Table 3. The Pearson’s correlation coefficients for the best extracted watermarks are
greater than 0.1336, which is not good numerically because that the Gaussian blur
attack inverts the attributes of the embedded watermarks. But, we still can recognize
the embedded watermarks by the eyes. So, we conclude that the FBIW method is

robust against Gaussian blur attacks.

3.1.4 Sharpen Attack

We launched sharpen attack on the stego-image to investigate the robustness of
the FBIW scheme. The application software of sharpen attack is Photolmpact. The
experimental results with the sharpen attack are listed in Table 4. The Pearson’s
correlation coefficients for the best extracted watermarks are greater than 0.8031. We

conclude that the FBIW method is robust against sharpening attacks.
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Table 3  The best extracted watermarks and their Pearson’s Correlation Coefficients

after Gaussian Blur Attacks

Gaussian Blur Attack FBIW

e
e

(pixel)

ok Y

0.7843 0.7863
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Table 4

The best extracted watermarks and their Pearson’s Correlation Coefficients

after Sharpen Attacks
Sharpen Attack FBIW
Amount Radius | Threshold

(%) (pixels) (levels) - LR LL&HH
e | Tl | WY
% I % L fn."-l’l’ J.j
A o q;
kx5 | kK& | 2

0.8032 0.8032 0.5615

0.3535

0.8127 0.7997 0.2935
5 | TE | %
wis ¥ wiv ¥ AN 2
k%‘ Jq'g ' %ﬁ

PR~
0.8213 0.8027 0.3753
= -
LY L) v hih ¥ Y
k k . Ij "1;'1
g‘ g . d
0.8220 0.8030 0.2898
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3.1.5 Histogram equalization Attack

We launched histogram equalization attacks on the stego-image to investigate the
robustness of the FBIW scheme. The application software of histogram equalization
attacks is Photolmpact. For the histogram equalization attack, we setup auto layer of
Photolmpact adjustment in color. We list the experimental results with the sharpen
attack in Table 5. The Pearson’s correlation coefficients for the best extracted
watermarks are greater than 0.8163. We conclude that the FBIW method is robust

against histogram equalization attacks.

Table 5  The best extracted watermarks and their Pearson’s Correlation Coefficients

after Histogram equalization Attacks

Histogram equalization
Attack HESS

H LL&HH
]

:q :I'E :q": I"E i
<% | k&

0.8164 0.8050 0.2143

3.1.6 Rotation Attack

We launched rotation attacks on the stego-image to investigate the robustness of
the FBIW scheme. The application software of rotation attack is Photolmpact. We list
the experimental results with the rotation attacks in Table 6. The Pearson’s correlation
coefficients for the best extracted watermarks are greater than 0.9582. We conclude

that the FBIW method is robust against rotation attacks.
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Table 6  The best extracted watermarks and their Pearson’s Correlation Coefficients
after Rotation Attacks

Rotation Attack FBIW

angle HL LH LL&HH

Ty Tk | T4
x% | k% | k&

0.8027 0.8029 0.9582

Ty Tk | T4
x% | k% | k&

0.8027 0.8029 0.9582

Ty Tk | T4
x% | k% | k&

0.8027 0.8029 0.9582

3.1.7 Cropping Attack

We launched cropping attacks on the stego-image to investigate the robustness of
the FBIW scheme. The application software of cropping attack is Photolmpact. We
list the experimental results with the cropping attacks in Table 7. The Pearson’s
correlation coefficients for the best extracted watermarks are greater than 0.9582. We

conclude that the FBIW method is robust against cropping attacks.
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Table 7  The best extracted watermarks and their Pearson’s Correlation Coefficients

after Cropping Attacks

Cropping Attack FBIW

area
(%0)

-0.0333 -0.6457 0.9582

= B e
= ¥
AT
0.1655 0.9582

-0.3271 -0.7683 0.9582

95%

3.1.8 Fills and Textures

We launched fill and textures attacks on the stego-image to investigate the
robustness of the FBIW scheme. The application software of fill and textures attack is
Photolmpact. We list the experimental results of fill and textures attacks in Table 8.
The Pearson’s correlation coefficients for the best extracted watermarks are greater
than 0.5068. We conclude that the FBIW method is robust against fill and textures

attacks.
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Table 8  The best extracted watermarks and their Pearson’s Correlation Coefficients
after Fills and Textures Attacks

Fills and Textures FBIW
HL LH LL&HH
-0.2875 -0.5388 0.2068

Emboss: 1

-0.0859 -0.3108 0.2119

Texre Filter-Effect 0.5068 0.4837 0.0352
Embossed

3.1.9 Lighting

We launched lighting attacks on the stego-image to investigate the robustness of
the FBIW scheme. The application software of lighting attack is PhotoImpact. We list
the experimental results with the lighting attacks in Table 9. The Pearson’s correlation
coefficients for the best extracted watermarks are greater than 0.7975. We conclude

that the FBIW method is robust against lighting attacks.
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Table 9  The best extracted watermarks and their Pearson’s Correlation Coefficients
after Lighting Attacks
Lighting Attack FBIW

HL LH LL&HH

0.7975 0.7629 0.1646

arm-Red:2

3.1.10 Distort

We launched distort attacks on the stego-image to investigate the robustness of
the FBIW scheme. The application software of distort attacks is PhotoImpact. We list
the experimental results with the distort attacks in Table 10. The distort attacks
include fat, thin, punch, ripple, whirlpool, crystal and glass, blast-lift, and stagger-lift.
The Pearson’s correlation coefficients for the best extracted watermarks are greater

than 0.4556. We can find FBIW method after distort attack is robust from Table 10.
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Table 10  The best extracted watermarks and their Pearson’s Correlation
Coefficients after Distort Attacks

Distort Attack FBIW

HL LH LL&HH

24




—
Yol e

(Y
| ] 4

‘Whirlpool

s b < y 1
' > ?i? b

0.0877 -0.1175 0.9582

PTRE T VY Vi,

I P
uil A

Stagger-Lift

0.6300 0.4955 0.1835

3.1.11 Artistic

We launched artistic attacks on the stego-image to investigate the robustness of
the FBIW scheme. The application software of artistic attack is Photolmpact. We list
the experimental results with artistic attacks in Table 11. The Pearson’s correlation

coefficients for the best extracted watermarks are greater than 0.7241. We conclude
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that the FBIW method is robust against artistic attacks.

Table 11 The best extracted watermarks and their Pearson’s Correlation
Coefficients after Artistic Attacks
Artistic Attack FBIW

HL LH LL&HH

I

Colored Pen:5

3.1.12 Creative

Image processing tools are used not only to attack the watermarking information
but also to reprocess the stego image in creative ways. Table 12 shows reprocessed
images of Lena on Photolmpact, but all of them have been disguised so much that one
can hardly associate them with Lena at first glance. To one’s surprise, the extracted
watermarks are still very clear. The Pearson’s correlation coefficients for the best
extracted watermarks are greater than 0.5425. The experimental results show that the

FBIW watermarking scheme is robust against creative and multiple image attacks,
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including the puzzle, the kaleidoscope, the kaleidoscope plus tile, the kaleidoscope

plus puzzle, and the kaleidoscope plus tile and puzzle attacks.

Table 12 The best extracted watermarks and their Pearson’s Correlation

Coefficients after Creative Attacks

Creative Attack FBIW

HL

T | Tk
x5 | &%

S S L

fs |
,“‘.- L

: 0.0969 0.1931 0.9582
Kaleidoscope Effect

27



Kaleldoscope Effect

fé'it’ 3
éfﬁ}é‘ﬁ:

(o,

Kaleidoscope Effect

Kaleidoscope Effect +
Tile: 50

0.1521

Kaleldoscope Effect + 0.5823 0.5086 0.1284
Puzzle 50
_fl' =
ATy
=
e
Kaleidoscope Effect + 0.7714 0.1254

Tile: 50 + Puzzle: 50

Kaleldoscope Effect +
Puzzle 50+ Tile: 50

0.4809

0.8179

0.1133
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3.1.13 Others

We launched other attacks, including the invert, equalize, gama, zoom blur, and
resize, on the stego-image to investigate the robustness of the FBIW scheme. The
application software is Photolmpact. We list the experimental results in Table 13. The
Pearson’s correlation coefficients for the best extracted watermarks are greater than

0.6837. We conclude that the FBIW method is robust against above attacks.
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Table 13

The best extracted watermarks and Pearson’s Correlation Coefficients

after other attacks, including the invert, equalize, gama, zoom blur, and resize.

Other Attacks

FBIW

LH

LL&HH

Tk
K&

0.8029

0.2010

Tk

0.0080

0.7740

Zoom Blur: Zoom In: 50

A

0.8296

e

ol Ml )
o
:

0.6775
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3.2 RGB Layer Experiment

In this section, we use FBIW method to embed watermark in R, G, B layers and
observe the difference among these three layers. We extract the embedded watermarks
and list the results in table 14.

According to the experiment results, if the percentage of the layer is higher
in the original image, PSNR value of that layer is higher.

If the pixel value of each layer is similar, the PSNR will be in the following
order: R layer > G layer > B layer.

If the pixel value of each layer in original image equals to 0, then we cannot
extract watermarks from on the LLHH sub-band. The reason is that no
information is embedded in the LLHH sub-band by our embedding
algorithm at this case.

When the watermark generates unexpected black blocks, the PSNR of the
layer is the highest. The reason is that the no pixel values of stego-image are

changed, and so it results in the high PSNR value.
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Chapter 4
Second Form of FBIW

4.1 Embedding and Extracting Algorithms of the Second

Form of FBIW

The watermarks are embedded in the HL and LH sub-bands by the SVD method
and in the HH and LL sub-bands by the DDWT method in the previous FBIW method.
We investigate the effectiveness and robustness of the FBIW method by embedding
watermarks in the second form, that is, we embed watermarks in the HH and LL
sub-bands by the SVD method and in the HL and LH sub-bands by the DDWT
method. We find that the stego-image of the second form of FBIW has higher PSNR
value and the second form is more robust than the first form.

The embedding algorithm and extracted algorithm of the second form of the

FBIW method is described below:

4.1.1 Embedding algorithm of the second form

Step 1: Input the original image X (MxM) and the watermark W (NxN).

Step 2: Perform the K-scale DDWT transform on X to obtain X', where K is the
number of scale.

(Step 3 to Step 6 embedding the watermark in HH and LL sub-bands utilizing the

SVD method)

Step 3: Set initial values of the stego-image in the frequency domain Y’ to be equal to

X', and apply SVD on sub-bands HH and LL of the last scale:

39



XYHH _ U)I({H ZiH V;{'HT (15)

WL prLLN\CEL v LLT
XM=UZLY V.

Where X" and X" represent X' in sub-bands HH and LL, and the diagonal

elements (cy; and oY) of Xy'and Xy are the singular values on sub-bands

HH and LL. The singular values on sub-bands HH and LL must satisfy

HH HH HH LL LL LL
Oyy 20y, 2204, 20 and oy, 20y, 220y, =0.

Step 4: Apply SVD to the watermark:
w=U,x,V, (16)
Where the diagonal elements (o) of T, are the singular values of the

Oy =010 0n] Oy 20y, 220y, 20
watermark, and "~ (T3> Gp2s - WN], 2 el

Step 5: Process the singular values of X' in the frequency domain with the singular

values of the watermark:
o =o' + a0, (17)
o) =0t +a,0,,
Where i=1, 2, ..., N and setting the value of a;, a is a scaling factor. It will

affect the quality of embedded watermark and o is the singular values of the

singular matrix XY’.
Step 6: Obtain Y """ and Y "** embedded with watermarks on sub-bands HH and LL:
HH
Yy =gty v (18)
LL
Yt =Uyy vt
Step 7: Take Y " and Y "** of the last scale of ¥ ' and perform inverse DDWT to

obtain spatial domain Yy, that has been embedded with watermarks in
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sub-bands HH and LL.
(Step 8 embedding the watermark in sub-bands LH and HL utilizing the DDWT
method)
Step 8: Take Y’ data in the sub-bands LH and HL of the last scale and embed

watermark information according to the following formula:

If Wy =0thenY;/" =Y +(2%)’ xa
19
If W; =1then YI.J.HL =YI.JHL+(2K)2><0£ (19)
Step 9: Apply the inverse DDWT to Y’to produce the stego-image ¥, which has been
embedded with watermark information on the four sub-bands of the last scale.

Subtract Yy, from Y to obtain Yy, which gives difference of pixel values of

Yuurr and Y in the spatial domain.

4.1.2 Extracting algorithm

(Step 1 to Step 2 extracting the watermark from sub-bands LH and HL)

Step 1: Input the stego-image Y, the original image X, the spatial domain data Yumzz,
and the watermark 7.

Step 2: Subtract Yypz, from Y to obtain Yimmz, and apply formula (20) on Yy to
extract the embedded watermark W'

Jy LHHL =0 if Epyy <0 (20)
Y =1 otherwise

(Step 3 to Step 6 extracting the watermark from sub-bands HH and LL)
Step 3: Subtract Yp;y from Y to obtain F, and then apply the multi-scale DDWT on F
to obtain F".

Step 4: Apply SVD to F’ on sub-bands HH and LL of the last scale:
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FHH U;{H ziH VgHT (21)
F™ Uy v
Where F"" and F'"* represent F” in the sub-bands HH and LL of the last scale,
and the diagonal elements (o7 and ;) of 2 and X are the singular values
of F""™ and F'**.
Step 5: Extract the singular values of watermarks by processing the diagonal elements

of Xr'with X% and X;- with >\, respectively.

HH HH
i _ Op =y (22)
w o =

ai

LL LL
LL _ O-F' _GX'
w =

o

Wherei=1,2...N. o, "ando;" is extracting SVD from HH and LL.

Step 6: Obtain the two watermarks embedded in sub-bands HH and LL by the
following equations:
W =usy "y (23)
LL
W =UZY Wy

4.2 Experimental Results of Second Form

The original cover image Lena (512 x 512) is shown in Fig. 3(a), and the
watermark (64 x 64), in Fig. 3(b) in Chapter 3. We embedded watermarks in the full
band of the cover image after doing 3-scale DDWT. The intension (o) of watermark
in each sub-band is 1. The stego-image Lena is shown in fig. 5(a). The watermarks
extracted from sub-bands HL& LH are shown in Fig. 5(b). The watermarks extracted
from sub-bands HH and LL are shown in Fig. 5(c) and Fig. 5(d), respectively. The
PSNR value of the second form of FBIW method is slightly higher than the PSNR

value of the first form as shown in Table 15.
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Table 15

PSNR of stego-image of first and second forms of FBIW in RGB layer.

Second Form First Form
R 39.9662 39.4486
G 39.3339 39.2793
B 39.4610 39.0545
bl bt K Tk
¥ =¥ =¥ ¥
bl bt o ik
¥ * ¥ ¥ ¥
* bt T 1
e e X ey

(a) (b) () ()
Fig. 6 (a) The stego-image Lena (PSNR=39.3339)
(b) The extracted watermark from sub-bands LH&HL (Corr=0.9582)
(c) The extracted watermark from the sub-band HH (Corr=0.8027)
(d) The extracted watermark from the sub-band LL (Corr=0.8007).

4.3 Image Attacking Experiment on the Second Form of

FBIW

Table 16 shows parameters, attacked image and software used of attacks on the
stego-image with watermarks embedded by the second form of the FBIW method.
Eighteen attacks are used, including the croppings (cropping on both sides, cropping
50%, cropping 7%, cropping 85%, cropping 95%), contrast adjustments (adjustment
-20, 40, 60, and 80), rotations (rotate angle 20° and 45°), Gamma blur, histogram
equalization, sharpening, Gaussian correction, pixelate, rescaling and Gaussian

noises.
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Table 16 Testing attacks, parameters, attacked image and software used, on the

stego-image embedded by the second form of FBIW

Attacks Crop on both sides Crop 50 Crop 70 Crop 85
Parameters Cr.op on b.o th of Crop 50% area Crop 70% area Crop 85% area
image sides
Attacked ¢
image
Software Potoimpact Photoimpact Photoimpact Photoimpact
Attacks Crop 95 Contrast -20 Contrast 40 Contrast 60
Parameters Crop 95% area Contrast adjustment | Contrast adjustment | Contrast adjustment
-20 60
Attacked y
image .
Software Photoimpact Photoimpact Photmmpact Photmmpact
Attacks Contrast 80 Rotation 20° Rotation 45° Gaussian Blur
Parameters Contrast g (()i]ustment Rotate angle 20° Rotate angle 45° 5x5
Attacked l E
. -~
Image L &
Software Phtoimpact Photoimpact Photoimpact Photoimpact
Attacks Hlstggrgm Sharpening Gamma correction Pixelate
equalization
Parameters Auto-level Sharpen 80 0.5 mosalc 2 plxels
Attacked
image
Software Photoimpact Photoshop Photoimpact Photoimpact
Attacks Rescale Gaussian noise — —
Parameters 5129256—)5 12 — —
Attacked ;‘ _ _ _
image -
Software Pot01mpact Photoshop — —
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Table 17 shows the best extracted watermarks and their Pearson’s correlation
coefficients by using the first form and the second form of the FBIW methods. The
value of the Pearson’s correlation coefficient is shown under each extracted
watermark. The first form of FBIW extracts three kinds of watermarks from
sub-bands LL&HH, sub-band HL and sub-band LH. Likewise, the second form of
FBIW extracts three kinds of watermarks from sub-bands LH& HL, sub-band HH and
sub-band LL. Considering that we can always choose the best one from all the
extracted watermarks to claim copyright, we will compare the second form with the
first form by the best extracted watermark as shown in Table 17.

From Table 17, we observe that the second form is as robust as the first form
against cropping and rotation attacks, and the second form is more robust than the
first form against other attacks. Table 18 shows the above observation, and cups,
showing as, ¥ are given to the method with the best value of Pearson’s Correlation

Coefficient.

Table 17 The best extracted watermarks and their Pearson’s Correlation Coefficient
value of the first and second form of FBIW methods

First First First Second Second Second

Attacks
Form Form Form Form form Form

Crop on :’i": :.r :q ;’E E ;’E
both sides k %i- k& h&

Corr(W,W") | 0.9582 0.7785 0.8321

Sub-band LLHH HL HH

Crop 50
Corr(W,W") | 0.9582 -0.0333 -0.6457 0.9582 - -0.3880
Sub-band LLHH HL LH HLLH LL HH
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- o Wi
I ¥ * Il:
Crop 70 JiTEd L
K | T a
Corr(W,W") 0.9582 -0.1655 -0.6338 0.9582 - -0.7025
Sub-band
Crop 85
Corr(W,W") 0.9582 -0.7224 -0.6481 0.9582 - -0.5420
Sub-band
Crop 95
Corr(W,W")
Sub-band
Contrast
-20
Corr(W,W")
Sub-band
Contrast 40
Corr(W,W") 0.1893 0.8125 0.8104 0.2111 0.4623 0.8293
Sub-band LLHH HL LH HLLH LL HH
Y o [ p ]
L gk 1
Contrast 60 ‘; 1 t : :q 'E "E
Lt | = 5
Corr(W,W") 0.1939 0.4141 0.7885 0.2079 0.4303 0.8178
Sub-band LLHH HL LH HLLH LL HH
] e ] I
:Ei": Vi ﬁ u'E:
Contrast 80 '!Lx g
£ | =%
Corr(W,W") 0.1982 0.6325 0.7563 0.2056 0.4810 0.8029
Sub-band LLHH HL LH HLLH LL HH
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Rotation
20°

Corr(W,W")

Sub-band

Rotation
45°

Corr(W,W")

Sub-band

Gaussian
Blur

Cort(W,W")

Sub-band

Histogram

equalization

Corr(W,W")

Sub-band

Sharpening

Cort(W,W")

Sub-band

Gamma

correction

Corr(W,W")

Sub-band

Pixelate

Corr(W,W")

Sub-band
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R
x5 | 5

Rescale

T T
g

Corr(W,W") | 0.2380 0.8303 0.8296 0.8533 0.8551

Sub-band LLHH H L

T Tk
5 | <5

L H
Gaussian ‘:F;‘::;g _ E llﬁ E llg
noise .ﬁ&:'ffé‘* k& k&

Corr(W,W") | 0.7817 0.8027 0.8028 0.8368 0.8392

Sub-band LLHH HL LH LL HH

Table 18 Comparison of the first and second forms of FBIW methods under all attacks

The Second )
Attacks The First Form
Form

R

Cropping

Contrast adjustment

¥

Rotation

Gamma correction

Gaussian blur

Histogram equalization

Sharpening

Rescaling

Pixelate

IR TR IR I TR IR I T

Gaussian noise

48




Chapter 5
Conclusions

An effective digital watermarking scheme needs to be invisible as well as robust.
The FBIW scheme is very effective, that is, it has high PSNR value for the

stego-image, and is robust against common geometric and non-geometric attacks.

New image attacks come along with new and efficient image processing tools. To
evaluate the security of the FBIW scheme against new attacks, we test on the
stego-image with a wide range of attacks, destructive or creative, single or multiple
ones. Experimental results show that FBIW is not only very robust against most
image attacks, such as rotation, cropping, the ripple, and the whirlpool attacks, but
also very robust against creative and multiple image attacks, such as the kaleidoscope
plus tile, the kaleidoscope plus puzzle, and the kaleidoscope plus tile and puzzle
attacks. The FBIW scheme combines merits of DDWT and SVD watermarking

techniques and is proved to be very secure against image attacks.

In new era of information technology, internet has become the main gateway to
seek recreations, promote commercial products, and perform business deals. In order
to ban unauthorized reproductions and distribution of multimedia files (e.g. videos,
songs and images), researchers develop various digital watermarking techniques to
protect digital rights of every internet user. The DDWT method is robust against the
cropping attack but it is vulnerable to geometric attacks (e.g. rotation, scaling or
transposition) or non-geometric attacks (e.g. contrast adjustment, sharpen and
histogram equalization).

DDWT technique transforms original image data from the spatial domain into

the frequency domain. The stego-image has high Peak Signal to Noise Ratio (PSNR)
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value when we apply the DDWT watermarking embedding process; however, it is
vulnerable to various attacks. The FBIW method, which is developed from DDWT
and SVD schemes, produces high quality stego-image and the embedded watermark
has high resistance against a variety of common geometric and non-geometric attacks.

The best digital watermarking scheme achieves the goals of superior information
hiding and embedded data should be immune to various image attacks. Watermark
information is embedded invisibly in digital images and is extracted to defend the
ownership of digital multimedia and preserve the legal owner’s right and interest.
The visual quality of extracted watermarks and corresponding correlation coefficients
of them indicate the robustness of the FBIW watermarking scheme. It is very robust
against many attacks, such as the Gaussian noise, sharpening, the histogram
equalization, rotation, cropping, warm, the ripple, the whirlpool, the crystal and glass,
the blast, the watercolor, the colored pen, mosaic, the invert, equalization, Gamma,
the zoom blur, the resizing attacks. It also shows good robustness against other
attacks.

Experiments on RGB layers show that embedded information will be more
invisible when we embed watermark image into color layer having the highest RGB
values. When the pixels of RGB layers are equal, the R layer is the most priority layer
to choose from; then the G layer and finally the B layer. When the embedded
watermark fails to be extracted, the digital watermarking scheme is invalid.

PSNR values of embedded watermarks vary from different watermarking
schemes and it influences the performance of extracted watermarks. Stego-image
processed by the second form of FBIW method has higher PSNR values than the first
form of FBIW method. Experimental results demonstrate that stego-image processed
by the second form of the FBIW method is more robust than the first form since it has

higher Pearson’s correlation coefficients.
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