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Abstract

Nowadays ever-increasing amount of data are transmitted through the Internet,
and they are in danger of tampering. So, protection of the integrity of the data
becomes very important. Until present, few methods have been published that
successfully address important issues on file verification, and detection of document
tampering. In the thesis, we propose a new method to protect and recover binary
document images from tampering. Black skeletons are calculated first and then
information is embedded accordingly in the host file. The embedded information can
be extracted from the stego file anytime later to compare with the original black
skeletons for file verification. Afterward, we can recover the tampered area by using
our proposed method. The experimental results show that our proposed method is
effective in detecting locations of tampering and is capable of recovering binary

document images.

Keywords and phrases: Binary document images, File integrity, Black skeleton,

Tamper detection,
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Chapter 1
Introduction

Nowadays people are used to transmitting documents via the Internet. Digital
documents are pervasively used in our daily life and the security issue of them has
become more and more important in current society [1, 2]. Presently, cryptographic
technology is booming and it provides useful tools for document integrity and

authentication services.

Digital documents are vulnerable to illegal modifications by unauthorized parties
when transmitted through the Internet. In order to protect the important information of
original document images, information data are embedded in the digital documents. If
tampered, the legitimate users can recover the documents by using the embedded

information.

Besides, it is more difficult to protect text documents than color or gray images.
Since most text documents are in binary format [3-5] and thus there might be not
enough capacity to secretly embed information into the text documents. It is very
challenging to undetectably embed information into a text document and extract the
information to recover the document at a later time. A few related researches in this

area can be found in the literature [6-8].

In this thesis, we proposed a novel method to detect tampering of binary
documents based on skeletons [9]. We compute the black skeletons of the document

and embed the information of skeletons in it. The proposed scheme can be used to



recover the binary documents.

This thesis is organized as follows. In Chapter 2, background of the thesis is

given. In Chapter 3, we describe our proposed method. The experimental results are

shown in Chapter 4. Chapter 5 concludes this thesis.
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Chapter 2
Backgrounds

2.1 Data Hiding

Digital watermark and steganography are classified in the fields of data hiding
[10]. Data hiding and cryptosystem are different. Cryptosystem is message encrypted
computing. In fact, the encrypted text will let people become alert, and more prone to
trying to destroy the text. Without the decryption key, the information will not be
unfolded. Therefore, we can use cryptography to protect text document. And it is like
adding a strong lock. Data Hiding is to embed information in the media. And if
outside people do not know there are other hidden messages in the media, the purpose
of secret communications is achieved. The technology of data hiding can be applied in
digital media to protect the intellectual property rights and enhance the integrity of

digital media.

Steganography is composed by “steganos" and "graphein”. The secret
correspondence has a very long history in the evolution of steganography, The most
common form of steganography is invisible ink and microdot in the spy activities. At
old time, the invisible ink often uses milk, fruit juice or urine to write on the thesis.
The secret message will emerge by applying heat on the thesis. Microdot is quite
popular during the Second World War. Intelligence officers often make text image

smaller and hide it in an unimportant letter to convey secret messages.

-11 -



2.2 The Classification of Data Hiding

The first session of the International Information Hiding Conference [11] in 1996
defined the topic about information hidden technology. Petitcolas et al. [12] classified

information hiding by different applications into four branches shown in Fig. 1.

Information Hiding

Covert channel Steganography Anonymity Copyright marking
I I
I I I I
Linguistic Technical Robust Fragile
Steganography Steganography Copyright marking Watermarking
|
I I
Fingerprinting Watermarking
I I
Imperceptible Visible
Watermarking Watermarking

Figure 1. The classification of data hiding

Following is the applications of information hiding technology:

1. Ownership Assertion: Embed information in the media to identify the owner of
ownership.

2. Integrity Verification: Check the media itself for completion and correctness, the
main purpose is to verify whether the media was attacked or not.

3. Content Labeling: A function of digital subtitles describes or indexes briefly on
the content of digital products. It is usually applied to digital video animation.

4. Usage Control: To control the number of access for specific user on the digital

products. If access to reach the number, the data will be broken and failure occurs,

-12 -



and users will not be able to access the digital content.

5. Convert Communication: It is one of the most ancient of the application for
hiding secret information in order to get a security communication.

6. Content Protection: it is mainly used to protect the contents of the original data

and avoid an attacker to tamper the original data.

Information hiding technology on digital image needs to meet the following
conditions:
1. Imperceptibility: Imperceptibility means the embedded information will not
degrade the quality of the original image. In other words, the embedded information
must be visually indistinguishable from the original image.
2. Undetectable: Stego image is not easy to be analyzed to reveal the hidden
information by computing and statistical methods.
3. Undeletable: The hidden information is non-removable and it should be hard to
detected and modified. In addition, unhidden information will not only destroy the
aesthetic sense of images but also expose the location of the embedded information.
4. Robustness: Robustness focuses on the resistance to attempts of removing
information. A robust scheme can extract enough information from attacked images
to reconstruct the embedded data. Image attacks include geometric attacks (such as
rotation, scaling, transpose, etc.) and non-geometric attacks (such as Gaussian noise,
sharpening, and contrast adjustment, etc.). But robustness is usually inversely
proportional with the image quality.
5. Capacity: Capacity is the largest amount of information hidden in original image.
Generally, if we hide larger information, it is easier to detect.
6. Unambiguous: When verifier got stego image, he must be able to extract the

hiding information effectively.

-13-



2.3 Binary Document Image

A binary image is a digital image that has only two possible values for each pixel.
Typically the two colors used for a binary image are black and white, though any two
colors can be used. For the gray and color images, many researchers have used digital
watermark to protect property rights and integrity and have published many related
protection schemes. Binary images have less capacity to hide information than gray
and color images, which can effectively use rich colors to achieve the purpose of
information hiding. In recent studies, some scholars propose the embedded schemes
on binary images to find the best embedding locations to embed information that will

not significantly reduce the quality of the original binary images.

2.4 Data Hiding on Document Image

Steganography or information hiding [9] can be used to encrypt important
information into host documents to protect them. Steganography is different from
cryptography that obscures information and makes it unreadable without help of
particular knowledge. Information hiding secretly embeds undetectable information
into media. The advantage of steganography over cryptography is that embedded
information does not attract any attention. However, if the amount of embedded secret
information is too much, it will not only slow down the transmission speed but also
catch the eyes of attackers, who would try to tamper the document and obtain the

secret information.

-14 -
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As a result, when the amount of secret information is less, the stego document is
more secret. In the thesis, we use some characteristics of original document images
for recovery. We extract black skeletons from the host image. In text document, the
part of black is usually less than the part of white. Therefore, we can encrypt less
amount of secret information in the extracted black skeleton that constitutes just small

part of the binary document image.
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Chapter 3
The Proposed Method

In this chapter, we introduce the proposed binary document recovery scheme,
which is based on the skeleton extraction technique. We compute the black skeletons
of a host document image by using the skeleton extraction technique, and select the
locations which can be used to embed information, and then embed the information
into the host document image. The embedded information can be extracted later on to
recover the tampered binary documents. To embed and extract the information, we

use the method proposed by Lu et al. in [4].

3.1. Skeleton Extraction

The skeleton extraction procedure is described here. First, we have to extract
black skeletons from the host image. In our method, the candidate locations to embed

information are the whole block of image excepting the skeleton parts.

The black skeletons are located as follows. At first we divide the image into
overlapping 3%3 blocks, from left to right and from up to down of the image. If pixels
values of any 3x3 block are all 0 (or black) as shown in Fig. 2, the center pixel value
of this block is 0 and the pixel is called a black skeleton. Finally, all black skeletons

are combined to form one skeleton. In this way, the skeleton is successfully extracted.
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Figure 2. Black skeleton.

P is a black skeleton since pixels values of the 3x3 block are all 0.

3.2. Embedding Process

In this section, we describe the embedding process of the proposed scheme (see

Fig. 3). By using the above skeleton extraction technique on the host document, we

obtain black skeletons.

Input: Host document, and black skeletons.

Output: The stego document.

El.

E2.

E3.

E4.

The embedding step is described as follows.

Use skeleton extraction algorithm described in 3.1 to compute black skeletons of
the host document.

Combine the black skeletons to form a single skeleton IE.

Divide the host document into blocks, count pixels inside blocks and record
odd/even count of the block pixels.

Choose the best embedding locations to embed the information lg. The
embedding steps are performed from left to right and from up to down to

produce a new document image, which is the stego document.

-17 -



Host Compute Combine
»  the black » the black <«—— Public Key
document
skeletons skeletons
Embedding on the odd/even
v
Divide Choose the
. . Stego
» into »  embedding > d "
blocks blocks ocHmen

Figure 3. Embedding process

The information embedding process on the odd/even block is described here:
If the number of black pixel is odd, 1 is embedded. And if the number of black

pixel is even, 0 is embedded.

Process of choosing embedding locations is explained as follows. Fig. 4 shows
blocks consisting of all all-black or all-white value, except the center part. Blocks like
these would not be used, since any change of a pixel value in these blocks is visually
detectable. Fig. 5 shows a good location to embed information. The “1” is embedded

in this block since it is an odd block.

..

Figure 4. Bad blocks to embed information.
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Figure 5. The odd-even value

Since the odd-even value is odd, we embed “1” in this block.

3.3. Detection Process

In this section, we describe the document image detecting process of our
proposed scheme.

Input: The stego document.

Output: The detected stego document.

The detection step is described as follows.

D1. We divide the stego document image into overlapping 3x3 blocks to calculate the
embedding locations. We extract embedding information from stego document
image by odd/even value.

D2. We do skeleton extracting process on stego document image. Then we compare
the skeleton information from stego document image with the re-calculation
skeleton information.

D3. If the two skeletons are the same, it means that the stego document is not been
attacked. If different frames of skeleton information are found, the stego
document has been attacked (see Fig. 6).

D4. We compare pixel values of two skeleton data to find the tampering part (see Fig.

7) and perform image recovery process by the original skeleton information.

-19-
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Figure 6. Stego document be tampered
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Figure 7. Detect the tampering part

3.4. Recovery Process

In this section, we describe the document image recovery process of our

proposed scheme (Fig. 8).

Input: The tampered stego document.
Output: The recovered document.
The recovery process is as follows.

R1. Divide the tampered stego document into blocks and calculate the embedding

-20-



locations.

R2. Extract the black skeleton.

R3. Compare values of the black skeleton and the tampered stego document.

Locations of tampering of document are detected if black skeletons are found at

places where pixels values of the tampered document are white.

R4. Replace locations of tampering with values of the black skeletons to recover the

binary document image.

Stego
document

Extract black Compare Recover
—> the
skeletons values
document
D.1V1de Calculatg the Extract the Private
into embedding » embedding «—— Ko
blocks locations data y

Figure 8. Recovery process
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Chapter 4
Experimental Results

4.1. Experimental Environment

The experiments were conducted in Windows XP operation system. We used
JBuilderX IDE, Java Advanced Imaging (JAI) package library. The programming
language is JAVA jdk 1.6.0. Photoshop 8.0 was used for image tampering.
Handwritten documents and typewritten English documents are used as host

documents.

4.2. Measurement Tools (PSNR)

To measure the quality of the stego image, we compute its Peak Signal to Noise
Ratios (PSNR) value. Stego images with higher PSNR are more similar to the original

images. The PSNR is defined as below:

2
PSNR =10xloglo%d8

Where MSE is the mean square error of the two images:

MSE = (%)22(% ~ i )2

Where ¢;; s stand for pixels of original image, 4; s stand for pixels of stego image.
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4.3. Results with Different Stego Document Images

Fig. 9(a) shows an English host document image. Fig. 9(b) shows the extracted
black skeleton. Fig. 9(c) is the stego document. In Fig. 9(d), the word “Document” of
the stego document is shown to be cropped. As shown in Fig. 9(e), after the image

recovery process, the stego document is successfully recovered.

Fig. 10(a) shows a Chinese host document image. Fig. 10(b) shows the extracted
black skeleton. Fig. 10(c) is the stego document. In Fig. 10(d), the word “3i i~ of the
stego document is shown to be cropped. As shown in Fig. 10(e), after the image

recovery process, the stego document is successfully recovered.

Fig. 11(a) shows a handwritten host document image. Fig. 11(b) shows the
extracted black skeleton. Fig. 11(c) is the stego document. In Fig. 11(d) the word
“interest” of the stego document is shown to be cropped. As shown in Fig. 11(e), after

the image recovery process, the stego document is successfully recovered.

Binary Document Images Authentication

Chu-Hsing Lin, Wen-Kui Chang, Yu-Y,
Department of Computer Science and 1
Tunghai University, 407 Tai

[ chlin, wkc, g95280074, g9528(
(@)
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Figure 9. Attack and recovery of a typed English document of 911x315 pixels. (a)
host document, (b) the black skeletons, (c) stego document, (d) the word “Document”

is shown to be cropped, (e) the recovered English document.
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Figure 10. Attack and recovery of a typed Chinese document of 364x344 pixels. (a)

host document, (b) the black skeletons, (c) stego document, (d) the word “zi i~ is

shown to be cropped, (e) the recovered Chinese document.
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Figure 11. Attack and recovery of a handwritten document of 1125%x624 pixels. (a)
host document, (b) the black skeletons, (c) stego document, (d) the word “interest” is

shown to be cropped, (e) the recovered handwritten document.

4.4. Analysis of Different Stego Document Image

Table 1 lists the recovered stego document images and PSNR values of the

English and Chinese document images and the handwritten document image.

-28-



Table 1. The analysis of PSNR (different stego document image)

Recovery document image PSNR
Binary Document Images Authentication
English
Chu-Hsing Lin, Wen-Kui Chang, Yu-Y,
document

. 21.54
Department of Computer Science and 1 >48

image Tunghai University, 407 Tai
{chlin, wkc, 295280074, 95281

A A FHE
o » Mg de

o - WIREE
B, i 2 A 4

Handwritten 5 {' . f{/m?[:b‘)‘l o eren

document

image S acadomin , >4Jugf»y ’ c,—«/
;f»//»u[ o/)-m'.l,ﬂzf_&-.,;,

24.969

4.5. Effect of Tampering Percentage

In addition, we do experiment of the recovery rate. We used handwritten

document images as the experimental objects. After 25% 50% and 75% cropping

-29-




attacks on the image, we effectively recover the binary documents by our proposed

scheme.
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Figure 12. Attack and recovery of the tampering handwritten document of

1125x624 pixels (a) cropping 25%, (b) recovery 25%, (c) cropping 50%, (d) recovery
50%, (e) cropping 75%, (f) recovery 75%
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4.6. Analysis of Tampering Percentage Effect

Table 2 lists the recovered stego document images which are recovered from
25%, 50% and 75% cropping attacks. Their PSNR values are shown in the last

column.

Table 2. The analysis of PSNR (different percentage cropping attack)

Recovery document image PSNR

@M “‘/'555 Aress] /L(”A/w/««’

I} A# \»*fﬁM\TL e -t/.414_
25% 17.712

4‘MM "Ov{”ﬂ"'l—/ "J“ﬂ"y' ""’/
;h»//‘w{ o/)-w'-;,alf-&a;.

; /4/ . ! /

f{ w2z T W (Ces  Aess] AT o é .

/\/( ‘v%’l% {/4_4,‘/ f:f Pl y;/ ¢M\1‘- /7) 7‘:(,/_414_
/ J

50% J 14.655

4‘4’?\’7 &q;{m:a,, }w/ugf:’) . ‘»4/
;%»//m;{ o/)-w'-;,alf-&a;.
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4.7. Embedding Capacity

In this section, we conduct experiments to compute the embedding capacity for
the proposed method. We used handwritten document images as the experimental
objects. The total information size of black skeleton is 15168 bits as in Fig. 11(b). Fig.
13 indicates all of the embeddable locations for the handwritten document. There are
totally 60250 bits can be embedded. When stego document image was cropped out
75%, the embedding capacity remains only has 18144 bits (see Fig.14). We found that,
as in Fig. 15, if the embeddable capacity (12722 bits) is less than the size of the black
skeleton (15168 bits), we will not be able to extract correctly the black skeleton (see

Fig. 16).
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Figure 13. Embedding capacity (60250 bits)
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Incorrect black skeleton
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Chapter 5
Conclusions and Future Works

In this thesis, we propose a novel method which can detect tampering of binary
document images. By extracting the black skeletons and using information hiding
technique, the binary document can be effectively recovered. The experimental results
show that our proposed scheme is promising for protection of binary document

images.

However, since most text documents are in binary format, thus there is not
enough capacity to embed hidden information in the document unnoticeably. When
we embed information into the host image, the original host image would be changed
somehow. If the information hiding process does not effect the original information of
the document image, then our proposed method is experimentally found to be very

effective in protecting and recovering of binary document images from tampering.

At present, visual quality of recovered stego images are not very good. In the
future, we hope to improve the quality of the black skeleton of the skeleton extraction

process, and so to enhance the visual quality of recovered images.
Also, in this thesis, we focus on robustness of our scheme against the cropping

attack. We can combine the white skeleton with the black skeleton to have a more

robust scheme for binary document image against other attacks.
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