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Abstract

In this thesis, we construction of our e-voting system. First, we

discuss the security and verification of RSA, DSA, Blind signature,

Shamir and Elliptic Curve Secret Sharing Algorithm. Finally, we

try to use these technique to construct a security and fast e-voting

system with keeping the privacy.

Key Words : E-voting system; Elliptic Curve Secret

Sharing
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1 ���¡¡¡

39Í">�Îý~[£ÝO��FÙÝ7Ç��Ç]P\

�HÄ�� ��ð£Ù�v�|.ß
.ôCWóÜ�2��þ

F�.h×Í">�b[£ �2Ñ�D��;6£ÙÝé�7Ç

�ÙÎÍ�ýÝóC�Q��� �ñ×ÍÌH�P�2ÛPC;

6£Ù��Ýé�7Ç�Ùô�Î×� �|Ý¯��½é\Ý

">s"|CÛD�ÝÞ
�&Æ���)ÛD��8nÝ�Õ

°� s"×���|�á+|C�ºà3&P&ø7Ç^×îÝ

é�7Ç�Ù|º¸à� 39S¡Z�&ÆÝé�7Ç�Ù5W

°�I5�5½
�ÙÑ§ï� ½Ç�T�µ×û|Cµ×ûÑ

§ï�´��óÜß�rá�Ù«�ÙÑ§ïÛ� | DSA ó�

)K°Û�W)°ÝóÜß�Íg��ÙÑ§ï�|ß)°)K

óÜßÝ ó��	 δ 
 I W
óÇrD�#½�óÜß| I º

óóÇ ci |Yi`aéÛ5²°�Û5² �µ×ûÑ§ï�½

Ç�Tõ�
�#½µ×ûÑ§ï�)óÇ�t¡½Ç�T��

)óÇ2µ3µ×û�9ø-�WÝóÜ�
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2 óóó���)))KKK

�ò|¼�ßÆ¸à&P&øÝ)(�®
)(ïÍß�Z

�T®`�  Ý×Í=�TJ��3Ø°m�+Û*Ý�)�;

ð�O¶+Û*Ýß�Þ*wá *��¡R�¬3R�#ý�)

î�(��îÎhßÏ��Ý� ÉA1�¯�3×	é�Z�î

)(�
¢��GGÞ¯Ý)Có�;¡ Q¡!3Z�î÷?�

¢ß©��#ÇÕ¯3Ø×	Z�îÝ)C�£©�Þ9	Z�

îÝ )CÉtT�|¾��Q¡�ìáÍ�Ý2]�µ�3é\

îC�9ËZ�JÎ8	�|� v«æÌ��×øp| 5�X

|�&Æ�Oó�)K��|«¸æ¼ÝG>5Òô��|!3

æG>î«�ôµÎ1�)(�GG�«)(ï=�3×R�ô

�«�)KïÝG> =�3×R��ï�ó�)KÄ6��|�

E]TÍ�ÝÏëï¼�J�

ì«&Æ+ÛRSA)K[6]Cß)[1]�9Î�ÙÑ§ï '

ráï��-YÙXm�¸àÝó�)K�|¾Õ)°óÓÝ£

}�#½���+ÛÓ/Ðó(Hash function)C¿àÓ/ÐóÝ

P²Xs"�ÝMD5�Õ°�êÝÎ
ÝE����ÝÝ�Z»

ðWü���ÝC�� 9ø�Ð)@jîÝTà��¹®ßÄ�

Ý£]CWÝ�@àP�t¡�+ÛElGamalCDSAó�)K�

Õ° �9Î7Çï'ÙÑ§ïráX¸àÝó�)K�Õ°�
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2.1 RSA)))aaaCCCßßß)))

�-1997�ë�Y»j6§�.o.ïAÝÿ�Rivest��

�{«�Shamir� �|C�¼£�Adleman�£�2µRSA[6]�

Û �Õ°¬ãÿÝ¿J�h�Õ°Ît�
Ct]-Ý�Û]

°�¸3é�¤�ø|�6 �Ý8	¥�Ý���êGb�9Ý

ó��ðP®`�KÎ¿àÝRSA�Û¼FLG>�RSA�Û �

Õ°Î×Ë©�Ý&EÌÛD°�¿àËÍ²ó®
�Û��Û

ÝËÍÐ�(key)�9 ËÍÐ�5½Ì
2�Ð�(public key) õ

{ßÐ� (private key TÎsecret key)�Ð�Ý��V340Í�-

Õ1024�-�2�Ð�®
�Û�©b¸à{ßÐ����Û�

�Ûï©���'{ßÐ��½ ßµÕb2�Ð��ôÎ�p

.�Õ�¼{ßÐ��µÕÎ¿àD']P¼�Ûô�Î×��

�Ý¯�X| RSA ÕÎ×Ëè5H�Ý�Û��Û�Õ°� �

31982OãChaum´�è�Ï×Íß)a[1](Blind Signature)Ý

ÃF� ß)a�©¾WÝFÙó�)aÝmO�ß )ab½�

|1�X)ï�	Ý©P�ÇXÛÝ�(P��|à¼�¹X)

ïÝ�	 ÍÕ_·�9Ë©PÐ)ÝPB(7Ç�Ù�é�­ý

Ý^×îE¸àï�	1ÛÝmO�
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1. RSA)K�ä=b×	Z� m�Ø!�3î«)(��

Æ�Aì
��

• ØóãËÍ�²ó p � q ¬�Õ¶� n = pq ��Æ!`ê

óã×+y1� φ(n) � � φ(n) !²ÝJó e �¬�Õ3

ÿ φ(n) �ì e Ý¶°D-ô d �ØÞ (n, e) 2µ�Aî

ç��3(nîTw3é�'/�¬ d, p, q J1¹{Û�

• ØÝ)(
 y = md (mod n)��ÞóE (n, e) 2���

ä�|�JG>Ý@ÎØX)(ÄÝ�M»Aì�

• ìµTã�ØÝ2�Ð� (n, e) �¬�Õ z = ye (mod n) �

• u z = m �Jä#åh)(
b[Ý�ÍJ
P[�

�'s�ÞØÝ)(!3¨×	*> m′ î�s��G

G¸àóE (m′, y) �hÛ.
 ye 6= m′ (mod n) �X|sm

� y′ �� y′e ≡ m (mod n)�9µA!3�RSAÝÛZ m×

ø��TÿÕÍETÝ�Z y′ �¬93�Õî�Îpy¾W

Ý���
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2. ß)a� Chaum 1��A¢�Wß):�'äb×	

G>m��TDÄØ¼Q��W)K�¬ê��TØá¼Í/�

m �J (n, e) 
ØÝ RSA 2�ÝÐ�v d 
ØÝ RSA {ÛÐ

��

• ä�^óã×Íó r � gcd(r, n) = 1 ��Õ x = (re ·
m) mod n ¬X x �Ø�

• x ÎãJó r X!tÝ���.hØ���3^b�¢£G

�ìã x �ß� m�

• ØE x )K t = xd = (rem)d mod n �Q¡. t /F�ä�

v xd ≡ (re ·m)d ≡ r ·md (mod n)

• ä3[Õ x Ý)K t �¡�|�Õ t′ = r−1 · t = xd · r−1 =

md (mod n) � m = (t′)e (mod n) Jä#åh)(
b[

Ý�ÍJ
P[Ý�
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2.2 ElGamalóóó���)))KKK

ElGamalÛD�Ù[8]ÎÝ�
)(�'�Ý��!yRSAÝ

©�µÎE�¢Ý×ÍG>b9Ë�!Ý)K°� �'ä�)K

×	Z��´�@�óC×Í�²ó p C×Íæq α �Q¡ó

ã×Í+y1� p− 2 � Ý Jó a ¬v�Õ β ≡ αa (mod p) �

2µëÍó
 p, α, β �JÍ�ÙÝH�PÎ�ñ3 a Ý{ÛP

î�ñï�� (p, α, β) ¼X� a Îæp¥¥Ý�.
Ò÷Eó®

ÞÎæpÝ�

ä)K×G> m ���|
�Aì�

1. óã×éÛ�^Jó k ¸ÿ gcd(k, p− 1) = 1�

2. �Õ r ≡ αk (mod p) �

3. �Õ s ≡ k−1(m− ar) (mod p− 1)

)K¡ÝG>
 (m, r, s) �

Ø�|�Jh)(Ýb[P�ÍM»Aì�

1. ìµä2µÝÐ� (p, α, β) �

2. �Õ v1 ≡ βrrs (mod p) C v2 ≡ αm (mod p) �

3. #åh
b[)( ⇐⇒ v1 ≡ v2 (mod p) �

Û���'h)(Îb[Ý�.
 s ≡ k−1(m−ar) (mod p− 1)�

&Æb ks ≡ m−ar (mod p− 1)�X|m ≡ ks+ar (mod p− 1)�

.h v2 ≡ αm ≡ αks+ar ≡ (αa)r(αk)s ≡ βrrs ≡ v1 (mod p) �

6



2.3 ÓÓÓ///ÐÐÐóóó(Hash function)

Ó/Ðó (Hash function) H ÎÞG> m »ðWü���Ý

C� h � h = H(m) �Ó/ÐóÝP²ð�ày&P&øÝ�Õ

àH, ¬	¸à3ÛD.î�Ó/Ðó¸Ý!�P²ð�J¼¸

à� 3ÛD.îÓ/ÐóÝÃÍ�OAì�

• íáÝG>��Î��Ý�

• í�Ý��Îü�Ý�

• E��ÝG> m ,�|�"2Õ�ÍETÝG> H(m) �

v H(m) Î��|�ÕÝ�

• ãG>`� H(m) �¼´0×Í m′ ¸ÿ H(m′) = H(m) �

3�ÕîÎ���Ý(ð­�1� H Î×Í�'Ðó)�¥

��u H(m)
Ø×G>ÝG>`��&Æ¬&�%0�h

×G>�&ÆG�0Õ�Í m′ ¸ÿ H(m′) = H(m) ���

• ´0G> m1 CG> m2 �3�Õî¸ÿ H(m1) = H(m2) Î

��Ý�&ÆÌ
úT¹y$ßÝÐó�

Ó/ÐóÎ�'��YÝÐó�ôµÎ1ã×ÍÓ/

Â h , (H(m1) = h ).� m1 �9Î���ðÝÕÝ�A���G

> m1 �3�Õî0�Õ×ÍG> m2 �¸ÿ H(m1) = H(m2)�

&ÆÌ
úT¹y$ßÝÐó�A�Î��0ËÍ�!ÝG

7



> m1, m2 �v H(m1) 6= H(m2) �&ÆÌ
úT¹y$ßÝÐ

ó H �
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2.4 MD5���ÕÕÕ°°°

MD5[6](Message Digest 5)
ó�G>�Û�Õ°� MD5Î

ãRon RivestX'�Ý��!`ôÎ’RSA’Ý'�ï��Ý ×

ß�Í�RµÎ�(�ÝR�¸Î|MD4ÝÃ�ì��;�Ý�

fMD4?�ÝH� �ÕôfMD49Ý×/)ÝºÕ�MD5 �Õ

°Îíá����ÝG>��í�ÝG>��
128�-	�¼

�TG>`�� ¸�Ò���ÕîÎ���sßËJ�!ÝG>

b!øG>Z`�MD5 �Õ°k
ó�)(�Tà� ×Í�Z

�Ä6Î”D¹Ý” |H�]P|×.{b(éÛ) Ð�C×.2¾

Ð�Ý�Û�Ù�ì�ÉARSA� .¸_WÛD�

• íá£] 5
°ÍõD �A, B, C, D�

•  5
°ÍM»�NM»�Õ 16 g�)� 64 g�

• �á sin(x) &aPÐó¢óÂ�

9



A
B
C
D

-
-
-
-

- - -
- - -
- - -
- - -

-
-
-
-

A
B
C
D

1 2 3 4
Round Round Round Round

6
6

6
6

= ~®

Message block

N

% 2.1 MD5 x�]­

• N×/)16ÍºÕM»�

´���°ÍÐó�ºÕ�NÍÐó|íá32�-ÝC

�	�R� Â�í�32�-ÝC�
���

|ì
°Í°Í&aPÐó�N×ÍÐó#à3�!/

)�(�!ÝÐóà3�!Ý/))

1. F (X, Y, Z) = (X
∧

Y )
∨

((¬X)
∧

Z)

2. G(X, Y, Z) = (X
∧

Z)
∨

(Y
∧

(¬Z))

3. H(X,Y, Z) = X
⊕

Y
⊕

Z

4. I(X, Y, Z) = Y
⊕

(X
∨

(¬Z))

⊕

 XOR,

∧

 AND,

∨

 OR, ¬ 
 NOT Λ

10



Mj �îWÏ j Í�G>(� 0 Õ 15 )�� ≪ s �îW

?¼¿É s �-�Jh°ÍºÕÐó
�

39ÍM»��á64Ísine ÐóÂÝºÕ T [i] = 232 ·
abs(sin(i)), i = 1 . . . 64 � i 
=�� í�G>`��Æ

� SUM32 �Õ�

-

z

*

- - - -
?

-

-

A

B

C

D

Nonlinear

Function
+ + ++ +

??

Mj T[i]

% 2.2 Í�×ÍMD5Ðóº®%

?
-n s

• À�

MD5G>�Õ°èº”¼�”T����ÝG>Z`�

¸�Ò��æpÕÞJ�>b! ø�>Z`Î�V�E

® 264 g�¬væpÕ�×J�>b×Í¼�Ý�>Z`

Î�V�E ® 2128 g�MD5 Õ°~Þ2��ÞlãÝ
3

F�Q��8E2±Õ°õ
×MH�5�	Q9×F� ½

9Í4���ã�¯�b�æÝ�

11



2.5 DSA ���ÕÕÕ°°°

Y»ýã��*oNISTy1991O`è�ó�)a�Õ

°DSA(Digital Signature Algorithm)[11]�¬y1994O2àDSA


Íýã�êA!ElGamal)K°�DSAÎ×Ëñ!�Ýó�)K

°�êA!Í¸)K °�;ð)(3Í*>`�î�3hË�µ

ì�ÍÓ/Ðó®ß�×Í160�-Ý*>`��ì«&Æ�'

£]*> m �B� Ó/Ðó�§ÄÝ�.h&Æ�3×Í160�

-Ý*>î)(�

• %�Ð�:

– óC×Í160-bit Ý²ó q.

– óC×Í L-bit ²ó p, E��ÑJó z ,�� p = qz + 1

v 512 5 L 5 1024 ,L ��645�.

– óC h, 1 < h < p− 1, ¸ÿ g = hz(mod p) > 1.

– �^óã×Íó a,v 0 < a < q.

– �Õ y = ga(mod p). (p, q, g, y) 
2Ð , a 
{ÛÐ�.

Note:A�m�Ý�, (p, q, g) 39Í�Ù��|5²��!

Ý¸àï.

• )K:

– �^óã×ÍJó k ,0 < k < q

12



– �Õ r = (gkmod p)(mod q).

– �Õ s = (MD5(m) + a · r)k−1(mod q), 39&Æ¸

àMD5(m),.G> m �Û.

– A� r = 0 or s = 0 `,�¥±�Õ.

– (r, s) 
)K.

• �J:

– �Õ w = s−1(mod q).

– �Õ e1 = ((MD5(m)) · w)(mod q).

– �Õ e2 = (r · w)(mod q).

– �Õ v = ((ge1 · ye2)mod p)(mod q).

– A� v = r Jh)K
Ë.

• Ñ@Ý�Õ°:

�JïKº#åBÄï½ÝÑ@)K.9�ã|ìÝðy��

§¼¤J:

g = hz(mod p), gq ≡ hqz ≡ hp−1 ≡ 1 (mod p), .
 g > 1 õ q


²ó,v g Ý��
q.Q¡)Kï�Õ:

s ≡ k−1((MD5(m)) + ar)

J

k ≡ (MD5(m))s−1 + ars−1 ≡ (MD5(m))w + arw(mod q).

13



ÉQ q ���
 p, &Æ�ÿ

gk ≡ g(MD5(m))wgarw ≡ g(MD5(m))wyrw ≡ ge1ye2 (mod p).

t¡,

r = (gk mod p)mod q ≡ (ge1ye2mod p)mod q = v

DSAÝ)KµÑ@P0.

• DSA »�:

– óã q = 101, p = 78q + 1 = 7879, g = 170, a = 75; J

y = 4567

– |MD5�)K m =22, )Kïóã k = 50 ; J

γ = (17050mod7879)mod101 = 94

δ = (22 + 75 · 94)50−1mod101 = 97

(m, (94, 97)) 
G>Ýó�)K�

– (94, 97) Ý)KG>Z`
 22 �3¶ï|ìÝM»�

J� �Õ�

– w = 97−1mod101 = 25

– e1 = 22 · 25mod101 = 45

– e2 = 94 · 25mod101 = 27

– (17045 · 456727mod7879)mod101 = 94 = γ

14



3 éééÛÛÛ555²²²

39a;&ÆÞ+ÛtåK�ÝËÍéÛ5²�Ù�|CÍ

.0Ä��

3.1 QQQÛÛÛ«««���bbbéééÛÛÛ555²²²

3×ÜÚÜOãQÛ«(Shamir)[7]Xè��X|Ì�
QÛ«�

b°TZ}
+/æ°(Lagrange Interpolation Scheme)� Í�Õ

°Aì�

�L�� t ≤ w 
ËÑJó�×Í(t, w)-�b°ÛÎÞG

> M 5²� w �¢�ïÝ×Ë]°�3h]°�� ©mÍ��

¢ t �¢�ïµ�¥�G> M �uKy t �-P°¥� M �

1. óã×²ó p ��yXbÝG>ô�yXb¢�ïÝßó�

h�XbÝ�ÕK3ÿ p Ýó��
��uà)Wó���

£ì«XÿÕÝÎpb��^b¶°D-ô�

2. ÞG> M �îWÿ p ó��Ý×Íó��&Æ�ÞG

> M 5²� w �¢�ï�¬©mÍ�Ý t �-���h×

G>�

3. �^óã t − 1 ÍJó si (i = 1, 2, · · · , t − 1) ®
94

P s(x) � xi 4Ý;ó� Q¡Þ M w3h94PÝðó4

�H�X|&ÆÿÕ×94P

15



s(x) = M + s1x + s2x
2 + s3x

3 + · · ·+ st−1x
t−1 (mod p)

Íðó4µÎæG> M �ùÇ s(0) ≡ M (mod p)�

4. E9w�¢�ï�&Æ�óã8²ÝJó x1, x2, · · · , xw (mod p)�

Q¡�ø�NÍß×éÛóE (xi, yi)�Í�yi ≡ s(xi) (mod p)�

»A�1, 2, 3, · · · , wÛÎ9° x ÂÉ)§�ê�QÝ×Íó

C� X|&ÆµÞóE(1, s(1)), (2, s(2)), · · · , (w, s(w))ø�

9 w Íß�×ß×à�²ó p Î2�Ý�¬94P s(x) J

1Û�

5. �'b t Íß÷3×R5²Bh ÝóE�
Ý�;Ðr�

&Æ��'9°óE
(x1, y1), (x2, y2), · · · , (xt, yt)� ãh�

&Æ�´/æG> M �

6. �'b×Í t− 1 gÝ94P s(x) ��áÍ�Ý t ÍÂ


yk ≡ s(xk) (mod p)

&Æ��9°£G¼¥�994P�X|E��Ý k , 1 ≤
k ≤ t ,&Æb

yk(xk) = M + s1x
1
k + s2x

2
k + s3x

3
k + · · ·+ st−1x

t−1
k (mod p)

h� si (1 ≤ i ≤ t− 1) C M í
Îáó�

7. Þî«Ý t Í!õP¶WÎp�P

16






1 x1 x2
1 · · · xt−1

1

1 x2 x2
2 · · · xt−1

2

1 x3 x2
3 · · · xt−1

3
...

...
... . . . ...

1 xt x2
t · · · xt−1

t







M

s1

s2
...

st−1




≡




y1

y2

y3
...

yt




(mod p)

h;óÎp�õvÌ�
 V �Î×Í Vandermonde Îp�

&Æá¼�A�9ÍÎpÝ��PÂ3ÿ p ì��yë�J

hÎpb°×Ý�� h��PÂ��J�µÎ

detV=
∏

1≤j<k≤t

(xk − xj)

hÂ©b	ËÍ xi ×ø`�Î 0 (mod p)(h�Ý p 
²

ó)�X|©� xi 8²�Jh�Ùb°×��

8. &Æð×Í��¼¥�94P s(x)�ãhS0&ÆÿÕ9Í

94PÝ×Í2P���.ÿG> M Ý×Í2P� &ÆÝ

êýÎ¥�×94P s(x)��Í�Ý t ÍÂ
 (xk, yk), 1 ≤
k ≤ t ���QÝ &Æº�Õ t g94P

u(x) = (x− x1)(x− x2)(x− x3) · · · (x− xt)

EN×Í k = 1, 2, 3 · · · , t �Þ u(x) t| x − xk ÿÕ×

Í t− 1 g94P
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uk(x) =
t∏

j=1
j 6=k

(x− xj)

h94P�� uk(xj) = 0,∀j 6= k �u9° xi ËË8

²�J uk(xk) 6= 0 � �ÞN×Í uk(x) ��;�ùÇt

| uk(xk) �Ì�
 lk(x) � .hÿÕ

lk(x) ≡ uk(x)
uk(xk) ≡

t∏

j=1
j 6=k

x−xj

xk−xj
(mod p)

��|��&Æb

lk(xj) ≡




1, k = j

0, k 6= j
(mod p)�

.h&ÆÿÕZ}
+/æ94P

L(x) =
t∑

k=1

yklk(x) =
t∑

k=1

yk

t∏
j=1
j 6=k

x− xj

xk − xj
�

9Í94P��XbÝf�L(xj) = yj, 1 ≤ j ≤ t�.


L(xj) ≡
t∑

k=1

yklk(xj) ≡ yjlj(xj) +
t∑

j=1
j 6=k

yklk(xj)

≡ yj · 1 +
t∑

j=1
j 6=k

yk · 0 ≡ yj (mod p)

.h�DÄVandermonde ÎpÝJ��&Æá¼ s(x) 
B

Ä9°FÝ°×Ý t− 1 g94P�X|ÿÕL(x) = s(x)�
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9. A��¥�éÛG> M �©m�Õ L(0) �Â�.hÿÕé

ÛG>Ý2P


M ≡
t∑

k=1

yk

t∏
j=1
j 6=k

−xj

xk − xj
(mod p)�

19



3.2 YYYiii`̀̀aaaÌÌÌÝÝÝéééÛÛÛ555²²²

&Æ¿àYi`a�VéÛ5²[3, 7, 5]�Ù�ú;Í�Û

P�h]°;ÑÝ	5²ïÞ�
WîÝG>FX�5²ï`�

�m�BÄH�éÛ;¼ ��A t − 1 ÍWõ�)Õ�æé

Û k ��ÆP°á¼Í�ßÝG> ôµP°OÿéÛ k �¨

²�Z�Ý)Wï UA �b[�¹|G]°�)WïÍ�ôÎ¢

�éÛ�æÝ5²ï���3¬ÆéÛ¡�èº Tèº�ÝéÛ

�Í�Ý¢�éÛ¬ÆÝ5²ïÝ®Þ�

• Yi`aÌÝéÛ5²�Õ°�

1. UD Î�ÙéÛÝ5sï� UD óã×Í�²ó p C

ÿ p Ý×Íæq g , p �yXbÝG>ô�yXb¢

�ïÝßó� Ui ÎÏ i Í¢�ï�Í�	I½D


 δi (i = 1, · · · , w )�

2. ÞG> k �îWÿ p ó��Ý×Íó��&Æ�ÞG

> k 5²� w �¢�ï�¬©mÍ�Ý t �-���h

×G>� UD ��Õ K = gk (mod p)�

3. �^óã t ÍJó aj (j = 0, 1, 2, · · · , t − 1) ®
94

P f(x) � xj 4Ý;ó �X|&ÆÿÕ×94P

f(x) = a0 +a1x+a2x
2 +a3x

3 + · · ·+at−1x
t−1 (mod p− 1),

UD �Õ s = k + a0(mod p− 1),

E j = 0, 1, 2, · · · , t− 1, UD Õ� Aj = gaj (mod p);

20



¬E i = 1, 2, · · · , w , UD Õ� f(δi) (mod p− 1)�

4. UD óã×Yi`a Ep(a, b) : y2 ≡ x3+ax+b(mod p) ,¬

2���

NÍ Ui (i = 1, 2, · · · , w) 3 Ep(a, b) îóã×F αi ,��

^óã×Jó xi 
{Ð�¿à{Ð xi �Õ βi = xiαi ¬

Þ αi , βi 2µ�¬ xi 1¹{Û�

5. UD ÞÍ f(δi) »ðW Ep(a, b) îÝ×F Pi ,

¬Þ s»ðW Ep(a, b)îÝ×F Q�óã×�^Jó r ,

¬Õ� z1i = rαi , z2i = Pi + rβi � z3i = Q + rβi ,

Þ(z1i, z2i, z3i)F� Ui , i = 1, · · · , w �

6. UD Þ p , g , K , z1i , z2i , z3i , δi ( i = 1, · · · , w );

Aj ( j = 0, 1, · · · , t− 1 ) 2��

• �J:

1. N×Í Ui (i = 1, 2, · · · , w) ¸à{Ð xi �Õ

bi = z2i − xi z1i ,

ci = z3i − xi z1i

�Þ bi C ci /ÆÍæÂ5½
 Bi C Bi

(h bi Ç Pi , ci Ç Q ,.� Bi µÎ f(δi) , Ci µÎ s )

2. Ui �Jì�&PÎÍÓñ

gCi = K · A0 (mod p), gBi =
t∏

j=1

Aj−1
δi

j−1

(mod p)

u�PWñ�1�Ý UD ^b }�
�

21



u�P�Wñ�J2� UD Ý }�
�

�JîÞPWñ�J��

– ÏÏÏ×××PPP: gCi = K · A0 (mod p)

J�: ∵ s = k + a0 (mod p− 1)

∴ Ci = (k + a0) + n · (p− 1)

v K = gk (mod p− 1), A0 = ga0 (mod p− 1)

∴ gCi = g(k + a0)+n·(p−1) = gk · ga0 · gn·(p−1) = K ·
A0 · (gp−1)n

= K · A0 (mod p)

– ÏÏÏÞÞÞPPP: gBi =
t∏

j=1

Aj−1
δi

j−1

(mod p)

J�: Bi = f(δi) (mod p)

Ai = gai (mod p)

. δi �á f(x) = a0 + a1x + a2x
2 + a3x

3 + · · · +
at−1x

t−1 (mod p− 1)

ÿÕ

f(δi) = (a0 + a1δi + a2δi
2 + a3δi

3 + · · · + at−1δi
t−1) +

n · (p− 1)

∴ gBi = gf(δi) = g(a0+a1δi+a2δi
2+a3δi

3+···+at−1δi
t−1)+n·(p−1)

= g(a0+a1δi+a2δi
2+a3δi

3+···+at−1δi
t−1) · (gp−1)n

= g(a0+a1δi+a2δi
2+a3δi

3+···+at−1δi
t−1) (mod p)

= ga0 · ga1δi · ga2δi
2 · · · · · gat−1δi

t−1

= (ga0) · (ga1)δi · (ga2)δi
2 · · · · · (gat−1)δi

t−1

22



= A0 · A1
δi · A2

δi
2 · · · · · At−1

δi
t−1

=
t∏

j=1

Aj−1
δi

j−1

(mod p)

• �æéÛ:

���'b t �1Î U1 , U2 , ... , Ut �!�æéÛ�NÍ

¢�ÝWõ Ui Þ bi �Û¡FX�)Wï� �ã)WïÞÍ

éÛ�æ�

1. �á)Wï UA Ý αA |C βA , Ui ÞÍWîÝ bi ®º

Õÿ e1i = xiαA|C e2i = bi + xiβA,Þ (e1i, e2i) F

� UA �

2. )Wï UA ÿÕ×à (e1i, e2i), i = 1 , · · · , t

UA ¿à�
Ý{Ð xA �� e2i − xA e1i, i = 1, · · · , t,

�/ÆÍæÂ Ti �

3. UA ´��J

gTi =
t∏

j=1

Aj−1
δi

j−1

(mod p), i = 1 , · · · , t

ÎÍWñ�uWñ�1�5²ï Ui ^b }�
�

u�Wñ�J�OÍ¥±sX�
W�Ý£G�

4. 	 UA �ÿ×àóA ( δi , Ti), i = 1 , · · · , t,

ã Lagrange/æ94PO� L(T ) ,¬Õ�Íðó4 L(0)

(mod p− 1), Þ L(0) �î
Ep(a, b)îÝ×F R ,
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UA��Õm1i = xAαi|Cm2i = R+xAβi, i = 1 , · · · , t

¬Þ (m1i,m2i) FX�¢�éÛ�æÝ5²ï Ui (i =

1, 2, · · · , t)�

5. 5²ï Ui¿à{Ð xi�� ni = m2i − xi m1i , i = 1 , · · · , t

�Þ ni/ÆÍæÂNi ,(h niµÎ R ,.�NiµÎ L(0)

),

5²ï�J A0 = gNi (mod p) ÎÍWñ�

A�Wñ�J1� UA ^b }�
�

A��Wñ�J�O UA ¥±sX�Õ����

t¡�5²ï�Õ k = Ci − Ni (mod p− 1) �
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4 ééé���777ÇÇÇ���ÙÙÙ

4.1 FFFÙÙÙ777ÇÇÇ���ÙÙÙ

|&»�ò|¼Ý7Ç�Ù�×Í��Ý�+�\31950O�

¬È		Üð Ã·Ý­ÊPóÜ��9°óÜ	�ðb×°óÜ

�2ÝÊÈ�&Æµ��óÜÝãn�®�R[11]�

1. ãn�®�

• Îóß¢órB�¬µãÎÍ){£}W
Îóß�

• �%Îóß(�ºóÜß¢��

• Ù�)}óÓßó¬�%óÇ�(|×ùóÇ5-®

�Õ�qA�óº3î'ÀÙ�óXÙ�Ý) }ó

Ó16750867ß��ÎóÇµ��î�K8û0|î�9�

��À�XóÇ�&�7ÇXC1� óÇXm�Ý�

ð�)

2. 7Ç�

3&�7ÇX�÷ó��®õCÊDÜÃî�è�C»HÝ

�®�(3�×20ß¼�Ý7ÇXXm�Ýß¯ ðà�K�

�¬J80¼��9	�	Qô�À-iCý³ð�)

3. �Ç�

óÜ�@¡Ý�Ç�®�|ß
¬ÇÝ]P�Ç�uÍ�b

ó�ßõ��ñT.ß
.ôîÝ³´�|CWóÜ �2�
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SRãºîÝEñ�3&7ÇX�Ç�W¡�Ù�/F�ó

��T� (|î'ÀÙ�ó
»�®ßÝ3309ùÝ¾ÇS

saóïÝ²¶�CW¬Èãº�¥ÝEñ�)

4. 2×�

37ÇXÙ��W¡/F�ó��T�ÙJ��Õ�3DÄ

&�ª�2×7Ç��C	óß� (3JÍ�Ç	�8	�

ðßæ��þ��`|C��|�½�ÝþF��óÜ��

¡ôððCWaóïÝ²¶�|
b�PÝ��sß �CW

ãºîÝ���|�yEy�óºÝ�ñ®ß²¶�)

|390O����2�¨�ð
»�

• óD(¦)�m��ð 50 � 100 0-(±¬J)�

• ó�È(½)Ó���m� 100 � 200 0-�

• ó�È(½)�m� 1, 000 � 2, 000 0-�

• ó¨Èõm� 3, 000 � 8, 000 0-�

• óñ°
õm� 5, 0000Õ 1 � 2 û0�

• ó¨�m� 1 � 5, 000 0�

�¬�½ÝóÜWÍ×�fî�Ý�ð��{� 500� 2, 0000

���
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4.2 AAA¢¢¢;;;




ËË|î×°f´�Ýþ´®"D�FÙÝó��®m��

ðÿ�Ýßæ��þC òÝ2¦£Ù�3�1�Iu� Ý*

F�9ø«{ÎÍa¡Ý®°��vß
îÝ³´ô«{���

¹�æ.Î9�ÿ�ÝóÜ�®�ê�óº«ÊD�� Ýæ��

�ßé�»&�7ÇX«{�Î×��|Ý¯�bdyhhS¡

Z3èÌé�7ÇÝ?��

Q�3ç­Ahs¾Ýãº�x×Í�º)°óÓ7Ç

��CWç­j�Ýé�7Ç�Ùô&p¯�9øÉ��¹ *£

ÙÝ�ðô�3��Ýé\(u��^é\½�¢ã�È½2Xè

ºTÎ.l��èº7Ç�X)ráóÇ�T7Ç�´���óº

� .ó�Ý�®(â�Ç�2×)/�3�óº�9ø��¹Ä9

�|Ñ§Ý7ÇX�3óG�){£}ÝóÓrá�óºÛ�W

)°ó Ó�37Ç^	F|Û��W�ó��	7Ç�¯¡óÇ

��;D3×Í�{Ã�1Dº^¡�Ç¸à�fRÿ�ÝóÇ

�|Ñ§�3ã �»Ì�TÝßÿClD �° �ßàW½Ç

�T�¹CW�P�9øô�6�ºXóÇsßÝ�²Cßæî

Ý�ð�ô�¯Êæw 3?m�Ý2]�Þ¼��6��ÇXm

��ðÝ` �|�¹3�Ý�Ç]P��9?�39S¡Z�

��bXþ��ôK�&�� ���1Ý¼>�
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4.3 ���xxxééé���777ÇÇÇ���ÙÙÙ

hé�7Ç�Ù[2, 5, 9, 10] Îã°ÍI	XàW�5½
�

ÙÑ§ï(�âóÜß(�)� ½Ç�T�µ×ûÑ§ï�9ë�

I	�

1. ãn

(a) �ÙÑ§ï´�óã×Í²ó p C×Í�y p Ýó

g ∈ Z∗
p ,Í��
 q ;¬óãYi`a E (mod p) �ó

ãRSA2Ð (n1, e1) ,Í� n1 
²ó p1, q1 �¶��¬Õ

�3ÿ φ(n1) ì e1 �¶°D-ô d1 �

Þ (p, q, g, n1, e1, E (mod p)) 2��

(b) Îóßh�X�ÍrD
 c1, c2, · · · , cn ,¬2×��

(c) µ×ûÑ§ïóãó�ID
Ta, !`�^óã{ÛÐ

� xTa CYi`a E (mod p) îÝ×F αTa ¬Õ

� βTa = xTaαTa , Þ Ta, αTa, βTa 2��

(d) ½Ç�Tãó�ID
Ad, !`�^óã{ÛÐ� xAd C

Yi`a E (mod p) îÝ×F αAd ¬Õ� βAd =

xAdαAd , Þ Ad, αAd, βAd 2��
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-
¾óÜß �ÙÑ§ï

8�ÙÑ§ïÛ�(àDSA)K)

|ß)°*�%®óÇrD I

% 4-1 óÜßÛ�ø�%

?

?

-

)°óÜß

�ÙÑ§ï ½Ç�T

Ñ§ï

| I rá

7Ç

óÇ ci |

Yi`aéÛ5²°�Û

óÇ ci |

Yi`aéÛ5²°�Û

% 4-2 7ÇM»

6

óÇ ci |

Yi`aéÛ5²°�Û
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2. Û�

óÜß37Ç�G�'�ÙÑ§ïÛ�W)°óÜß�ÍM

»Aì�

(a) óÜß´��^óã×Í+y1õ q − 1 Jó a 	®�


Ý{ÛÐ��

(b) Q¡�Õ y = ga(mod p) ¬2µ y �

(c) #½óÜß�^óãJó k ( 0 < k < q )ÞÍó��

	 m )K
 (δ, γ), Í�

γ = (gkmod p)(mod q),

δ = (MD5(m) + a · γ)k−1(mod p).

(	 δ = 0 ,óÜßÄ6¥±óã k )

(d) Q¡óÜß| (m, γ, δ) ,rá�Ù�

(e) �ÙÑ§ï�Õ w, e1, e2 ,Í�

w = δ−1(mod p),

e1 = MD5(m) · w(mod p),

e2 = γ · w(mod p).

Q¡�J (ge1ye2mod p)(mod q) ÎÍ�y γ (mod p) �

uÎ �J#åÍ)°P�ôµÎóÜß�B�WÛ�Ý

W��
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3. 7Ç

(a) �BÛ�Ý)°óÓ�^óã×� n1 !²�Jó r ,�

�Õ x = re1δ (mod n1) ¬à x rá�ÙãÿóÇr

D I , h I µÎ�ÙÑ§ïE x Ý)K�ùÇ

I = xd1 = (re1δ)d1 (mod n1) �

(b) #½�J I ÎÍ
 δ Ý)KAì: �Õ� I ′ = r−1I

(mod n1) , �Õ I ′e1 (mod n1) ::hóÎÍµÎ δ �

(c) óÜß´�óãëÍJó a0, a1, a2 �W94P

f(x) = a0+a1x+a2x
2(mod p) ,��^óã{ÛÐ� xC

Yi`a E (mod p)îÝ×F α ,#½ºóÎóß ci¬

�Õ f(I), f(Ad), f(Ta), s, β |C A0, A1, A2 , Í�

β = xα

s = ci + a0 (mod p)

Aj = gaj (mod p), j = 0, 1, 2

¬Þ s, A0, A1, A2, α, β2��!`Þ f(I), f(Ad), f(Ta)F

X��ÙÑ§ï�

(d) �ÙÑ§ïÞ f(I), f(Ad), f(Ta), s5½»ðWE (mod p)î

ÝF � P, PAd, PTa, Ps � �ÙÑ§ï�^óã×J

ó r1 �¬�Õ R = gr1(mod p− 1)

z1 = r1α, z2 = P + r1β, z3 = Ps + r1β
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z1Ad = r1αAd, z2Ad = PAd + r1βAd, z3Ad = Ps + r1βAd

z1Ta = r1αTa, z2Ta = PTa + r1βTa, z3Ta = Ps + r1βTa

2µ g,K, (z1, z2, z3), I, Aj �5½FX�óÜß�µ×

ûÑ§ïC½Ç�T�

(e) �J

óÜß�µ×ûÑ§ïC½Ç�T��J�ÙÑ§ïX

F�£]ÎÍb }��
�AóÜß�JÝM»A

ì�

• �Õ
b = z2 − xz1, c = z3 − xz1

Rx = D,B = b−D,C = c−D

• �Jh)KÝÎÍWñ��Õì�&P:

gC = K · A0 (mod p),

gB =
t∏

j=1

Aj−1
Ij−1

(mod p)

µ×ûÑ§ï�½Ç�TC�ÙÑ§ï��J]°v

«�Æ6¯��

(f) ãµ×ûÑ§ï�)½Ç�TCóÜßWîÝ£]�Í

M»Aì�
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¸

® U

K

µ×ûÑ§ï

óÜß ½Ç�T

2µóÜ��

FX

e1, e2

FX

e1Ad, e2Ad

FX

(m1, m2)

2× ci

% 4-3 ÚÛ5²

(m1Ad, m2Ad)

• óÜßÕ� e1 = xαTa, e2 = b+xβTa¬FX e1, e2�

µ×ûÑ§ï�

• ½Ç�TÕ� e1Ad = xAdαTa, e2Ad = bAd + xTaβTa

¬FX e1Ad, e2Ad �µ×ûÑ§ï�

• µ×ûÑ§ïÿÕ (e1, e2), (e1Ad, e2Ad)¸à�
Ý{

Ð xTa �� b = e2 − xTae1, bAd = e2Ad − xTae1Ad ,0

/ b, bAd æÂ T = f(I), TTa = f(Ta) �

• #½µ×ûÑ§ï�Õì�&PÎÍWñ�

gT =
t∏

j=1

Aj−1
Ij−1

(mod p),

gTTa =
t∏

j=1

Aj−1
Taj−1

(mod p).
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• µ×ûÑ§ïà Lagrange /æ94P0� L(x) C

L(0) (mod p) ,¬Þ L(0)�îWYi`aE (mod p)î

Ý×ÍF R , #½�Õ

m1 = xTaα, m2 = R + xTaβ

m1Ad = xTaαAd, m2Ad = R + xTaβAd

3Þ�Õ�� (m1, m2), (m1Ad, m2Ad)FX�óÜß

�½Ç�T�

(g) )°óÜßÿÕ (m1, m2) ¡�|�
Ý{Ð x �

Õ n = m2 − xm1 ¬¬Æ n ÝæÂ N = L(0) , )°

óÜß�J A0 = gN (mod p) ÎÍWñ�A�Wñ�

J1�µ×ûÑ§ï^b }�
�

(h) ½Ç�TÿÕ (m1Ad, m2Ad) ¡�|�
Ý{Ð xAd �

Õ nAd = m2Ad − xAdm1Ad¬¬Æ nAdÝæÂNAd = L(0) ,

)°óÜß�J A0 = gNAd (mod p) ÎÍWñ�A�W

ñ�J1�µ×ûÑ§ï^b }�
�

(i) t¡½Ç�T�Õ ci = s − N (mod p− 1) , ¬Þ ci 2

×�!`½Ç�T�� l�)°ÇóÎÍb�yóÜß

ó�t¡�2µóÜ���
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4.4 ���¡¡¡

4QhSé�7Ç�ÙÝ7ÇÄ�¯��ÓCÃ±�¬9ô

Î×�¯�b¿bPÝ2]�Q� 8´yÄ�FÙÝ7Ç�Ù�

Ey�1�;6£Ù�2Ñ�2�P|C1ÛPîQb8EÝè

>�&Æ�|��þ �Õ2Ñ�2�C�ñÝóÜ�Ù�¬v�

|�Õb[£C?�|ßéÝé�7Ç�Ù�3h�b&92]

��bXþ� �ô�T���991Ý¼>�
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