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Abstract

In a user hierarchy that users are authorized and classified into different privilege
classes, a user belonging to higher-privileged class will have access right to messages
created or owned by users in a lower-privileged class; while the opposite is not
allowed. To meet the access control requirement in a user hierarchy, Lin proposed a
dynamic key management scheme suitable for hierarchical control systems and that
appeared in Computer Communications. It is useful in solving the key management
problem for a privileged hierarchy using related parameters. However, the related
parameters are generated by modulo exponential computation. This seems not
efficient enough for a system with frequently changing requirements. Besides, Lee
and Hwang proposed two comments to this scheme. To eliminate the possible
drawbacks as discussed in their comments, Cho proposed modifying the scheme by
adding a parameter. Although Cho’ s scheme is an improvement in security, it isnot as
efficient as Lin’ s scheme. In this thesis, we propose a novel scheme, based on the
dliptic curves that eliminates the drawbacks and has better performance. Furthermore,

we a0 use the advantages of smart card to enhance our proposed scheme.

Keywords: hierarchical key management; data security; elliptic curves; privileged

hierarchy; access control; smart card



1. Introduction

Hierarchical structures are used in many access control methods. Much research
has focused on controlling access to system resources securely and efficiently.
Consider a computing system in which the users are classified into n digoined

privileged classes, namely S={S,S,,..S,}. A relation ‘£’ is defined on the S. If

wehave S £S5, itmeanstha § has lower privilegethan S, .

Based upon cryptographic techniques, severa schemes [20-23] have been

proposed to solve the access control problem in a hierarchy. For cryptographic

implementations, each classin S has agroup key k; ,i =12,..n. For the relation

S £S;, computing the group key k; iseasy by S;’sgroupkey k;. Thereisno

way to derive k; by knowing k;.

In this thesis, we ll tak about Lin' s scheme [5] for access control in a hierarchy.
And we' Il also discuss about the problems brought up by Lee and Hwang [4] and the
improved scheme proposed by Cho [2]. Finaly, we propose a novel scheme, based on
the dliptic curves that eliminates the drawbacks and has better performance.
Furthermore, we aso use the advantages of smart card to enhance our proposed

scheme.



2. Background

2.1 One-Way Hash Function

One-Way hash function acts an important role in modern cryptosystem. It may
have several names in different situation when we use it. Its name could be called as
compression function contraction function, message digest, fingerprint, cryptographic
checksum, and message integrity check. The most important characteristic of one-way
hash function is that we can use it easily to generate a hash value for a message, but it
is hard that we try to reverse the one-way hash function process in order to get
origina message from the hash value. We say a one-way hash function is

colligonfreeif it is hard to find two messages with the same hash vaue,

In this thesis, we use the one-way hash function to generate the message digest

and use it to make some secure value with some secret parameter.

2.2 Symmetric key cryptography

Symmetric key cryptography is a traditional form of cryptography. People can
use a key to encrypt a message and decrypt the message with the same key. The
advantage of symmetric key cryptography is that the encryption/decryption process is
much faster than asymmetric key cryptography. However, it is an important issue in
symmetric key cryptography that how to two ends shares an agreed secret key without
anyone else getting it. Some techniques could solve the problem with eliminating the
misgiving of eavesdropping. There are two basic types of symmetric key
cryptography: block cipher (such as DES, 3DES, and AES) and stream cipher (such as
A5 used in GSM).



2.3 Elliptic Curve Cryptography

Elliptic Curve Cryptosystem (ECC) was proposed by Nea Koblitz [10] and
Victor Miller [11] in 1985. The security of éliptic curve cryptosystem is based on the
difficulty of computing an €elliptic curve discrete logarithm problem (ECDLP) [7] [8].
Due to numerous researchers have been done on its security and efficient

implementation, ECC has accepted by standard organizations.

In this section we will give a quick introduction to elliptic curve. Let E be an

élipticcurve over Z, and G beapoint on E of order n, i.e. Gl E(Z,). In generd

applications, p istypically a power of 2 or an odd prime number. Then we can choose
anumber “s’ and letQ =s” G,where O£s£n-1 and Qisasoapointon E. If n
and p are large enough, it is hard to find s with knowing E, Q, and G. Thisis called the

dliptic curve discrete logarithm problem (ECDLP).

Andlipticcurve E over Z | isdefined asfollowing equation
y?=x*+ax+b
where a,bl Z and 4a®+27b°* O(mod p) , and all the point (x, y), x1 Z,
yi Z,, form the set of E(Z,) containing a point O called the point at infinity.

When a point G on the elliptic curve E multiplied by a number s, it is equivaent to
adding G to itself s times, and will yield another point on the curve. A rule, caled
chord-and-tangent rule, is utilized to add two points on an elliptic curve to get another

point. We now describe the addition formulaon the liptic curve.

If G=(x,y)| E(Z,) then G+0O=0+G=G and G+(-G)=0, where



- G =(xy) cdled the negative of G.

Let P=(x,Y,) axd Q=(x,,Y,) betwopointson E,ie P,Ql E(Z,). The

formulafor adding P and Q are describe asfollows:

R=P+Q=(X,,¥;),where P* -Q,and

U3 g2 |
X =d - X - X and %= X

) I
Yy =dx-x)-y  i3ta e pog

Figure 1 and 2 are the geometric description of the addition rule. In Figure 1
Pt Q, drawing a line through P and Q, it will intersect the elliptic curve in third

point. Then Risthe reflection of the third point in x-axis.

Q=(%)Y,)

R=(%,,Ys)

Figure 1 the addition of two digtinct points R=P+Q



In figure 2, P=Q, drawing a tangent line to the elliptic curve at P, it will

intersect the elliptic curve in second point. Then Ris the reflection of the third point

inx-axis.

P=(x,%)

(

Figure 2 doubling of apoint R=P+P

2.4 Smart Card

The smart card, an intelligent token, is a credit card sized plastic card embedded
with an integrated circuit chip. It provides not only memory capacity, but
computational capability as well. Nowadays, the size of storage and ability of
computation of smart card continue to increase. Besides, the chip on smart card also
alows the implementationof cryptographic and authentication scheme. Hence, in this

thesis, we propose two cryptographic protocols based smart card. The Figure 3 shows

the physicd appearance of smart card.
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Figure 3 smart card physica appearance

In general, smart card should have the ability of tamper resistance to prevent
some malicious explore to the data in the smart card. There are several types of smart

card:

® Memory cards

®  Processor cards

® Electronic purse cards
®  Security cards

® JavaCard

With the development of new technology, there are many smart card related

standards. We describe these sandards below.



Horizontal sandards

® |SO 7816 — This describes the lowest-level interface to a smart card. It is at this
that data bytes are transferred between card readers and card and it is the most
important standard defining the characteristic of chop cards that have electrical
contacts. 1SO 7816[16] covers various aspects of smart cards:
B Pat1-phydcd characteristics
B Part 2 - dimensons and location of the contacts
B Part 3 - dectronic Sgnds and transmission protocols
B Part 4 —interindustry commands for interchange
B Part 5— gpplication identifiers
B Part 6 —interindustry commands for SCQL

® PC/SC — It is the standard for communication with smart cards connected to
personal computer system. [17]

® PKCS#11 — This is an interface between application and all kinds of portable
cryptographic devices. [18]

® OCF - OCF is an dl-Java interface for communicating with smart cards from a
Java environment. [19]

® Javacard — It describe the Java Card and what it supports. [20]

® Multos— It isamulti-gpplication operation system for smart cards. [21]

Vertical gandards

® Mondex — A kind of digital cash that uses smart cards only. The Mondex
approach does not alow cash to exist outside of the card. [22]
® CEPS - The main purpose of the common electronic purse specifications is to

define requirements for all components needed by an organization to implement



a globally interoperable electronic purse program and to maintain full
accountability and auditability. [23]
MPCOS-EMV — This is genera-purpose card that lets you implant your own

type of currency or token. [24]



3. Dynamic key management schemes for access

control in a hierarchy

Based upon cryptographic techniques, several schemes [6] [9] [12] [13] have
been proposed to solve the access control problem in a hierarchy. In these schemes, a
trust agent (TA) is assumed to existing for generating and distributing the key and
parameters. But, there are some drawbacks in these schemes. Firstly, if there is any
one new class joining or leaving the hierarchy, the whole keys and parameters have to
be recomputed. Secondly, when the number of classes has been inserted, the Sze of

storage which stores the parameters will grows dramatically.

In order to solve the problem, Lin proposed a dynamic key management scheme
to fit the above requirements. By using designed public information, namely the
related parameters, between any two classes, Lin's method make the key management
more flexible and decreases the parameters required in a hierarchical structure with

keys that change frequently.

However, there are two potential drawbacks that were addressed by Lee and
Hwang. Firgt, if an attacker had the group key for some class, he (or she) could easily
acquire a new group key when that class changed to a new key. Second, the sibling
attack would be feasible using the differences in IDs between two sibling classes.
Although Cho proposed a scheme to eliminate these drawbacks, Cho’ s scheme is not

asdficdent asLin' sorigind scheme.
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3.1 Lin sscheme for access control in a hierarchy

In Lin’ sscheme, we allow each classin a hierarchy to choose or change its own
group key without affecting the other keys. The scheme can be divided into the

severa procedures.
® Initial

A trusted CA (Centra Authority) is assumed to exist in this system. And the
users of the system can be classified into n privilege classes. We denote the classes as
S={S,,S, %S ,»%S }, where Sis a partially ordered set under the binary relation
denoted by “£” and each class has a corresponding 1D which be denoted
ID,,1D,,»%1D, »%ID . In figure, we assume that there are 7 classes in the system.

We represent the relationship of classes as adirected tree.

Figure 4 the sample privileged hierarchy

1



® Group key generation and parameter calculation

The CA chooses a large prime P and a primitive lement Z1 GF(P) as the

public parameters. Then CA uses the public key scheme such as RSA to generate his

own public key PK and secret key SK. After each class § randomly generates its
own group key k;, the classes encrypt their own group keys usng CA’ s public key
PK and sends it to the CA. Once the keys of all classes are collected, CA computes

the related parameter r;; for two classes with a branch according to the privileged

hierarchy using the following equation:
r, = (""" mod P)A k, (1)

When al related parameters have been generated, the parameters will be

published or maintained by CA. Figure 5 represents an example of the procedure.

1. CA chooses alarge prime P

then generates public key PK and secret key SK. 2 . achiglassrandomly generates

its own group key.

0
Sl
CA

il

Secret i nff or mati om

=
S K ﬁpk3ks 3. Each
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@5 Pk {——

Public informat. onS4
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4. CA computes the related
parameters and publishes them.

Figure5 group key generation and parameter cdculaion in Lin' s scheme



® Group key derivation

Group key derivation procedure is very sample in Lin’s scheme. We assume that
class S; has higher privilege than class §. And one member of class S; wants to

get the key of class § . He can smply follow these steps:

Sepl. He hasto gets the related parameters r;; which associate with class S; and

S from public board or sends a request to CA. He also has to know the class ID of

target class.

Step2. Then he use his own key k;, related parameter r;; and the target class ID

ID, . He will obtainthekey k; by equation (2).
k =(Z“"® mod P)Ar, )

® [nserting anew classinto hierarchy or removing an existing class

For inserting or removing classes into existing system, the CA just has to update
several of related parameters which are corresponding to the classes. For example in
Figure 6, if the class S has been inserted, S generates his own key kg and sends it to
CA. Then CA computes a new related parameter rsg and makes it public or maintains

it. The procedure of removing aclassis Smilar asinsarting.

13
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® Modify an existing group key

When class S changes its group key k;, toanew key k', S just returns its

new key to the CA and CA computes new related parameters r J, for the relationship

S £S; byequation(3) and r, forthereaionship S £S by equation (4).

I

r =" mod P)A K’

r’ =(24*° mod P)A K,

©)

(4)

Figure 7 shows an example that dlass S; changes hiskey k, to new key k.

14
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3.2 Leeand Hwang s Comment on Lin’ s scheme

Lee and Hwang pointed out two potential weaknesses and made two comments

onLin ssctheme
Comment 1. weaknessin case of group key modification procedure

If an attacker hasthe old key k; and the related parameter r;; he can compute:
Z"® mod P=r, Ak (5)
Thisvaue will be used in generating the new related parameter:

=" mod P)AK' (6)

I

An atacker could easily obtain the new group key k. if he can dso get the

new r;.
Comment 2: the shling attack may be feasble

If § and § are within the same parent node S;, and the attacker is a

member of the class §. He could crack the S§’'s group key k, using the

relaionship between the following equations.

Z"® mod P=r, Ak 7)

Z"® mod P=r, Ak (8)

16



The values, Z*™ mod P, ID;, 1D, are known to him. He could easly

determine the difference in bits between ID; and 1D, . If he accomplishes this, he

could acquire the information

(k; A1D,)A (k; AID,)=ID, A ID, 9)

If there are t different bits between ID, and ID,, then there are 2' possible

k; AID,

vauesfor Z mod P . Thesevalues can be derived from Z*'™® mod P.

17



3.3 Animproved scheme proposed by Cho

To eliminate the potential drawbacks pointed out by Lee and Hwang, a The
Second Information Security Application Workshop, Cho proposed an improved

scheme based on Lin' s scheme by adding the parameter SG
SG = hash(k; +1D;) >%; modf (P) ,f (P)=P-1 (10)
r; =(Z*mod P)A (k »SG™ mod P) (11)

where SG™' isthe multiplicative inverse of SG with modulo P.

This scheme can eliminate the drawbacks, but requires more computation than

Lin' sscheme

18



4. Proposed scheme

4.1 An Efficient Hierarchicd Key Management Scheme Based on
Blliptic Curves

In this section, we describe our proposed scheme. Based on Lin' s scheme, we
assumed that there is atrust agent, TA. TA has the same functionalities as CA in Lin’'s

scheme. The maor procedures are described in the following three subsections.
® Group key generation

In this stage, each class will generate its own group key independently. The

related parameters are then generated.

Step 1 TAsdectsandlipticcurve E over Z,.

Step 2 TA selects a generation point GT E(Z,), and finds a large prime g

suchthat q° G =0. CA aso sdlects his private key K and computes Y =K~ G

as CA’ spublic key.

Step 3 Each class S, 1£i£n, sdects a random number k. where
k.1 [Lq- 1] isthe group private key. p, =k ~ G=(x,,Yy,) is then computed as the

corresponding group public key.

Step 4 Each class encryptsits private and public keys using TA’ s public key

Y and sends them to TA. TA then decrypts the keys using hisown privatekey K.

Step 5 Foreachrelation S £S;, CA computes arelated parameter r;, using

19



Eq.(12)
ri = C((k; Ah(x [ly,)" G)A Kk (12)

Here h() denotes a one-way hash function such as SHA-1 or SHA-2 [10] and

C() isdefined as EQ.(13).
C(p,)=x Ay, where p,(x,y,) isapointin E(Z,) (13)

® Group key derivation

For the relation S £S; k; can be derived by k; using the following

equation:

ki =C((k; Ah(x Ily)" G)Ar, (14)

Sometimes, we may find that there are many ways that class S; can derivate

ki. We shall choose a simplest way to derivate the key for class S;. We take an

example like figure 8. We assume that class § wants to get the key of class S;.
Obviously, we can see that there are four paths for derivation. But we have to choose
a shortest path for derivation For solving this problem, we just let the transversal cost
of each edge is 1. And we apply the signal source shortest path algorithm [14]. By the
agorithm, we can simply find a shortest path which starts at class S; and passes

through class $; to class S;. Then we can reduce computation required in derivation.



Figure 8 find a shortest path for derivation

® Modifying a group key

If class § wants to modify its group key k., S generates a new key k;
and sends it back to TA. TA will compute the new related parameter rfi :

r=Cl A 1Y) G)AK (15)
4.1.1Security Anaysis
The following assumptions are made.

< The chosen élliptical curve E(Z,) has a point P1 E(Z,) whose order is
160-hits prime. The private keys, k. which 1£i £ n, will be a 160-bit long

integer.

21



<> The chosen hash function has 160-hit long output results.

Note that the XOR is indicated as aA b, where a and bare represented by a
binary string with a 160 bit of length. If a or b islonger than 160 bits, it will be
truncated from the LSB bits. If a or b is shorter than 160 bits, padding bits are

added to the LSB such that it becomes 160-bits long.

@ Attack 1 contrary attacks

For alower privileged class § with a parent class S;, amember of class §
that wants to crack the key k; of S;. He has two ways to try. Frst, he can try to
crack k; using hiskey k; and the related parameter r;,. He will find that he can’ t
get any information about k; from equation r; =C((k;A h(x [ly)) G)AKk .
Secondly, he may try to crack the equation p; =k; " G. He will face a difficult
problem of ECDLP (Elliptic Curve Discrete Logarithm Problem). [8] Therefore
cracking a parent key isinfeasible for alower privileged class.

® Attack 2 interior collecting attacks

If there is a lower privileged class S that has m parent nodes, namely S, ,

Sji--and S, . The attacker is a member of class §. He could try to collect the

1t
related parameters r;, Iy, ...ad r,, ., associated with his parents. He then

might try to find the relationships between the values computed using Eq.(15) to crack

any parent group key.

C((k Ah(X 1Y) G).V=1..m (15)

2



The point (kwA h(x ||y,))” G isontheéelliptical curve, it is difficult to solve

ki Ah(x [Iy;) knowing (k;,Ah(x|ly))" G ad G . And according to the

X(  function, the attacker cannot determine the point vaue of

(kmA h(x || y,)) " G .Itisinfessible to determine any relationship in these vaues.

® Attack 3 exterior collection attacks

The attacker is outside the system and wants to perform the same process in

Attack 2. It is infeasible for the attacker to crack any group key. Because he does not

have the group key k; , cracking the code will be more difficult than Attack 2 for him.
® Attack 4 collaborative attacks

If there is a higher privileged class S; that has two child nodes § and §.

Classes § and § attempt to crack the group key k; collaboratively using k;

and k, . They can obtain two equations:
r = X((k; Ahx 1Y) G)Ak
ry = X((k; Ah(x 1)) G)Ak
Similarly, they face the same problem that occursin Attack 2.

® Attack 5 dgbling attack

Consider acasein which aclass § with a parent node S; wants to crack the

group key of class § that has the same parent S;. He only holds the equation

23



ri, = X((k; Ah(x Iy;))” G)A k;. Cracking the code will be more difficult than

Attack 4. Thiskind of atack will not work.
® Attack 6 Leeand Hwang scommentson Lin’ sscheme

Comment 1  knowing the old key information when changing the key vaue

If aclass § withaparent node S; wants to change his group key. The main

weakness in Lin' s scheme is the value, (Z**'"® mod P), which is unchanged after

the new key is generated. Therefore, the attacker may be able to easily stea the new

key. In our scheme, we use the éliptic curve crypto-scheme to blind the parent’ s

group key information, and also add a computation with the S§’spublickey p, to

make surethat r;;,

X((k; Ah(x |ly)) G) andk, will be changed in each process.

we have diminated this weakness.

Comment 2 sibling attack by knowing the bit difference between the IDs of two

shling classes
Our equation, r; = X((k; A h(x; [ly;))” G)A k;, does not use any user’s “1D"
vauesin computation. This wesknessis therefore diminated.

4.1.2Time Complexity

In this section, we will compare the performance of the proposed scheme with
Lin's scheme. Lin's scheme is based on the DLP difficulty (Discrete Logarithm

Problem). For practical implementation, we often choose a 1024-bit large prime as the

modulus to ensure that solving DLP will be difficult. An elliptical curve E(Z ) with

24



apoint PT E(Z ») Whose order is 160-bits prime offers approximately the same level

of security as DLP with 1024-bits modulus. The following assumptions are made:
® Thereare n digointed classes in the system.
® The group keysin both Lin" sand our schemes are 160- bit random integers.

k AID,

® In Lin' s scheme, we assume that Z mod P with P a 1024-bit prime and

k, A 1D, is 160-bitslong.

1. In our scheme, we assumed that an elliptical curve is chosen E(Z,) with

2160

p »
In our scheme, the one-way hash function has 160-bit output results, like SHA-1.

Some notations are defined as follows:

Ty : the time needed for a 1024-bits modular multiplication.

Teyp : thetime needed for the modular exponentiation with 1024-bits modulus.

Tec wu - thetime needed for an dliptic-curve multiplication with 160-bits multiplier.

According to [3], we will know the relationship:

Texp » 2407, ; TEC_MUL » 29T,

In the group key generation phase, Lin's scheme generates n keys ad n
related parameters. The time for key generation in Lin’s scheme can be ignored
because the key is a randomly chosen 160-bit integer. The time for generating n

25



related parameters will take n times the 1024-bit modular multiplication and two

XOR operations.

Our scheme takes n +1(CA’ s keys included) key-pair generations and n related
parameter generations. Each key pair and one related parameter take a single
eliptic-curve multiplication with a 160-bit multiplier. Our scheme uses 2n+1 times

the dliptic- curve multiplication with a 160- bit multiplier.

Both schemes take n encryption/decryption processes when key sending and
receiving. We presume that the time for the encryption/decryption processes will not

be included in the comparison.

The equations in Lin" s scheme in the second phase require the same number of
computations. Each equation takes one 1024-bit modular multiplication and two XOR
operations. In our scheme, both phases take one concatenation, two XOR and one

dliptic- curve multiplication with a 160-bit multiplier.

We consider one-way hash function operations to be much faster than modular
exponentiation and dliptic-curve multiplication. The time needed for hash function
operation will therefore be ignored. The time for XOR and concatenation * || are also
ignored. Using the above assumptions, the computation time for our scheme against

Lin' sschemeis summarized in Table 1.

26



Lin' sscheme

The proposed scheme

Time complexity

Time complexity

(2n+ 1)TEC_MUL »292n+1)T,,,.

Group key generation NTeyge » 240NTy,, = (580 +29)T

- MUL
Group key derivation Texp » 240T 3, Tec woL » 29T0L
Moxdifying group key Texe » 240T,.

TEC_MUL » 29T 0

Table 1. Time complexity comparison

It is obvious that our schemeis more efficient than Lin’ s scheme.

27




4.2 Hierarchica key management using smart card based on dliptic

curve

In hierarchical key management, we often assume that there is a TA in the
system. TA collects all keys of users and generates the related parameters according to
system hierarchy. Although the related parameters will be generated by some special
methods to assure that any illegal user can't get any information from these
parameters. But these public parameters may have some potential weakness that we
can't nose out easily. The illegal users may collect parameters and try to crack them
If we can make these parameters harder to get, the system will be more secure. For
hiding the information of parameters, it is a nice solution that using temper-resistant
smart cards. In this section we will describe our second scheme. Based on the first
proposed scheme, we use smart card to store parameters and to compute secret

information

As the previous scheme, the scheme also can be divided into following

procedures:

® |nitia

We aso assume that there is a TA existed in our system, and there are n classes

denoted as S={S,S,»xS x8E} , where S is a partially ordered set in our

system. And each class has a corresponding ID which be denoted
ID,,ID,, %D, »xID, .

® Group key generation and smartcard registration phase

This phase is similar with the group key generation phase in previous scheme.
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TA will choose and generate the parameters needed in the system. But there is some
difference between the scheme and previous one. The keys of al classes are generated

by TA when the sysem garts up firg time.

Stepl. TA chooses an Elliptic curve over Z |, then selects a generation poi nGl z,

and finds alarge prime q which it isstisfied theequation q~ G =O.
Step2. TA choosesakey K. Thiskey should be kept secretly.

Step3. TA generates the secret keys k. (LEi£n) of al classesand calculates the

corresponding publickeys p, (p, =k~ G).

Step4. For eachrelationship S £S;, CA generates the related parameters r; by the

equiation:

r = X(k; A h(xlly,)” G)Ak;.

X(-) isfunction that we define as

X(P) =X, y)=xAy,

h(-) isahash function like SHA-1.

Step4. TA use XK to encrypt each r;. We denote the encrypted r; as Eg(r;).
Es (r;;) represents that we use a symmetric cryptographic function like AES with

key K to encrypted the message r ;. After encryption, TA separates Eg (r;;) into

two hdf parts, Eq (r;)_1 and Eg (r;)_2.
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Step5. TA puts 1D, , the key k., thekey SK and all second part of all encrypted
related parameters into smart card of class §. Then TA putsall first part of encrypted

related parametersin public or mantains them.

) Group key derivation

For the relationship S £S,, if there is a member of class S; wants to get the

key of class § . He should fdlow the under steps.

Stepl. He inserts his smart card into smart card reader. He has to enter the right PIN

codeto assurethat heisalegd user.

Sep2. The terminal software will automatically communicate with TA to determine
any update required. If there are updates needed, the software will put updates into
smart card and replace old one. (This part will be discussed in group key modification

procedure.)

Step3. The terminal software will help him to find the public information about class

S: the public key of class § , p, , and the half of encrypted related parameter
associated with class §, Eg(r;;) _1. Then the terminal software sends them into

smart card.

Step4. The smart card combines two part of encrypted related parameter, Eg (r;;) _1
and Eg (r;)_2 as Eg(r;;). Then smart card decrypts r; and usesthe parameters

P, =(X,y;), r; and his own key k;to computes the key k; by following

equation:



ki = X((k; A h(xlly;))” G)Ar;

® Modifying agroup key

For security reasons, each class may change its own key for a period of time. If
thereisaclass § wants to change the key k to k., the class has to follow the

under steps.

Step 1. By the helping of terminal software, the smart card of class § will generate

thenew groupkey k. and encryptitas Eq (K ).

Sep2. The message, Eg (k'), will send back to TA. Then TA will recompute all

related parameters associated with class § and encrypt these parameters with key

X, then TA separates dl new encrypted related parametersinto two hdf parts.

Step3. TA notices the smart card what parameters it need to update and transmit these

parameters to smart card.

Stepd. The smart card confirms the updates and replaces the old parameters with new

parameters.
421  Security andyss

® Hardwarecracking

For any user which has harmful intensiors to system, it is the simplest way for
cracking that he tries to get keys or information from smart cards. Because the smart
cards are temper-resistant, we can assure that any illegal user can't obtain information
from smart card.
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® interior collection attacks

For a legal user of class S, he can get al of the half encrypted related

parameters from TA. He sends them into his smart card and he can obtain all related

parameters. If the class § that has m parent nodes, namely S;, S;,;...and S

jm-

The user may pick up related parameters r;, 1.y, ...and r associated with

ji? j+m)i

the parents. He may perform the same action discussed in interior collection attacks of

security analysis 4.1.1. Obviously, the user can obtain any secret information from

these parameters.

® exterior collection attacks

The informationwhich can be collected is half of encrypted related parameters

like Eg (r;)_1. Becausetheillegal users don't have any smart card and the key, SK

and all haf of related parameters like Eg (r;;) _2 are stored in smart card, he carit

obtain any information for cracking. If he can get the related parameters in other ways,

he gill has to face harder problem thaninterior collection attacks discussed above.

The other attacks like collaborative attacks and sibling attacks are face the same

problems discussed in security andysis4.1.1.
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5. Conclusion

In this thesi's, we propose two practical hierarchy key management schemes. The
first scheme is based on Lin' s scheme using the advantages of eliptical curves. This
scheme is successful for eliminating the drawbacks in Lin' s scheme and has better
performance than Lin's and Cho’'s schemes. The advantageous properties for dynamic
key management in a hierarchy are aso preserved. The two drawbacks in Lin's
scheme, one is caused by that a part value of related parameter is unchanged before
and after group key modification procedure. The other is caused by class ID. In our
scheme, we use the properties of elliptical curvesto let each class have a key pair, k;
and pi. When TA computes the related parameters, the public keys of classes will
participate in computation to make sure that each part of related parameter will

change before and after group key modification procedure.

Furthermore, the public information may leak some information for cracking.
We use the advantage of smart card to store and compute secret information. We add a
key K shared by TA and all smart card. All related parameters will be encrypted by
key K and be separated into two parts. One is store in smart card, the other is public.
Because the related parameters are encrypted and separated, cracking parameters will

be harder for any illegd user. It will make whole system be more secure.

By these two protocols, we make the key management in a user hierarchy more

secure and more efficient.
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