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Abstract

Since hedlth records had been electrified, it has been commonly
implemented in every hospital now. However, the application range of
electrical health records are till limited within every hospital. If we
would like to exchange dectrica health records among the hospitals, we
firstly should overcome the problems of different health information
systems and unavailable integrated databases among the hospitals.
Therefore, although health records are dlectrified, it till can not achieve
the god of health records which are shard. Investigating the main reason
which the eectrical health records can not be extended is that although
the standard of the electrical health records has been made, the original
hedlth information system of every hospital which supports the standard
of HL7 is difficult to be implemented.

Therefore, the target of this paper isto design akind of security
technology which fits for the electronic health records sharing system,
including smart card, PKI, certificate authority, public key certificate,
signature and SSL. And | implement the program module of digita
signature and SSL to establish an efficient and secure electronic health
records sharing system.

Keywords Smart Card PKI(Public Key Infrastructure) Certificate
Authority Public Key Certificate Signature SSL(Secure Socket Layer)
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1.
package tw.gov.vghtc.exchange.cert;

import javaio.*;
import javamath.*;
import java.security.*;

import java.security.spec.*;

/**

*

*/
public class SgnService
{

[
* SgnService
*/
public SignService ()
{
}

/**

* PrivateKey

* @return prk javasecurity.PrivateKey

*/

public PrivateKey createPrivateK ey(String keyfile)

{
try
{

FlelnputStream kis = new FilelnputStream(keyfile);
byte{] bk = new byte kis.available()];

kis.read(bk);
kis.clos=();



KeyFactory kf = KeyFactory.getlnstance("RSA");

PK CS8EncodedK ey Spec ks = new PK CS8EncodedK ey Spec(bk);

PrivateKey prk = kf.generatePrivate(ks);

return prk;

}

catch(Exception €)

{
e.printStack Trace();
return null;

}

}
/* *
* sourceData  privatekey ,

* @return byte|]
* @param sourceData byte|]

* @param key PrivateKey
*/
public byte]] sgn(byte]] sourceData, PrivateKey key)
throws SignatureException, InvaidKeyException

{
try
{
Sgnature sgnature = Signature.get nstance(' SHA 1withRSA™);
sgnatureinitSign(key);
signature.update(sourceData);

byte]] Sgneddata = sgnature.sign();

return signeddata;
}
catch(Exception €)
{
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e.printStackTrace();

return null;

2.
package tw.gov.vghtc.exchange.cert;

import javaio.*;

import javamath.*;

import javasecurity.*;
import java.security.cert.*;
import java.security.spec.*;

[x*
*
*/
public dass VerifySarvice
{
Jr*
* VeifySeaivde
*/
public VerifyService ()
{
}

[x*
* Certificate
* @return cart java.security.cert.Certificate
*/
public java.security.cert.Certificate createCertificate(String certfile)

I



try

FilelnputStream cis = new FilelnputStiream(certfile);
CertificateFactory cf = CertificateFactory.getl nstance(" X509");

java.security.cert.Certificate cert
(javasecurity.cert.Certificate)cf.generateCertificate(cis);
cis.clos();
return cert;
}
catch(Exception €)
{
e.printStack Trace();
return null;
}
}
[x*
* PublicKey
* @return puk java.security.PublicKey
*/

public PublicKey createPublicK eyFromKeyFile(String keyfile)
{
try
{
FilelnputStream kis = new FilelnputStream(keyfile);
byte[] bk = new byte[kis.available()];
kis.read(bk);
kis.clos();
KeyFactory kf = KeyFactory.getlnstance("RSA");
X509EncodedK ey Spec ks = new X509EncodedK ey Spec(bk);
PublicKey puk = kf.generatePublic(ks);
return puk;



catch(Exception €)

{
e.printStack Trace();
return null;
}
}
[x*
* PublicKey
* @return puk javasecurity.PublicKey
*/
public PublicK ey createPublicK eyFromCertFile(String certfile)
{
try
{
FilelnputStream cis = new FilelnputStream(certfile);
CertificateFactory cf = CertificateFactory.getlnstance(" X509");
java.security.cert.Certificate cert = (javasecurity.cert.Certificate)
cf.generateCertificate(cis);
cis.clos();
PublicKey puk = cert.getPublicKey();
return puk;
}
catch(Exception €)
{
e.printStackTrace();
return null;
}
}
Jr*

*

* @return byte|]

* @param signedData bytel]
* @param sourceData byte|]
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* @param key PublicKey
*/
public boolean verify(byte[] sgnedData, byte[] sourceData, PublicKey key)
throws InvalidK eyException, SignatureException

{

try

{
Sgnature Sgnature = Signature.getl nstance(" SHA 1withRSA™);
sgnaureinitVerify(key);
signature.update(sourceData);
if(agnaureverify(sgnedData))
{

System.out.printin(“verify sgned data.");
}
dse
{
System.out.printin(unable verify sgned data.");

}

}

catch(Exception €)

{
e.printStackTrace();
return false;

}

}
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SSL

package tw.gov.vghtc.exchange.source;

import javaio.*;

import java.net.*;

import java.security.*;
import java.security.cert.*;
import javax.net.sd.*;

class RelatedX 509 TrustManager implements X509TrustM anager

{

public javasecurity.cert. X 509Certificate]] getAcceptedl ssuers()

{

return null;

}

public void checkClientTrusted(java.security.cert. X509Certificate]] chain, String
authType) {}

public void checkServerTrusted(java.security.cert. X 509Certificate]] chain, String
authType) {}
}

public class SSL_client_nocert

{
String url String;

public SSL_client_nocert(String url String)

{

thisurlString = url String;
}
public void run(String data) throws Exception
{

try

{

/*

*  SSL : Key (keyManager)



(TrustManager)
*/
SSL Context ctx = SSL Context.getlnstance( SSLv3");
TrustManager[] tm = { new RelatedX509TrustManager()} ;
cix.init (null, tm, null);
HttpsURL Connection.setDefaultSSL SocketFactory
(ctx.getSocketFactory());

/*
* URL , SSL Server
*/
URL url = new URL("https’, urlString, 443);
HttpsURL Connection urlc = (HttpsURL Connection)
url.openConnection();
urlc.setDolnput(true);
urlc.setDoOutput(true);
urlc.setUseCaches(fa se);
urlc.setRequestProperty (" server-protocol”, "HTTP/1.1");
urlc.setRequestProperty (" Content- Type",
" gpplication/x-www-form-urlencoded");
urlc.setRequestM ethod("POST™);
urlc.connect();

/*
* SSL Server
*/
PrintWriter pw = new PrintWriter((new
DataOutputStream(url c.getOutputStream())));
String postParam = "index="+URL Encoder.encode(data);
pw.print(postParam);
pw.flush();
pw.clos();

/*
* SSL Server
*/
BufferedReader from_server = new BufferedReader(new
| nputStreamReader (urlc.getl nputStream()));



String line
while((line = from_server.readLing()) != null)
{
if(linelength() == 0) bresk;
System.out.printin(line);

}
from_server.clos();
}
catch(Exception €)
{
e.printStackTrace();
}



