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Abstract

In this thesis, we proposed two undeniable signature schemes suitable
for implementing on the smart card. In the first scheme, because the
exponential computation on undeniable signature scheme needs the heavy
computation power, the smart card is not proper to do it. To reduce the
computing load of the smart card, we applied the server-aided
computation technology and the RSA-based undeniable signature scheme
to design a new undeniable signature protocol. The second scheme is
based on dliptic curve discrete logarithm problem. In this scheme, the
signer and verifier could authenticate to each other via the smart card, and
only the verifier with legitimate smart card could verify the signature.

Besides, by the first proposed protocol, we applied it for the software anti-

piracy.

Keyword: Undeniable Signature, Smart Card, Elliptic Curve
Cryptosystem, Server-Aided Computation, Software Anti-Piracy, RSA-

Based Undeniable Signature, Designated Confirmer Signature.



1. Introduction

Due to the World Wide Web' s popularity, it is important to provide
some security measures to protect information transferring over the
internet. The digital signature schemes have the features. integrity,
authentication and non-repudiation. Although the digital signature scheme
is convenient to use, it is improper for some applications. For example, a
software vendor hopes that there is a digital signature on its software and
only legitimate users can verify the validity of the signature. Undeniable
signature is well suited to such applications because it is unable to be
verified without the signer’ s assistance. Undeniable signature scheme was
first introduced by D. Chaum and H. van Antwerpen in 1989[8], and Harn
and Yang proposed a group oriented undeniable signature scheme using
Chaum’ s scheme in 1992[16]. Afterward, some variations of undeniable
signature  were proposed such as convertible undeniable
signature 13][14][19][26][20] and designated confirmer
signature[11][21][31]. The proposed variational schemes may more
flexibility than origina scheme, but there are still some important
problems which need to be overcome. One of it is the authentication to the
verifier and another is the protection of the signed message. In this thesis,
we propose two schemes to settle the above problems respectively. Both

schemes take advantage of the smart card as the auxiliary device to



achieve the objectives and are based on two different cryptosystems. RSA
and Elliptic Curve Cryptosystem respectively. In the RSA based scheme,
because the computing power of smart card is low, we apply the server-
aided computation scheme to design the protocol. The scheme will let the
smart card to transform the heavy computing data with some specific
functions, and then send the transformed data to the highly computing
power devices to compute and get the result. The others carit get the
confidential data and the legal user can’ t easily copy the smart due for the
security of smart card. This scheme can prevent the attacks proposed by
Desmedt and Yung [33] and Jakobsson [17]. In the Elliptic Curve
undeniable signature scheme, the signer and \erifier could authenticate to
each other via the smart card, and only the verifier with legitimate smart
card could verify the Sgnature.

Organization of the Thesis. The remainder part of this thess is
organized as follows: In Chapter 2, we introduce the background of the
related technologies used in this thesis. Then we describe Server-Aided in
Chapter 3. The proposed schemes are describe in Chapter 4 and their
complexity and security analysis are in Chapter 5. The conclusion is given

in Chapter 6.



2. Background

2.1. One-Way Hash Function

One-way hash function is an important part in modern cryptosystems.
It may have different names in different situation to use it. Its name could
be compression function, contraction function, message digest, fingerprint,
cryptogaphic checksum, and message integrity check. The most
important characteristic of one-way hash function is that it is easy to
compute a hash from a message, but it is hard to generate the origina
message from the hash. We say a one-way hash function is ollisionfree
if it is hard to find two messages with the same hash vaue,

In this thesis, we use the one-way hash function to generate the
message digest and use it to make some secure value with some secret

parameter.

2.2. Symmetric Key Crytptography

Symmetric key cryptography is a traditional form of cryptography, in
which people can use a key to encrypt a message and decrypt the message
with the same key. The advantage of symmetric key cryptography is that it
is much faster than asymmetric key cryptography. However, there is an
important issue in symmetric key cryptography: How two ends share an

agreed secret key without anyone else getting it? Some techniques could



solve this problem with eliminating the misgiving of eavesdropping.
There two basic types of symmetric key cryptography: block cipher (such

as DES, 3DES, and AES) and stream cipher (such as A5 used in GSM).

2.3. Digital Signature
We have used handwritten signatures as the proof of authorship for a

very long time. Until now, we till use it frequently in our daily life. B.
Schneler describes the general properties of handwritten signature as
following [3]:

1. Thedgnaureisauthentic.

2. Thesdgnatureis unforgegble.

3. Thedgnatureisnot reusable.

4. Thedgned document is undterable.

5. Thedgnature cannot be repudiated.

However, in the digital world, the handwritten signatures also become
infeasible because it will be copied easily. In contrast, the digital signature
is difficult to forge without the secret information used in making the
digital signature. There are many ways to make a digital signature such as
one-way hash function and public-key cryptography. Besides, all kinds of
digital signature have the features: confidentiality, integrity, authentication

and nonrepudiation These two properties make digital signature very



useful in many applications but not all. Hence, many variant of digital
signature are created such undeniable signature, proxy signature, group
signature, multiple signature, and blind signature. The undeniable
signature is the key point in this thesis and it will be described in detail in

section 2.4.

2.4. Undeniable Signature
Digita signature has been widely applied in the world today.

However, the conventional digital signature isn’'t suitable for some
specidly requirement. Some people don’t want their signatures to be
verified by anyone using his public key. For example, a software company
will embed a digital signature into its system to prevent being embedding
some virus or Trojan horse codes in its system. They hope that the legal
user can verify the digital signature of its system, not the general user can
do. The undeniable signature scheme can solve the problem mentioned
above. The verifier can’t verify an undeniable signature without the
signer’ s assistance. The concept of the undeniable signature was first
introduced by D. Chaum and H. van Antwerpen in 1989[8]. D. Chaum
also proposed another undeniable signature scheme with the property of
zero-knowledge in 1990[9].

Chaum’ s scheme has a problem that the verifier must execute

confirmation and disavowal protocols both in some situation. Therefore,



in [1] the author proposed another undeniable signature scheme that put
the confirmation and disavowa of a signature in the same protocol.
Another serious problem of Chaum’ s scheme is blackmailing [33][10][17].
The maor cause of blackmailing is that the signer never knows what
signature is verified. However, there are till ways to overcome this
drawback such as the designated verifier proof [18].

In order to make the undeniable signature more flexible to be suitable
for real case in the Internet, severa variant undeniable signatures were
proposed in the later years. Such as the convertible undeniable signature
[13][14][19][26][20], the designated confirmer signature[11][21][31], and
the group-oriented undeniable signature [16][24][25][6]. A convertible
signature could be converted the undeniable signature to the conventional
signature and the verification of a designated confirmer signature could be
cooperated by a verifier and a confirmer delegated by the original signer
when the signer is absent or refuses to cooperate with the verifier.
Moreover, a designated confirmer signature aso has the property the same
as the convertible undeniable signature that it could be converted into
convertiond gnature.

After the concept of undeniable signature has been proposed, the
security reguirements of undeniable signature schemes began to be
considered. In [21], the authors point out that a confirmer signature

schemes must meet the four security requirements:.



Unforgeability of signatures. It’ s very obvioudy that no signature
can be forged.

Invisibility of signatures: This means that the no verifier can verify
the signature on his own.

Consistency of verification: This means that the signer or the
confirmer cannot prove that a valid signature is invalid or an invalid
sgnaureisinvdid.

Non-transferability: This means that verifier participating in the
verification protocol cannot convince the others the vdidity of asgnature.

In other types of undeniable signature scheme have the same
requirements.

Undeniable signature and its variants are very suitable for some
specific applications such as the undeniable certificates [27], the fair

exchange protocol [15], and the fair payment protocol [4].

2.5. Designated Confirmer Signature

Designated confirmation signature is a variant of undeniable signature
proposed by D. Chaum[11]. This type of scheme provides additional
flexibility. A signer could delegate another party named a designated
confirmer to prove the validity of a signature to the verifier. Moreover,
Okamoto proved that a designated confirmer signature scheme and a

public-key encryption scheme are equivaent [31].



M. Michels and M. Stadler proposed a generic construction for
confirmer signature schemeg[21]. In the paper, they introduced a new tool
named confirmer commitments. The signer first generates a confirmer
commitment d = Com(m, y,) using the confirmer’ spublic key . . Instead
of signing the message directly, the signer signs d using the conventional
signature scheme such as RSA and DSA. Therefore, the verifier could
check that the signature is the correct signature on d without others
assistance. And then, the verifier asks the confirmer to prove that d is a
commitment for m.

Here, we show their confirmer signature scheme using a confirmer
commitment. Their scheme applies Schnorr’ s identification scheme [7]

and a convertible undeniable sgnature scheme [20].

2.5.1. Sgnature Generation Phase

Step 1: Let p be alarge prime and g be a primitive element selected

in GF(p). The signer selects an arbitrary number x, where
x,1 Z as his secret key, and computes y,= g™ (mod p) as
his public key. The confirmer selects another arbitrary

number x_where x_1 Z; as his private key, and computes

y. = g™ (mod p) as his public key.



Step 2: The signer computesd, = g"*"* ™" (mod p) , d, = y.(mod p),
andletd= Com(m||r,y.) =(d,,d,).

Step 3: The signer selects a random number cl Z, and compute
r=g°(mod p), s=c-H(d) X, (mod p), where H (¥ isan one

way hash function.

Step 4: The sgner publishes his confirmer Sgnature(s, d) .

2.5.2. Signature Verification Phase
Step 1: The verifier chooses two random number u, v 1 Z;, computes
a=g"y;(mod p) and send a to the confirmer.
Step 2: The confirmer chooses three random numbers k,k,wl Z,
and computes
I, =g"(modp) , I, =g*(modp) , I1,=d‘(modp) |
I, =d*(mod p)and sends (I, ,1, ,1, ,I", .w) tothe verifier.

Step 3: After receiving (1,1, .1, .1, ,w), the verifier sends (u,v)
to Confirmer.

Step 4: After  receiving (u,v) , the confirmer computes

a'=g"y;(modp).If a'# a, then the confirmer rejects the

10



following communication, else he computes s=k - (v+w)Xx_,
§=K- (v+wk , and sends (s,9) to the verifier.

Step 5: The veifier first checks whether g®y"*=1_, g1, =1

a’?

a1, = I, , ad findly checks that if

d,’(d,y," ™) =1, , then the verifier is convinced that
the signature is valid, else he is convinced that the signature
isinvdid.

Confirmer Verifier

Select 1, vEZ;,

Select k,&,we 2] computes @ = g"y," (mod p)

A

Computes
A, = g (modp),j“ = gi(modp)

A, =d (med p), &, = dF medp) (4,4, 4,4, %)

Computes ¢'= g*y," (mod p) “'L

Ifa'=# a, then reject.

Computes

g=kv+wlox,

E=k—iv+w k (5,53 . Checlk whether
gy =4e' " =1,
dl_? lﬁwwzjﬁ
Finally checl

if dlgfdgycmlmjvJ'w:ﬁﬁ,tllen thesignature is valid
if dtdy, T e ﬁﬁ, then thesignature is invalid

Figurel. The verification protocol of designated confirmation
sgnature

1



2.6. Elliptic Curve Cryptography
Elliptic Curve Cryptosystem (ECC) was proposed by Nea Koblitz[22]

and Victor Miller[32] in 1985. The security of elliptic curve cryptosystem
is based on the difficulty of computing an eliptic curve discrete logarithm
problem (ECDLP)[2]. Due to numerous researches have been done on its
security and efficient implementation, ECC has accepted by standard
organizations. Such as Elliptic Curve Digital Signature Algorithm
(ECDSA)[12] proposed in 1992 by Scott Vanstone[29] was accepted in
1998 as an 1SO dandard (1SO 14888-3), accepted in 2000 as an IEEE
standard (IEEE P1363) and a FIPS standard (FIPS 186-2).

In this section we will give a quick introduction to éliptic curve. Let

E be a élliptic curve over Z , and B be a point on E of order n, i.e.
B E(Z,). In genera applications, p is typicaly a power of 2 or an odd

prime number. Then we can choose a number | and let Q =IB, where

O£1£n-1and Qisaso apoint on E. If nand p are large enough, it is
hard to find | with knowing E, Q, and B. This is called the eliptic curve

discrete logarithm problem (ECDLP) [23][32].

Andliptic curve E over Z is defined as following equation

y? = +ax+b



where a,bl Z and 4a®+27b? * O(mod P) , and al the points (x,Y),
xI Z,, yl Z,, form the set of E(Z,) containing a point O called the

point at infinity. When a point B on the eliptic curve E multiplied by a
number |, it is equivalent to adding B to itself | times, and will yield
another point on the curve. A rule, called chord-and-tangent rule, is
utilized to add two points on an elliptic curve to get another point. We
now describe the addition formula on the dliptic curve.

IfB= (x,y)l E(Z,)then B+ O= 0O+ B=Bad B+ (B) = Q
where -B = (X, -y) cdled the negative of B.

Let P= (x, y,) and Q = (X,, ¥,) betwo pointson E, i.e. P,Ql E(Z,).
Theformulafor adding P and Q are described as follows:

R=P+ Q=(X,,Y;),where P -Q, and

N 1 ¥2° N i s
R s 0

| =
1Y =d-%)- Y 9T a24a

! if P=Q
t 2y

Figure 2 and 3 are the geometric description of the addition rule. In

Figure 2, P 1 Q, drawing a line through P and Q, it will intersect the

éliptic curve in third point. Then R is the reflection of the third point in

the x-axis.

13



L ()

Figure 2. The addition of two diginct points R=P+Q

InFigure 3, P = Q, drawing atangent line to the elliptic curve at P, it
will intersect the dliptic curve in the second point. Then Ris the reflection

of the third point in the x-axis.

N |

A= ()

o
P

-

Figure 3. Doubling of apoint R=P+P
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2.7. Smart Card

The smart card, an intelligent token, is a credit card sized plastic card
embedded with an integrated circuit chip. It provides not only memory
capacity, but computational capability as well. Nowadays, the size of
storage and ability of computation of smart card continue to increase.
Besides, the chip on smart card also alows the implementation of
cryptographic and authentication scheme. Hence, in this thesis, we
propose two cryptographic protocols based smart card. The Figure 4

shows the physical appearance of smart card.

= 55.6m -
- Imm =
Urnm
' T [} f.- .
/
18mm
2bmm ' A
N .-.J
'
.
Y . ' +
|
L Credit card-sized
lustic substrate
Magnetic strips Embossing area
{Back of the card)y

Figure4. Smart card physical gppearance

In general, smart card should have the ability of tamper resistance to
prevent some malicious explore to the data in the smart card. There are

severd types of smart card:

15



e memory cards
e  processor cards
e dectronic purse cards
e  Security cards
e JavaCad
With the development of new technology, there are many smart card
related standards. We describe these standards below.
Horizontal standards
e SO 7816 — This describes the lowest-level interface to a smart
card. It is at this level that data bytes are transferred between
card reader and card and it is the most important standard
defining the characteristic of chop cards that have electrical
contacts. |SO 7816[34] covers various aspects of smart cards:
+ Part 1 — physcd characterigtics
+ Part 2 — dimensions and location of the contacts
+ Part 3 — dectronic sgnds and transmisson protocols
+ Part 4 — interindustry commands for interchange
+ Part 5 — gpplication identifiers
+ Part 6 — interindustry data e ements
+ Part 7 — interindustry commands for SCQL
e PC/SC — It is the standard for communicating with smart cards

connected to personal computer system. [35]

16



e PKCS#11 — This is an interface between application and all
kinds of portable cryptographic devices. [36]

e OCF — OCF is an dl-Java interface for communicating with
smart cards from a Java environment. [37]

e JavaCard — It describes the Java Card and what it supports. [38]

e Multos — It is a multi-application operation system for smart

cards. [39]

Vertical gandards

e Mondex — A kind of digital cash that uses smart cards only. The
Mondex approach does not alow cash to exist outside of the
card. [40]

e CEPS — The main purpose of the common electronic purse
specifications (CEPS) is to define requirements for all
components needed by an organization to implement a globally
interoperable electronic purse program and to maintain full
accountability and auditability. [41]

¢ MPCOS-EMV — This is a genera-purpose card that lets you

implement your own type of currency or token. [42]

17



3. RSA-Based Undeniable Signature

and Server-Aided Computations

3.1. RSA-Based Undeniable Signature

The RSA-based undeniable signature scheme has two protocols,
confirmation protocol and deniable protocol, be used to verify and to deny
the signature. The confirmation protocol let the verifier can verify the

sggnature. The deniable protocol let the Sgner can deny the Sgnature.

3.1.1. Key and Signature Generation Phase

Key Generation Phase:

Step 1: Randomly choose two large prime numbers, p and q at
least 512 hits long. Compute the product:

n=pq.

Step 2: Randomly choose a prime number, e, such that e and
(p- 1)(g- 1) arerelatively prime. Compute ainteger d , such
that

ed =1 mod(p- 1)(q- 1).

Step 3: Chooseapair (W, Sy ), such that

Wi z, W1 1S, =W modn.

18



Let the parameters, n, W and §, , be the public key and the
parameters, d and e, bethe private key.
Signatur e Generation Phase:
Let M be adocument and H() be a one-way hash function
Step 1: The signer uses a hash function to compute the message
digest of adocument, A, = H(M) .

Step 2: Let the signature on the document M is S,

S, = A, modn.

3.1.2. Signature Confirmation Protocol

Signer Verifier
L1 Z,
. Q=8 P Sy’ modn
-~
A=07"modn 2

Figureb. RSA-based undeniable signature scheme — confirmation
protocol

The Figure 5 shows how the signer confirms the validity of the

signature for the verifier. If the equality holds, then the verifier accepts

Su

be the signature on the document M ; otherwise undetermined.

(According to the Lemma 1, if the equality holds, then it means that

Sy isequa to S, .)

challenge

19



Lenmal Le Q=S,”S,/modn , S,=A,modn and
S, =W“mod n suchthat Q°mod n=A,* W/ mod n.

Proof.

3.1.3. Signature Deniable Protocol

Signer Verifier

Q= Ay W modn
;g Q1. Qs Qy = Sy By modin
Finding i, ; =

Q/ Q" = &/I/(SM___'_)“)i'modn 5 Checking iﬁ?i

! i

Figure6. RSA- based undeniable signature scheme — denigble
protocol

The Figure 6 shows how the signer denies the validity of the signature

for the verifier. If the equality holds, then the verifier rgject the S, be

challenge

the signature on M ; otherwise undetermined. According to the Lemma 2,



if the SMMIenge Is not the signatureon M , then Q, isnot equal to Q,. The
sgner can usethetrid-and-error tofind i, suchthat i, beequa toi.

Lenma2 Let Q,=A, W modn, Q,=S,'S,' modn such that

Q,=Q,".
9,
:(SM‘SWj)e mod n
A RET
:((AM‘)d(Wj)d)e mod n

- i, Jw! moa
=Q

3.2. Server-Aided Computations

Matsumoto proposed a method to speed up secret computation on
insecure auxiliary devices [30]. The performance of Matsumoto’ s method
was discussed by Kawamura [28]. Afterward Lin and Chang proposed
another server-aided computation protocol for RSA enciphering algorithm.
The protocol will let the devices with less computation power such as
smart card to transform the heavy computing data with some specific

functions, and then send the transformed data to the highly computing

21



power devices to compute and get the result. The others can’t get the

confidential data and the legal user can’ t easily copy the smart card due to

the security of smart card. We will describe the Lin and Chang’ s protocol

asfollows

3.2.1. Notation

p, q:thelarger primenumbers n = pq.

(e,d): (the encryption key, the decryption key) and satisfies
ed =1 mod (p-1)(g-1).

M : the plaintext, M =C“ modn

C: theciphertext, C=M*®modn.

A: a vector A=(a,,a,..a) where a randomly generated by

P
client and pla. and gla , and a, :gaeM O aigmodn Ci=1.t
izl @

andr £1.
B:avector B=(b,b,,..h) where b =a’modn, i=0,..t.
B¢: avector B :(bobllq) and B =0(B).

(0,06 1): (arandomly permutation function, the corresponding

inverse permutation function).

Y X =@x), X :(xlo,xll,..,x't)and X :(xo,xl,..,xt) where



X = (x‘ )(&% modn,i=0,.t.

o E X=E(X)Y) whee X=(x

Y = (Yo, Yoo i) Where X' =(xoyo)§§(5 xEO v % modn.

i=1 i1 @y

o V:avector V =(vpVvy,..v;) andV =B ).

e U :avector U =(ug,uy,..u;) and U =0 YV).

3.2.2. The Computation Protocol

C.H. Lin and C.C. Chang [5] proposed a protocol of RSA-based

server aided computation. The protocol will use the highly computing

power device (called server) to assist the computation of C =M €modn

without leeking the plaintext M and the ciphertext C.

1. Generate a vector A, &_md 1. Use the function LPO with
compute a vector B with A a parameter B' to compute

. . a vector V. = ‘{J(B’:] )
2. Permute vector Bwith

function @() to form a

vector BB'=3(B) B’ D
e
> —

—— _‘7
SmartCard Server

1. Permute vector wwith
function cp'l(.) to form a
vector 1, U = cI:-'l[:\J.')
2. Compute the ciphertext C,
C=®(1T, 4)
Figure?. The server aided computation protocol for RSA encryption
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In Figure 7, according to the computation rule on the above notation,

the client randomly generates a vector A, computes a vector B, uses the
function O() to permute vector B to form avector B and then send the
vector B to the server.V using the function @() with parameter B' and

sends the vector V' back to the client.

The client permutes the received vector V using the function O ()

to form a vector U and computes the ciphertext C using the function

E() withtwo parameters U and A.

Lemma3.  Let vectors U, A and B defined on the notation such that
E(U.A)=M°modn
Pr oof.

EU.A)

=(ano)§géui§%ai %:élmodn

i=1

:(bO é q“/z?%%a,—— mod n

=1 Qg

el =
@ é _1a1 modn
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4. Proposed Schemes

4.1. RSA-Based Undeniable Signature Using Smart
Card

In this section, we describe the first proposed scheme. This scheme is
based on RSA-based undeniable signature and this scheme has been
described in section 3.1.

We use three roles to describe the protocol in detail: smart card,
terminal and server. The smart card needs the terminal to do some
exponential computation and the server to help it to confirm/deny the

ggnature.

4.1.1. Notations

The notationsin this section are the same as section 3.2.1.
4.1.2. Signatureand Smart Card Generation Phase

The process of key generation is the same as the section 3.1.1. The
public key isthetriplet (n,W, Sy ), the private key isthe pair (e,d ).

The signer signs adocument M , according to the signature generation
process mentioned in section 3.1(We modified the computation of A, as

follows). The undeniable signature on the document M is the

(n,W,Sy,S)
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where S = A, “modn and Ay = H(H (M )11D gyl Paceres)

Let 1D, be the card identification number, the symbol P, bea
secret parameter of the signer and the symbol || be the concatenation
operation. The smart card contains the public key, (n,W, S, ); the

sgnatureon M, (n,W, Sy, S, ), and the secret parameter, P, init.

secret

4.1.3. Confirmation Protocol

Step 1: The smart card sends 1D, 4 to the terminal and then the

termina forwards it to the srver.

Generate Eand

Compute 8.
'ﬁ _H( ( )” IDcurd”Pszecnet)
=Ahy B edn
1D
%—b —h-
—_ R.5g |:| |:|
I -
Smart Card
smart Car Terminal Serwr

Figure8. Confirmation Protocol — Step 1

(L.1) If IDg,q is correct, then the server generates a random number

R and computes A; and Sy, and then sends R and S; to the

termindl.

A? H (H (R) ” chard ” secret)

SR=ARd+1modn

(1.2) Thetermind forwards S, and R to the smart card.
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Step 2: When the smart card receives S; and R ; it does the

following steps.

« L]
= =

Terminal Server

Compute  o,p,V,
r(i-],lQ:l .
=g Sy modn

P="Wmedn
v =3B
Figure9. Confirmation Protocol — Step 2

(2.1) The smart card computes A, , Az and Vy according the
received data, Sy and R, from the termindl.
A1\/I = H(H(M)Hchard”Psecret)

AR =H (H (R) ” chard ” Psecret)

“ PAL

(2.2) According the process described in section 3.2.2, the smart card

generates t+1 random numbers & , ao ..., & and r and

computes a, by the following equations,
- ) . . .
a, :gAMAR)Oquod n . (Note that this computation is
i=1

different from that described in section 3.2.1).
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(2.3) The smart card computes vectors, B, B (the computation is
the same as the notation in section 3.2.1) and Vg .
Vg =VgZmodn

(2.4) The smart card generates i and j where i, j1 Z and i bethe
odd number, thensends i, j ,Vx and B’ to the termindl.

(2.5) The terminal computes a ,b and V, and then sends a to the

server.

(i-1)/2 ;
él:VR(I / Sy modn

b=W/modn
v=0(8)
Step 3: After the server receives a |, it does the following steps.

Compute X,

X =o*modn

X D
= e
Terminal Server

Figure10.  Confirmation Protocol — Step 3,4

Smart Card
(3.1) The server computes X and then sendsit to the termindl.

X =4°*modn

(3.2) Thetermina sends X , b and V to the smart card.
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Step 4. After the smart card received X , b and V , it does the

following steps.

(4.1) The smart card computes U and g.
U=07%V)
g=E(U,X)
(4.2) The smart card checks whether b-g isequd to X . If the
answer is equd, the sgnature is vaid; otherwise undetermined.
Lenma4. Let a=W' mod n, a=E(U,X) and X =4° mod n such
that axa=Xx .
aa .
=W'E(U,X)mod n * :ae,mOd n_ .
:((V')("l)/ZSNJ) mod n

bS] @'16 R

:Wjéuogizl 4 mod n :((VR)i-lSNj)e mod n

o5 R
WA e W AT o

4.1.4. Deniable Protocol

Step 1: The process is the same as the step 1 of the confirmation
protocal.

Step 2

L]

L vy B’
LE7. "
7
== BV &,
Smart Card EI
i., Terminal Server

Figurell.  DeniableProtocol — Step 2



(2.1) The terminal computes the one-way hash function on the faked
message, generates a random number and signs the random

number. And then it sends the results, H(R), Sy and R, to

the smart card.

(2.2) The smart card computes A,  , A, and VRG, where

challenge

AVI = H (H (M challenge)“Dcard”Psecret)

challenge

(2.3) The terminal does the same steps as the confirmation protocol
to compute a ,p and V ; then sends p and V to the smart
card.

(2.4) Te smart card computes g and Q;; and sends Q, back to the
termind, where

Q =gxbmodn

(2.5) Thetermind send a and Q, to the server.

Step 3: After the server receives a and Q,, it does the following
steps.
l:iu - 1:]
-

Terminal Server

Figure12.  Deniable Protocol — Step 3,4
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(3.1) The server computes Q, and finds some i, satisfied the

following condition; then sends (i, - 1) back to the termind.

Q/Q, = (AMChadleng /A, )(‘a'l) mod n.
Q, =&°modn
Step 4: The terminal checks whether (i, - 1) isequa o (i - 1). If the

answer is positive, the signature is invalid; otherwise

undetermined.

4.1.5. Signatures Request Protocol

R.5g ‘ - - R.5g

Terminal Server

Figure13.  Signatures Request Protocol

i
Al

Smart Card -

Step 1: The smart card sends 1D, to the terminal and the terminal

card
forwardsit to the server.

Step 2: If ID_, isvalid, the server generates a random number and

card

computes Sz, A, and DR. And then it sends S; and R

to the termina and the termina forwards them to the smart

card, where

A? = H (H(R)Hchard”Psecret)
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A\/Inew =H (H (M new)”IDcard”Psecret)

S.= A, f mod n
Step 3: The smart card computes S, and it is the signatures of a

new messageM where

S =8 VA, IS,;mod n

Lenma5. LetS, :@% %nod n.Thens, :(AMW)dmod n.
R

Pr oof.

4.1.6. Applicationson software protection

By our proposed protocol, one can use it to protect the intellectua
property of a software. In such application, a software company must
generate the signature for each of his software product, the key pair and
the secret parameter for each user. With the secret parameter, the software

company builds a secure tunnel with the users and uses it to securely



transmit the signatures on the Internet. If the user has the valid signature,

he will have the permission for using the software product.
Publickey: (n,W.3,)

Private key : (e, d)

Secret Parameter 1P,

s#=7. J L]

Somart Card = s
mart tar Terminal Server
(Software Company)
(TReq(Signature) [) Pam Do
—_— > .
If the user is a legal one, securely
sends the signature on the software
(] Get(Signature) P“- Sg. B - S, R back to the user.

Figurel1l4.  Thesystem modd of software protection system

In Figure 14, it shows how the user requests the valid software to the

server. The process is the same as the signature request protocol described
inthesection 4.1.5.
Publickey: (n, W, 5,)

Private key : (e, d)

Secret Parameter (P,

& L]

Smart Card El

Terminal Server
(Software Company)
(T Challenge(Signature) [) Do Dy o
If the 1D, is the valid user, send 5
and B back to terminal.
8p. R - SR
1,3, Vg . B Compute o, P, V. o _ComputeX,X:ae modn
4’ Lol
| | Confirm(Signature) | |‘X:B:V ‘ X
Valid

(] Permit the user to use [)

Figurel5.  Software Protection Modd — Permission Phase



In Figure 15, it shows how the user uses the signature to get the
permission of the software. If the user is the legal one, he can get the valid
signature on the software during the signature request phase. By the
confirmation protocol, the software uses the signature to confirm that the
signature is valid. If signature is valid, the software can be executed by the

user.

4.2. Elliptic Curve Undeniable Signatures Using
Smart Cards

In this section, we will describe the notation briefly first and then
introduce the proposed scheme. The proposed designated confirmer
signature scheme is based on ECC (The elliptic curve undeniable
signature is described in Appendix A) and use the smart card as the
authentication tool. Thus, there is an authentication scheme using smart
card inside the designated confirmer signature scheme. The authentication
scheme will provide mutual authentication and let the both ends share a
common secret data that is useful in the designated confirmer signature

scheme.

4.2.1. Notations

e E: Andliptic curve defined over Z, where Z  denotes the

multiplicative group modulo p.



o G:Abasepoint GI E(Z,) of order nwhichisprime

e (d,,Q,): The key pair of auser. The d, is the private key, Q,
is the public key and Q, = d, ©~ G (*°” indicates the
multiplication of a number and an dliptic curve point).

e H(m): An one way hash function with collision resistant and
with the input m.

e Cet,, : The certificate of the user and there are following
elements in it: user’ s persona information, user’ s public key,
CA’ sinformation, and CA’ s public key.

e E (m): The encrypted function using cipher key x and m is the
plaintext.

e D,(m): The decrypted function using cipher key x and c is the

ciphertext.

A|| B : The concatenation of A and B.

4.2.2. Proposed Scheme

In this scheme, there are four roles: the signer, the confirmer, the
verifier, and the smart card. If the verifier wants to verify a signature
signed by the signer, he must first insert his smart card into a card reader

that is attached to a terminal. Then the authentication scheme will be



executed and the confirmer and the verifier will authenticate each other.
There are four phases in the scheme: Smart card initiaization phase,
signature generation phase, verifier authentication phase and signature
verification phase.

Smart Card Initialization Phase:

Step 1: The smart card selects a random number d, T Z, asthe
verifier' s private key and computes Q, = d, ©~ G as the
public key.

Step 2: The smart card sends Q, and verifier’ s information to the
CA. After checking the information of the verifier, CA

generates the certificate Cert and sends it back to the

verifier
smart card.

Step 3: Because the public key Q, and other verifier’ s information
have been included in the certificate, smart card just writes
(d,,Cert,.,) iNto its memory.

Signatur e Generation Phase:

Step 1: The signer selects a random number d_ T Z, as his private
key and computes Q, = d, © G ashispublic key.
Step 2: The confirmer also generates his key pair (d.,Q.) and

requests a certificate Cert from CA.

confirmer
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Step 3:

Step 4:

Step 5:

The signer sdlects an arbitrary number ¢l Z, , computes
¢ G=(x,y,),andletr =x, .

The signer computes d, =(t+H(m|r))" G,d, =t Q_, and
let d= (d,d,) = Com(m|r,Q,) , i.e. d is the confirmer
commitment.

The signer computes s=c- H(d)xd (modn) and the

ggnaureis (s,d).

Verifier Authentication Phase:

Step 1.

Step 2:

Step 3:

If the verifier wants to verify a signature, he first inserts the
smart card into the card reader. Then the verifier could get

Cert from the smart card and sends it to the confirmer.

verifier

After confirming the validity of Cert the confirmer

verifier 1

computes Q, = d.~ Q,=(X,,Y,), let x, be the mutualy
session key, and selects a random number R1 Z. Then he
encrypts R using session key x,, and sends the encrypted

data e = Ex, (R) and Cert to the verifier.

confirmer

The smart card checks the validity of Cert and

confirmer ?

computesQ, =d,” Q.=(X,,V,), R=Dx,(e) where x, is the

authentication key. The smart card selects another random



Step 4.

Confirmer

Keypair:(d, )
Certificate : Jert

RT Z and computess = H(R||R). Then the smart card
encrypts 0 and R using the session key x, to obtain

€=E,(s ||R) . Then the smart card sends €' back to the
confirmer.

After computing s ||R=D, (€), the confirmer could get s

and R respectively. Then the confirmer checks
whether s =H(R||R) . If not, the confirmer rgect the

following communication, else the both sides accomplish the
authentication to each other and they share the common
secret data s .

Werifier Smart Card

Eeypar : (d,, &,)
Certiticate | Care, o
Cerﬁwﬂ Clart e ¥

nfrmer

Check the valididty of Cert, .,
Cemnpute @y =d, x &, = (x.%)

Select Re Z,
Compute £ = B, (K)

Compute s || R'=

(2. Cort, e, ) (2. Cort, ppme, )

- -
- -

Check the validity of Cart, .,
Cempute (h = d, %0 = (5, %3)
Cempute £ = Dry(g)

Select Rfe Z,

Let o= A(R|R')

g' .
D" 4 Computee'=E, (v || R')

Check whether & = A{R|| R').

If not, server rejects the

communication

EBoth sides share the

common secret data o

Figure16. Veifier Authentication Scheme



Signature Verification Phase:

Step 1: The verifier select two random numbers u,vi Z, , and

n?

computea= (u” G+V Q,). The verifier sends a to smart card.

Step 2: The smart card computes a'=s” a, and sends a' to the

confirmer through the verifier.

Step 3: The confirmer selects three random numbers K, |2,WT Z; ,

N

computes |, =k G , Ia=I2'G , |I,=k"d ,
I, =k” d,andsends (I, ,1, .1, .1, , W) totheverifier.

Step 4: The verifier sends (u,V) to the confirmer.

Step 5: The confirmer checks if a'=s” (U G+v Q) . If it's
incorrect, then reject, else the confirmer
computes s=Kk»>s - (v+w)xd_ , s=kss - (v+w)X . The
confirmer sends (s, S) to the verifier.

Step 6:He verifier computes
p=s G+(v+w) Q. , p,=S" G+(v+w) I, :
p, =8 d, +(v+w) I, ,
p,=s d +(v+w)"  (H(mJr) " Q.,+d,) , and sends

(p11 P2, Ps, p4) to smart card.



1~ 1~

Step 7:Smart card computes p, =St p,, P, =S’ P, ,

-1 1

p;=s py, P,=S™" p,, and sends (p;, P, Ps, P,) back

to the verifier.
Step 8: The verifier checks whether p,=1,, p,=I,, p,=I, , and
finaly concludes: If p,=I, , then the signature is valid. If

p,# |, ,thenthesignaureisinvaid.
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Confirmer
Keypair:(d,, 0, )
o : The cornmeon shared data

thatis generated i verifier
authentication phase

Verifier(Termmninal} Smart Card

o : The common shared data
thatis generated in verifier
authentication phase

Select 1, v e I

Compute a = xG+vxQ )}
—

Computea’= ax g

Select w,k,knez: .4_3'_. -2
Compute
Ay =;’c><G,/:J‘,Dz =kxa
Ag=dxd), A, = Exd,
(A Ags A A w)
()
Checkif a'= ax{u =G+
v
Compute
s=k-g—(v+w d,
=k o-(v+w) k (5,5) Compute
p=sxB+fv+wixd,
Py= Ex G4 +wix A,
Dr=Exd +wndxd,
By = sxd ++wix (Hin| fx g, +d,)
(P1. P2, 250 Py) Cotripits
p=oTxpyp =07 xp,
oty AP KRBT K
Check wether Pl P2:P3: Py
P1= P2 =Aa,Ps = Ag
Finally conclude :
If p, = A, then the signature is valid.
Ifp, = A g, then the signature isinvalid.
Figurel7.  Elliptic curve designated confirmer Sgnature scheme ---

verificaion phase
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5. Complexity and Security Analysis

5.1. Complexity Analysis of theRSA-Based
Undeniable Signature Scheme Using Smart
Card

For simplification, we let t be the size of the vector (described in
Section 3.2.1.) and r beaninteger, r <(t-1).

In the confirmation protocol, the smart card does two hashing,
(t+2r+1) multiplications, one division and one inverse operation.
According the Euclid’ s extended algorithm, the inverse operation needs
about (0.843* In(n) +1.47) divisons.

About the communication cost, the protocol needs to send
(2t +6)* In(n) integers. In the signatures request protocol, it just needs
one multiplication and two hashing. From the above analysis, we can see

that only very low computation is required for the smart card.

5.2. Security Analysis of the RSA-Based Undeniable

Signature Scheme Using Smart Card

¢

In the confirmation protocol, the attacker just can get 1D R, Vg

card ?

and BU. If the attacker wants to know the valid signature, he needs to

compute A,, with B¢. The difficulty is the same as the factorization



problem. If the attacker wants to compute the valid signature, it is

computational infeasible. Besides, it is aso computationally infeasible for

the attacker to fake the signature with VR¢ and Bd.

Yvo and Moti proposed some attacks on the Chaum’ s undeniable
signature protocol. The attacks are based on the assumption that the
attacker must have the signer’ s signature. Such assumption is improper on
our protocol. In our protocol, the signature is protected on the smart card.
Because the smart card has the features tamper detection and zeroization,

when it is damaged by othersit will destroy dl the confidentid data on it.

5.3. Security Analysis of Elliptic Curve Undeniable
Signatures Scheme Using Smart Cards

Security of the designated confirmer signature: We have introduced the
four security requirements in Chapter 2.4. The proposed designated
confirmer signature scheme is based onMichels and Stadler’ s scheme and
the security requirements of the original scheme have been discussed.
However, in the proposed scheme, what we do are to add the
authentication scheme in the front of the verification scheme and to add a
secret parameter shared between the confirmer and the smart card. These

changes won' t influence the security discussed in the origina paper.



Mutual authentication: The confirmer and the smart card exchange their
certificates and check the validity of the certificates to each other in the
beginning of the scheme. However, the certificate only proves that the
public key is correct and owned by the user recorded in the certificate.
The both sides must prove that they did have the private keys
corresponding to the public key in the certificates. In fact, after decrypting

€ togets R and o and confirming that o isequd to H(R||R) a Step

4 in the verifier authentication phase, the confirmer could believe that the
smart card have the private key because the smart card could get R by
decrypting e = Ex, (R) using the authentication key which is computed by
its own private key and confirmer’ s public key.

Replaying attack: The common secret parameter ¢ is similar to the

nonce used in general authentication scheme. At Step 5in the signature
verification phase, if the verifier doesn’t execute the authentication
scheme using the smart card and doesn’t obtain the correct secret

parameter o , the confirmer will terminate the verification communication.

Verify the signature without smart card: Because the private key never
leaves the smart card and the smart card is a specia device with character
of tamper-proof, the verifier isimpossible to pass the authentication in the
beginning of the verification scheme. The verifier still can’ t verify the

signature without smart card in the final step even though he passes the



authentication using the smart card. This is because that the verifier needs

the smart card to help him compute the fina result.



6. Conclusion

In this thesis we propose two practical protocols. The first scheme is
based on RSA and we utilize the server-aided computation to let smart
card make RSA computation with assistance of terminal or server. In this
scheme, al signatures will be protected by smart card, and therefore no
one could attack the system via the signature. In the second proposed
scheme, we design a designated confirmer signature based on Elliptic
Curve Cryptosystem with mutual authentication. In the protocol only the
verifiers with legitimate smart cards could verify the signature. Besides,
we design a system on the smart card environment according to the first
protocol. This system can be used as mechanism for the copyright
protection of software. We design the signatures request protocol to
securely upload another signature on the smart card. Through this protocol,
the smart card can dynamically maintain the signature and be securely

uploaded another signature on it.
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Appendix A:  Elliptic-Curve Undeniable Signature

A.l. Elliptic-curve Undeniable Signatures Based on

Chaum’s

Thefirst schemeis based on Chaum’ s. It is described as follows:
Key Generation Phase: The user Alice follows these steps.

Step 1: Sdect an dliptic curve E defined over Z .

Step 2: Sdect abase point B1 E(Z,) of order nwhichisprime.

Step 3: Select a random number d as her private key, where

di [Ln-1].
Step 4: Computes Q = d ° B as her public key. (" indicates the
multiplication of a number and an dliptic curve point)
Commitment Phase:

If Alice wants to sign a message m, she computes r = dm mod n, Z
= Q= (x,Y,) as his undeniable signature and sends Z and m to the
verifier Bob.

Verification Phase:

Step 1: Bob sdlects two random integers a,bl [Ln-1] , and

caculates W=a" Z+b" Q = (X,,Y,), then sends W to

Alice.



Step 2: After receiving W, Alice calculates R=(d*modn)” W ,
where d "' is the multiplicative inverse of d. The result Ris
sent back to Bob.

Step 3. Theverifier computes

s = ammod n
R =s Q+b B
If R'=R, then the message mis authentic.
Lemma6. In verification phase, if R=R, then the verifier can
authenticate the message m and the Sgnature Z.
Pr oof:
R=(d*modn)” W
=(d*modn)” (" Z+b" Q)
= (d"*modn)” ((admmodn)” Q+ (bd modn)” B))
=(ammod n)” Q+b” B
=s"Q+b" B

=R

A.2. Elliptic-curve Group Undeniable Signatures

Suppose that there are k users in a group, and every member of the

group has a private key. The users are connected in an order of U, ,



U, ,.., U, as in Han and Yang' s scheme. The three phases are as
falowing:
Key Generation Phase:

Step 1. Step 10 Select an dliptic curve E defined over Z .

Step 2: Step 2: Select a base point Bl E(Z,) of order n which is

prime.

Step 3: Step 3: Each member in the group selects a number d,

whered. T [Ln-1],10i0 k.
Step 4: Step 4: The group public key is computed as Q = Q, =
d " (Q.,) = (dd,s d modn) B
Commitment Phase:

All members of the group compute t=d,d,,s d modn, Z=2 =
d,” (Z,,) = (tmmodn)” Q=(x,Y,) as their group undeniable signature
and send Z and mto the verifier Bob.

Verification Phase:
Step 1:Bob  sdlects two integers abl [1,n1], calculates
W=a" Z+b" Q=(x,,Y,), then send W to the signing

group.

Step 2: After recaiving R, the group members caculate

t'=t'=d*d,"..d,*modn, R=t"W,where d _, isthe



multiplicativeinverseof d, . Theresult Ris sent back to the
verifier.

Step 3: The verifier computes
R'=(ammodn)” Q+b” B

If R'= R, then the message m is authentic.

Lemma?. In the verification phase, if R=R, then the verifier can
authenticate the message m and the signature Z.

Proof:
R=(t"modn)” W
=(t'modn) * (@’ Z+b" Q)
= (t'modn) * (a” ((tmmodn)” Q)+ (b” ((tmodn)” B))

= (ammodn)” Q+b” B
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