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Abstract

In the public key infrastructure network environment, the solution of
authentication of the internet usersisto build a security architecture, grounded
on the knowledge of cryptographic, by using asymmetric ciphers. The third
party — certification authority, atrustworthy organization, is responsible for
Issuing and managing the public key certificates of the end entities. Thus, it
gives assistance in the public key system to be more accuracy and reliability.

Directory service provides the applications or servicesto search and access
dataitemsrapidly in the distributed system. The“ request-response” mechan-
Isms supply theimmediate results to the end users. LDAP is a new network
protocol developed based on X.500 directory service. The ssimplistic scheme
offers more availabilities and conveniences.

Several security issues such as authentication and access control are neatly
arranged in the wake of the frequency and dependence on the internet services
for the end users. It comes to be a great course how to implement the security in
theinternet in facilitate and efficiency way. Taking advantage of the character-
istics of the LDAP, high-speed data access, the workload of the certification
authority is reduced noticeably. The network security issueswill be improved by
applying the architecture above, appending the access control with the attribute
certificates.

Keyword: Public key infrastructure; Certification authority; Public key
certificate; Directory service; LDAP; Attribute certificate.
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(Public Key Infrastructure, PKI)

(Certification Policy, CP)



(Certificate Practice Statement, CPS)

(Certification Authority, CA)



(PKI, Public Key Infrastructure) X.509
(SSL, Secure Socket Layer) (TLS,
Transport Layer Security)
LDAP (Lightweight Directory
Access Protocol)

LDAP
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(End Entity)

(CA, Certification Authority)

(RA, Registration Authority)

(Certificate/CRL Repository)
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End entity
Operational transactions

Management transactions

PKI users
F 3
PEI management
entities
] RA
Fublish Cert
¥

CA
Publish Cert
Publish CEL
IManagement transactions
A-2
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(Confidentiality) (Authentication)
(Integrity) (Non-repudiation) (Access

control) (Availability)



(Certification Policy CP) (Certificate Practice

Statement CPS)

(basic authenticated

scheme) (centralized scheme)[§]



u (basic authenticated scheme)
(key pair)
(certificate request) IAK(Initid

Authentication Key)

[~ ) I N pon
End entity | out-of-hand distribution of TAK :
i and reference value (RA/CA -= EE)

key generation
creation of cert. request
protect request with TAK cert. request

verify request
Process request

cert response create response

handle response
create confirmation cert. conf message N

verify confirmation
conf ack {optional) create response

handle response
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u (centralized scheme)

PSE(Persona Security Environment)

X.509



(Authentication)

ITU (Internationa Telecommunication Union)
1988 ” " (Open System
Interconnection The Directory Authentication Framework) X.509

| SO(International Standard Organization)

SO 9594-8 (PK1)
X.509
X.509

ITU X.509 (Authentication)

X.509
(Public Key Certificate) [10] [11]

[12]
X.509
u (Smple Authentication Procedure)
(password)

u (Strong Authentication Procedure)
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X.509

u (Key and Certificate Management)

(Certificate Revocation List

CRL)
u (Certificate Extensions and CRL)
1988 X.509
1995 X.509
X.509
1.  X.B09 (Certificate)
u



2. X.509
(24
u (Version)

u (Serial number)

u (Signature algorithm identifier)
u (I'ssuer name)

| (Period of validity)

u (Subject name)

u (Public key infor mation)

u (Signature)

X.509

CA<<A>>=CA{V, SN, Al, CA, T, A, Ap, (UCA), (UA)}
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Al
CA
Ta
Ap
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Y <<X>> Y X
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Lo Serial number
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f : 2, Parameters identifier
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r"_‘ E E Not before Period of
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All Version

} Signature

2-4  X.509v3
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X.509

(Certificate Revocation List)
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identifier

Algorithm } Signature

Parameters

Issuer name

This update date
Next update date

User certificate serial number Revoked
Revocation date certificate

User certificate serial number } Revoked

Revocation date

cartific ate

Signature
2-5 X.509
X.509 v3-— /
1988 X.509
X.509
1995
X.509
X.509

X.509 v3



(key and policy information)

(certificate subject and certificate issuer

attributes) (certification path constraints)
1

| (Authority key identifier)

| (Subject key identifier)

u (Key usage)

u (Private-key usage period)

| (Certificate policies)

| (Policy mapping)
2.

u (Subject dternative name)

u (Issuer dternative name)

u (Subject directory attributes)
3.

u (Basic constraints)

u (Name congtraints)

u (Policy congtraints)
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(Certificate Path) (Certificate Chain)

n {1,...n})
{1, ..n1} X
(subject) x+1 (issuer)
1
n (
{1, ..n1} X
( 26
). (initialization)



2. (basic certificate processing)
(3. (preparation for next certificate)

4. (wrap-up)

[ START |

l

Initialization

-

Process Cert

IF Last Cert Prepare for
i Next Cert
in Paih
Wrap up
[ STOP ]
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1. (Input)
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(D). n n (1~ n)
2.T

(3). user-initial-policy-set

any-policy
(4).Trust anchor information (
) (issuer name) (public key
agorithm) (public key parameters)
(5). initial -policy-mapping-inhibit policy-mapping
(6). initial-explicit-policy explicit-policy
(7). initial-any-policy-inhibit any-policy
2. (Initialization)
(state variables)
W valid policy tree
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B excluded subtrees
W explicit_policy
B inhibit_any-policy
B policy_ mapping
u

working_public_key agorithm
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B working_public_key
B working public_key parameters
B working_issuer_name

B max_path length

(Basic Certificate Processing)

1~-n
D).
4
4
4
4
4
(2). (subject name)
(3). (certificate policies extension)

(preparation for next certificate)
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i (=1,23, ..., n)

(D). I policy mapping extension any-policy
issuerDomainPolicy  subjectDomainPolicy
(2). I policy mapping extension

valid_policy tree

(3). i (subject name) working_issuer_name
(4). i working_public_key

(5). i working_public_key parameters
(6). i working_public_key algorithm
(7). I name congtraints extension

(permitted _subtrees excluded subtrees)

9.

L 4 explicit_policy 0 explicit_policy 1

L 4 policy _mapping 0 policy_mapping 1
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9).

(10).

inhibit_any-policy

0 inhibit_any-policy 1

I policy constraints extension

(explicit_policy policy_mapping)

I inhibitAnyPolicy extension

inhbit_any- policy

inhbit_any-policy

inhibitAnyPolicy
(12). i CA
(12). i (sdlf-issued) max_path_length
0 0 max_path_length 1
(13). I pathLengthCongtraint

max_path_length

pathL engthConstraint

(14).

I key usage

max_path_length

extension keyCertSign
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(D). n (sdf-issued) explicit_policy
0 explicit_policy 1
(2). n  policy constraints extension

requireExplicitPolicy requireExplicitPolicy 0

explicit_policy 0
(3). (subject name) working_issuer _name
(4). working_public_key
(5). working _public_key parameters
(6). n

(7). valid policy tree  user-initid-policy-set

(Output)

n. )
W vaid policy tree
B working_public_key
B working_public_key agorithm
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B working public key parameters

ITU X.509v3
(Attribute Certificate)
X.509v3

X.509

(Attribute Authority, AA)

CA

u (Version)

= (Holder)

(inernet draft)

AA



(Signature Algorithm Identifier)

(Serial Number)

( Period of validity)

(I'ssuer Identifier)

(Attributes)

(Extensions)
Version
| ____Issuer/Serial of Certificate
_________ SnihyName Holder
Object Digest
Attribute Certificate Issuer
Si tu
[ T } oo
Parameters identifier
Serial number
Mot Before )
———————————————————————— Period of
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Issuer unique identifier validiy
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SSL/TLS

Netscape Communications SSL (Secure

Socket Layer) Protocol[14] (Application Layer)
(Transport Layer) SSL Protocol v3.0
(Internet-draft) 1999 | ETF(Internet Engineering
Task Force) TLS (Transport Layer Security) 1.0

RFC 2246[15] SSL Protocol
v3.0

m (secret key)

u (peer to peer)

(Asymmetric cryptographic)
|

(keyed Message Authentication Code, MAC)
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SSL
SSL (Open System Interconnection)
(Application Layer) (Transport Layer) (
2-8)
(privacy) (rdiability) SSL
(layered protocol) (SSL Record
Protocol) (SSL Handshake Protocol)
u (SSL Record Protocol)
SSL
(TCP)

u (SSL Handshake Protocal)

(authenticate)

(cryptographic algorithm)

(cryptographic key)
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Application Layer (HTTP, FTP, SMTP ....)

Secure Socket Layer

Transport Layer (TCP/UDP)

Network Layer {IP)

Data Link Layer

Physical Layer

2-8 SSL

SSL SSL

(session state) (connection state)

(session state)
(association)
(cryptographic security parameter)

(session key)

(session identifier)
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peer)

(session)

(active)

(peer certificate) X509v3

(compression method)

(cipher spec)

(master secret) 48

(isresumable)

(connection state)
( oSl
SSL

(transient)

(server and client random)

27
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MAC (server write MAC secret)
MAC
MAC (client write MAC secret)
MAC

(server write key)

(client write key)

(initialization vectors) CBC
(V)
SSL
uence numbers) /
(seq
change cipher
; 2%-1
(Handshake Protocol)
SSL

(authentication)
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SSL

( 29
1 (Establish Security Capabilities)
Client_hdlo
Sarver hdlo
B Version SSL
B Random 32 (timesamp) 28
B Sesson ID
B CipherSuite ( A)
B Compression Method
2. (Server Authentication and Key

Exchange)
certificate
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X.509 (

Diffie-Healman

server_key exchange

(1) Diffie-Hellman
2 RSA
server_key exchange
H RSA RSA
server_key exchange ( )
(pre-master secret)
B Anonymouse Diffie-Hdlman
Diffie-Helman ( )
Diffie-HdIman
B Fixed Diffie-Hdlman
Diffie-Hellman
B Fortezza Fortezza
(
Diffie Hellman )

certificate_request



certificate

Client hello

Certificate*

Client key exchange
Certificate verify™*
change cipher spec
Finished

Application data

server_hello_done

WErsian
Session 1D
Random number
Cipher suite
Campression method

2-9 SSL

Server hello

Certificate™®
Server key exchange*
Certificate request™®
Server hello done

change cipher spec
Finished

Application data

Phase 1

(Client Authentication and Key Exchange)

certificate

X.509

client_key exchange

31

certificate request



B RSA 48 (pre-master

secret) ( )
server key exchange RSA
B Anonymouse Diffie-Hellman Diffie-Hellman
B Fixed Diffie-Hellman Diffie-Hellman
B Fortezza Fortezza

certificate verfity

CertificateVerfi.signaturemdS_hash=

MD5(master_secret||pad_2||M D5(handshake messages||
master_secret|pad 1))
Certificate. sgnature.sha_hash=

SHA (master_secret||pad_2||SHA (handshake messages||
master_secret|pad 1))

pad 1 pad 2 MAC

Handshake messages client_hdlo
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client_helo master

DSS
SHA-1 RSA
MD5 SHA-1
4, (finished)
change cipher_spec
finished
finished
finished

MD5(master_secret||pad_2||
MD5(handshake messages||Sender||master_secret||pad 1))
SHA (master_secret||pad_2||
SHA (handshake messages||Sender||master_secret||pad 1))

pre_master secret( RSA

Diffie-Healman



(master_secret)

SSL

master_secret=MD5(pre_master_secret|[SHA(* A’ |[pre_master_secref||
ClientHello.random||ServerHello.random))|
MD5(pre_master_secret||SHA(* BB’ |[pre_master_secret|
ClientHello.random||ServerHello.random))|
MD5(pre_master_secret||[SHA(* CCC’ |[pre_master_secret||
ClientHello.random||ServerHello.random))

ClientHdllo.random ServerHdlo.random
hdlo

(session key)

key block=MD5(master_secret||SHA(* A’ ||master_secret]|
ServerHello.random||ClientHel lo.random))|
MD5(master_secret||SHA(* BB’ ||master_secref||
ServerHello.random||ClientHel lo.random))|
MD5(master_secret||[SHA(' CCC’ ||master_secret||
ServerHelo.random||ClientHello.random))|....

(seed)
(salt)

SSL



( 210 SSL
Client_hello
Sesson ID
Save hdlo
YErsion
Session 1D
Fandam number
Cipher suite

Compression method

Client hello

Hello phase complete. Server hello

change cipher spec
Finished

change cipher spec
Finished

Application data Application data

2-10 SSL ( )

(Record Protocaol)

/ (Fragmentation/Assembling) /



(Compression/ Decompression) / (Encryption/Decryption)

( )
(fragmented) (compressed)
(MAC) (encrypted) SSL (SSL
record header) ( 21)
Application Data
_________________________________________________ J e oL
Fragmentation
----------------------------------------------- e
Compression -
----------------------------------------------- @1
----------------------------------------------- S
Encryption -
----------------------------------------------- o
Fecora hesdr s
2-11 SSL
(decrypted) (verified)

(decompressed) (reassembl ed)
SSL

- (Confidentiality) ~ SSL
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(Message Integrity) SSL

(MAC)

SSL /

(Fragmentation)
SSL Plaintext records

(16,384 bytes) SSL

(Compression)
SSLPlaintext SSL.Compressed records
SSL
1024
2Y+1024

(Message Authentication Code, MAC)
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hash(MAC_write_secret||pad_2||

hash(MAC _write_secret ||jpad_1||seq_num||
SSL Compressed.type||SSL Compressed.lengthl|
SSL Compressed.fragment)

4, (Encryption)

(stream cipher)

cipher) CBC
SSL
242048
SSL
2-12)
u (content type) 8
u (major version) 8
SSL v3 3
u (minor version) 8
SSL v3 0

(block

SSL

SSL



(compressed length) 16

2Y+2048
= Plaintext
*% (optionally compressed)
2
=
MAC (0, 16, or 20 bytes)
2-12 SSL
(Change Cipher Spec Protocol)
SSL
(Change Cipher Spec Protocol) (Alert Protocol)
(Handshake Protocol)
SSL
1 SSL
(cipher suite)

(Alert Protocol)

SSL



u (Closure derts)

u (Error derts)
u
u fatal alert message
u C )
(sessionid) (keys)
TLS
SSL v3.0
web
1999
IETF TLS(Transport Layer
Security) RFC 2246 [15] TLS SSL
TLS SSL



TLS SSL

TLS SSL ( 212
TLS
3 1
TLS SSLv3
TLS RFC 2104
HMAC HMAC
HMAC=H[(K" opad) || H(K" ipad) ]| M)]
H= ( TLS MD5  SHA-1)
M=HMAC
K=
( MD5 SHA-1 512 )
ipad=00110110( 36) 64 512
opad=01011100( 5C) 64 512

SSL v3

a4



XOR TLS

HMAC hash(MAC_write_secret,seq _numl||TL SCompressed.type|

TL SCompressed.version||TL SCompressed.lengthl|

TL SCompressed.fragment))
TLS SSL v3
TLSCompressed.version
TLS PRF
PRF

P_hash(secret,seed) =HMAC_hash(secret,A(1)||seed)||
HMAC_hash(secret,A(2)||seed)||
HMAC_hash(secret,A(3)||seed)]|. ..

A(0)=seed
A(®i)=HMAC_hash(secret,A(i-1))

HMAC MD5

P_hash

42
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PRF

PRF

PRF
(S1 2 P_hash MD5
SHA XOR
MD5
SSL v3
SSL v3
TLS
TLS  certificate verify
handshake message MD5 SHA-1

SSL v3




TLS hdlo

ClientHdllo.random ServerHello.random

SSL v3

Master secret=PRF(pre_master_secret,” master secret” ,
ClientHello.random||ServerHello.random)

48

(MAC )

key block=PRF(master_secret,” key expansion’,
SecurityParameters.server_random ||
SecurityParameters.client_random)

SSL v3
key block
TLS SSL v3
1.
TLS SSL v3
| Fortezza TLS SSL v3
| Fortezza TLS SSLv3



TLS SSLv3 ( no_certificate
)
3.
TLS certificate request rsa sign
dss sign rsa fixed dh dss fixed dh SSLv3
SSLv3 rsa_ephemera _dh dss ephemeral dh
fortezza kea TLS



X.500

(dl-or-nothing)

SQL
ITU | SO/OSI
(Directory Access Protocol DAP)
X.500 X.500
(object) (object class)
(attribute) 31
UserA Person



CN(common name)

Relative Distinguished Name RDN

3-3 UserA CN=UserA
RDN
Digtinguish Name DN RDN
RDN UsstA°  RDN  CN=UserA

CSIE RDN OU=CSIE
T™W RDN C=TW UssrA° DN “CN=UserA,

OU=CSIE, O=THU, C=TW”

X.500
1990
X.500 TCPIP
(Lightweight Directory
AccessProtocol LDAP) 1993 7 LDAPV1 ITU
RFC1487 1995 3
1997 12 LDAPv2[14] LDAPV3[15] RFC

1777 RFC 2551 LDAP
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Organization (O)
RDN: O=THU
DN: O=THU. C=TW

Organization Unit (OU)
RDN: OU=CSIE
DN: OU=CSIE. O=THU. C=TW

Person (CN)
RDN: CN=UserA
DN: CN=UserA. OU=CSIE. O=THU. C=TW

Person (CN)
RDN: CN=UserB
DN: CN=UserB. OU=CSIE. O=THU. C=TW

31
L DAP
X.500
LDAP TCP/IP
X.500 (DSA) LDAP
X.500 (gateway)
LDAP X.500
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32 LDAP X.500

(Protocol Model)

LDAP ( 33 TCP/IP
LDAP
1. (BindRequest)
2. (BindResponse)
3. (OpertionRequest)
4. LDBM(LDAP Database

M anagement)

49



(UnbindRequest) LDAP

1. BindRequest

>
2 BindResnonse

l l 3. OperationRequest ' | 4. Operation
+—>

5. OperationResult N
LDAP @ LDAP LDBM
Client 6. Unbi ndReuues& Server

3-3 LDAP
(Data M oddl)
LDAP X.500
X.500 LDAP
(repository)
LDBM(LDAP Database Management) LDAP
m DIT LDAP LDBM

(hierarchical tree-like structure)

LDBM DIT



(Directory Information Tree)
DIT DIT
B Entry LDAP DIT

entry

Fntrv

34 LDAP
u (Attribute) entry
(attribute type)
(attribute value) 35 entry entry
entry DN
dn cn=UserA ou=CSIE

o=THU c=TW entry RDN cn=UserA

[ | (Object Class)

objectClass entry

51



objectClass

B Schema schema

LDAP LDAP
schema
entry
dn: cn=UserA, ou=CSIE, 0=THU, c=TW —» DN
objectClass. person P Object Class
cn: UserA
sn: Chen Other
userpassword: 12345 Attributes
elphoneNumber: 04-23590121 ext 3298
description: UserA s persona data
35 LDAP
LDAP
DN DN
| (Traditional Naming) X.500
DN [19] 3-6

— (c=TW) — (st=

52



Tawan) — (o=THU)
— (ou=CSIE) (ou=MATH)

(cn=UserA)

c=US c=TW

‘ st=Tawan

0=THU The Organization I
Organization Unit I /
ou=MATH

ou=CS E

cn=UserA
36 LDAP
[ | (Internet Naming) LDAP
TCP/IP
[20][21] 3-7
dc TCP/IP
dc=edu.tw dc=thu DN  dc=thu,
dc=edu.tw thu.edu.tw



1

dc=net.tw ‘ dc=edu.tw

dc=com.tw

dc=thu Organization.
Organization Unit . / \

ou=CSIE @ o~MATH
cn=UserA
37 LDAP
(Operation)
LDAP TCP/IP
LDAP LDAP
LDAPV3
[ | (Interrogation) LDAP
[ | (Modification) LDAP
[ | (Authentication)

(Interrogation)



Search LDAP

Compare LDAP entry

(Modification)

Add LDAP

Delete LDAP

M odify LDAP

Modify DN LDAP

DN

(Authentication)

Bind

UnBind LDAP

Abandon

LDAP LDAP

BindRequest



(password authentication) Kerberog16]

SASL (Simple Authentication and Secure Layer)[17]

L DAP

LDAPV3

(stand-adong)LDAP

DSA LDAP
1 (Local Directory Service)
l | —— 1. Request > ' |
- <+— 2.Response —— N |
\ SP \ I
Client Server
3-8
2. (Local Directory Servicewith



Referras)

LDAP LDAP

!I
’ '
\\ oY

3. New Request Superior Server

/

i
l | 1Request—>'—|!
L

<+— 2.Referrd —— N
Cllent
39
3. (Replicated Directory Service)

LDAP

57
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—— 1 Request — '—li -« 7
N Ll A

<4+— 2. Referrd —— N\

l l Save Server 6.

\

Client — 3. New Request —» Replication
| — 5. Log
<4— 4.Response —— ,\\ Ul

Master Server

3-10

(Distributed Directory Service)
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( 41
| (End Entity)
u (RA, Regidtration Authority)
u (CA, Certification Authority)
B LDAP
u (AS, Application Server)

FTP WWW
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4-1
( 42
u (Registration Phrase)
R.1. A RA
R.2. RA A




R.3.

A

R.4. LDAP
LDAP
R.5. LDAP A
A
u (Access Control Phrase)

AC.L A LDAP
AC.2.LDAP A

A
AC.3. LDAP A

(Attribute Certificate)

AC.A4.

ACJS. A
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N

< 1

(
) ‘( )

v
»'\—l

LDAP

4-2

(Registration Protocol)

R.1. UserA RA

R.1.1. UserA PvK PK
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R.1.2. UserA PvK ID SIGpyk
R13.UsstA ID PK SGpy RA

R.2. RA UserA

R.2.1. RA UssrtA  PK  SIGp

R.2.2. RA UserA CSRysera
R23.RA ID PK CSRysna CA
R.3. UserA
UserA
R.3.1. CA CSRysera  PK UserA
CERT ysera
R.3.2. CA CERT ysera
R.4. LDAP UserA
LDAP
R4.1.CA LDAP UsstA ID LDAP
R.4.2. CA LDAP ADD LDAP

UserA



R.5. LDAP UserA

UserA
R.5.1. LDAP UserA LDAP
Modify UserA

CA
R4.| ID
5
LDAP RE.
Server D
4-3
(Access Control Protocol)
AC.1. UsetA LDAP A
AC.11. UserA ID PW  LDAP



AC.2. LDAP UserA

UserA

AC21 LDAP UsetA ID PW

LDBM UserA

AC.2.2. LDBM LDAP
UserA Attributes
AC.3. LDAP A A
(Attribute Certificate)
AC.3.1. LDAP UserA  Attributes UserA
AtCERT ysera
AC.3.2. LDAP AtCERT ygsera UserA
ACA.

AC41. Us*A ID PW AtCERT ygn
AS

ACJS. A A

ACS5.1 AS ID PW



ACS52.AS

UserA

AHrCERT Uearn

Attributes

UserA
UserA
AC.1 >
ID,PW
AC.3
AttCERT yeer
ACA4

ID,PW,AttCERT yser

4

4-3

AC5
AS



1. PKI

51
2. LDAP
AMD 700
Linux Redhat 7.2
LDAP LDAP
SSL
52 LDAP

AMD 700

Microsoft Windows XP
Professional Edition

Web browser

5-3

OpenSSL

67

CA RA




VeiSgn HiTrust

(GCA) LDAP
LDAP
L DAP
LDAP
LDAP
LDAP
LDAP
OpenLDAP
LDAP OpenLDAP

OpenLDAP LDAP

LDAP

( slapd.conf)
(Global Directives) (General Backend Directives)

(General Database Directives)



(Global Directives)

LDAP

LDAP




(Genera Backend Directives)

( )

Idom shell passwd

(Generd Database Directives)

BDN DN ( DES
MD5 )

LDAP




LDAP LDAP

LDAP OpenLDAP
OpenSSL
dapd LDAP LDAP
durpd LDAP

54 LDAP LDAP



|dapadd
|dapdelete
|dapmodify
|dapsearch

55 LDAP LDAP

gen_attrcert

56 LDAP



verify attrcert
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1. OpenSSL

OpenSSL SSL/TLS

SSL/TLS

OpenSSL EricA.Young TimJ. Hudson
SSLeay SSL/TLS

X.509 /

(open source)
OpenSSL OpenSSL
Crypto
B OpenSSL

OpenSSL

73

SSL




L 2 RSA Diffie-HdIman

¢ X.509

\ 4

& SSL/TLS

¢ SMIME
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LDAP

LDAP —sglpad LDAP
—slurpd
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LDAP
LDAP
| LDAP
OpenSSL  OpenLDAP
1. LDAP

B |[dapadd / Idapmodify / |dapdelete

LDAP
LDAP |dapadd
|dap_init() LDAP
(dlapd deamon) Idap_start _tls §) SSL

Idap_bind ) LDAP
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END
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A 4

END
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ASN.1 Definition of X.500/X.509

1. ASN.1 Definition of X.509 v3 Certificate

Certificate
version [O]
serialNumber
signature
issuer
validity
subject
subjectPublicKeylnfo
issuerUniquel D [1]

subjectUniquelD  [2]

extensions [3]

Version =

= SIGNED { SEQUENCE {
Version DEFAULT v1,
CertificateSerial Number,
Algorithmldentifier,
Name,
Validity,
Name,
SubjectPublicKeylnfo,
IMPLICIT Uniqueldentifier OPTIONAL,
-- If present, version shall be v2 or v3
IMPLICIT Uniqueldentifier OPTIONAL,
-- If present, version shall be v2 or v3
EXPLICIT Extensions OPTIONAL
-- If present, version shall bev3} }

INTEGER { v1(0), v2(1), v3(2) }

CertificateSerialNumber = INTEGER
Validity = SEQUENCE {
notBefore Time,
notAfter Time}
Time = CHOICE {
utcTime UTCTime,
genera Time GeneralizedTime }
Uniquel dentifier = BIT STRING
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SubjectPublicKeylnfo »= SEQUENCE {
algorithm Algorithmldentifier,
subjectPublicKkey BIT STRING }

Extensions »= SEQUENCE SIZE (1..MAX) OF Extension
Extension .= SEQUENCE {

extnlD OBJECT IDENTIFIER,

critical BOOLEAN DEFAULT FALSE,

extnVaue OCTET STRING }

2. ASN.1 Definition of X.509 v3 CRL

CertificateList = SIGNED{ SEQUENCE {
version Version OPTIONAL,
-- if present, shall be v2

signature Algorithmldentifier,

issuer Name,

thisUpdate Time,

nextUpdate Time OPTIONAL,

revokedCertificates SEQUENCE OF SEQUENCE {
serialNumber CertificateSerial Number,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL } OPTIONAL,

crlExtensions [0] Extensions OPTIONAL } }

3. ASN.1 Definition of Attribute Certificate

AttributeCertificate = SIGNED{ SEQUENCE {
version AttCerVersion DEFAULT v1,
holder Holder,
issuer AttCertissuer,
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signature Algorithmldentifier,

serialNumber CertificateSerialNumber,
attrCerValidityPeriod AttCerValidityPeriod,
attributes SEQUENCE OF Attribute,
issuerUniquel D Uniqueldentifier OPTIONAL
extensions Extensions OPTIONAL
}
AttCertVersion = INTEGER {v1(0),v2(1)}
Holder ::= SEQUENCE
{
baseCertificatelD  [0] IssuerSerial OPTIONAL,

-- the issuer and serial nimber of the holder’ s Public Key Certificate

entityName [1] GeneralNames OPTIONAL,
-- the name of the entity or role
objectDigestinfo [2] ObjectDigestinfo OPTIONAL

-- if present, version must be v2

--at least one of baseCertificatel D, entityName or objectDigestinfo must be

present--}
ObjectDigestinfo = SEQUENCE{
digestedObjectType ENUMERATED{
publicK ey (0),
publicKeyCert (1),

otherObjectType (2 1},
otherObjectTypel D OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm Algorithmldentifier,
objectDigest BIT STRING }

AttCertlssuer ::= CHOICE {
v1Form GeneralNames, -- v1 or v2

v2Form [0] V2Form --v2only

}
V2Form ::= SEQUENCE {



issuerName GeneralNames OPTIONAL,
baseCertificateld [0] IssuerSerial OPTIONAL,
objectDigestinfo [1] ObjectDigestinfo OPTIONAL

}

-- At least one component must be present

(WITH COMPONENTS({...issuerName PRESENT }|
WITH COMPONENTS{..,. baseCertificateld PRESENT } |
WITH COMPONENTS{ ... objectDigestinfo PRESENT })

IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerial Number,
issuerUID  Uniqueldentifier OPTIONAL }

AttCertValidityPeriod ::= SEQUENCE {
notBeforeTime GenerdizedTime,

notAfterTime GeneralizedTime }

4. ASN.1 Definition of LDAPv3

LDAPMessage ::= SEQUENCE {

messagel D Messagel D,

protocol Op CHOICE {
bindRequest BindRequest,
bindResponse BindResponse,
unbindRequest  UnbindRequest,
searchRequest  SearchRequest,
searchResEntry  SearchResultEntry,
searchResDone  SearchResultDone,
searchResRef SearchResultReference,
modifyRequest ModifyRequest,
modifyResponse M odifyResponse,
addRequest AddRequest,
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addResponse AddResponse,
delRequest DelRequest,
delResponse DelResponse,
modDNRequest ModifyDNRequest,
modDNResponse  ModifyDNResponse,
compareRequest CompareRequest,
compareResponse CompareResponse,
abandonRequest AbandonRequest,
extendedReq ExtendedRequest,
extendedResp ExtendedResponse },
controls [0] Controls OPTIONAL }

Attribute ::= SEQUENCE {
type AttributeDescription,

vals SET OF AttributeVaue }

LDAPResult ::= SEQUENCE {

resultCode ENUMERATED {
success (0),
operationsError (1),
protocol Error (2),
timeLimitExceeded (3),
sizeLimitExceeded (4),
compareFalse (5),
compareTrue (6),
authM ethodNotSupported (7),
strongAuthRequired (8),
-- 9reserved --

referral (10),
adminLimitExceeded (12),
unavailableCritical Extension  (12),
confidentialityRequired (13),
saslBindInProgress (14),
noSuchAttribute (16),
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-- hew

-- hew

-- New

-- new



matchedDN

errorMessage
referral

undefinedAttributeType 17,

inappropriateMatching (18),
constraintViolation (19),
attributeOrV alueExists (20),
invalidAttributeSyntax (21),
-- 22-31 unused --
noSuchObject (32),
aliasProblem (33),
invalidDNSyntax (34),

-- 35 reserved for undefined isL eaf --

aliasDereferencingProblem  (36),

-- 37-47 unused --
inappropriateAuthentication  (48),
invalidCredentials (49),
insufficientAccessRights (50),
busy (51),
unavailable (52),
unwillingToPerform (53),
loopDetect (54),

-- 55-63 unused --
namingViolation (64),
objectClassViolation (65),
notAllowedOnNonL eaf (66),
notAllowedOnRDN (67),
entryAlreadyExists (68),

objectClassModsProhibited  (69),
-- 70 reserved for CLDAP --

affectsMultipleDSAs (71), -- new
-- 72-79 unused --
other (80) },
-- 81-90 reserved for APIs--
LDAPDN,
LDAPString,

[3] Referral OPTIONAL }
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L DAP

1. LDAP
u OpenLDAP (http://mww. openldap.org)
n OpenLDAP

(). OpenLDAP
$tar zcvf openldap-2.0.22.tgz
).

$ ./configure
($ /configure --help)

3.

$ make depend
$ make

(4).

$ suroot -c 'make install’
$ make test

u OpenLDAP daemon
slapd Slurpd slapd daemon durpd
LDAP daemon
daemon

(2). LDAP
$ suroot -c /usr/local/libexec/s apd
). LDAP



$ ps—€f | grep slapd
?3). LDAP
$kill —INT “cat /usr/local/var/dapd.pid’

$ pkill slapd
2. LDAP
OpenLDAP LDAP
dpad daemon slapd.conf
/usr/local/etc/openldap slapd.conf




3.

LDAP

OpenLDAP

LDAP

entry



entry) LDAP BDN(Base

Distinguished Name) DIT
BDN
LDAP
(D). Vi LDIF entry
top.Idif

dn: dc=thu,dc=edu.tw
objectclass: top

(2. top.ldif OpenLDAP |dapadd
LDAP
$ ldapadd —f top.ldif -x —=D “ cn=root,dc=thu,dc=edu.tw” \
—\W Secret
3. LDAP slapd.conf
( root) entry

root.|dif

dn: dc=thu,dc=edu.tw
objectclass: organizationaRole
cn: root

(4). root.ldif |dapadd LDAP

$ ldapadd —f root.Idif -x —D “ cn=root,dc=thu,dc=edu.tw” \
—\W Secret

(5). dapd LDAP
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$kill -HUP “cat /usr/local/var/dapd.pid®



LDAP ( SSL

1. OpenSSL
OpenLDAP SSLv3 LDAP
SSL OpenSSL
u OpenSSL (http:/Mmww. openssl.org)

| OpenSSL

(1. OpenSSL
$tar zcvf opensd-0.9.6b.tgz
).
$ ./Configure linux-elf
(3).
$ make
(4).
$ make test
(5).
$ suroot -¢c ‘'make install'
2, SSL OpenLDAP

SSL LDAP

OpenLDAP OpenSSL SSL

daemon



(D). OpenSSL ( 1 )
2. OpenLDAP( OpenSSL )

a

$ env CPPFLAGS=-I/usr/local/opensd/include \
LDFLAGS=-L/usr/local/opensd/lib

b.
OpenL DAP( SSL

OpenLDAP
$ ./configure —with-tls
$ make depend
$ make
$ make test
$ suroot -c ‘'make install'

B SSL
OpenLDAP OpenSSL
SSL daemon
SSL
OpenSSL x509 LDAP
(D). (my-server.csr)

$ opensd req -config opensdl.cnf -new -out my-server. csr
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2. (my-server.key)
$ opensd rsa -in privkey.pem -out my-server.key
(3. (my-server.cert)

$ openssl X509 -in my-server.cs -out my-server.cert -req \
-signkey my-server key -days 365

LDAP
OpenLDAP slapd.conf

(/usr/local/etc/openldap/ )

(sdf-sign)
TLSCertificateFile /path/to/my-server.cert
TLSCertificateKeyFile /path/to/my-server.key
TLSCAC CertificateFile /path/to/my-server.cert
PEM
SSL LDAP
SSL LDAP
LDAP port 389  SSL LDAP

port 636
$dapd —h “Idap:/// |daps:///”
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1

// == == == ==

/I File Name: gen_attcert.c
/I Comment: Generate the Attribute Certificate for the authenticated user.
/I Input: 1. Public Key Certificate(or CSR)

I 2. AA's (or LDAP Server) Certificate
1 3. AA's (or LDAP Server) private key
/1l 4. AA's (or LDAP Server) serial_no file
/1 5. Attribute file

/1 6. Section in attribute file

/1 7. Expired days

/I Output: Attribute Certificate

I

#include <assert.h>

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include "apps.h"

#include <openssl/bio.h>
#include <openssl/asnl.h>
#include <openssl/err.h>
#include <openssl/bn.h>
#include <openssl/evp.h>
#include <openssl/x509.h>
#include <openssl/x509v3.h>
#include <openssl/objects.h>
#include <openssl/pem.h>

#undef POSTFIX
#define POSTFIX "ol
#define DEF_ DAYS 30

static char *x509_usage[]={
" . gen_attcert args\n',
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"-in arg - (
"-out arg - (
"-AA ag - AA
"-AAkey arg - AA
"-AAserial arg - \n',
" -extfile arg -
"-extensions arg -

"_req i

"-signkey arg -

"-days arg -

NULL

};

(PEM
(PEM

/

N,
N,
N,

',
(

',

\n",

\n',

N,

staticint MS_CALLBACK callb(int ok, X509 STORE_CTX *ctx);
static int sign (X509 *x, EVP_PKEY *pkey,int days,int clrext, const EVP_MD

*digest, LHASH *conf, char * section);

staticint x509_certify (X509 _STORE *ctx,char * AAfile,const EVP_MD *digest,
X509 *x,X509 *xca,EVP_PKEY *pkey,char *serial,
int create,int days, int clrext, LHASH *conf, char * section);

2.

static int x509_certify(X509_STORE *ctx, char * AAfile, const EVP_MD *digest,
X509 *x, X509 *xca, EVP_PKEY *pkey, char *serialfile, int create,
int days, int clrext, LHASH *conf, char *section)

{

int ret=0;

BIO *io=NULL;

MS _STATIC char buf2[1024];
char *buf=NULL,*p;
BIGNUM *serial=NULL,;

ASN1 INTEGER *bs=NULL,bs2;

X509 STORE_CTX xsc;
EVP_PKEY *upkey;

/l AA
/[ xca AA

==> pkey
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upkey = X509 _get_pubkey(xca);
EVP_PKEY _copy_parameters(upkey,pkey);
EVP_PKEY _free(upkey);

/1l ctx
X509 _STORE_CTX_init(&xsc,ctx,x,NULL);

/1 buffer
buf=OPENSSL_malloc(EVP_PKEY _size(pkey)* 2+
((serialfile==NULL)
?(strlen(AAfile)+strlen(POSTFIX)+1)
‘(strlen(serialfile)))+1);
if (buf == NULL) { BIO_printf(bio_err,"out of mem\n"); goto end; }

if (serialfile==NULL)
{
strepy (buf,AAfile);
for (p=buf; *p; p++)

if (*p=="))
{
*p="\0";
break;
}
strcat(buf,POSTFIX);
}
else

strepy (buf,serialfile);

serial=BN_new();
bs=ASN1 INTEGER_new();
if ((serial == NULL) || (bs== NULL))
{
ERR_print_errors(bio_err);
goto end;
}
/1l BIO
i0=BIO_new(BIO_s file());
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if (jo == NULL)

{
ERR_print_errors(bio_err);
goto end;
}
/l
if (BIO_read_filename(io,buf) <= 0)
{
if ('create)
{
perror(buf);
goto end;
}
else
{
ASN1_INTEGER_set(bs,1);
BN_one(serial);
}
}
else
{
if (1a2i_ASN1_INTEGER(io,bs,buf2,1024))
{
BIO_printf(bio_err,"unable to load serial number from %s\n",buf);
ERR_print_errors(bio_err);
goto end;
}
else
{

serial=BN_bin2bn(bs->data,bs->length,serial);

if (serial == NULL)
{
BI1O_printf(bio_err,"error converting bin 2 bn");
goto end;

}
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if ('BN_add_word(serial,1))

{ BIO_printf(bio_err,"add_word failure\n"); goto end; }
bs2.data=(unsigned char *)buf2;
bs2.length=BN_bn2bin(serial ,bs2.data);

I 1
if (BIO_write_filename(io,buf) <= 0)
{
B1O_printf(bio_err,"error attempting to write serial number file\n");
perror(buf);
goto end;
}
i2a_ ASN1 INTEGER(io,&bs2);
B1O_puts(io,"\n");
BI1O_free(io);
io=NULL;

X509 STORE_CTX_set_cert(&Xxsc,x);

/1l (AA)

if (!X509_check_private key(xca,pkey))
{
BI1O_printf(bio_err," AA certificate and AA private key do not match\n");
goto end;

}

/1l ==> X

/11

if (1X509_set_issuer_name(x,X509 get subject_name(xca))) goto end;
2.

if (1X509_set_serialNumber(x,bs)) goto end;

/13

if (X509 _gmtime_adj(X509_get notBefore(x),0L) == NULL)
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goto end;
/4.
if (X509_gmtime_adj(X509_get notAfter(x),(Ilong)60* 60* 24* days) == NULL)
goto end;
I1'5.
if (conf)
{
X509Vv3 CTX ctx2;
X509 set version(x,2); /* version 3 certificate */
X509V3_set ctx(&ctx2, xca, X, NULL, NULL, 0);
X509V 3_set_conf_lhash(&ctx2, conf);
if (1X509v3 _EXT_add_conf(conf, & ctx2, section, X)) goto end,;

/1
if (1X509_sign(x,pkey,digest)) goto end,
ret=1,

end:
I
X509 _STORE_CTX_cleanup(& xsc);
if (Iret)
ERR_print_errors(bio_err);
if (buf 1= NULL) OPENSSL _free(buf);
if (bs!=NULL) ASN1 INTEGER_free(bs);
if lo!=NULL) BIO_free(io);
if (serial '= NULL) BN_free(serial);
return ret;

}

3 ( )

static int sign(X509 *x, EVP_PKEY *pkey, int days, int clrext, const EVP_MD
*digest,
LHASH *conf, char * section)

EVP_PKEY *pktmp;
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err:

pktmp = X509_get_pubkey(x);

EVP_PKEY _copy_parameters(pktmp,pkey);
EVP_PKEY_save parameters(pktmp,l);
EVP_PKEY _free(pktmp);

/l'1.
if (1X509_set_issuer_name(x,X509 get subject_name(x))) goto err;
/2.
if (X509_gmtime_adj(X509_get notBefore(x),0) == NULL) goto err;
/13
if (X509_gmtime_adj(X509 get notAfter(x),(long)60* 60* 24* days) ==NULL)

goto err;
/4.
if (X509 _set pubkey(x,pkey)) goto err;
I1'5.
if (conf)

{

X509V3 _CTX ctx;

X509 set _version(x,2); /* version 3 certificate */

X509V 3_set_ctx(&ctx, X, X, NULL, NULL, 0);
X509V3_set_conf_lhash(&ctx, conf);
if (!X509V3_EXT_add_conf(conf, &ctx, section, x)) goto err;

}
/1
if ('X509_sign(x,pkey,digest)) goto err;
return 1;

ERR_print_errors(bio_err);

return O;

}
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1

I

/I File Name: verify_attcert.c

/I Comment: Verify the Attribute Certificate of the authenticated user.
/I Input: 1. Attribute Certificate(or CSR)

I 2. AA's (or LDAP Server) Certificate

/I Output: ok ==> success

I error code ==> failure

I

#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include "apps.h"

#include <openssl/bio.h>
#include <openssl/err.h>
#include <openssl/x509.h>
#include <openssl/x509v3.h>
#include <openssl/pem.h>

staticint MS_CALLBACK cb(int ok, X509 _STORE_CTX *ctx);
static int check(X509_STORE *ctx, char *file, STACK_OF(X509) *uchain,
STACK_OF(X509) *tchain, int purpose);

2.
static int internal_verify(X509_STORE_CTX *ctx)
{

int i,0k=0,n;

X509 *xs,*Xi;

EVP_PKEY *pkey=NULL;
time_t *ptime;
int (*cb)();

cb=ctx->verify_cb;
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if (cb==NULL) cb=null_callback;

n=sk_X509_num(ctx->chain);

ctx->error_depth=n-1,

n--;

xi=sk_X509_value(ctx->chain,n);

if (ctx->flags & X509 V_FLAG_USE_CHECK_TIME)
ptime = & ctx->check_time;

else
ptime=NULL;

Z ( )
if (ctx->check_issued(ctx, xi, xi))
XS=Xi;
else
{
if (n<=0)
{
ctx->error=
X509 V_ERR _UNABLE_TO VERIFY_LEAF SIGNATURE;
ctx->current_cert=xi;
ok=cb(0,ctx);
goto end;

}

else

n--;
ctx->error_depth=n;
xs=sk_X509 value(ctx->chain,n);

while (n >=0)

{
ctx->error_depth=n;
if (!xs->valid)
{
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if ((pkey=X509 _get pubkey(xi)) == NULL)
{
ctx->error=
X509 V_ERR_UNABLE_TO DECODE_ISSUER_PUBLIC KEY;
ctx->current_cert=xi;
ok=(*cb)(0,ctx);
if (ok) goto end;
}
/1
if (X509 _verify(xs,pkey) <= 0)
{
ctx->error=X509 V_ERR CERT_SIGNATURE_FAILURE;
ctx->current_cert=xs;
ok=(*cb)(0,ctx);
if ('ok)
{
EVP_PKEY _free(pkey);
goto end;

EVP_PKEY _free(pkey);
pkey=NULL;
/l
i=X509_cmp_time(X509_get_notBefore(xs), ptime);
if (Ii==0)
{
ctx->error=
X509 V_ERR_ERROR_IN_CERT_NOT_BEFORE_FIELD;
ctx->current_cert=xs;
ok=(*cb)(0,ctx);
if (ok) goto end;
}
if (i >0)
{
ctx->error=X509 V_ERR CERT_NOT_YET VALID;
ctx->current_cert=xs;
ok=(*cb)(0,ctx);
if (ok) goto end;
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}

xs->valid=1;

}

/1l
iI=X509_cmp_time(X509_get_notAfter(xs), ptime);
if (Ii==0)
{
ctx->error=
X509 V_ERR_ERROR_IN_CERT_NOT_AFTER_FIELD;
ctx->current_cert=xs;
ok=(*cb)(0,ctx);
if ('ok) goto end;
}
if (i<0)
{
ctx->error=X509 V_ERR CERT_HAS EXPIRED;
ctx->current_cert=xs;
ok=(*cb)(0,ctx);
if ('ok) goto end;
}
ctx->current_cert=xs;
ok=(*cb)(1,ctx);
if (ok) goto end;

n--;
if (n>=0)
{

Xi=XS;

xs=sk_X509 value(ctx->chain,n);

ok=
end:
return ok;

}
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