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Abstract

In electronic commerce applications, such as e-banking, e-voting,
software authentication, etc., we need to sign many messages at one time.
So the technique of batch verification is developed. We can use batch
verification scheme to verify a large amount of signatures fast. But some
serious problem may happen while the design of batch verification isn’t
secure enough. The attacker may forge a group of signatures which can
be passed by the batch verification, but the individual signature can’t be
passed the verification. So this paper studied the weaknesses of batch
verification and aimed to improve the security of batch verification. Next,
some batch verifi ns are base on Digita mature Algorithm

(DSA) > DSA needs to compute inverse, Computing inverse needs a large

of computation costs. Our propos schemg n reduce inversion
computation. And we also simulate the performance of our proposed
scheme.

Keywords: Digital Signature Algorithm, RSA, ElGamal Signature
Algorithm, Schnorr Signature Algorithm, Batch Verification, Inverse,

Small Exponents Test
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Algorithm1 (Speed-up computation of S;)

INPUT: q, s[1,t] // q is a modulus, s is an signature array of (sy, sz, ..., St)

OUTPUT: S[1,t] // S is an array of (Sy, Sy, ..., St)

Step:

1. define array temp 1[1, t-1] and array temp 2[1, t-1];

2. temp 1[1]=s[1], temp 2[1]=s[t];

3.fori=2tot-1

3.1 temp 1[i] = s[i]*temp_1[i-1] mod q;

3.2 temp 2[i] = s[t-i-1]*temp_ 2[i-1] mod q;

4. S[1] =temp_ 2[t-1], S[t] =temp 1[t-1];

S5.forj=2tot-1

5.1 S[j]=temp_1[j-1]*temp 2[t-j] mod q;

6. return S[1,t];
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Algorithm?2 (Square-and-Multiply)

INPUT: 11,12,...,11,by,ba,...,b; //ai’s and b;’s are binary strings and every string’s
//length are /

OUTPUT: result // the result of H;l 7" mod p

Step:

1. result=1;

N

for j =/ downto 1
3. result = result’;
4. for i =1 to ¢ if b;[j] = 1 then result = result*r;;

5. return result;
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GenKey.h
#ifndef GENKEY H
#define GENKEY H

#include "big.h"
using namespace std;

class GenKey {

public:
GenKey(miracl* mip);
GenKey(Big p, Big q, Big g, miracl* mip);
void getParameters(Big& p, Big& q, Big& g, Big& pri, Big& pub);
//pri is the private key and pub is the public key
void genK(Big* K, int size);
void genK(const char* file, int size);
~GenKey();

private:
int size;
Bigp,q, g X, y;

IR

#endif
GenKey.cpp

#include <iostream>
#include <fstream>
#include "GenKey.h"

GenKey::GenKey (miracl* mip) {
mip->IOBASE = 16;
ifstream common("common.dss"); /* construct file I/O streams
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*/
ifstream prikey("private.dss");
ifstream pubkey("public.dss");
common >> size;
common >>p >> q>> g;
mip->IOBASE = 10;
prikey >> x;
pubkey >>y;
Big t_y=pow(g,q.p);
if (t y'=1) {
cout << "Problem - generator g is not of order q" << endl;
exit(0);
b
b
e
GenKey::GenKey (Big p, Big q, Big g, miracl* mip) {
this->p = p;
this-=>q = q;
this-=>g = g;
Big y=pow(g,q.p);
if (y!'=1) {
cout << "Problem - generator g is not of order q" << endl;
exit(0);
b
b
e
GenKey::~GenKey () {
b
e e
void GenKey::getParameters (Big& p, Big& q, Big& g, Big& pri, Big&
pub) {

pri = this->x;
pub = this->y;

p= thiS—>p;
q= thiS—>q;
g= thiS—>g;
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h
/[ mmmmm e e e
void GenKey::genK(Big* K, int size) {
long seed;
cout << "Enter 9 digit random number seed (Generate vector K) =";
cin >> seed;
irand(seed);
for (int1=0;1<size ; i++) {
*(K + 1) = rand(this->q);
h
cout<< "finished!!" << endl;
h
/[ mmmm e e e e e
void GenKey::genK(const char* file, int size) {
long seed;
cout << "Enter 9 digit random number seed (Generate vector K) =";
cin >> seed;
irand(seed);
ofstream file k(file);
for (int 1= 0; 1 <size ; it++) {
file_k <<rand(this->q) << end]l;
j
cout<< "finished!!" << endl;
h
/[ mmmm e e e e e e

Extended Euclidean Algorithm 5% ;% 75
XGCD.h

#ifndef XGCD_H
#define XGCD_H
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#include "big.h"

using namespace std;

class XGCD {

public:
XGCD();
Big xgcd(Big modular, Big b);
~XGCD();

private:

|5
#endif
XGCD.cpp

#include <iostream>
#include "XGCD.h"

Big XGCD::xgcd(Big modular, Big b) {
Bigal =1, a2 =0, a3 = modular;
Bigbl =0,b2=1,b3 =b;

Big t1, t2, t3;
Big Q;

while (true) {
if (a3 == 0) return a3;
if(b3==1) {
return (b2 + modular) % modular;
h
Q=a3/b3;
tl =al - Q*bl;
t2 =a2 - Q*b2;
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t3 =a3 - Q*b3;
al =bl;
a2 =b2;
a3 =b3;
bl =tl;
b2 =1t2;
b3 =13;
h
h
/[ mmmm e e e e e

DSS.h

#ifndef DSS H
#define DSS H

#include "big.h"
using namespace std;

class DSS {
public:

DSS(Big p, Big q, Big g, Big pri, Big pub);

DSS();

void getSignatures(const char* file r, const char* file s, const char*
file m,

const char* file k, int size); //pri is the private key and pub is the
public key

~DSS();
private:

int size;

Bigp, q, g, ¥, X;
I

#endif
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DSS.cpp
#include <iostream>

#include <fstream>
#include "DSS.h"

A e e e e e
DSS::DSS () {

ifstream common("common.dss"); /* construct file I/O streams
*/

common >> size¢;

common >>p >> q>> g;

ifstream prikey("private.dss");

prikey >> x;

ifstream pubkey("public.dss");

pubkey >>y;
b
e
DSS::DSS (Big p, Big q, Big g, Big pri, Big pub) {

this-=>p = p;

this-=>q = q;

this->g = g;

Big y=pow(g,q.p);

it (yl=1) {
cout << "Problem - generator g is not of order q" << endl;
exit(0);
b

this->x = pri;

this->y = pub;
b
e e e
DSS::~DSS () {
b
e e

void DSS::getSignatures (const char™* file r, const char* file s, const
char* file_m,
const char* file k, int size) {
Big m;
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Big k;
ifstream vec_m(file_m);
ifstream vec_k(file k);
ofstream vec r(file r);
ofstream vec_s(file s);

cout << "Start generating signatures!!" << endl;
int unit = size/100;
int index = 0;
int count = 0;
Big temp r, temp_s;
for (int1=10;1<size ; i++) {
if (count == unit) {

cout << ++index <<"%'"<<endl;
count = 0;

vec_m >>m;

vec_k >>k;

temp_r = pow(g, k, p);

vec_r <<temp r <<endl;

temp s = ( ((temp r*k - m*x) % q) +q) % q;

vec s <<temp s <<endl;

count++;

F N mEe s

DSV.h
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#ifndef DSV_H
#define DSV_H

#include "big.h"
using namespace std;

class DSV {
public:

DSV(Big p, Big q, Big g, Big pub, miracl* mip);

DSV();

//lpri is the private key and pub is the public key

bool verifySignaturesByNormal(Big* R, Big* S, Big* M,Big* B,int
size);

/lpri is the private key and pub is the public key

bool verifySignaturesByBatch(Big* R, Big* S, Big* M,Big* B,int
size);

Big* getlnversesByNormal(Big* r, int size);

Big* getlnversesByBatch(Big* r, int size);

Big xgcd(Big b, Big modular);

Big fast mult(Big* a, Big* b, int num, int bit_len);

~DSV();
private:
int size;
Bigp, q, g, y;
miracl* mip;
K
#endif
DSV.cpp

#include <iostream>
#include <fstream>
#include "DSV.h"
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e e e e
DSV::DSV () {

ifstream common("common.dss"); /* construct file I/O streams
*/

common >> size¢;

common >>p >>q>> g;

ifstream pubkey("public.dss");

pubkey >>y;
b
e
DSV::DSV (Big p, Big q, Big g, Big pub, miracl* mip) {

this->p = p;

this->q = q;

this-=>g = g;

Big t_y=pow(g,q.p);

if (t y'=1) {
cout << "Problem - generator g is not of order q" << endl;
exit(0);
b

this->y = pub;

this->mip = mip;
b
e
DSV::~DSV () {
b
e e
bool DSV::verifySignaturesByNormal (Big* R, Big* S, Big* M,Big* B,

int size) {

int unit = size/100;

int index = 0;

int count = 0;

Big left val = 1;

Big right_val = 0;

Bigg exp=0,y exp=0;
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Big temp_rp, temp_m, temp_s;
Big* RP = new Big|[size];
RP = this->getlnversesByNormal(R, size);
left val = fast mult(R, B, size, 60);

for (inti=0; i <size ; i++) {

g exp = (g _exp + modmult(modmult(S[i], RP[i], q),B[i], q) ) %

q;

y_exp = (y_exp + modmult(modmult(M[i], RP[1], q),BJ[i], q) ) %
q;

count++;

}
right_val = modmult(pow(g, g_exp, p), pow(y, y_exp, p), p);

if (left_val == right_val) {
cout << "All signatures are valid!!" << endl;

return true;
} else {
return false;
h
h
e

bool DSV::verifySignaturesByBatch (Big* R, Big* S, Big* M,Big* B,int
size) {

int unit = size/100;

int index = 0;

int count = 0;

Big left val=1;

Big right_val = 0;

Bigg exp=0,y exp=0;

Big temp_rp, temp _m, temp_s;
Big* RP = new Big[size];
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RP = this->getlnversesByBatch(R, size);

left val = fast mult(R, B, size, 60);
left val = pow(left val, RP[size], p);

for (int i = 0; 1 <size ; i++) {

g exp = (g _exp + modmult(modmult(S[i], RP[1], q),B[i], q) ) %

q;

y_exp = (y_exp + modmult(modmult(M[i], RP[1], q),BJ[i], q) ) %
q;

count++;

}

right_val = modmult(pow(g, g_exp, p), pow(y, y_exp, p), p);

if (left_val == right_val) {
cout << "All signatures are valid!!" << endl;
return true;
} else {
cout << "There are at least one signature invalid!!" << end];
return false;

Big* DSV::getlnversesByNormal(Big* r, int size) {
Big* rp = new Big|[size];
for (int1=0; 1 <size; i++) {
rp[i] = xged(rli], q);
b

return rp;

Big* DSV::getlnversesByBatch(Big* 1, int size) {
Big* temp 1 =new Big[size-1];
Big* temp_2 = new Big[size-1];
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Big det r;
Big* rp = new Big[size+1];

for (intj = 0; j <size-1; j++) {
if j==0) {
temp_1[j] = r[0];
temp_2[j] = r[size-1];
} else {
temp_1{j] = («[j] * temp_1{j-1]) % q;
temp 2[j] = (r[size-j-1] * temp 2[j-1]) % q;

b
rp[size] = (temp 1[0] * temp 2[size-2]) % q;

for (int k = 0; k < size; k++) {
if (k==0) {
rp[0] = temp_2[size-2];
} else {
if (k==(size-1)) {
rp[size-1] = temp_1[size-2];
} else {
rplk] = (temp_1[k-1] * temp_2[size-2-K]) % q;

Big DSV::xged(Big b, Big modular) {
Bigal =1, a2 =0, a3 = modular;
Bigbl =0,b2=1,b3 =b;

Big t1, t2, t3;
Big Q;

while (true) {
if (a3 == 0) return a3;
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if(b3==1) {
return (b2 + modular) % modular;

h
Q=a3/b3;
tl =al - Q*bl;
t2 =a2 - Q*b2;
t3 =a3 - Q*b3;
al =bl;
a2 =b2;
a3 =b3;
bl =tl;
b2 =1t2;
b3 =13;

Big DSV::fast mult(Big* a, Big* b, int num, int bit_len) {
char **c b = new char*[num];

mip->IOBASE = 2;

for(int k=0; k<num; k++) {
c_b[k] =new char[bit_len+2];
¢_b[k] << b[K];

b

mip->IOBASE = 10;

//square multiply
Big result("1");
for(int 1=0; 1<bit_len; i++) {
result = pow(result, 2, p);
for (int j=0; j<num; j++) {
if (c_b[jI[i] =="1") {
result = modmult(result, a[j], p);

b
b

return result;
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BatchVerificationApp.h

#ifndef BATCHVERIFICATION H
#define BATCHVERIFICATION H
#include "big.h"

using namespace std;

class BatchVerificationApp {
public:
BatchVerificationApp();
~BatchVerificationApp();
private:

K
#endif
BatchVerificationApp.cpp

#include <iostream>

#include <fstream>

#include <time.h>

#include <windows.h>

#include "big.h"

#include "BatchVerificationApp.h"
#include "GenKey.h"

#include "DSS.h"

#include "DSV.h"

Miracl precision = 100;
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BatchVerificationApp::BatchVerificationApp () {

int main () {
miracl *mip=~&precision;
Big p, q, g, private_key, public_key;

GenKey *generator = new GenKey(mip);

//get the parameters that batch verification needs
generator->getParameters(p, q, g, private key, public key);
mip->IOBASE = 10;

cout<<"private key: "<<private key<<endl;

cout<<"public key: "<<public_key<<endl;

cout<<"p: " <<p <<endl,

cout<<"q: " << q <<endl;

cout<<"g: " << g << endl;

int size = 100;
cout << endl << "Enter the signatures size you want: ";
cin >> size;

ifstream M("M.dss");
ifstream R("R.dss");
ifstream S("S.dss");
ifstream B("random.dss");
Big* m = new Big[size];
Big* r = new Big[size];
Big* s = new Big|[size];
Big* b = new Big[size];

//prepare parameters for DSA batch
for (int 1= 0; 1 <size ; it++) {

M >>m(i];

R >>1fi];
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S >>s[il;

}

mip->IOBASE = 2;
for (int j=0; j<size; j++) {
B >>b[j];

b
mip->IOBASE = 10;

//new DSA batch verification class
DSV *dsv =new DSV(p, q, g, public_key, mip);

cout << "start batch!!" << endlI,

SYSTEMTIME* start] = new SYSTEMTIME();
GetSystemTime(start1);
dsv->verifySignaturesByBatch(r, s, m, b, size);

//Big* r1 = dsv->getInversesByBatch(r, size);
SYSTEMTIME* endl = new SYSTEMTIME();
GetSystemTime(end1);

long total millisl = (end1->wHour - start]->wHour) * 3600000;
total millis1 += (end1->wMinute - start]->wMinute) * 60000;
total millis1 += (end1->wSecond - start1->wSecond) * 1000;
total millis1 += (end1->wMilliseconds - start]->wMilliseconds);
cout << "finish batch!!" << endl;

cout << "batch: " << total millis] << endl,

cout << "start normal!!" << endlI;
dsv->verifySignaturesByNormal(r, s, m, b, size);

//Big* r2 = dsv->getInversesByNormal(r, size);

SYSTEMTIME *end2 = new SYSTEMTIME();
GetSystemTime(end2);

long total millis2 = (end2->wHour - end1->wHour) * 3600000;
total millis2 += (end2->wMinute - end1->wMinute) * 60000;
total millis2 += (end2->wSecond - end1->wSecond) * 1000;
total millis2 += (end2->wMilliseconds - end1->wMilliseconds);
cout << "end normal!!" << endl;
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cout << "Normal: " << total _millis2 << endl;

return O;
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