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ABSTRACT

In recent years, various kinds of services offered on the internet are
incorporated into our daily life rapidly, so the security which belongs to
personal secret information becomes very important. Due to various kinds of
threats exist on the Internet, for example, there might be an illegal person who
wants to steal some secret information not belonging to him from the Internet, it
Is the very urgent to develop a safe and effective mechanism. Thus, in this
thesis, we study and analyze a series of relevant researches in this aspect. Our
goal is to propose an effective method to frustrate the various attacks and other
malicious damages in the login and authentication phases between an user and a
remote system. Our method of a password table and a smart card which make
our mechanism portable, secure and convenient. Thus, we make a much more

reliable circumstance on the Internet.

Keyword: Smart Card, Password table, Remote authentication, Portable, Secure,

Convenient
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(4) o5 T P EenHRFEL RGP AL - B dRrsy ¥ ) 4B,
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hiE > BB =rc@rs o H ¢k kg E g Ry~ apk
B2l s ks g @i im,(=(B, h(rs))x %=

[ sz e]

¥t e nlU s R A m, o Rl gRFT AI%REH B

(1) 2 h(rs) =i > B2 h(rs)=h(B, ®rc)) - £ ¢ rc i 4 P s =48
PTHRE N R ATA 2 R R g i

(2). 2% ts Bk f ST kem, ® 2 h(rs) & h(rs’) .7 % &7 7>
B3

h(rs’)
=h(B, @ rc)

= h(rc ® rs ® rc)=h(rs) the second half in m,

FLEAARNZN N2 BRI R IES

(B)QF%%E;%-:; @ /z'tizﬁi%,% o) u:’%%&;‘l_g lerczlf f;‘i}i:;% ,'i
m3(:(IDi’Cl’CZ))fL i ks 3 AR CLC deT AT

C, =h(rc,rs)
C, =h(new_ pw.) @ h(rc+1,rs)

¥ g e rlU s R A m, o Rl gRFT AI%RES B
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4).3+ 5 C =h(rc,rs) » %z 2 C am,# cnC L FE 4% > 4ok Ap % R
#BXUPE ~ R BRI IESE r ke
FrLE NS B RRL R LR E R B S

S

'; Lt 5 2 A
7 2 o
/1 v"—‘—» PI[A N

(B) ek Bk s S22 ¥ ¥ o h Mg NIRRT FFINEFA/V_PW | £
PAFTHE? M TAV_PW, T L E R G 2 e 52 et
v_pw, =C,®h(rc+1,rs)
FE L R FAEARAR 4 T o

Login Phase :
1.Choosenew password new _ pw,

Choose randomnumber »¢

Computes 4 = (rc, pw;)°

= (1D, 4) d >

Sends m

Authentication Phase :
1.Computes
h(rs'y=h(B ®rc)

7

2.Verifiers i(rs') = h(rs)
3.Computes
= h(re,rs)
Cy = hinew _pw,)® A(rc+1.75)

D..C,.Cy
Sends mq = (II0, 5, C5)

B 4 : Hwang {- Yeh [4] %

23

Login Phase :
2.Check the user IZ;

3.Computesy _pw'; = h( o)

»
7 arifiag .
Verifiersy _ pw ;=v _pwl.‘,l
4.Chooserandom number 7. I

RS

B=rc®rs
Sends m, = (B, A(rs))

Authentication Phase :
4.Computes
C'l* = h(rc,rs)
Verifiers
? #
G=C1
S.Computes
v _pw*y =y @ h(rc+1,79)

*
then storev _ pw ; inpassword table



3.1.3 Yang, Chang, Li 4= Hwang % & T deh 2

# 2003 > Yang, Chang, Li §= Hwang [5] & iﬂ” #r¥ e 4 Hwang e
Yeh é‘,;iﬂ” ey iRy R (TS BiE % > k3 2 (Security Enhancement
for Protecting Password Transmission) » % Yang % & & #r4& dien= 2 ¢ » &
Fesit % F 2o AR ID, {44 ID, #enid 74 pw, = MAC & e
& (7 (1D, MAC, (PW;))) & & i t s AT AR ¢ o Baginig b oz

Arsfxzrdi Ao mom 4N e, 0,h » 2Rg+% 5Kk

B iE s o (Remote Authentication System 12 ™ i #£ RS) etk & 4

BRI ZRaR S F IR fRT R g (0T AU

AP R R R ABREIEZ BIFE kit o
[# 35z ]

GALR PR Y F WP L e DARM TR A BB
RO ABFORERE R FBEIBTRE R FUAH/U A f AR
PSR EPALR o 11T 3 & PR i

[:r 125 )

s 4o U g#p e D, s PW, 58 2> ¥ i (secure channel)
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@23 RS- RS fifcle ¥ ¥ D $HEAPWE - tng v Ly 34

K T ) et
v_pw; = MAC, (pw;)
Ris RS EREFV_PW, & s LFHREY 5 X ¥ 'ﬁ"‘é{"f‘%éﬁﬁ%K o B
o rreomsiN e, 0, hEwipU, o Bhap e airs -
[ »r&]
FU B~ 82 nlD 2 pw i - S 6307 73
L)% g Acnim o m LA =(rc, pw,)° - #¢ rc 2 &= p o
FRE AP LA 4 R PRk o
2 BE s pp @Y »Fhnlm (=(ID, A)) L sk ks
s i nagnU oy R Am o R ERET AR ES T

@) wa 1D, m&2d - 21D, k2 0> azadEr U o8 ~ 5

@). s snfl* #mbsg d @I M P pW B rc g » 7 1% # %
£ K s £MAC z key, > EV_pw, = MAC, (pW,) - # ¢
Beodl i H e 3k RFORREY 2 %K
V_pw,(=MAC, (pW,)) i - % &V _pw, &2V _ pw, L3 4p % >
ik ERELU SE rFR o 2R EEE R
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(G).ho% 4 il B F b EAR > B 7K 2B P %A
Bi=rc@®rs o 2 ¢ g kst g3 8§ B Rg kSR 2 g g

ers ks g wEmLm,(=(B;,h(rs)) x

\_/

1&;&; o
[ siskzmrms ]
BB AT A imy s R EHE T SRR A

(1) 5% h(rs") snig > % £h(rs’) =h(B, @ rc) = £ ¥ IC 5 § p& s sy o
FORE N R RPETA A iR pi i o RIS SRR L ST B kehm,
¢ 2 h(rs)e h(rs') 2.7 /& &7 7= 4254 ¢

h(rs")
=h(B, @ rc)

= h(rc @ rs @ rc)=h(rs) the second half in m,

FHuEIAANEN L2 B RR g al o FR D IES
j,,% lf»p_V FIL ,i °

(2)Ack sk 5 &2 2 ikp ks Reg R 325 C =h(rc,rs) £ ¥ iz
%H‘ lé»‘ m3(=(|D|1C1));_T_ FE:%,? .?ft»"

Wi ke nlU s i m, o RIEHET SN

(3).3+ % C, =h(rc,rs) » %% 2 C &rm, ¢ eHC L7 4% > 4ok 4 %

#BRXU g r R 2R ERE R
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Registration Phase: = Registration Phase :
. WL
1.Sends my = (ID;, pw;) 2 > 2.Computes.
v_ pw, = MAC (pwi)
MN,e.g.h then store in password table

................................. oo ____ SedNegh

Login Phase : Login Phase :

1.Chooserandon number +c .
1 > Computes 4 = (rc, pw,)* : I
Ui putes 4, = (rc. pw;) DA 1 |~1'_1

2.Sends m = (ID,4) » 3.Check the user I, . RS .

4.Computes v pw “ = MAC (o)
?
Verifiersv _ pw Y =v _pwy

S.Choose randomn nmnberr »s

Computes 5, =rc @ rs

B, k(rs)
< Sends m, = (5,.k(rs)
"""""" Authentication Phase : gl tion Phase:
1.Computes i(rs') = i(EB, ® ro)
Verifies
?
A(rs)y=hirs")
2.Computes.Cy = h(rc,rs)
D, G

Sends m; = (71}, ))

*  3.Computes

C'l* =h(re,r3)
Verifiers
?

*
Access granted or denied T} =C 1

B 5: Yang [5]% & 1> 2

(% ¢l AR ]

bit v ¥

L RH AP R T KR L hE T L AT
AR AE R R FREIB T @Y K

R A EREIFE AT AR o U )I} P B fma P
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[;* )\Pbﬁ}‘]

FALR? X TERAPU G F N BRE . BT A

B EAan o fU BB B i F AU p e

~ PW, AT (AR NEW _ W, 15 > s g T S

(). htp § @iz~ gt &My (= (1D, A )) 3 e s 345 3o

W

At s A =(rc, pw,,new _ pw, )" 29 rc £5E1 4 4 -

OESETTETTET S “im((“%A»¢fﬁ s

P intnU g r gk LMy pr e i~ simzh o

(245 1D, ekt o £ 1D, a3 o s 2lges U, g ~ 3

Feeo2 e Al b dofEIm P S PW B rC hiE s T
Ay o+ om £ 4% K i &£ MAC 2z key, 3

V_pW A FAp % > Aok fp B RIEU 0~k BRI IERE A

B dr% sl dhBERAE > P+ E £%B i AL
B,=rc@rs - £ ¢ ep kg5 f prad » PR 2

ers ks @ Lm,(=(B;,h(rs)) x

\_/
32"

s o
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[ i smhamrse]
F R G Pl F LM, 0 Bl E R T SRS T

(1) 3 h(rs)enie > B 2 h(rs)=h(B, ©rc) - # ¢ rc 3 § P 547
RE O~ ST A 4 iR g
(2).85 s Szt kT aE kehm, @ 2 h(rs) 2 h(rs') £.% % &L= 5>

A2 N

h(rs’)
=h(B, @ rc)

= h(rc ® rs ® rc)=h(rs) the second half in m,

Er AR N s SRR R R 2R B8
By LAz o
(B)dek ezt i £F 2 dxh kv Baasp 305 C =h(rc,rs) x » %

wgmy(=(1D;,C,)) x e b o

Yyl n| U, AR LM, o R g T SIS

)35 C =h(rc,rs) » %% 2 C &rm, ¢ ehC L7 4% > 4%k 4 % R
B2U oF r 38 FRESE ko 2N RN L2

RS gy i o TR JEBR LR

G)drk S s b2 R * F > JRMEFDR Y XATL FH/V_PW,
PRFTREY O FAV_PW BT D 2 e T A 250
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v_pw’, = MAC, (new_ pw,)

it
NS
)
(=
o
;‘_‘\
A&k
(=
o
S
s
e
2
=
o))
T,
_\" S
>
o

Login Phase :

Login Phase:
L 1.Choosenew passwordiew _ pw, .
" Chooserandomnumber ¢ : | ll
RS
Computes.d, = (rc, pw, . new _ pw;)°
, DA
Sends my = (I, A;) A > 2.Check the user D,
Computes v _ pw "y = MAC wpws)
?
Verifiers v pw i=v W
3.Choose random munber s
B,.h(rs) Computes 5, =rc@®rs
< Sends w4 = (F,, h(rs))
Authentication Phase : Authentication Phase:
1.Computesi(rs’)y = (B ® r)
2. Verifies
'? .
h(rs)y=hirs"
3.Computes.C, = A(re,rs)
—om 1 ID,.C,
Sends m; = (L}, Cy) > 4.Computes

Cl* = h(rc.rs)
Verifiers
? *
S.Computes.
¥ _pwi* = MAC - (new _ pw,)

Access granted or denied then store in password table

Bl 6:Yang [5]% & # xR 74> 2

32 U HETRBEPNI AH
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3.2.1Sun £ ?f ardk A en

[N

Gipd ? o #uit Sun [1] HF etk diens ik F A A% Sun [1]

2000 & #7dg MHE AT E S hF s igrh R A ¥ 2 ¢ s (An efficient

remote use authentication scheme using smart card) o & #3303 % v2. A A &
A AL I LSRN S J g R S o

i kst (Remote Authentication System 4™ i 2 RS) gkl & %
R xS IR SEAGI 2 fav kg F(T § AU,

M MR MRS BIFERE KK -

BN PR o @ F g R B T AR R

Le o L g%

B REOREM @Y FBESFFTAERY FUEBU RS ARG

P BT R DAR A o LT R L R I

[:r 125 )

F4U g#peID, @25 RS-RS tfeslg* ¥ 1D, %

“,ﬁ_,g‘f ?ﬁf@;%Xfﬁ J ﬁi;\.—ﬂ—g y‘:

pw. =h(ID., x)
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-~ \\\

RiE RS € By X - A E ; oy
8 K- s ES > FEHEE pw, 2 2B oh
S Btk G AT
) Ej?li’-d’ﬂ —{:mc‘]‘%’g_gﬂ o&ﬁ‘« y & 4% 5 4 v .
e 7 4 «ugﬁi—%"%—{'—ng{;ul o i

P PR AR o

U BFEFEr Syl S5~ oo
R S Ty~ p e D ID 2 pW R FESH §

SRR

035 #4Cyemie 5 2.C, =
i\ 150 > BEC, =h(pw, ®@T) - #°¢Tzpwzgk
BN R R R o

s 4 3Z S d oy e
i 2% (1D,,C,T) % AL mg Ik

BB R AETRET
R : Rz e g 2L A = s s |
7 e RlU; ehg » g imy o Bl g3 i

TR SE S I

D& & 1D ehg it o F 1D, it 2 3@ > ks
Feoo

wgEG U, g

\«\

S =2 ! Y
@ aEFRET 2T el T b- BERSPFFEREFRP > 7~
r’P'L" ,_ Y % oL 2
2T =T 2 AT (AT 5 jsasim ens mpr ot & £4) - B 4

nRAEE U, g G
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*

(3% pw’, e L pw', =h(ID;, x) - 28 41% pw’ x5 C

s kR ECT, =h(pw ®@T) - a6k aClLeC L3m

2oarspERRLU PE r g B B E ~

Registration Phase : = Registration Phase :
1.Sends my = (I0y) J > Z.C.ﬂlll]];:;?S )
oW, = A(I0 . x
ID,, pw, h )
« L 3.Sends my = (ID,. pw, . h)
e Login Phase : '
f. . 1.Computes .
v G = k(T @ pw;) D, C.T 1 RS.-
2.8ends my = (1D, 0. T) > .

Authentication Phase :
1.Check D, and (T'-T) = AT
2.Computes

pw*;- = h(Iny,x)

Ci=(pw i @ T)
3. Verifiers

"

Access granted or denied "
Cl =1

Notation :

#2: one— way hash function

x:secret key

Bl 7 :Sun[1]% & F =0 2
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3.22Wu {r Chieu ¥ & ¥ #73% M eh= 2

B AR A E Wu e Chieu [2] 5 F & 2003 #r3% &1 A 21 A E + i
g s % (A user friendly remote authentication scheme with smart

cards) - H ZFHEiFimiipl 4o o

BB (BRI A AL RS AR AIFERPE AR FAEE 2 AP A

\\Xr

o TRLB P, g, h aF KRR EBTFRSE X

AR (G FAVAET IR - R AR S R

R AR S R L S S TR T B
LL . A 2%

B REARFEPE R FBEBFTAZ R KA T/ AR

P BT f DAR A o LT R L R I

[:ip rie]

FU #p e oD, 2ip$tenid (74 pW, 8- BF >l i B3
Pl RS« fdferlig * F¥n 1D, 5> JsgfIn 7 7] fzsty

B R

A, B,

A =h(ID, ® x)
B_ — g Ai-h(pw;)
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215 RS §PELR Y ¥ - WAES AFES Y TG R
(ID,,A,,B,,p,g,h) o &t » 2dzp pepcnfeh o
[ 18]

FUSEFE B g peahlD 2 pw i FEF ¢
HFT 54%}% :

AN (pw;)

o * [N ~ * N s
()35 %#&B . shig s 8B, =097 """ o 3228 2 C im0 %

=(B®T) - #¢ T2 pagpdg » ki Aahpri -

(2).5 1 % s @2 (1D,,C,, B, T) ey » gt & m 3 dsg b 54 -

A

[/J '%; rl‘b'ﬁ)‘]
Bk ke ReET ' pealU s 2R im, o plg A
TS P

D& ID; hg izt -

FID, i3 £ K2 AIEFU DFE »
Fo R AT RET ' 2T hippd 3 - B & 10 Gps Ay ae &

FEp > mwET =T 2 AT (AT 5 i sorg 2oh s Dp i u

\\\?{r

#ix) > B kR R U g ;%-1\ o

@3+ E5C i 58 C =B ®T) - it 2 C 2 C L34 %
LU of r gk 3R EEEE » ko
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. Regystration Phase: Registration Phase:
1.Sends m =(I0), pw;) 10.p% » 2.Computes .

||
A =IID.x) -
B = o) -
D.AB.pgl o
A-B.pgh Sends my =(/D.A4.B.p.g.h)
~ LoginPhase
1.Computes
Ci=h(B", ®T)
m =(ID,.C\,B",.T) .
2.Sends m A48 67
Authentication Phase:
1.Check ID, and (T'—T) < AT
2 Computes
'\ =B, @®T
Access granted or Verifiers
denied o,
G=C,
B 8 : Wu {-Chieu[2] %5 JF," RES
[t icgd FmAER]
R LE R R R S S L R P B

%2 ks bdief 20U § RIPE IR B X d 0§ 2 1D pW
foid % K B (7 rE J ORTIE (TAE NEW _ PW, » 2 15 ¥ i s ¢ 18 s ar K

+ e fBAyr B j EE 1Y Bi'*ﬂ#fl; » H 7T ;.H.bg? .

(1)3+ 5 28 B/ hid > % ,iBi’ — gArh(neW_pwi) )
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TS AT 2

fo g ¥
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A4

Sr® P FELT 2HEA
41 0 A A 3R RANL 2L
411Yang %5 91k 2 * 2 i gk

A 2003 # Yang %ﬁ?‘ﬁ’-“i‘i&ﬂzg’ﬁﬂi%—% e N L3 I ’57\#); B 53
B o F 51045 2003 & Ku [6]% 4 % “rit d) shE Sk 0 AT G

serirF Yang #rde e 2ol T AP E 7~ B e Ao T B9 AT

m,=(ID; A,(=(re,pw;)°)

-

m, = (B, (= (rc ® rs)),li(rs))

—_ The session created by the legal user

. The session created by Eve
B 9 : Yang :La?ﬁiﬁ" & 6033 2L

T NP RINEEARY ST R R T Y g
v \ 2 v » 2 ﬁ N . — — e 2|
Bz B oW O o FOR ml(_(IDi,(A = (rc, pw,) ))) g

38



m, (=((B, =rc@rs),n(rs))) - s % 7 w-df # 3o @ 230 4 M, i 1% 5%

#Fo(um &m) BED G R
m; (= (1D;,(A =(rc, pw,)")))

F ] % ko et ge g e m, (=((B, =rc@rs),h(rs))) # re ie = &
JE miig’t"zg%% #d RS #riEiB ke im, ¢ 2 h(rs)&p @ #»rF g

h(rs’) €3 4 % > Fp £ Rt F orc'(=rC) o Bk fad e

Stepl. Guesses a random number rc’
Step2. Computes rs'=B, @ rc'’

Step3. Computes X = h(rs’)
Step4. Checks to see whether X = h(rs),

if the equation holds, then rc’ =rc,
where h(rs)is the second half in message m,.

SR E T BARE PR T e b e FRE TR BT D

W

\-.L

FEP o Fy SR F WD A2 IC(SIC) B > s F T A B KA L
g # -‘ﬁi@_ﬁ/ '7’;'3?%— s @ J'ZTFE»F] _g,,\;_ )‘_f—% Y5k o ,"ITA\%'JEI‘.}-LIEC?'%

Jom R F R N A A A R R AR S PP

[z »rié]

P A BRI AL m (4 U 93 RS) & m, (4 RS @7
U.) > #replay attack - 5 i % s34 tam ehE 50 > B im, (um]
ko0 EEOM)I B ks o
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B N RS S R A M R T A

D& ID, me2lk FID, o2 7 kaz 211:}5.33:&%%45173—?

gt BRISRAMSEF YL LR K o

(2).- & % ffugﬁfi§%‘ o ERTEALS 0 B % ffuﬁ:ﬁ—ﬁ P Sk B’ g

HE B =rc@rs_new-#? rs_new 5igzy ik p o kPR

(3] Eve #7 @ M, 15 eh k SLpERY) 4T A 4 RTendi b i
(3). ¢ stz L My (= (B, h(rs_new))) z sc s % sz s 4 -

[ seskamrt & ]
FOEF Tl kAL my o Rl g

(1).5<F % 325 C/ =h(rc’,rs_new) (5%

BpaIc'(=rc) » & A

"F'T ATV A s
pm,? B/ Bdirs_new)x r @i
> 1 ' ! =z . % LL

%H‘:E.‘m 3(=(IDI,C1));L3E:%I],§-/D°

T IR /:‘::/b]__/ v B ,(:_g L ! S 7 , f,{%’_ V2 .
Tk LA I{?F,m‘%}ﬁgﬁ—]‘\;%‘a m'y » R €347 753 %5‘?

()35 C. =h(rc,rs_new) » %z 2 C £ 7 ¢ m',¢ c:C/ 41 % » 4ok

WEREXLFFOF R TR RS E koo
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A2 FEF R AHFOE 2L
4.21Wu {r Chieu % ¥ #r#& 2 * i én3s gk

% 2003 # Wu = Chieu [2] % § & #r4& densc L = 2 ¢ > VPR

PR SR o AP TR e E ST H S > AP g skehst WU

ST e R o UT AP E T - B skeueF 4T B 10 ArF

m, =(ID,,C,(= (B ®T)).B",.T) .
m{ (ID C( (B & Te)),B",,Te| .

—  The session created by the legal user
= The session created by Eve

Bl 10 : Wu {r Chieu % £ § = 2 33 gk

R EE NP IR T AT e s Y R
w2 B isgangi s m(=(1D,,C, B T)) sl 47 st s im 2

l;&'&‘*"l(‘? (2 mlz\—r) [ R e I
m;(=(1D;,C/,B",.Te))

Evequt-a—wﬁa@wnm( (1D,.C,.B" T))*ﬁC T o H

SRR (ThoT

(1):3 & 3 8C/ hig - 5 L C/=(B", ®Te) - # ¢ Te 5 p w5 »

S0
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d SR T B AR T o e B it (TR T i i S

—‘F‘f? NF B R A LR —‘F‘Tﬁ@ LRI @ RS LR O~ iR

FLo T L Faj%h:i?

ke
&~
5
‘-H:J\
3
b

PO hsB A e Bk sk

B P

[ »ri])

p:{l?}dz LA e g Am, (4 U, i3] RS) > &replay attack > %

W EAm e o B A m (um & T EEam)E @k

g; ::c{f;‘f BATIlEE ks Emy 0 RIE R T A3

(1).5< % ¢ #gp# Tl o L m, (= (1D,,C,, B\ T)) (e 4 s~

Todss aEaaC =(B @Te)  am v Satp pom e i

C, T & C/,Te s )z 2 i@ & 4 0

m;(=(1D,,C},B",,Te))z 24 4 &

‘x
ch
o

[ nnzkmree]
B BRI AT RT R hseE g R A MY o BRI T T S SRE S I

(1)3+ 5 Cenie > % LCT, = (B, ®Te) o s 21 &, #-§ & 5 ol iF 4 5%
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A FLEY ClY 2 By A w g rianim ey sda Te
LEME C R R ﬂtbxiﬁt'ﬁ? = ¥ iR Lx 'fﬁ”ﬁﬁ,]‘i

RERFBARR o
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5.11 %4 Yang % § % ¢ 2

GiTE &0 A PE-¢ it Yang :La%‘fiﬂ"m’% E oM B ok £t

Fod wR{EAPOE 2P W imy g A2 53gk e Fptin g
Z4eT B 11 Aror 0 T A it AT
Login Phase: Login Phase :
L 1.Chooserandom number rc '
l Computes 4, = (rc, pw, )* ‘.l .I:
; ID A .
2.Sends my = (10, A) 4 » 3.Check the user I, .

4.Computes v_ pw ' ; = MAC - (pw;)
9

.
Verifiersy  pw ;i =v _ pw,
5.Choose random nmmnber »3

Computes B, = re ® vy ® i pw; )

) B h(rs) .
VUV LS Gt

Authentication Phase : Authentication Phase :
1.Computes

h(rs"y=h(B, @ rc® h(pw,))

Verifies

?

h(rs)=h(rs")

2.Computes . =h(re.rs+1
l 1 ( ) IDJ . Cl

Sends m4 =(I5,,C))

* 3.Computes

CI* =hirc,rs+1)
Verifiers

?
Access granted or denied C) = ol

B 112 A ipeed Yang 8 o 2



FU B> pe D 2 pw i B g RITT 53

(D35 $a A 8 LA = (10, Pw,)” - 29 TC L s sipr g B
SRR LR X

4L

(258 % pip 7 » ghfn im(=(1D,A)) 2 dsh b o e
i PRI U VEE o g o8 SN (| IR VR AN il - A%

@)t 8 1D, che iz ft o % 1D enfe 7 12 A2 ER U, h% » 3
I

@)k aflr F % &4k dojad PWigre o, £9 1% # % 24K
5 £MAC = key, > EV_ pw, = MAC, (pW,) - 2 15 B~ 187 i »
FppH R B AATREY 2 28V_pW (= MAC, (pW,)) &
e AV_PW, EV_pw, EF A E > dokp ERERLU, oy 3
Fo BRI IESF A

(B).4r % ki By % BRSSP E AL $&B hE
Bi=rc@®rs@h(pw,) - ¢ gz i 5§35 5 P » i

WP IS s s ks kb i m,(=(B, h(rs)) I & = -
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[iE=p 5 sk k)
F AR ATl E g AL my o BT SRR R

(1.3 & h(rs')erie > h(rs’)=h(B; @rc®h(pw,;)) - # ¢ rc i § e
e » AR A A2 iR sc B 2 RS YT k2 g
m,® 2 B, okt seaidag ks km im, @ 2 h(rs)£.% & h(rs')
pE o AT
h(rs')
=h(B, @ rc @ h(pw,))
=h(rc®h(pw,)®@rs® rc® h(pw, ));h(rs) (the second half in m,)

(2.F i3 BAENX 2 PSR RS ADE D FE] > IES

L L

B L Aok MR SR LB B BRI R

C,=h(rc,rs+1)x » @ im,(=(ID;,C,)) x4 5 st -
BB kbR U sk E G R A Myt o BRI T SR E

3.3+ 5 C o =h(rc,rs+1) » s 2 C 2 U, #ri tmy? 2 C A F 4

i’%%WEWﬁ%Qﬁ@ﬁﬁﬁ’?m’%”fﬁﬁf°
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5.1.2 #f# 3 Yang i thF 2 A

P AR R ch 2 Ku [6] B ri end ¥R 2 g
p
HE O ER  AREATE 4T o (T F BEve AEFALMT 0 RE

EFCEPE S UM A7 R kAL m,)

5121 #% ¥ % » A4

BE AR KR EIT v enf R E&EREM X 2B ATrC r
PW; o kS €3 H I MAC, (pw,) 2 4 PEtEE L V_PW i o 8 #-§ %

AP TS m AL T EFER T HhE AL e

ERN L€ B O h B Bk New_Irs ¥ r o3 ¥ o
m,(=(B/,h(rs_new)) > # ¢ B/(=rc®rs_new ® h(pw,))  k sti#-§

3% L2 4 mé.ﬁ@ﬁ?—‘ﬁ Eve - Eve ¥ i d 21 4 mé ¢ ;’ﬁBi' T ﬁ;—&}%y i

F HIS _New i -
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Step 1. Guesses a random number r

/*
Eve wants to guess the right r, such that r =rc @ h(pw,),
to cancel out the rc @ h( pw;)portionin B, (=rs@rc®h(pw;))
of m, sentby RS to a legal user. Put it in another way, under Eve
guessing and canceling the right rinB;, h(B,) should be equal
to h(rs).

*/

Step 2. Computes r'=B, @r
Step 3. Computes X = h(r")
Step 4. Checks to see whether X = h(rs),
if the equation holds then he knowsr =rc @ h( pw, ).
/*
Eve canuse r(=rc@®h(pw,)) to extract the
rs_new valuein
B/(=rc®h(pw,)®rs_new)
*/
else go to Step 1: go on guessing

AFAT o e B rS_New f& & Tk Eve # By A2 4

C,=h(rc,rs_new +1) -
[if:2 % B 45 )

e E B sClier ¥ 1D,

2R ARERE A
A e F ¥ B L wskgh(re,rs_new +1) 22 7 i e F 5 S
@ Eve ¥2~dirs_new i Eve F I rc® (pw,) T * Frif rc i o Fpt

s ¥ ¥ chreplay attack 7 ¥ it 54 e

Fooh e P & B AR A0 ik LE A G el & R 5 e T 4
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EREE R bR &R Lt R Y Eod 2

Peyravian Hwang and our
and Yeh[4] Yang[] scheme

Zunic[3]
T E No No No ves
T No | No | Yes | ¥es
Vb g Y S No No Yes Yes
D AATERESE | No No | Yes | Yes
v B iRl No Yes Yes ves
o b pERE No Yes Yes Yes
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5.2.1 #& 3% Wu §r Chieu % %‘?-g e jE

TR GRS AP AR D A B S e ks [25] (A New

Scheme for Remote User Authentication with Smart Cards) - # 7 #5325 mz !

4T oo
RS Ak Tfpfip dstp gz A mi A

. s v 4= 27 2R % P
BEHU TR IRE A

s4c wom 2N e, g, h 2

{w,
[N

=
(3

[~ x3si=Fkdm it ]
s R

é‘;I—'Pl ]‘E,b.‘ﬁ;];’ﬁ? v g "'F)ziz-ﬁ e ik l\#B Rl A"IL bt’ﬂ? =4
FRfeps » % FHESRTE R FUFH/UL RS L ARE

LL . )7;((
=

(AR EL LIRS Y 3

[iop rpe]
FU#p e n D, Bip e (745 pW, B - BE 2enid i B
e lD, f5 kg fIr TS RN E RS,

| RS tferlit * ¥ 1D,

50



= (h(ID, ® pw,) ® h(d))"

iSRS g ® F- A E+ > FEF Y IR AR ERzzFS 4
(ID;,S.,e,h, N, Q) o & » &P pFpoih o
(2 »re&]
%Uiﬁb%}’%*ﬁa)‘f’:‘%ﬁ&’iﬁ” peeanlD, 2 pw, i FFEF € H
f—?—f}'ljd-l},%:
(D).F 4 SBéAPdER» XL 1D 1 k5o

¥t ks he sV eF ~ ek i m (= 1D;) i B R E T A%

Q& ID, ez FID, o2 o k2 yER U, 5% » 5
(3). ¢ itk (S > ASPIEREP DO EABFERT & dﬂz a5
ID, =& 41 * ks % &£4d - &0 4+8R & & L

R=(ID,||T) c 2 izpl iz im, =(RT)I %44 -

F A LI RSTUAM, 1 Bl ET SR h R

D&y LR aPRReT L3 oo BERAPREEFFP >~
T =T 2AT (AT % 5 sdrk 2ehs mpr i ar i 28) o &4

o1



#a R =(ID|IT)&=(ID, || T) L7 4% > >t £ a2 pls

PR o B BB R -

(240 % 12 b S B 15 0 RIS B S s 03 (X, S)) g~ R L

M, 3 deh ke B X, 5 28 e
X. =h(ID, ® pw,)*

Fits i naaU sg r gk imy(=(X, S)) @ r g4 5
CERE X

()35 ST e ((S) Oh(d) - itk & ST & X LT A%
Rl B Ui g )\;ﬁ—]‘\a ZRIERE AF RN T L A AERE S AN o

*

S

=((S;)*®h(d))"
= ((h(1D; ® pw;) @ h(d))")* @ h(d))"

= h(IDI @ pWi)(lDi”T)d
and
Xi

=h(ID; @ pw;)"

(1 m)¢

=h(ID; ® pw;)
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Registration Phase: Registration Phase:

my = (ID;, pw,)

ID., pw,
1.Sends m M

» 1.Computes

D, S, e, N,g = @UD; ® pw) © nieD)”

< 2.Sends m, =(ID.,S,,e,l, N, g2)
_&' _} Login Phase: Login Phase: o -
5 o Sends m, = (ID,) L > 2.Check user ID, .l L
-— 3.Computes Rbl
R=(ID, ||T)* |
< RT Sends m, =(R.T)

Authentication Phase:
Authentication Phase:

1.Verifies
Check (T"-T) = AT

R=(ID, || T) if yes,

2.Computes
X, = h(ID, ® pw,)"
Sends m, = (X, S,) X, S

-

3.Verifiers
Access granted or denied

X- (S, @ nd))" =

-

Bl 12 @ 2\ i erdg engt > 2 [25]
(2% § @il AR ]

Y V2 4 a2~ s 2y s = 2 [PV 2 oy
ApAL o NP g st R FABRLE S T e FoAe b AT

o F Ao U gap e D #knew _ pw EiE% > F

if (secure channel) @ i 3] RS - RS &z & * 4 51 1D, $k s new _ pw,

o kseflr Hymgsg d mTA S NN S
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1.2t 5 £ . r_
(1).3+ & 44S/ hE % LS, = (h(ID, ® new _ pw,) ® h(d))*

P

(2).2. 15 & » K37 %
2o AT RN T X E Mg A 2
fl j* MRS p.\_\.pﬁ.,: «u%?ﬁﬁi}—? °

§: 24 s R nlp - L4 f: !,: J ) E % 2
MR b S g I\':'E | S 1= EF' ’ : " - T J 3 % d ﬁk/; YU
; -—_ = AN A 1 4‘ > © f ’ /:“ ?‘ L
;L!". 2} FF Ké ' 1K i‘ ° = 12 %13 Fre
g /Q,((ID|’S|1e’h1N ’g)‘;:‘ ‘%Z\Ul ‘3‘??\ ,I= ‘ f ﬁ ‘F ‘:ij
a4 -~ SR =

AR o
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5.2.2 #r# L Wu §r Chieu ;2 % 244 47
RIEBR & APRFANNRER D 2L 2ELP AT F AT A

At LR R R B R m2(=(R,T))?ﬂL LA T
90 F 5o F AL S TIFER R ki h R R
PaBu T ek B ERENEERL S FEE LR

I\)‘ 4

PAT2BREFRERE £ ORY X EERLM ST 0 U EiE
Fohs N A F A EERE O~ AR 8 Mg L T
. =(h(ID, @pw)) AL iz F Ay dicd s

PR Rz T 0 2 ID #TiR3E £ AR 6005 Q) ke sk O &k o

SRR AL ECE R TR SCRID ¢ (h(lD@pw))
S;(=(ID,;® pw,)@h(d)") his > % 4 X,, S, £F)H

AR B TR R F s fER LTI R P a2 iR

T RS EEEL PR R SR T e ES

;‘é’:’ J'—h F'T% 2*1’—'-—-|-o
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F020 ARSI R A E AR AT SRR orkendi g & B

Sun[1] Wu-Chieu[2] [Our scheme[25]
¥ g E s Yes No Yes
Vopd ERT AR Yes Yes Yes
VR L PRE No No Yes
¥ g3 re st Yes Yes Yes
Ve kSRl s No No Yes
¥ g R RO F Yes Yes Yes
i iR kis s Yes Yes Yes
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