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Abstract

In this thesis, we do deep research and discussion to the hierarchical key
management structure including of Lin’ s discrete logarithm method proposed in 1997
and a lot of scholar’s suggestion and improved methods. We also apply it and smart
card cooperatively on video on demand (VOD) system to carry out content protection,

video classification and user management mechanisms.

But because the smart card is the equipment of low computational ability, the
operation amount in the VOD system must be quite low. So, we also propose a
hierarchical key management method based on quadratic residues theorem. The main
operation amount of this method is just a modular multiplication. Therefore, we

reduce the operation amount that smart card need to deal with successfully.

Keywords: hierarchica key management, quadratic residues, smart card, video on

demand, content protection, video classification, user management.
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