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ABSTRACT

In recent years, as a result of the development of the network and popularization

of the multimedia information, watermark technology has been utilized for ensuring

the copyright of digital information. This thesis proposed a new blind watermarking

algorithm based on discrete cosine transform (DCT) for digital images. In the

proposed method, the difference of DCT coefficients between the original and

watermarked information was calculated and used to determine the adjustment of

watermarked DCT coefficients. The simulation results show that the proposed

watermark algorithm not only provides similar robustness as previous watermarking

investigations but also improves the image quality of watermarked image and the

quantity of hiding information. Moreover, the original image is unnecessary for

acquiring the watermark information. In the reconstruction procedure, only two bytes

side information is required for digital image codec. The file size of watermarked

JPEG compressed image approximates one without watermarking.

Keyword: watermark, multimedia, discrete cosine transform, frequency domain,

information hiding



CHAPTER 1
INTRODUCTION

Digital watermarking is intended to complement cryptographic process and

becomes an important technology for multimedia. Spatial and frequency domain

watermarking are two categories of digital watermarking. Many spatial domain

watermarking methods have been proposed for digital image, audio and video [1-8].

However, [9-14] showed that frequency domain watermark techniques always achieve

better performance in terms of image quality and watermark robustness for digital

images.

In 1997, Cox et al. proposed a secure spread spectrum watermarking technique

for multimedia [9]. The study supports that a watermark should be constructed as an

independent and identically distributed Gaussian random vector that is imperceptibly

inserted in a spread-spectrum-like fashion into the perceptually most significant

spectral components of the data. The watermarked image quality can be adjusted to a

desired quality by using a scale factor term. As the watermark strength is reduced to

improve the image quality, the robustness of the watermark is also reduced. Content

owners could decide what image degradation and what level of robustness is

acceptable.

Further, a digital watermarking-based discrete cosine transform (DCT) and Joint
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Photographic Experts Group (JPEG) model was proposed in [14]. The watermarking

investigation develops a watermarking algorithm based on the DCT and image

segmentation. The image is first segmented in different portions and then a

pseudorandom sequence of real numbers is embedded in the DCT domain of each

image segment. The simulation results of this approach show that the method is

robust to common image processing distortions. They declared that the watermarking

system outperforms the Cox algorithm.

In 2004, Wang et al. proposed a copyright protection watermarking by using

wavelet tree quantization [15]. Each watermark bit is embedded in various frequency

bands and the information of the watermark bit is spread throughout large spatial

regions. The watermarking technique is robust to attacks in frequency domain, for

example the removal of the high-pass band in low-pass processing, and the removal of

high-pass details in JPEG compression. The watermarking scheme declared that can

also be applied to data hiding or image authentication. However, this method only can

really carry 768 bits watermark information for a 512 x 512 digital image.

Moreover, a fragile watermarking technique utilized the genetic algorithm (GA)

to embed watermarks into the frequency domain of a host image [16]. In order to

enhance the hierarchical watermarking security, the algorithm not only detects vector

quantization attacks, but also provides a fundamental platform for other fragile



watermarking techniques. This study asserted that the algorithm could redress the

rounding errors caused by traditional watermarking approaches. However, the

computational complexity of GA is too high for practical watermarking application.

This thesis proposes a new blind watermarking algorithm based on the DCT for

digital images. In the proposed watermark algorithm, the difference of DCT

coefficients between the original and watermarked information was calculated and

utilited to adjust the watermarked DCT coefficients. The proposed algorithm not only

provides similar robustness as previous watermarking investigations, but also

improves the image quality of watermarked image and the quantity of hiding

information. Remarkably, the original image is unnecessary for acquiring the

embedded watermark in our scheme.

Chapter 2 presents the overview of the DCT-based watermarking. The proposed

watermarking scheme is presented in Chapter 3. The experimental results are

presented in Chapter 4. Finally, the conclusions were drawn in Chapter 5.



CHAPTER 2
REVIEWS OF DCT-BASED WATERMARKING

Many transform-based watermarking techniques have been proposed to

protect copyrights and authenticate photographs. The host image first process a

transformation and then embed watermark information by modifying the transformed

coefficients. Possible image transformations include the fast Fourier transform (FFT),

DCT, digital wavelet transformation (DWT) and sub-band coding (SBC) etc. DCT,

the most effective and popular technique for image and video compression, has been

adopted by most emerging image coding methods, including JPEG [17], H.261 [18],

H.263 [19], and MPEG (Moving Picture Experts Group) [20-22]. In recent years,

JPEG and MPEG have been extensively employed to compress images and thus save

storage space and reduce transmission time. Thus this thesis only discusses the

DCT-based watermarking techniques.

In DCT-based image coding, a 2-D DCT is used to map an image into a set of

DCT coefficients, which are then quantized and encoded. Given an image f(x, y) of

size N x N, its corresponding 2-D DCT and inverse DCT coefficients are defined as,

Db )= COCL T/ pyeos| G Lo QDT
and
1) = =35 DG eos| N Leos] CLEDIE] )
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where (i, j) it is the coefficient position in the frequency domain and (x, y) is the
position of the image element. Firstly, intensity of each pixel in an image shifted -128
to obtain f{x, ). D(i, j) can be computed as the frequency coefficient on the position (i,

j). C is given by,

1 fori+ j=0
C(u,v): % forix j=0andi+ j#0 3)
2

—_ forix j#0

V2

In [9], Cox et al. presents the idea of using spread spectrum for embedding

watermarks in frequency domain (denotes Cox method). The method transforms the

materials of several multimedia into the frequency domain and then embed the

watermark bit array in DCT coefficient, as shown in Fig. 1.

Fig 1. Stages of watermark insertion process

Cox
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