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Abstract

In this research, by combining the centroid, the speed, the stroke direction change and
the size-time ratio of a handwriting trajectory as the biometrics of a person’s handwriting
signature, an economic method to calculate the biometrics similarity between two
handwriting signatures is proposed. The biometrics similarity can be used to prevent the
situations such that either the digital certificates are stolen and misused or the users are
commandeered illegally. To compare with other biometrics solutions, handwriting signature
biometrics is a better candidate to be used in the Internet world since it is a behavior type
biometrics and therefore duplicated signature without similar behavior is distinguishable and
most importantly it can not be obtained without the person’s freewill. The experiments of our
solution show that when digital certificate is verified and the returned biometrics similarity is
higher than 80% it almost always can guarantee that the person is really own the certificate.
The method proposed in this paper can be easily implemented and deployed for the Internet

applications.
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[11] (input style)[16]
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(centroid) (speed)

(stroke direction change) -
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(biometrics similarity)

(valid user)
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[32]
(1) (Signature verification/identification)
(one-to-one)
(input signature) (template
signature)
(multi-to-one)
(2) (Writer verification/identification)
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(1) Offline system

Offline system

Offline system

(2) Online system

Online system

Online
system
2.2
2.1
[32]
u (Document Recognition)
online offline

(user-specified classifier)
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(character) (word) offline

(writing style)

offline
[ | (Forensic Applications)
offline
u (Convenience)
user-aware system
tablet PC (embedded)
(writer identification)
u (Access Control)
(local)
(false reject)
u (Electronic Signature)
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(real time)

online

2.3

[819]

[30]
B Hidden Markov Models(HMM)
Hidden Markov Models
1907
(Markov chain) Baum-Welch
HMM (finite state machine)
(discrete) (continuous)
HMM A
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(Markov)
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A=(A4,B,1) (2.1)

A B Tt
HMM A 0]
P(OA ) O A
HMM
HMM
HMM [27]
HMM
HMM [40][47]
HMM

B Neural Network

(input layer) (hidden
layer) (output layer)
(node) (threshold) (transfer
function) (input) (output) X
(weight)
N
net, = Z w,x, +b, (2.2)
y,=F(net,) (2.3)
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Vi J net; Xi Wi

(forward propagation) (backward propagation)

HMM

Ranking Approach ~ Genetic Approach

B Dynamic Programming Matching (DP-Matching)

DP-Matching Dynamic Time Warping (DTW)
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(speech recognition)
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DP-Matching
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(data acquisition) pda
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(normalization)

(i)
DP-Matching
(distance)
(111)
DP-Matching A={la;|i=1to 1}, B={b;j|j=1toJ}
(corresponding)
2.4 IxJ grid
23
di—l,j
d,=max|d_ ., + p|I<i<[I<j<J (2.4)
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DP-Matching
DP-Matching
DP-Matching
DP-Matching
[10][14][18][19][38][42]

X y
Vi, Vy ay, ay DP-Matching
(threshold value)
[24]
(smooth)
2
X))
g(A)=— > ,—L<ALL (2.5)
-7
I—L exp( (20_)2)d7
L sliding window o L2
X X
X
vx X Vmean
DP-Matching
DP-Matching [15][21][22][29][35]
(pressure) (inclination)

DP-Matching
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DP-Matching B={B;, B,, ... ,Bp} b={b,,
by, ... by} D

D=ab+ab +.+ab 6 o+a,+.+a, =1 (2.6)

m-m?

D

DP-Matching [23]
DP-Matching
256

(base line)
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2.2

DP-Matching

AR Model[28]

DP-Matching
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[31][39]
[4]
(pixel) [37][43]
(template)
24
,,V’,
[1][2][44] Jean-Jules
Brault Rejean Plamondon 1993 [2]
(neighboring points)
(contribution)
1. (preprocess) P={pi(xi, yiy ti; e | 1 i n,
n /
(noise) Fo={fixi yw ty e | 1 i
r,or /
2. (domain)
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(1) fl 0/{}(1 :ﬁ+n) Hb(ﬁ ’ fln) 9f(ﬁ ’ﬁ+n)
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3. G(i) (Locate)

G(i) 0 G(i)

(stroke)
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(input signature) (template signature)

(dimension) (normalize)
(significant point)

(feature data)

NS
Ll
L1
Ll
3.1
31
(xy; t; e), X X %
y t (timestamp)

(type)
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e ( )
P={pix;, v, t;e)| 1 i n,nisthenumber of recorded points}
(x.y) Timestamp ¢ Type e
3.2
3.2
xmax ? ymax X
y xmin ? ymin X y

the number of recorded points}

1 i n,nis the number of recorded points }

X —X .
N _ i min_ 1
X —X

max min

N yi_ymin XI

Yio T
|ymax = Vinin
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S A— S (33)

3.3

24

S ={silxi, yi, tiy e) | 1 i m, mis the number of recorded points}
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S

S={silx, yst;e)| 1 i m, misthe number of significant points }
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d,=\J(r=x) + =y, 1<i<m (3.4)

@Ztan'l(m), 1<i<m 3.5)
XX,
T=t—-t, 1<i<m (3.6)

Hy={hii(dy 01, Tii) | 1 i my, my is the number of significant points }  H> = {hy;

(dy, 03, To;) | 1 j my, myis the number of significant points }

(
) ( )
H hii (
) (searching frame)a b H,
hy
hii (T;i+a)
(01+b) H; haj

haj hii
dy; dji

(T1+2a) (0:+2b)
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maxSearchTimes maxSearchTimes
h[,’ hgj H]
H, H;

M = {(Py, Px) | P;eS;, PyeS, 1 i k where k is the number of the ma
pped significant points}

Let maxSearchTimes — the maximum times to search;

Let lastindex — the last mapped index in H,, initial value is 1;

Let P the set of possible candidates of mapping points;

Let a and b be the mapping thresholds for time and angle respectively;

Let time(h,;, hy;) be the function to return the time difference between /4;;and £.;
Let angle(h,;,h;) be the function to return the angle difference between £;;and h;
Let dist(h,;,h5) be the function to return the distance between /,;and A;;

Let M be the set of the mapped significant point pair;

M « {}
fori=1tom; do
letP « {}

for searchedTimes = 1 to maxSearchTimes do
for j=lastindex to m, do
if (time(hy; , hy) < searchedTimesxa) and (angle(h; , hy) < searchedTimesxb) then

P=P  {hy}
if | P[> 1 then
if |P | =1 then

M - M {( hii, ha)} where hy, € P

else if dist(hy;, hy,) 1s the minimum value of all dist(%,;, h,,), where h,, € P then
M~ M {Chiis ho)}
lastlndex « x;

break;
33
3.5
(centroid)
(speed) (stroke direction change) -

(size-time ratio)
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(1

(fake)
(centroid)
Clxe, yo)
i x
x, = (3.7)
n
z Y iN
Y, = (3.9)

(Shape)

M = {(P;;, Py) | P;eS;, PyeS, 1 i k where k is the number of the ma
pped significant points}

Vi=A{vi| (X1 — X1, Yii — Vie)s

where 1 ik}, Vo= A{vai| (21— X20, Y2i = Y2o), where 1 ik} (Vii—vai)

Sy
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)

pixel

2L pixel

0:={q1:| q.:1s the speed of P;;, 1

S =1-

N

(3.9)

(rhythm)
pixel

Si L pixel

t; d; qi

q;, = % (3 N O)

ik}, 0~{q:|quisthe speedof Py, I i k}
Ss

. 2
2( Qh q21 j

2 maxgcqh’qb) (3‘11)
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3) - (size-time ratio)

(duration)

)
Size of two signatures: S;, S
Enroll duration: Ty, T»
Define X, y
Size-time ratio: S,
if ($1>S) x=5/S
elseif (S1<SHY x=S/S
if (T1>Ty) y=T1/T3
elseif (T1<Ty y=T./T1
S, = min(x,y) / max(x,y)
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3.4
S 1

(style)
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4) (Stroke direction change)

l'.'__‘\l ﬁ|
’I"E M ( /! (/
= | e A
3.5
(Stroke direction change)
X ( )y
( ) y
X
Sixi, yi)
O =tan” (220 (3.12)
xj-xi
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Nitx;, )
E
3.6
3.5
Sy

Dy={d;| 1 i k1)

Dy ={dy| 1 i k1)

S, = (3.14)

(rule-based formula)

(impact factor)
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3.1
S a
60% 1 1
40%~60% 0.8
40% | 0.5
Sa
3.2
Su B
25% 1 1
25% | 0.5
S’
S'=a*S *p
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Sy
S.=0.5
(1 S 05 S’ S, Sy
S’ <S. Sy S’
S, =S.—\S~S'?, if §' <5, (3.16)
S, =8, +J(1=8. ~(S',~1)*, if S, >S5, (3.17)
S. 05 S, 05 (3.18)
b,
.
)
= b
3.6S. 0.5
(2)  8<05 S’ Se Sy
S’ <S. Sy S’

3.7
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S, =S —(S8'~5,)°, if ' <8, (3.18)

S, =1-(1-8,)’ ~(S' = S.)*, if §',>S,  (3.19)

L

3.7 5:<0.5
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4.1

Java Compaq iPAQ Pocket PC H3850
COM

4.1 (template)

reset signi... save All? clear signi... calc... Marker

4.1
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4.2

reset

Sighi...

sSave

Al

clear

SigNi...

calc...

[ ] Marker

4.2
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4.3

a 0.02 b 15

reset signi... save all? clear Signi... calc... [ ] Marker

Al Sc=0.86 S5=081 5's=091 Sd=0.79 S5z=0.91 S5f=0496

4.3
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4.2

Case 1:

44

44

4.1

4.2
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S, 83%
S, 84%
S’y 84%
Sy 76%
S. 93%
Sy 89%

4.1 1

Case 2:

4.5

4.5 4.4

S. 85%
S, 36%
S’ 18%
Sy 79%
S. 37%
S 12%

4.2 1

# Bt

* 5
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S, 85% S, 82%
S 85% S 38%
S’ 85% S’ 19%
Sa 71% Sy 73%
S, 93% S, 36%
Sy 85% Sy 2%
4.3 2 4.4 2
Case 3:
o\ @ M
4.6
4.6
S. 76%
S 86%
S’ 43%
Sa 17%
S, 90%
Sy 13%
4.5
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Case 4:

JIN

.

4.7 -
4.7 -
4.6
S, 89%
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S’ 45%
Sy 33%
S 21%
S 15%
4.6 -
Case 5:
4.8
4.8
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