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� � (Cryptology)p¡¢£�¤ \krypt�os"l \l�ogos"@

¡ ,¥¦M� \§¨ "l \©� "'ª«E1949! , Shannon¬

®p.¯�� °±²�³� ,´µ� �¶·x¸

¹�ºE¥»¼½ 1975! , DiÆe*Hellman¬¾¿� 

ÀÁ³ÂÃ ,´µ� �³��PQ ,ÄÅÆÇÈÁÉ�Ê

Ë� ÀÁ³ÌÍ ,ÎÏÐÑ ,»�ÒÓ��ÔEG_Ó�

�!Õ ,Ö×ØÙ¾¿ÊË� ÀÁX�$%&ÚÛXÊ

ËÜÝÞ²XÉ�ßàááØÙâã*��ääåæç

 ,è�Réêëì³;E

-8íîpï'� ÀÁléð{ñòó'RSA

� ÀÁEôõíîElGamal� ÀÁEG_=hö÷
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ElGamal�$%&ø0()6FùRêJ'úûE{|

üíîýQþÿ����$%&��� (Digital Signature

Algorithm)6�¬p��'+,P�E
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2.1 � ÀÁ

� Û (Cryptography)�xp�0	
'�ÅAÈ�Æ

³P�'�� ,�'x�o��Æã'��L�_	


������Æ ,0�5É�°±'é'E=h��È

�'Æ�³�� (Plaintext),ç	
³Æ�³��

(Ciphertext)E@��0 Ù!N��é'"# (°$xJ

pÙ ,uêpãbp% )A&�Ec'	('"# ,ê)*

!��=h	+,'-¡~ ,a./�¡X01X23

"#lù4=h	56F�'"#EêÞ�7� ,ù

85'{9ý$=h�³�Æý½ (Message unit)E�
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�'Æý½:Ý��'Æý½=h�³�ø�

(Enciphering),çù;<=ü�³�>� (Deciphering)E=

h¶�?�@A&BSCD�

P = f	R¶L'�Æý½g

C = f	R¶L'�Æý½g

f = ø��� ,_���pEp��

P f�! C f�1�! P

c%'ÀÁ=h��p�� ÀÁ (Cryptosystem)E

2.2 ¾¿ÊË� ÀÁ

F�È�ÆìG ,HhIRTð'ôJ ,öê�ǱKKÕ

ÜLMN�É�ÊËE�_F�ìG'ÆR¶LO®P

�QìRS ,xTRP�LoFG¾¿'ÞUVÈ�Æ

ìG ,ç_Æ�RGL��uQWêXYZ

GÈÁ'� ÀÁ� ,[b�OV\'Txê¶L'E�

�F9]�É�ÊËN�ìG (G¾¿'ÞU ),�_Q¶

�³RS ,�Q�¶0÷�a¢5����³E�^

_`V\'ba , DiÆe�Hellman[1]G 1976!78¬¾
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¿ÊË� ÀÁ (Public Key Cryptosystem)'ÂÃ ,bçH

h�IRpcwd¶X'� ÀÁE³|e! ,RfeÙ

¶X'¾¿ÊË� ÀÁO¬ ,ù�{Rg'�xRSA

¾¿ÊË� ÀÁE
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RSAÆ�����	

RSA¾¿ÊË� ÀÁG 1978!hz�ij²k�l'P

$��RivestX ShamirlAdleman(RSA) [2]	�ÐA'

pc� ÀÁE

3.1 ÊËm�

(1) n$F��A6oªpq�'r� pAl qA6�aù

stNA = pAqA*TA = �(NA) = (pA� 1)(qA� 1)6_g

�r� pAl qA]uv'pq60wxß>��Gy�

V�ê¶LE

(2) Aoªpqp?� eA6F/ eA* TAzr6�a eA

6



G{TA�³s�|½}dA6M eAdA = 1 mod TAE

(3) A� (eA; NA)¾~�ù¾¿ÊË6��dAÉ�w��

ù�RÉ�ÊË6ç pA* qA¶0��ê�60�ø�

��E

3.2 É�°±

�A�É�È��m(0 < m < NB)ìB6ù��SC :

��p A78NB³¾¿ÊË (eB; NB),b|�Xø�

/�C.

ø�� C = EB(m) = meB (mod NB)

��Ó A��CÈ�ìB6GB�O�|62�ù

�RÉ�ÊËdB6�X>�'��E

>�� DB(C) = CdB = (meB)dB = mKT+1 = m (mod NB)

ê�mxT*NBzr6GRSAÀÁ��Xø�*>�

|�¶a¢mETwV�mê*NBzr6üm*NB³

{�¾��êx pB�x qBE�_6=ham*NB³{

�¾��6�/ pB7 qB�ç¶ß>NB6ü_ÀÁ�

ê��Eu�=hèpB* qB����³r�6üG0*
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NB³Õopp�ç*NBêzr'Ǳ�� (pB + qB)�NB =

(pB + qB)�pBqBEv pB* qB�f´K6ùǱ�� 2�
p
NB

E�NB� 512$½6ùǱ��2�2556�_6pï=h�

��m*NBzrE

3.3 �$%&

�A���m%&6ù�X��SC�

��p A2�ù�ËdA6Emø0%&/%&SE

%&� S = DA(m) = mdA(mod NA)

��Ó A�m*%&SÈ�ìB6áB�Om*S|6

2�A³¾¿ÊË (eA; NA)�X�xE

�x� EA(S) = SeA = m0 (mod NA)

�m0 = mü�xÄ�6h_¶��m�%&SxhA

È�<A'���x��6ü¶�êxAÈ�'Eh�o

���¶2�A³¾¿ÊË�X�x6u�RA�U�dA

Am�SE�_6cxfvw�6����'E

8



3.4 JK�OÉ�°±*�$%&

�A�É�È��m6�JKEm�%&6b|È�ì

B6ù�X��SC�

��p A78Em0 dA%&6/%&S6b|Em*

S0B³¾¿ÊË�Xø�6/�Cm*CSEM

8%&� S = DA(m) = mdA (mod NA) (3.1)

|ø�� Cm = EB(m) = meB (mod NB)

CS = EB(S) = SeB (mod NB) (3.2)

��Ó B�O�Cm*CS|680É�ÊËdB6ECm

*CS>�/m*SEôõ�2�A³¾¿ÊË6�X�

xEM

8>�� DB(Cm) = CdB
m = m (mod NB)

DB(CS) = CdB
S = S 0 (mod NB) (3.3)

��x� EA(S
0) = S 0eA = m0 (mod NA) (3.4)

�m0 = mü�xÄ�6h_¶��m�%&Sxh

AÈ�<A'���x��6ü¶�êxAÈ�'EV
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\<=�6h� (3.1)Ål (3.2)Å]b��F�êJ'{

NA�NB6�_ Rp3�¡�G�MvNA > NBK6

SR¶L��NBEuG (3.3)Åa/' S 0W9�NBE�

_G (3.4)Å	a/'m0�êá�¢A'�mE_�¡

��¢Reblocking Problem£6xG��F�êJ'{ (S

NA,NB )K	9:¤O'�¡EùR@ÙP�>¥6S

C�

P�p���Rp¦§¨h�G6Sh = 10109Eèn$

F��A�R@8¾¿ÊË� (eA1
; NA1

)����$%&

ÀÁ6 (eA2
; NA2

)���� ÀÁ6©NA1
< h < NA2

EJ

%'6BöR@8¾¿ÊË� (eB1
; NB1

)l (eB2
; NB2

)6©

NB1
< h < NB2

EvA��Èmlù%&SìBK6A�

C = EB2
(DA1

(m)) (3.5)

È�ìB6b|B�y�

EA1
(DB2

(C)) = EA1
(DB2

(EB2
(DA1

(m)))) = EA1
(DA1

(m)) = m

(3.6)

V\ (3.5 )Å� (3.6)Å�¶Ä��X6��_`NA1 < h <

NB2
E_P�'ª3xn$F��]bR@8¾¿ÊË6

F/¾¿ÊË'«�0ÕøWE
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P�Ó [3]�n$F���Rp8¾¿ÊË6vNA > NB

K6üA8%&�ø�K¬ m�Reblocking Problem6�

NA < NBüê EKonfelderÂOvNA > NBK68ø�

|%&�ê m�Reblocking ProblemE�_6vA�É�

È�mlù%&SìBK6A¶8®¯NA*NB'�9

��XC°³p�

1. �NA < NB6C = EB(DA(m)) (8%&|ø� )

2. �NA > NB6C = DA(EB(m)) (8ø�|%& )

ç|�CÈ�ìB6áB�O|��XC°³p�

1. �NA < NB6EA(DB(C)) = EA(DB(EB(DA(m)))) = m

2. �NA > NB6DB(EA(C)) = DB(EA(DA(EB(m)))) = m

BM¶�mÄ�'a¢E

11
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ElGamalÆ�����	

G 1985!6ElGamal[4]¬pÙ±�Ç²E�'¾¿ÊË

� ÀÁl%&�yE

4.1 ÊËm�

(1) ÀÁ'³���ÀÁ��Gp�r� p6l{ p³¢´

(primitive root) g6F/>Ç²E��ê¶LE

(2) ���Ë�F��Aopp?�xA61 < xA < p� 16

�ù�ËE

(3) ��¾¿ÊË�F��AayA = gxA (mod p)6yA�

ù¾¿ÊËE
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4.2 É�°±

�A�É�È��m(1 � m � p� 1)ìB6ù��SC�

��p A78NB³¾¿ÊË yB�opp?�k6F

/ (k; p� 1) = 16b|�Xø�/�C = (C1; C2)E

ø�� C1 = gk (mod p); C2 = ykBm (mod p)

��Ó A��CÈ�ìB6áB�O�|62�ù

�R�ËxB6�X>�'��E

>��
C2

CxB
1

=
ykBm

(gk)xB
=

(gxB)km

gkxB
= m (mod p)

4.3 �$%&

�A���m(1 � m � p� 1)%&6ù�X��SC�

��p A8opp?�k6F/ (k; p� 1) = 16b|2�

ù���ËxAEmø0%&/%&S = (r; s)

%&� r = gk (mod p); m = xAr + ks (mod p� 1)

��Ó A�m*%&SÈ�ìB6áB�Om*S|6

13



2�A³¾¿ÊË yA�X�xE

�µ� gm = yrAr
s (mod p)

�0VÄ�6ü (r; s)�m³¶�%&6Tü�·�%&

��� yrAr
s = gxAr+ks (mod p) = gmE

4.3.1 Æ�������

1. -%&ÀÁ'���¸±�>Ç²E�³¹ºVE�

L>Ç²E�6üh yAl g6¶aA³�ËxA6-

ÀÁ�ê��E

2. �®P��	�p¶�%&6ùop r (7 s )6�a

 s (7 r )_` gm = yrAr
s (mod p)6üú¦>Ç²E�

�¡E

3. ®P�Ò»/p�ml%&(r; s)6�hm = xAr+

ks (mod p� 1)axAEü�Å�R@�¼��xAlk

6	0��a/xAEu�A2�fJ' k%&@½6

ü /Om1Xm26ù%&ß¾� (r; s1)l (r; s2)6

ü®P�¶2�m = xAr + ks (mod p � 1)A>¿ÀP

14



=Å

m1 = xAr + ks1 (mod p� 1)

m2 = xAr + ks2 (mod p� 1)

�R@P=Å�@Á� ( xA�k )6üxA¶OaE	

06�ÂÃ_Ä�Ð�6kê¶ÅÆF�E

4. ®P�¶	�m³¶�%& (r; s)6um��T8Ç

ãE_	�P�SC�®P�opÈ�ulw6_`

1 < u;w < p� 1© gcd(w; p� 1) = 1E�y�

r = guy�wA (mod p)

s = rw�1 (mod p� 1)

m = us (mod p� 1)

h_PÅ¶/

yrAr
s = yrA(g

uy�wA )s = yrAg
usy�wsA = yrAg

usy�rA = gus = gm (mod p)

�_ (r; s)�m³¶�%&E_	�<=�6h�E

m��ÉÊL�6ËElGamal%&Ì���E

15



4.4 JK�OÉ�°±��$%&

4.4.1 �������

F��A* BùÀÁ³� (p; g)fJ6���Ëß¾�

xAl xB���¾¿ÊËß¾�yA = gxA (mod p)l yB =

gxB (mod p)E


��Æ����A�É�È��m(1 � m � p � 1)

6�JKEm�%&6b|È�ìB6ù�X��SC�

��p A788E�mø�6/O�C = (C1; C2)E

b|�E�Cø0%&6/O%&S = (S1; S2)EMA

8opp?�kF/ (k; p� 1) = 1E

8ø�� C1 = gk (mod p)

C2 = ykBm (mod p)

|%&� S1 = C1 (mod p)

m = xAS1 + kS2 (mod p� 1)

��Ó B�O fC; Sg|68�X>�'��60a/�

16



m�b|��X�µ6�ãxT�AÈ�<A'E

8>�� m = C2=C
xB
1 (mod p)

��µ� gm = yS1A S
S2
1 (mod p)

������Æ

�A[8%&�m(1 � m � p � 1)6b|�ø�È�ì

B6ù�X��SC�

��p A788E�m%&6/O%&S = (S1; S2)

Eb|�E%&Sø0ø�6/O�C = (C1; C2)E

MA8opp?�kF/ (k; p� 1) = 1E

8%&� S1 = gk (mod p)

m = xAS1 + kS2 (mod p� 1)

|ø�� C1 = S1 (mod p)

C2 = ykBm (mod p)

��Ó B�O fS;Cg|68�X>�6a/�mEb

17



|��X�µ'��60�ãxT�AÈ�<A'E

8>�� m = C2=C
xB
1 (mod p)

��µ� gm = yS1A S
S2
1 (mod p)

4.4.2 �������

F��A*BùÀÁ³�ß¾� (pA; gA)l (pB; gB)6���

Ëß¾�xAlxB���¾¿ÊËß¾�yA = gxA (mod pA)

l yB = gxB (mod pA)


��Æ���

�A�É�È��m(1 � m � pB � 1)6�JKEm�%

&6b|È�ìB6ù�X��SC�

��p 78A8E�mø�6/O�C = (C1; C2)E

b|�E�Cø0%&6/O%&S = (S1; S2)EMA

8opp?�kF/ (k; pA� 1) = 1* (k; pB � 1) = 15ÀE

8ø�� C1 = gkB; C2 = ykBm (mod pB) (4.1)

|%&� S1 = gkA (mod pA)

m = xAS1 + kS2 (mod pA � 1) (4.2)

18



��Ó B�O fC; Sg|68�X>�'��60a/�

mEb|��X�µ6�ãxT�AÈ�<A'E

8>�� m = C2=C
xB
1 (mod pB) (4.3)

��µ� yS1A SS2
1 = gmA (mod pA) (4.4)

Reblocking�����

�8�Xø��%&K6��A�B³ÀÁ³�êJ6ß

¾� pA� pB6	0R¶L�5Reblocking�¡E

(1) v pB < pAK6G>�K�h (4.1)Å>�A (4.3)Å

'm�¢A� (4.1)Å�'mfJ6	0ê �5

ReblockingE©G�xK� pB < pA6	0G (4.1)Å�

(4.2)Å�'mfJ6�h (4.1)Å>�A (4.3)Å'¢

A�m� (4.2)Å�'mfJ6	0G�µK (4.4)Å

�'á#fá (�Æ�xAS1+ kS2 = m (mod pA� 1) )6

�_ê �5ReblockingE

(2) v pB > pAK6G>�K�h (4.1)Å	>A (4.3)Å

'm�¢A� (4.1)Å�'mfJ6	0ê �5

ReblockingEuG�xK� pB > pA6�m > pAü

G (4.2)Å�'m� (4.1)Å�'mêfJ6fM^

19



pA � 1'?�W6hÍÎã²�� gcd(gA; pA) = 16

ü gpA�1
A (mod pA) = 16�_6G (4.4)Å�ÏÅ�ÐÅ

'Æ��M^pA � 1'?�W6	06hÍÎã²�

ù (4.4)Å'á#fá6ê RReblocking'�¡E

hV¶�sbpA; pBêJ ,uê ÑÒ>���µ'<=E

������Æ

�A�É�È��m(1 � m � pA � 1)6�JKEm�%

&6b|È�ìB6ù�X��SC�

��p 78AE�m%&6/O%&S = (S1; S2)6

ç|�E%&Sø�6/O�C = (C1; C2)EMA8o

pp?�k6F/ (k; pA� 1) = 1* (k; pB � 1) = 15ÀE

8%& : S1 = gkA (mod pA)

m = xAS1 + kS2 (mod pA � 1) (4.5)

|ø� : C1 = gkB (mod pB) (4.6)

C2 = ykBm (mod pB) (4.7)

��Ó B�O fS;Cg|68�X>�6a/�mEb

20



|��X�µ'��60�ãxT�AÈ�<A'E

8>� : m = C2=C
xB
1 (mod pB) (4.8)

��µ : gmA = yS1A S
S2
1 (mod pA) (4.9)

Reblocking�����

�8�X%&�ø�K6��A�B³ÀÁ³�êJ6ß

¾� pA� pB6	0R¶L�5Reblocking�¡E

(1) v pB > pAK6� pB > pA6	0G (4.5)Å� (4.7)Å�

'mfJ6�_h (4.6,4.7)Å>�A(4.8)Å'm�¢

A� (4.5)Å�'mfJ6Ó�>�A (4.8)Å'm

�¢A'� (4.5)Å'mfJ6	0G�µK (4.9)Å

�'á#fá (�Æ�xAS1+ kS2 = m (mod pA� 1) )6

�_ê �5ReblockingE

(2) v pB < pAK6� pB < pA6�m > pBüG (4.7)Å�

'm� (4.5)Å�'mêfJ6�_h (4.6,4.7)Å>�

A (4.8)Å'm�¢A� (4.5)Å�'mêfJ6

S_>�A'�mêx¢A (4.5)Å'm6Ó�

>�A (4.8)Å'm�¢A'� (4.5)Å'mêf

J6	0G�µK (4.9)Å�'á#êfá (�Æ�

21



xAS1 + kS2 6= m (mod pA � 1) )6�µ��5À6 m

�Reblocking'�¡E

hV¶�_�u�� pB > pAK6¬ê m�ReblockingE

4.5 ElGamal�$%&'()

4.5.1 ��

�ÀÁ�Gp�r� p6l{ p³¢´ gE%&�Aopp

?�xA61 < xA < p�1�ù�Ë6�ayA = gxA (mod p)

�ù¾¿ÊËE�A���m (1 � m � p� 1)%&6ù

�X��SC�

��p A8op?� k1; k26F/ (k1k2; p � 1) = 16b|

2�ù���ËxAEmø0%&/%&S = (r; s; t)E

%&� r = gk1; s = gk2 (mod p); m = (r+s)x+k1s+k2t (mod p�1)

��Ó A�m*%&SÈ�ìB6áB�Om* S³

|6�2�A³¾¿ÊË yA�X�xE

�µ� gm = yr+sA rsst (mod p)

��yr+srsst = gx(r+s)gk1sgk2t = g(r+s)x+k1s+k2t = gm (mod p)E
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4.5.2 Æ�������

_�Ô�pï'ElGamal�$%&6¢�SC :

(1) G¢Õ'ElGamal�$%&�6ù%&� (r; s)6�

m6�A2�fJ' k%&@½6Mm1;m2³%&

� (r; s1)l (r; s2)6ù�' r = gk (mod p)E

m1 = xAr + ks1 (mod p� 1)

m2 = xAr + ks2 (mod p� 1)

hVÓÁ� (xA; k)�Ó�P=Å6üxA¶Oa6�

_kê¶ÅÆF�6Tüê��E

(2) Géð'P��6�A2�fJ' k1; k2%&:bP

½6Mm1;m2;m3³%& (r; s; t1); (r; s; t2); (r; s; t3)6

ù�' r = gk1 (mod p); s = gk2 (mod p)E

m1 = (r + s)xA + k1s+ k2t1 (mod p� 1)

m2 = (r + s)xA + k1s+ k2t2 (mod p� 1)

m3 = (r + s)xA + k1s+ k2t3 (mod p� 1)

baxA¯ð¹º6©%&�9]b%&fJ' k1; k2P

½¬¶axAE�_6_P�¯��E
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���

������� (DSA)

5.1 ýQþÿ��

Eoª�Ö'�m6×hþÿ��h¶m�Çã�Ö

'þÿ¨6� h(m)A&BEþÿ��¨GE�Øã

(Authentication)7x�$%g (Digital Signature)VÙx·

$9b'kÚEþÿ��¨¶0·xE�'pÙ \ÆÛ

"(Fingerprint)7x \Üb "(Digest)6	06Eþÿ¨'�

$%g6�¶0Ý�E_�'�$%gE�_6F�þ

ÿ��¶0¬Þ�$%g']�EF�G�$%gV'þ

ÿ��9]_`Cúß� [5]:

1. þÿ��9]Eoª�Ö'�6m�Çã�Ö'þ

24



ÿ��¨E

2. Eoª'�m6þÿ��¨h(m)¶àháâ7ãâ

�äå/OE

3. Eoª'þÿ��¨x6bNOp��m*³E�

Mx = h(m)6Gy�Vxê¶X'E

4. Ep��m16bNOæp�êJ'�m26ç©

ÚRfJ'þÿ��¨h(m1) = h(m2)6Gy�Vxê

¶X'E

5. bNOopEêJ'� (m1;m2)6ç©ÚRfJ'

þÿ¨h(m1) = h(m2)6y�Vxê¶X'E

ß� 1� 2x	(' \ýQ "(One-Way)ç�6ß� 3� 4x

EF�þÿ¨'�$%gP�	�'��wè6Tüéê

�¶0hÒ�'�lfm'�$%g6Aoª	�Eù

H�'�$%gE°$_`ß� 1 � 46=h�� \ëþ

ÿ�� "(Weak Hash Function)E�L_`ß� 5'6=h

�� \ìþÿ�� "(Strong Hash Function)Eh_¶í��

G�$%gV'69]xìþÿ��E

������� :
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Rabin[6]G1978!2�DES6F��îï�(Cipher Block

Chaining ,ðñ�CBC)'P�6¬pÙðý©òó'þ

ÿ��6P�SC :

��mß5Çã�Ö64bit'�î(Block)6m1;m2; :::;mN

6F�DES'CBCô�P�6Enp�îõ�ø� :

èh0 =öÕ¨ , hi = Emi
[hi�1]lG = hNE

÷pêJ'xcÙø�IRF�o��Ë6çG�x

64bit'þÿ��¨EaRÓÙ$í'þÿ�� :p�x

MD5[7]6p�x��þÿ�� [8] (SHA , Secure Hash

Function)EG�yV'ÂÃÙ�ßøùV\P�EJ%

'6Ù8��ß5Çã�Ö'�î6�Enpî'�

�fJ'g²E

5.2 �$%&��� (Digital Signature Algorithm)

1991! 8#6z���2úû (National Institute of Stan-

dard and Technology NIST)¾~^�$%&2ú (Digital

Signature Standard DSS)[9]6_2úü�'�����D-

SA(Digital Signature Algorithm)6�ElGamalÀÁ³Áý6
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�©ü�^SchnorrÀÁ� g�·¢´'��60þÿù%

&'�ÖE

DSA����� :

p :512$½³r�E

q :160$½³r�6© q j p� 1E

g :_` g = hp�1=qE

h :ýQþÿ��E

x : 0 < x < q�É�ÊËE

y : y = gx (mod p)�¾¿ÊËE

pX qX glh6�ÀÁ¾~³�J³�*¾¿ÊËy�b

¾¿6x�%&�³�ËE

�A���m (1 � m � p� 1)%&6ù�X��SC�

��p A8opp?�k(0< k < q)6F/ (k; q) = 1Eb

|a%& (r; s)E

%& : r = gk (mod p) (mod q); s = k�1(h(m) + xr) (mod q)

��Ó A�m*%& (r; s)È�ìB6á B�Om*
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(r; s)|6�2�A³¾¿ÊË y�X�xE

�µ�

(1)8�� r; sxTÙG [0; q]6�Tü (r; s)êx%&E

(2)y� t = s�1 (mod q)l r0 = gh(m)tyrt (mod p) (mod q)

� r0 = r6ü (r; s)�m³¶�%&EÝ�³� (r; s)�¶

�%&ü

r0 = gh(m)tyrt (mod p) (mod q) ;

= (gh(m)yr)t (mod p) (mod q) ;

= (gh(m)+xr)k(h(m)+xr)�1 (mod p) (mod q) ;

= gk (mod p) (mod q) = r:

GDSA�6%&�*�µ��]Øap½{ q³s�|½

}6h�a|½}e�fv�Æ���fv�K6Yenl

Laih[10]¬@Ù+,P�¶0��%&� (7�µ� )³

a|½}��6P�GC@�E
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5.2.1 DSA !"#1

��p

%& : r = gk (mod p) (mod q); s = (rk � h(m))x�1 (mod q)

��Ó

�µ : t = r�1 (mod q); r0 = gh(m)tyst (mod p) (mod q)

�� r0 = gh(m)tgxst = (gh(m)+xs)t = (gh(m)+xs)k(xs+h(m))�1 =

gk (mod p) (mod q) = rEG_P��x�1��Ëx³s�|

½}6h��Ëx�Çã6Ëx�1	�Çã6x�1¶0T8

y���G
�â6Gn½%&K�]y�6Ë¶0�

p½s�|½}³y�E·$u¶�%&��y�L�¯

9� (S ICÆ )³��E

5.2.2 DSA !"#2

��p

%& : r = gk (mod p) (mod q); s = k(h(m) + xr)�1 (mod q)

��Ó

�µ : t = sh(m) (mod q); r0 = gtysr (mod p) (mod q)
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��r0 = gtgxsr = gsh(m)gxsr = (gh(m)+xr)s = (gh(m)+xr)k(h(m)+xr)�1

= gk (mod p) (mod q) = rEG_��6�µ��]a|

½}6�_6u¶��µ�y�L�¯9�³��E�

_Yen[11]��G ICÆ��V¶0�¶F�@ÙDSA'+

,P�6Mv ICÆ*�����K6� ICÆ�%&�6

üF�+,P� 16� ICÆ��µ�K6üü�+,P�

2E©YenlLaihµ�Hh+,P�³���*DSA4�

p%6�x±�>Ç²E��¡E

5.3 DSA³Äú*�ú�� [12]

DSA��� !

1. 2ú'¾�Ò�Bz�������¾¿ÊË� À

Á'F�E

2. _2ú	m�'%&�Ö¯� ()R320$½ )E

3. G%&=ÿ�E�r'y�¶GT8Ò�f6¶�

m�%&'KÕE

4. DSS2úGÊ !"#ç¾R�E

5. ��DSSOw$'%6�]b{9'5-E
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6. _ÀÁ'ÊËm�fvòóE

7. cx&§V÷ph��	¾�'%&���E

8. c������Oü'�¿()±g²2ú (FIPS)E

DSA�"� !

1. DSA¶L*+^@�$�'z�L2 (Schnorr%&P

�lPublic Key Partners6ù�PKP�DiÆelHellman

³¾¿ÊËß,P� )EcxNIST-]>¥'7b�

¡E

2. DSS�ê�$�'�d2úfä6�d2ú8.S

ISOXCCITTl SWIFTÒôñRSA�2úEuDSS�

ê�4fä6c��¡��/z�k#§9:ü�@

ÙêJ2ú'¹0E

3. DSS�µ=ÿ®RSA��1 100WE

4. ´2Rivest�� (RSAÐ��³p )'·�6DSS'�

µ=ÿ�R39346�xv s5f� 0K6 m� 1

�0 0'Ä66uNISTù�IR7ªc�T6c�¡

'>¥P��bG%&=ÿK8ã�bs = 0$'
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K96��æpp� k¨m�æp8 sê� 0'%&

�¶0^Ec�¡�:;<'%� =l���6�

�� s = 0��äå¶�F����'É�ÊË�

x = �h(m)=r mod qE

5. DSS'���	>?'��º¡��@O��'>Ç

²E��¡�ê4�fJ6ù���a]bpAKÕ

ABCD�¬L�ãE

6. DSS�¼��'Æ�k¨'pE6ùw�bp�k¨�

¶=FOÀÁ'���6	0k¨'m�PÅEÀÁ

R/G'ÑÒE

7. DSS�¼��Æ�$%&ÀÁ	]' "þÿ�� "l

"ÊËÜÝ "'��úü (u{´z���Ò¾�pc

þÿ��2ú6ç©NIST·�DSS�êxb�A�Ê

ËÜÝÀÁ'V�6æR�"¶¿(� úü'ÊË

ÜÝÚÛ$ )E
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5.4 �'+,P�

hð@Ù+,P�6=h¬p��'+,P�6�¯�

ùÔª3E

�� :

p : 512$½³r�E

q : 160$½³r�© q j p� 1E

g :_` g = hp�1=qE

h :ýQþÿ��E

x : 0 < x < q�É�ÊËE

y : y = gx mod p�¾¿ÊËE

pX qX glh6�ÀÁ¾~³�J³�*¾¿ÊËy�b

¾¿6x�%&�³�ËE

�A���m (1 � m � p� 1)%&6ù�X��SC�

��p A8opp?�k(0 < k < q)6F/ (k; q) = 1,b

|a%& (r; s)E

%& : r = gk (mod p) (mod q); s = x�1(kr�1�h(m)) (mod q)
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��Ó A�m*%& (r; s)È�ìB6á B�Om*

(r; s)|6�2�A³¾¿ÊË y�X�xE

�µ :

(1)8�� r; sxTÙG [0; q]6�Tü (r; s)êx%&E

(2)y� t = rh(m) (mod q)l r0 = gtysr (mod p) (mod q)

� r0 = r5À6ü (r; s)�m³¶�%&EÝ�³� (r; s)

�¶�%&6ü

r0 = gtysr (mod p) (mod q) ;

= (grh(m)gxsr) (mod p) (mod q) ;

= (g(h(m)+xs)r) (mod p) (mod q) ;

= (g(h(m)+xs)k(h(m)+xs)�1) (mod p) (mod q) ;

= gk (mod p) (mod q)

= r:
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#$ :

1. G%&K6��xÇã6	0x�1¶T8a6�«�

�
�â6©%&�¶T8ar6�y�ùs�|

½} r�16J%'«��
�âE�_6Gn½%&K

�]y�s�|½}6Ë¶�Ó½s�|½}'y

�E

2. G�µK�]as�|½}E

3. ICÆ'HR�u��%&�7�µ��¶E

4. � s = 06üê m�DSA� 1�0 0'Ä66©��

É�ÊËxö��OaE

%$ :

ùª3x� r = 0K6G%&K m� 1�0 0'Ä6Eç

G�µK6�� r = 06ü t = 0E� (r; s)�¶�%&6

ü

r0 = gtysr ) 0 = g0ys�0 ) 0 = 1(IJ ):

hV¶�6� r = 0Kü F�µm�ê¶'Ä6E	0

v r� 0K6ü]�pqæpk¨F rê� 0E
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